I nternet Engi neering Task Force (IETF) M Westerl und

Request for Comments: 7667 Eri csson
bsol etes: 5117 S. Wenger
Cat egory: | nfornmational Vi dyo
| SSN: 2070-1721 Novenber 2015

RTP Topol ogi es
Abst r act

Thi s docunent di scusses point-to-point and nulti-endpoint topol ogies
used in environnents based on the Real -tine Transport Protocol (RTP).
In particular, centralized topol ogies commonly enpl oyed in the video
conferencing industry are mapped to the RTP term nol ogy.

Thi s docunent is updated with additional topologies and replaces RFC
5117.
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1.

I nt roducti on

Real -time Transport Protocol (RTP) [RFC3550] topol ogies describe

met hods for interconnecting RTP entities and their processing
behavi or for RTP and the RTP Control Protocol (RTCP). This docunent
tries to address past and existing confusion, especially with respect
to terms not defined in RTP but in conmon use in the communication

i ndustry, such as the Miultipoint Control Unit or MCU

When the Audi o-Visual Profile with Feedback (AVPF) [RFC4585] was
devel oped, the mmin enphasis lay in the efficient support of

poi nt-to-point and small nultipoint scenarios without centralized
mul tipoint control. |In practice, however, nost nultipoint
conferences operate utilizing centralized units referred to as MCUs.
MCUs may inplement mixer or translator functionality (in RTP

[ RFC3550] term nol ogy) and signaling support. They nmay al so contain
addi tional application-layer functionality. This docunent focuses on
the nmedia transport aspects of the MCU that can be realized using
RTP, as discussed below. Further considered are the properties of

m xers and translators, and how some types of deployed MCUs devi ate
fromthese properties.

Thi s docunent al so codifies new nultipoint architectures that have
recently been introduced and that were not anticipated in RFC 5117;
thus, this docunment replaces [ RFC5117]. These architectures use

scal abl e vi deo codi ng and sinmul casting, and their associ ated
centralized units are referred to as Sel ective Forwardi ng M ddl eboxes
(SFMs). This codification provides a comon information basis for
future discussion and specification work.

The new topol ogies are Point to Point via Mddlebox (Section 3.2),
Sour ce-Specific Miulticast (Section 3.3.2), SSMw th Local Unicast
Resources (Section 3.3.3), Point to Miultipoint Using Mesh

(Section 3.4), Selective Forwardi ng M ddl ebox (Section 3.7), and
Split Conponent Terminal (Section 3.10). The Point to Miltipoint
Using the RFC 3550 M xer Mbdel (Section 3.6) has been significantly
expanded to cover two different versions, nanmely Media-M xing M xer
(Section 3.6.1) and Media-Switching M xer (Section 3.6.2).

The docunent’s attenpt to clarify and explain sections of the RTP
spec [RFC3550] is informal. It is not intended to update or change
what is normatively specified within RFC 3550.

West erl und & Wenger I nf or mat i onal [ Page 4]



RFC 7667 RTP Topol ogi es Noverber 2015

2. Definitions
2.1. dossary
ASM  Any- Source Ml ticast
AVPF: The extended RTP profile for RTCP-based feedback
CSRC: Contributing Source
Link: The data transport to the next |IP hop

M ddl ebox: A device that is on the Path that nmedia travel between
two endpoints

MCU. Ml tipoint Control Unit

Path: The concatenation of nultiple links, resulting in an
end-to-end data transfer.

PtM Point to Miultipoint

PtP: Point to Point

SFM  Sel ective Forwardi ng M ddl ebox

SSM  Source-Specific Milticast

SSRC.  Synchroni zation Source

2.2. Definitions Related to RTP G oupi ng Taxonony

The foll owi ng definitions have been taken from [ RFC7656] .

Comuni cation Session: A Communi cation Session is an association
anong two or nore Participants conmunicating with each other via
one or more Multinedia Sessions.

Endpoint: A single addressable entity sending or receiving RTP
packets. It may be deconposed into several functional blocks, but
as long as it behaves as a single RTP stack nmentity, it is
classified as a single "endpoint".

Medi a Source: A Media Source is the |ogical source of a tinme

progressing digital nedia stream synchronized to a reference
clock. This streamis called a Source Stream
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3.

3.

Mul ti medi a Sessi on: A Multinmedia Session is an associ ation anong a
group of participants engaged in conmmunication via one or nore RTP
sessi ons.

Topol ogi es

Thi s subsection defines several topologies that are rel evant for
codec control but also RTP usage in other contexts. The section
starts with point-to-point cases, with or w thout m ddl eboxes. Then
it follows a nunber of different nethods for establishing point-to-
mul ti poi nt communi cati on. These are structured around the nost
fundanental enabler, i.e., multicast, a mesh of connections,
translators, mxers, and finally MCUs and SFMs. The section ends by
di scussi ng decomposited term nals, asynmetric niddl ebox behavi ors,
and conbi ni ng topol ogi es.

The topol ogi es may be referenced in other docunents by a shortcut
nane, indicated by the prefix "Topo-".

For each of the RTP-defined topol ogi es, we discuss how RTP, RTCP, and
the carried media are handled. Wth respect to RTCP, we al so discuss
the handling of RTCP feedback nmessages as defined in [ RFC4585] and

[ RFC5104] .

1. Point to Point
Shortcut name: Topo- Poi nt -t o- Poi nt

The Point-to-Point (PtP) topology (Figure 1) consists of two

endpoi nts, comuni cating using unicast. Both RTP and RTCP traffic
are conveyed endpoint to endpoint, using unicast traffic only (even
if, in exotic cases, this unicast traffic happens to be conveyed over
an | P nulticast address).

oo -+ oo -+
| Af<--ne-- > B |
- -+ - -+

Figure 1: Point to Point

The main property of this topology is that A sends to B, and only B,
while B sends to A, and only A This avoids all conplexities of

handl ing mul ti pl e endpoints and conbi ning the requirements stenmn ng
fromthem Note that an endpoint can still use nmultiple RTP
Synchroni zati on Sources (SSRCs) in an RTP session. The nunber of RTP
sessions in use between A and B can al so be of any nunber, subject
only to systemlevel limtations |ike the nunber range of ports.
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RTCP feedback messages for the indicated SSRCs are comruni cat ed
directly between the endpoints. Therefore, this topol ogy poses
mnimal (if any) issues for any feedback nessages. For RTP sessions
that use multiple SSRCs per endpoint, it can be relevant to inplenent
support for cross-reporting suppression as defined in "Sending
Multiple Media Streans in a Single RTP Session" [ MILTI - STREAM OPT] .

3. 2. Point to Point via M ddl ebox

Thi s section discusses cases where two endpoi nts communi cate but have
one or nore niddl eboxes involved in the RTP session

3.2.1. Translators
Shortcut name: Topo- Pt P-Transl at or

Two nain categories of translators can be distinguished: Transport
Translators and Media Translators. Both translator types share
comon attributes that separate themfrom m xers. For each RTP
streamthat the translator receives, it generates an individual RTP
streamin the other domain. A translator keeps the SSRC for an RTP
stream across the translation, whereas a m xer can select a single
RTP stream fromnultiple received RTP streans (in cases |ike audio/
video switching) or send out an RTP stream conposed of nultiple m xed
media received in multiple RTP streans (in cases |ike audio mxing or
video tiling), but always under its own SSRC, possibly using the CSRC
field to indicate the source(s) of the content. Mxers are nore
common in point-to-nmultipoint cases than in PtP. The reason is that
in PtP use cases, the primary focus of a m ddl ebox is enabling
interoperability, between otherw se non-interoperable endpoints, such
as transcoding to a codec the receiver supports, which can be done by
a Media Transl ator.

As specified in Section 7.1 of [RFC3550], the SSRC space is combn
for all participants in the RTP session, independent of on which side
of the translator the session resides. Therefore, it is the
responsibility of the endpoints (as the RTP session participants) to
run SSRC collision detection, and the SSRCis thus a field the

transl ator cannot change. Any Source Description (SDES) information
associ ated with an SSRC or CSRC al so needs to be forwarded between
the domains for any SSRC/ CSRC used in the different donmains

A translator comonly does not use an SSRC of its own and is not
visible as an active participant in the RTP session. One reason to
have its own SSRC is when a translator acts as a quality nonitor that
sends RTCP reports and therefore is required to have an SSRC

Anot her exanple is the case when a translator is prepared to use RTCP
f eedback messages. This may, for exanple, occur in a translator
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configured to detect packet |oss of inportant video packets, and it
wants to trigger repair by the media sending endpoint, by sending

f eedback messages. While such feedback coul d use the SSRC of the
target for the translator (the receiving endpoint), this in turn
woul d require translation of the target RTCP reports to nmake them
consistent. It may be sinpler to expose an additional SSRC in the
session. The only concern is that endpoints failing to support the
full RTP specification may have issues with multiple SSRCs reporting
on the RTP streanms sent by that endpoint, as this use case may be

vi ewed as exotic by inplenmenters.

In general, a translator inplenmentation should consider which RTCP

f eedback messages or codec-control messages it needs to understand in
relation to the functionality of the translator itself. This is
completely in line with the requirenent to also translate RTCP
messages between the donains.

3.2.1.1. Transport Relay/Anchoring
Shortcut nane: Topo- Pt P- Rel ay

There exi st a nunmber of different types of m ddl eboxes that might be
i nserted between two endpoints on the transport level, e.g., to
perform changes on the | P/ UDP headers, and are, therefore, basic
Transport Translators. These ni ddl eboxes conme in many variations

i ncludi ng NAT [ RFC3022] traversal by pinning the nedia path to a
public address domain relay and network topol ogi es where the RTP
streamis required to pass a particular point for audit by enploying
rel ayi ng, or preserving privacy by hiding each peer’s transport
addresses to the other party. Qher protocols or functionalities
that provide this behavior are Traversal Using Rel ays around NAT
(TURN) [ RFC5766] servers, Session Border Gateways, and Media
Processi ng Nodes with nmedia anchoring functionalities.

oo -+ oo -+ oo -+
| A|<------ > T |<------- > B
oo -+ oo -+ oo -+

Figure 2: Point to Point with Transl ator

A common el enent in these functions is that they are nornmally
transparent at the RTP level, i.e., they performno changes on any
RTP or RTCP packet fields and only affect the |lower |ayers. They may
af fect, however, the path since the RTP and RTCP packets are routed
bet ween the endpoints in the RTP session, and thereby they indirectly
af fect the RTP session. For this reason, one could believe that
Transport Transl ator-type m ddl eboxes do not need to be included in
this docunment. This topol ogy, however, can raise additiona
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requirenents in the RTP inplenmentation and its interactions with the
signaling solution. Both in signaling and in certain RTCP fields,

net wor k addresses other than those of the relay can occur since B has
a different network address than the relay (T). |Inplenmentations that
cannot support this will also not work correctly when endpoints are
subj ect to NAT.

The Transport Relay inplenentations al so have to take into account
security considerations. |In particular, source address filtering of

i ncom ng packets is usually inportant in relays, to prevent attackers
frominjecting traffic into a session, which one peer may, in the
absence of adequate security in the relay, think it comes fromthe

ot her peer.

3.2.1.2. Transport Transl ator
Shortcut nane: Topo- Trn-Transl at or

Transport Translators (Topo-Trn-Translator) do not nodify the RTP
streamitself but are concerned with transport paraneters. Transport
paraneters, in the sense of this section, conprise the transport
addresses (to bridge different domains such as unicast to nulticast)
and the nedi a packetization to allow other transport protocols to be
i nterconnected to a session (in gateways).

Translators that bridge between different protocol worlds need to be
concerned about the mapping of the SSRC/ CSRC (Contri buting Source)
concept to the non-RTP protocol. Wen designing a translator to a
non- RTP-based nedi a transport, an inportant consideration is howto
handl e different sources and their identities. This problemspace is
not di scussed henceforth.

O the Transport Translators, this neno is primarily interested in
those that use RTP on both sides, and this is assunmed henceforth.

The nost basic Transport Translators that operate bel ow the RTP | eve
were al ready discussed in Section 3.2.1.1

3.2.1.3. Media Transl ator
Shortcut nane: Topo- Medi a- Transl at or
Medi a Transl ators (Topo- Medi a- Transl ator) nodify the nmedia inside the
RTP stream This process is commonly known as transcoding. The
nmodi fication of the nedia can be as small as renoving parts of the

stream and it can go all the way to a full decodi ng and re-encodi ng
(down to the sanple | evel or equivalent) utilizing a different nedia
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codec. Media Translators are commonly used to connect endpoints
wi thout a comon interoperability point in the nedia encoding.

St and-al one Media Translators are rare. Mst comonly, a conbination
of Transport and Media Translator is used to translate both the nedia
and the transport aspects of the RTP streamcarrying the nedia

bet ween two transport domai ns.

VWhen nedi a translation occurs, the translator’s task regardi ng
handl i ng of RTCP traffic becomes substantially nore conplex. In this
case, the translator needs to rewite endpoint B s RTCP receiver
report before forwarding themto endpoint A. The rewiting is needed
as the RTP streamreceived by Bis not the sane RTP stream as the
other participants receive. For example, the nunber of packets
transmtted to B may be | ower than what A sends, due to the different
media format and data rate. Therefore, if the receiver reports were
forwarded wi thout changes, the extended hi ghest sequence nunber woul d
indicate that B was substantially behind in reception, while it nost
likely would not be. Therefore, the translator nust translate that
nunber to a correspondi ng sequence numnber for the streamthe
translator received. Simlar requirenents exist for nobst other
fields in the RTCP receiver reports.

A Media Translator nay in sonme cases act on behalf of the "real"
source (the endpoint originally sending the nmedia to the translator)
and respond to RTCP feedback nmessages. This may occur, for exanple,
when a receiving endpoint requests a bandw dth reduction, and the
Medi a Transl ator has not detected any congestion or other reasons for
bandwi dt h reducti on between the sending endpoint and itself. In that
case, it is sensible that the Media Translator reacts to codec
control messages itself, for exanple, by transcoding to a | ower nedia
rate.

A variant of translator behavior worth pointing out is the one
depicted in Figure 3 of an endpoint A sending an RTP stream
containing nedia (only) to B. On the path, there is a device T that
mani pul ates the RTP streans on A's behalf. One commopn exanple is
that T adds a second RTP stream containing Forward Error Correction
(FEC) information in order to protect A's (non FEC- protected) RTP
stream In this case, T needs to semantically bind the new FEC RTP
streamto A's nedia-carrying RTP stream for exanple, by using the
same CNAME as A
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3.

2

Fi gure 3: Media Transl ator Adding FEC

There may al so be cases where information is added into the origina
RTP stream while |eaving nost or all of the original RTP packets
intact (with the exception of certain RTP header fields, such as the
sequence nunber). One exanple is the injection of netadata into the
RTP stream carried in their own RTP packets.

Simlarly, a Media Translator can sonetinmes renove information from
the RTP stream while otherw se |eaving the renmining RTP packets
unchanged (again with the exception of certain RTP header fields).

Ei ther type of functionality where T manipul ates the RTP stream or
adds an acconpanyi ng RTP stream on behalf of Ais also covered under
the Media Transl ator definition

2. Back-to-Back RTP sessions
Shortcut name: Topo- Back- To- Back

There exi st mi ddl eboxes that interconnect two endpoints (A and B)

t hrough thenselves (MB), but not by being part of a commobn RTP
session. Instead, they establish two different RTP sessions: one
bet ween A and the mi ddl ebox and anot her between the m ddl ebox and B
This topology is called Topo-Back- To- Back

| <--Session A-->| |<--Session B-->
+--m - o - + +--m - o - + +--m - o - +
N > MB |------e- > B |
S R + S R + S R +

Fi gure 4: Back-to-Back RTP Sessions through M ddl ebox

The m ddl ebox acts as an application-level gateway and bridges the
two RTP sessions. This bridging can be as basic as forwarding the
RTP payl oads between the sessions or nore conplex including nedia
transcoding. The difference of this topology relative to the single
RTP session context is the handling of the SSRCs and the other
session-related identifiers, such as CNAMEs. Wth two different RTP
sessions, these can be freely changed and it becones the m ddl ebox’s
responsibility to maintain the correct rel ations.
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The signaling or other above RTP-level functionalities referencing
RTP streans may be what is npost inpacted by using two RTP sessions
and changing identifiers. The structure with two RTP sessions al so
puts a congestion control requirenent on the m ddl ebox, because it
becones fully responsible for the nedia streamit sources into each
of the sessions.

Adherence to congestion control can be solved locally on each of the
two segnments or by bridging statistics fromthe receiving endpoint
through the m ddl ebox to the sending endpoint. From an

i npl ementation point, however, the latter requires dealing with a
nunber of inconsistencies. First, packet |oss nmust be detected for
an RTP stream sent from A to the mddl ebox, and that |oss nust be
reported through a skipped sequence nunber in the RTP streamfromthe
m ddl ebox to B. This coupling and the resulting inconsistencies are
conceptual ly easier to handl e when considering the two RTP streans as
bel onging to a single RTP session

3.3. Point to Multipoint Using Milticast

Multicast is an IP-layer functionality that is available in sone
networks. Two nain flavors can be distingui shed: Any-Source

Mul ticast (ASM [RFC1112] where any nulticast group participant can
send to the group address and expect the packet to reach all group
partici pants and Source-Specific Milticast (SSM [RFC3569], where
only a particular |IP host sends to the nmulticast group. Each of
these nodel s are di scussed below in their respective sections.

3.3.1. Any-Source Milticast (ASM

Shortcut name: Topo- ASM (was Topo- Mul ticast)

F----- +
+---+ / \ +---+
| A----1/ \---] B|
+---+ / Multi- \ +---+
+ cast +
+---+ \ Network [/ +---+
| C|----\ [---]1 D|
+---+ \ / +---+
+--m o= +

Figure 5: Point to Multipoint Using Milticast
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Point to Multipoint (PtM is defined here as using a multicast

topol ogy as a transnission nodel, in which traffic fromany nulticast
group participant reaches all the other nulticast group participants,
except for cases such as:

o packet |oss, or

o0 when a multicast group participant does not wish to receive the
traffic for a specific multicast group and, therefore, has not
subscribed to the IP rmulticast group in question. This scenario
can occur, for exanple, where a Miultinmedia Session is distributed
using two or nmore mnulticast groups, and a nulticast group
participant is subscribed only to a subset of these sessions.

In the above context, "traffic" enconpasses both RTP and RTCP
traffic. The nunber of nulticast group participants can vary between
one and many, as RTP and RTCP scale to very large nulticast groups

(the theoretical limt of the number of participants in a single RTP
session is in the range of billions). The above can be realized
usi ng ASM

For feedback usage, it is useful to define a "small nulticast group"”
as a group where the nunber of nulticast group participants is so | ow
(and other factors such as the connectivity is so good) that it

all ows the participants to use early or imredi ate feedback, as
defined in AVPF [ RFC4585]. Even when the environment woul d all ow for
the use of a small nulticast group, some applications may still want
to use the nore limted options for RTCP feedback available to | arge
mul ticast groups, for exanple, when there is a likelihood that the
threshold of the small multicast group (in ternms of nmulticast group
partici pants) may be exceeded during the lifetime of a session

RTCP feedback messages in nulticast reach, |like nmedia data, every
subscri ber (subject to packet |osses and nulticast group
subscription). Therefore, the feedback suppression nmechani sm

di scussed in [RFC4585] is typically required. Each individua
endpoint that is a nulticast group participant needs to process every
f eedback message it receives, not only to determine if it is affected
or if the feedback nessage applies only to sonme ot her endpoint but
also to derive tinmng restrictions for the sending of its own

f eedback messages, if any.
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3.3.2. Source-Specific Milticast (SSM
Shortcut name: Topo- SSM

In Any-Source Multicast, any of the nulticast group participants can
send to all the other nulticast group participants, by sending a
packet to the multicast group. |In contrast, Source-Specific

Mul ticast [ RFC3569][ RFC4607] refers to scenari os where only a single
source (Distribution Source) can send to the multicast group,
creating a topol ogy that |ooks |ike the one bel ow

R + R +
| Medi a | | | Sour ce- Specific
| Sender 1| <----- > DS | Mul ti cast
R + | T O] 4--t-cmmmmmmie - > R(1)
| SUl | | I
R + | TR | +----------- > R(2) |
|Media | <----->] RC[->+ | |
| Sender 2] | 1 E| | +------ > R(n-1) | |
O + - .
| U | >R ]
| T+ R
IR ESEEEEEEEE LR N
R + | O|F<---------mnu--- + | |
| Medi a | | N [T <------mmmmmemme o - + |
| Sender M <----- >| [ R +
R + +----- + RTCP Uni cast

FT = Feedback Tar get

Transport fromthe Feedback Target to the Distribution
Source is via unicast or nulticast RTCP if they are not
co-1 ocat ed.

Figure 6: Point to Multipoint Using Source-Specific Milticast

In the SSM topol ogy (Figure 6), a nunber of RTP sending endpoints
(RTP sources henceforth) (1 to M are allowed to send nedia to the
SSM group. These sources send nedia to a dedicated Distribution
Source, which forwards the RTP streans to the nulticast group on
behal f of the original RTP sources. The RTP streans reach the

recei ving endpoints (receivers henceforth) (R(1) to R(n)). The
receivers’ RTCP nessages cannot be sent to the nmulticast group, as
the SSM nulticast group by definition has only a single |IP sender

To support RTCP, an RTP extension for SSM[RFC5760] was defined. It
uses unicast transm ssion to send RTCP from each of the receivers to
one or nore Feedback Targets (FT). The Feedback Targets relay the
RTCP unnodi fied, or provide a summary of the participants’ RTCP
reports towards the whole group by forwarding the RTCP traffic to the
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Distribution Source. Figure 6 only shows a single Feedback Target
integrated in the Distribution Source, but for scalability the FT can
be distributed and each instance can have responsibility for
subgroups of the receivers. For sunmary reports, however, there
typically rmust be a single Feedback Target aggregating all the
summaries to a conmon nessage to the whol e receiver group

The RTP extension for SSM specifies how feedback (both reception

i nformati on and specific feedback events) are handl ed. The nore
general problens associated with the use of multicast, where everyone
recei ves what the Distribution Source sends, need to be accounted
for.

The aforenmentioned situation results in commbn behavior for RTP
mul ticast:

1. Milticast applications often use a group of RTP sessions, not
one. Each endpoint needs to be a nenber of npbst or all of these
RTP sessions in order to performwell.

2. Wthin each RTP session, the nunber of nedia sinks is likely to
be nmuch larger than the nunber of RTP sources

3. Milticast applications need signhaling functions to identify the
rel ati onshi ps between RTP sessions.

4. Milticast applications need signaling functions to identify the
rel ati onshi ps between SSRCs in different RTP sessions.

Al multicast configurations share a signaling requirenent: all of
the endpoints need to have the same RTP and payl oad type
configuration. Oherw se, endpoint A could, for exanple, be using
payl oad type 97 to identify the video codec H 264, while endpoint B
woul d identify it as MPEG 2, with unpredictable but al nost certainly
not visually pleasing results.

Security solutions for this type of group conmunication are al so

chal l enging. First, the key managenent and the security protoco

must support group communi cation. Source authentication becones nore

difficult and requires specialized solutions. For nore discussion on

this, please review "Options for Securing RTP Sessions" [RFC7201].
3.3.3. SSMwith Local Unicast Resources

Shortcut nanme: Topo- SSM RAMS

"Uni cast - Based Rapid Acquisition of Miulticast RTP Sessions" [RFC6285]
results in additional extensions to SSMtopol ogy.
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Figure 7: SSMw th Local Unicast Resources (RAMS)

The rapid acquisition extension allows an endpoint joining an SSM

mul ticast session to request nedia starting with the |last sync point
(fromwhere nedia can be decoded without requiring context

establi shed by the decodi ng of prior packets) to be sent at high
speed until such tine where, after the decoding of these burst-
delivered medi a packets, the correct media timng is established,
i.e., media packets are received within adequate buffer intervals for
this application. This is acconplished by first establishing a

uni cast PtP RTP session between the Burst/Retransni ssion Source (BRS)
(Figure 7) and the RTP Receiver. The unicast session is used to
transmt cached packets fromthe nulticast group at higher then
normal speed in order to synchronize the receiver to the ongoing
mul ti cast RTP stream Once the RTP receiver and its decoder have
caught up with the nulticast session’'s current delivery, the receiver
switches over to receiving directly fromthe multicast group. In
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many depl oyed applications, the (still existing) PtP RTP session is
used as a repair channel, i.e., for RTP Retransm ssion traffic of
those packets that were not received fromthe multicast group

3.4. Point to Multipoint Using Mesh

Shortcut nane: Topo- Mesh

+-- -+ +-- -+
| Al<----> B
oo -+ oo -+
N N
\ /
\ /
\Y; \Y;
+-- -+
| C|
oo -+

Figure 8 Point to Miltipoint Using Mesh

Based on the RTP session definition, it is clearly possible to have a
joint RTP session involving three or nore endpoints over nultiple

uni cast transport flows, |like the joint three-endpoint session

depi cted above. In this case, A needs to send its RTP streans and
RTCP packets to both B and C over their respective transport flows.
As long as all endpoints do the sane, everyone will have a joint view
of the RTP session

Thi s topol ogy does not create any additional requirements beyond the
need to have multiple transport flows associated with a single RTP
session. Note that an endpoint nmay use a single local port to
receive all these transport flows (in which case the sending port, IP
address, or SSRC can be used to demultiplex), or it mght have
separate | ocal reception ports for each of the endpoints.
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Figure 9: A Milti-Unicast Mesh with a Joint RTP Session

Figure 9 depicts endpoint A's view of using a common RTP sessi on when
establishing the nesh as shown in Figure 8. There is only one RTP
session (RTP1) but two transport flows (UDP1 and UDP2). The Media
Source (CAM is encoded and transmitted over the SSRC (AV1) across
both transport layers. However, as this is a joint RTP session, the
two streams must be the same. Thus, a congestion control adaptation
needed for the paths Ato B and Ato C needs to use the nost
restricting path’s properties.

An alternative structure for establishing the above topology is to
use i ndependent RTP sessions between each pair of peers, i.e., three
different RTP sessions. 1|n sone scenarios, the sane RTP stream may
be sent fromthe transmtting endpoint; however, it also supports

| ocal adaptation taking place in one or nore of the RTP streans,
rendering them non-identical
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Figure 10: A Multi-Unicast Mesh with an I ndependent RTP Session

Let’s review the topol ogy when i ndependent RTP sessions are used from
A's perspective in Figure 10 by considering both howthe nediais
handl ed and how t he RTP sessions are set up in Figure 10. A's

m crophone is captured and the audio is fed into two different

encoder instances, each with a different independent RTP session,
i.e., RTP1 and RTP2, respectively. The SSRCs (AAl and AA2) in each
RTP session are conpletely independent, and the nedia bitrate
produced by the encoders can al so be tuned differently to address any
congestion control requirenents differing for the paths Ato B
compared to Ato C

From a topol ogi es vi ewpoint, an inportant difference exists in the
behavi or around RTCP. First, when a single RTP session spans al
three endpoints A B, and C, and their connecting RTP streans, a
common RTCP bandwi dth is cal cul ated and used for this single joint
session. In contrast, when there are nultiple independent RTP
sessions, each RTP session has its |ocal RTCP bandw dth allocation

Further, when nultiple sessions are used, endpoints not directly

involved in a session do not have any awareness of the conditions in
t hose sessions. For exanple, in the case of the three-endpoint
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configuration in Figure 8, endpoint A has no awareness of the
conditions occurring in the session between endpoints B and C
(whereas if a single RTP session were used, it would have such
awar eness) .

Loop detection is also affected. Wth independent RTP sessions, the
SSRC/ CSRC cannot be used to determ ne when an endpoint receives its
own nedia stream or a mixed nedia streamincluding its own nedia
stream (a condition known as a loop). The identification of |oops
and, in nost cases, their avoidance, has to be achi eved by ot her
means, for exanple, through signaling or the use of an RTP externa
nanespace bi ndi ng SSRC/ CSRC anong any comuni cating RTP sessions in
t he mesh.

Point to Miultipoint Using the RFC 3550 Transl at or
Thi s section discusses sone additional usages related to point to
mul tipoint of translators conpared to the point-to-point cases in
Section 3.2.1.
.1. Relay - Transport Transl ator

Shortcut nane: Topo-PtM Trn-Transl at or

Thi s section discusses Transport Translator-only usages to enable
mul ti poi nt sessi ons.

+--- - - +

+-- -+ / \ R + +-- -+

| A]<---1/ \ | | <---->] B |

+-- -+ / \ | | +-- -+

+ Milticast +->| Translator

+---+ \' Network / | | +---+

| C|<---\ / | | <---->| D

+---+ \ / ey + +---+
S S +

Figure 11: Point to Miultipoint Using Milticast

Figure 11 depicts an exanple of a Transport Translator perform ng at
| east | P address translation. It allows the (non-nulticast-capable)
endpoints B and D to take part in an Any-Source Milticast session

i nvol ving endpoints A and C, by having the translator forward their
uni cast traffic to the multicast addresses in use, and vice versa.
It nmust also forward B's traffic to D, and vice versa, to provide
both B and Dwith a conplete view of the session.
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+---+ S R + +---+
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| Translator |

+-- -+ | | +-- -+

| Cl<--->] |<----> D

+---+ S R + +---+

Figure 12: RTP Translator (Relay) with Only Unicast Paths

Anot her translator scenario is depicted in Figure 12. The transl ator
in this case connects nultiple endpoints through unicast. This can
be inplemented using a very sinple Transport Translator which, in
this document, is called a relay. The relay forwards all traffic it
recei ves, both RTP and RTCP, to all other endpoints. In doing so, a
mul ticast network is enulated without relying on a nulticast-capable
network infrastructure.

For RTCP feedback, this results in a sinilar set of considerations to
those described in the ASM RTP topology. It also puts sone

addi tional signaling requirements onto the session establishment; for
exanpl e, a common configuration of RTP payload types is required.

Transport Translators and rel ays shoul d al ways consi der inpl enenting
source address filtering, to prevent attackers from using the
listening ports on the translator to inject traffic. The translator
can, however, go one step further, especially if explicit SSRC
signaling is used, to prevent endpoints from sendi ng SSRCs ot her than
its owmn (that are, for exanple, used by other participants in the
session). This can inprove the security properties of the session,
despite the use of group keys that on a cryptographic |evel allows
anyone to inpersonate another in the same RTP session

A translator that doesn’t change the RTP/ RTCP packet content can be
operated without requiring it to have access to the security contexts
used to protect the RTP/RTCP traffic between the participants.

3.5.2. Medi a Tr ansl at or

In the context of nmultipoint communications, a Media Translator is
not providing new mechanisns to establish a nmultipoint session. It
is nore of an enabler, or facilitator, that ensures a given endpoint
or a defined subset of endpoints can participate in the session

If endpoint Bin Figure 11 were behind a limted network path, the
translator nay performnedia transcoding to allow the traffic
received fromthe other endpoints to reach B without overl oading the
path. This transcoding can help the other endpoints in the multicast
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part of the session, by not requiring the quality transmitted by Ato
be lowered to the bitrates that B is actually capabl e of receiving
(and vice versa).

3.6. Point to Multipoint Using the RFC 3550 M xer Mbde
Shortcut name: Topo-M xer

A mxer is a mddl ebox that aggregates nmultiple RTP streans that are
part of a session by generating one or nore new RTP streans and, in
nost cases, by nanipulating the nedia data. One common application
for a mixer is to allow a participant to receive a session with a
reduced anount of resources.

S g +
+---+ / \ e + +---+
| A]<---1/ \ | |<---->] B
+---+ ] Mul ti- \ | | +---+
+ cast +->| M xer |
+---+ \ Network / | | +--- 4+
| C|<---\ / | | <----> D
+---+ \ / R + +-- -+
+----- +

Figure 13: Point to Miultipoint Using the RFC 3550 M xer Mbddel

A m xer can be viewed as a device termi nating the RTP streans
received fromother endpoints in the same RTP session. Using the
medi a data carried in the received RTP streans, a m xer generates
derived RTP streans that are sent to the receiving endpoints.

The content that the mxer provides is the m xed aggregate of what
the m xer receives over the PtP or PtM paths, which are part of the
same Conmuni cati on Session

The ni xer creates the Media Source and the source RTP stream j ust
like an endpoint, as it mixes the content (often in the unconpressed
domai n) and then encodes and packetizes it for transmission to a
recei ving endpoint. The CSRC Count (CC) and CSRC fields in the RTP
header can be used to indicate the contributors to the newy
generated RTP stream The SSRCs of the to-be-nixed streans on the
m xer input appear as the CSRCs at the mixer output. That output
stream uses a unique SSRC that identifies the nixer’'s stream The
CSRC shoul d be forwarded between the different endpoints to allow for
| oop detection and identification of sources that are part of the
Conmruni cati on Session. Note that Section 7.1 of RFC 3550 requires
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the SSRC space to be shared between domains for these reasons. This
al so inplies that any SDES information normally needs to be forwarded
across the m xer.

The nmixer is responsible for generating RTCP packets in accordance
with its role. It is an RTP receiver and should therefore send RTCP
receiver reports for the RTP streanms it receives and termnates. In
its role as an RTP sender, it should al so generate RTCP sender
reports for those RTP streans it sends. As specified in Section 7.3
of RFC 3550, a mixer must not forward RTCP unaltered between the two
donmai ns.

The ni xer depicted in Figure 13 is involved in three domains that
need to be separated: the Any-Source Milticast network (including
endpoints A and C), endpoint B, and endpoint D. Assumng all four
endpoints in the conference are interested in receiving content from
all other endpoints, the m xer produces different m xed RTP streans
for Band D, as the one to B nay contain content received fromD, and
vice versa. However, the m xer nay only need one SSRC per mnedia type
in each domain where it is the receiving entity and transmtter of

m xed content.

In the nmulticast domain, a mixer still needs to provide a nixed view
of the other domains. This nmakes the mixer sinpler to inplenment and
avoi ds any issues with advanced RTCP handling or |oop detection,

whi ch woul d be problematic if the m xer were providing non-symretric
behavior. Pl ease see Section 3.11 for nore discussion on this topic.
The m xi ng operation, however, in each domain could potentially be
different.

A mxer is responsible for receiving RTCP feedback nmessages and
handl i ng them appropriately. The definition of "appropriate" depends
on the message itself and the context. In sone cases, the reception
of a codec-control nessage by the mixer may result in the generation
and transni ssion of RTCP feedback nmessages by the mixer to the

endpoints in the other domain(s). In other cases, a nessage is
handl ed by the m xer locally and therefore not forwarded to any other
domai n.

When replacing the nulticast network in Figure 13 (to the left of the
m xer) with individual unicast paths as depicted in Figure 14, the

m xer nodel is very simlar to the one discussed in Section 3.9

bel ow. Pl ease see the discussion in Section 3.9 about the

di fferences between these two nodel s.

West erl und & Wenger I nf or mat i onal [ Page 23]



RFC 7667 RTP Topol ogi es Noverber 2015
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Figure 14: RTP Mxer with Only Uni cast Paths

We now discuss in nore detail the different mxing operations that a
m xer can perform and how they can affect RTP and RTCP behavi or

3.6.1. Media-Mxing M xer

The Media-M xing Mxer is likely the one that nost think of when they
hear the term"m xer". Its basic nbde of operation is that it
receives RTP streans from several endpoints and selects the strean(s)
to be included in a nedia-donmain mx. The selection can be through
static configuration or by dynamic, content-dependent means such as
voi ce activation. The mxer then creates a single outgoing RTP
stream fromthis mx.

The nost comonly depl oyed Media-M xing M xer is probably the audio
m xer, used in voice conferencing, where the output consists of a

m xture of all the input audio signals; this needs m nimal signaling
to be successfully set up. Froma signal processing viewpoint, audio
mxing is relatively straightforward and commonly possible for a
reasonabl e nunber of endpoints. Assune, for exanple, that one wants
to mx N streans from N different endpoints. The nixer needs to
decode those N streans, typically into the sanple domain, and then
produce N or N+1 mixes. Different mxes are needed so that each
endpoint gets a mx of all other sources except its own, as this
woul d result in an echo. Wen Nis |ower than the nunber of all
endpoints, one may produce a mix of all N streanms for the group that
are currently not included in the mx; thus, N+1 mxes. These audio
streans are then encoded agai n, RTP packetized, and sent out. In
many cases, audio |evel normalization, noise suppression, and simlar
signal processing steps are also required or desirable before the
actual m xing process comences.

In video, the term"m xing" has a different interpretation than
audio. It is commonly used to refer to the process of spatially
combi ning contributed video streanms, which is also known as "tiling".
The reconstructed, appropriately scal ed down videos can be spatially
arranged in a set of tiles, with each tile containing the video from
an endpoint (typically showing a hunman participant). Tiles can be of
different sizes so that, for exanple, a particularly inportant
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partici pant, or the |oudest speaker, is being shown in a larger tile
than other participants. A self-view picture can be included in the
tiling, which can be either locally produced or feedback froma

m xer-received and reconstructed video i mage. Such renote | oopback
all ows for confidence nonitoring, i.e., it enables the participant to
see hinself/herself in the same quality as other participants see
himher. The tiling normally operates on reconstructed video in the
sampl e domain. The tiled inage is encoded, packetized, and sent by
the m xer to the receiving endpoints. It is possible that a

m ddl ebox with nedia mxing duties contains only a single mxer of
the aforenmentioned type, in which case all participants necessarily
see the sane tiled video, even if it is being sent over different RTP
streanms. Mdre common, however, are miXing arrangenents where an

i ndi vidual mxer is available for each outgoing port of the

m ddl ebox, all ow ng individual conpositions for each receiving
endpoint (a feature comonly referred to as personalized | ayout).

One problemwith nedia mixing is that it consunes both | arge anpbunts
of medi a processing resources (for the decoding and mi xi ng process in
the unconpressed domai n) and encodi ng resources (for the encodi ng of
the m xed signal). Another problemis the quality degradation
created by decoding and re-encoding the nedia, which is the result of
the | ossy nature of the nbst comonly used nmedia codecs. A third
problemis the latency introduced by the nedia mixing, which can be
substantial and annoyingly noticeable in case of video, or in case of
audio if that m xed audio is lip-synchronized with high-Iatency
video. The advantage of media mixing is that it is straightforward
for the endpoints to handle the single nedia stream (which includes
the m xed aggregate of many sources), as they don't need to handl e
mul ti pl e decodi ngs, |ocal mxing, and conposition. In fact, mxers
were introduced in pre-RTP tines so that |egacy, single stream

recei ving endpoints (that, in some protocol environnents, actually
didn’t need to be aware of the multipoint nature of the conference)
coul d successfully participate in what a user would recogni ze as a
mul tiparty video conference.
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Fi gure 15: Session and SSRC Details for Media M xer

From an RTP perspective, media m xing can be a very sinple process,
as can be seen in Figure 15. The m xer presents one SSRC towards the
receiving endpoint, e.g., MAL to Peer A, where the associated stream
is the nedia m x of the other endpoints. As each peer, in this
exanpl e, receives a different version of a nmix fromthe mixer, there
is no actual relation between the different RTP sessions in terns of
actual media or transport-level information. There are, however,
comon rel ati onshi ps between RTP1- RTP3, nanely SSRC space and
identity information. Wen A receives the MAL stream which is a
conbi nation of BAlL and CAl streans, the m xer may include CSRC
information in the MAL streamto identify the Contributing Sources
BA1 and CAl, allowing the receiver to identify the Contributing
Sources even if this were not possible through the nedia itself or

t hrough ot her signaling neans.

The CSRC has, in turn, utility in RTP extensions, |like the RTP header
extension for Mxer-to-Client Audio Level Indication [ RFC6465]. |If
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the SSRCs fromthe endpoint to m xer paths are used as CSRCs in

anot her RTP session, then RTP1, RTP2, and RTP3 becone one joint
session as they have a common SSRC space. At this stage, the m xer

al so needs to consider which RTCP information it needs to expose in
the different paths. 1In the above scenario, a mxer would nornally
expose nothing nore than the SDES information and RTCP BYE for a CSRC
| eaving the session. The nmain goal would be to enable the correct

bi ndi ng agai nst the application |logic and other information sources.
This al so enabl es | oop detection in the RTP session

3.6.2. Media-Swtching M xer

Medi a- Switching M xers are used in limted functionality scenarios
where no, or only very limted, concurrent presentation of multiple
sources is required by the application and also in nore conpl ex

mul ti-stream usages with receiver mxing or tiling, including

conbi ned with sinmulcast and/or scalability between source and m xer
An RTP nmi xer based on medi a switching avoids the nedi a decodi ng and
encodi ng operations in the mixer, as it conceptually forwards the
encoded nmedia streamas it was being sent to the mixer. |t does not
avoi d, however, the decryption and re-encryption cycle as it rewites
RTP headers. Forwarding nmedia (in contrast to reconstructing-m xi ng-
encodi ng nedi a) reduces the anmpbunt of conputational resources needed
in the m xer and increases the nedia quality (both in terns of
fidelity and reduced | atency).

A Medi a-Switching M xer maintains a pool of SSRCs representing
conceptual or functional RTP streans that the m xer can produce
These RTP streans are created by selecting nedia fromone of the RTP
streans received by the m xer and forwarded to the peer using the

m xer’s own SSRCs. The mixer can switch between avail abl e sources if
that is required by the concept for the source, like the currently
active speaker. Note that the mxer, in nost cases, still needs to
performa certain anmount of nedia processing, as nany nedia fornmats
do not allowto "tune into" the streamat arbitrary points in their
bi tstream

To achi eve a coherent RTP streamfromthe mxer’s SSRC, the m xer
needs to rewite the incom ng RTP packet’s header. First, the SSRC
field must be set to the value of the mxer’s SSRC. Second, the
sequence nunber nust be the next in the sequence of outgoing packets
it sent. Third, the RTP tinmestanp val ue needs to be adjusted using
an of fset that changes each tine one switches the Media Source.

Fi nal |l y, depending on the negotiation of the RTP payl oad type, the
val ue representing this particular RTP payl oad configuration may have
to be changed if the different endpoint-to-m xer paths have not
arrived on the sane nunbering for a given configuration. This also
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requires that the different endpoints support a common set of codecs,

ot herwi se medi a transcodi ng for codec conpatibility would still

required.

be

We now consi der the operation of a Media-Switching M xer that
supports a video conference with six participating endpoints (A-F)

where the two nost
each receiving endpoint. Thus, the m xer
to each peer, and each peer is capabl e of
streans sinultaneously.

recent speakers in the conference are shown to

has two SSRCs sendi ng vi deo
| ocally handling two video

oA + H-MXER- - === - mmmmmm e +
| +- RTP1----]| | - RTP1------ + S + |
| | +Video-]| | - Vi deo---+ | | |
| 1 | AVL| -------mm--- D R > S | |
| 1 | I | W1 <----+-+-BV1----| W | |
| 1 | I | W2 <----+-+-EV1----| | | |
IRESEEEEEE | [EERREEEES + | | T ]
| e | [EEREEEEERED + | C ||
R R + | | H O]

I I ||
+-B--------- + I | M ||
| + RTP2----| | - RTP2------ + | A | |
| | +-Video-| | -Video---+ | | T ] |
| 1 | BV1|------------ D e > R | |
| 1 | R | W3 <----+-+-AVL----| | | |
| 1 | R | W4 <----+-+-EV1----| X | |
| |+ I |--------- + | I ||
| +-------- I |---------- + I ||
toooioooo-- + I I ||
t-F- oo + I I ||
| +- RTP6----| | - RTP6- - - - - - + | | |
| | +-Video-| | -Video---+ | | | |
|1 FV1[------om--- >[------- toto- oo >| ||
| 1 | | <--mmmmmae- - | W11l <---+-+-AV1----| | ]
| 1 | R | W12 <---+-+-EV1----| | |
| | +------- I |--------- + I ||
[ | [-------=---- + +--m - - + |
U + o oo +

Figure 16: Medi a- Switching RTP M xer
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The Media-Switching M xer can, simlarly to the Media-M xi ng M xer
reduce the bitrate required for media transm ssion towards the
different peers by selecting and forwarding only a subset of RTP
streans it receives fromthe sending endpoints. |In case the m xer
recei ves simul cast transmnissions or a scal abl e encodi ng of the Media
Source, the m xer has nore degrees of freedomto select streans or
subsets of streams to forward to a receiving endpoint, both based on
transport or endpoint restrictions as well as application |ogic.

To ensure that a nedia receiver in an endpoint can correctly decode
the media in the RTP streamafter a switch, a codec that uses
tenporal prediction needs to start its decoding from i ndependent
refresh points, or points in the bitstreamoffering simlar
functionality (like "dirty refresh points"). For sone codecs, for
exanpl e, frame-based speech and audi o codecs, this is easily achieved
by starting the decodi ng at RTP packet boundaries, as each packet
boundary provides a refresh point (assum ng proper packetization on
the encoder side). For other codecs, particularly in video, refresh
points are less comon in the bitstreamor may not be present at al
wi thout an explicit request to the respective encoder. The Ful
Intra Request [RFC5104] RTCP codec control nessage has been defined
for this purpose.

In this type of mxer, one could consider fully termnating the RTP
sessi ons between the different endpoint and mi xer paths. The sane
argunents and considerations as discussed in Section 3.9 need to be
taken into consideration and apply here.

3.7. Selective Forwardi ng M ddl ebox

Anot her nethod for handling nmedia in the RTP nixer is to "project”,
or make available, all potential RTP sources (SSRCs) into a per-
endpoi nt, independent RTP session. The m ddl ebox can sel ect which of
the potential sources that are currently actively transmtting nedia
will be sent to each of the endpoints. This is simlar to the Mdia-
Switching M xer but has some inportant differences in RTP details.
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Figure 17: Sel ective Forwardi ng M ddl ebox

In the six endpoint conference depicted above (in Figure 17), one can
see that endpoint Ais aware of five incom ng SSRCs, BV1-FVl1. |If
this mddl ebox intends to have a sinilar behavior as in Section 3.6.2
where the mixer provides the endpoints with the two | atest speaking
endpoints, then only two out of these five SSRCs need concurrently
transmt media to AL As the m ddl ebox selects the source in the
different RTP sessions that transmt nedia to the endpoints, each RTP
streamrequires the rewiting of certain RTP header fields when being
projected fromone session into another. |n particular, the sequence
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nunber needs to be consecutively increnented based on the packet
actually being transmtted in each RTP session. Therefore, the RTP
sequence nunber offset will change each tinme a source is turned on in
an RTP session. The tinmestanp (possibly offset) stays the sane.

The RTP sessions can be considered i ndependent, resulting in that the
SSRC nunbers used can al so be handl ed i ndependently. This sinplifies
the SSRC col lision detection and avoi dance but requires tools such as
remappi ng tabl es between the RTP sessions. Using i ndependent RTP
sessions is not required, as it is possible for the switching
behavior to also performw th a common SSRC space. However, in this
case, collision detection and handling becomes a different problem

It is up to the inplenentation to use a single common SSRC space or
separ ate ones.

Usi ng separate SSRC spaces has sone inplications. For exanple, the
RTP streamthat is being sent by endpoint B to the m ddl ebox (BV1)
may use an SSRC val ue of 12345678. Wen that RTP streamis sent to
endpoint F by the middl ebox, it can use any SSRC val ue, e.g.,
87654321. As a result, each endpoint nmay have a different view of
the application usage of a particular SSRC. Any RTP-level identity

i nformati on, such as SDES itens, also needs to update the SSRC
referenced, if the included SDES itens are intended to be gl obal

Thus, the application nust not use SSRC as references to RTP streans
when comunicating with other peers directly. This also affects |oop

detection, which will fail to work as there is no common nanespace
and identities across the different legs in the Comruni cati on Sessi on
on the RTP level. Instead, this responsibility falls onto higher

| ayers.

The ni ddl ebox is al so responsible for receiving any RTCP codec
control requests com ng froman endpoint and deciding if it can act
on the request locally or needs to translate the request into the RTP
session/transport leg that contains the Media Source. Both endpoints
and t he m ddl ebox need to inplenent conference-rel ated codec contro
functionalities to provide a good experience. Comonly used are Ful
Intra Request to request fromthe Media Source that switching points
be provi ded between the sources and Tenporary Maxi mum Media Bitrate
Request (TMMBR) to enabl e the m ddl ebox to aggregate congestion
control responses towards the Media Source so to enable it to adjust
its bitrate (obviously, only in case the limtation is not in the
source to mddl ebox |ink).

The Sel ective Forwardi ng M ddl ebox has been introduced in recently
devel oped vi deoconferencing systens in conjunction with, and to
capitalize on, scal able video coding as well as simulcasting. An
exanpl e of scal able video coding is Annex G of H. 264, but other
codecs, including H 264 AVC and VP8, also exhibit scalability, albeit
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only in the tenporal dimension. In both scal able coding and

simul cast cases, the video signal is represented by a set of two or
nmore bitstreams, providing a correspondi ng nunber of distinct
fidelity points. The m ddl ebox sel ects which parts of a scal able
bitstream (or which bitstream in the case of sinulcasting) to
forward to each of the receiving endpoints. The decision nmay be
driven by a nunber of factors, such as available bitrate, desired

| ayout, etc. Contrary to transcoding MCUs, SFMs have extrenely | ow
del ay and provide features that are typically associated with high-
end systens (personalized layout, error |ocalization) wthout any
signal processing at the mddl ebox. They are al so capable of scaling
to a | arge nunber of concurrent users, and--due to their very |ow
del ay--can al so be cascaded.

This version of the m ddl ebox also puts different requirenments on the
endpoi nt when it cones to decoder instances and handling of the RTP
streans providing nedia. As each projected SSRC can, at any tine,
provi de nedia, the endpoint either needs to be able to handl e as nmany
decoder instances as the m ddl ebox received, or have efficient

swi tching of decoder contexts in a nore limted set of actual decoder
instances to cope with the switches. The application also gets nore
responsibility to update how the nedia provided is to be presented to
t he user.

Note that this topology could potentially be seen as a Media
Translator that includes an on/off logic as part of its nedia
translation. The topol ogy has the property that all SSRCs present in
the session are visible to an endpoint. It also has nmi xer aspects,
as the streans it provides are not basically translated versions, but
i nstead they have conceptual property assigned to themand can be
both turned on/off as well as fully or partially delivered. Thus,
this topol ogy appears to be some hybrid between the translator and

m xer nodel

The differences between a Sel ective Forwardi ng M ddl ebox and a

Swi t chi ng- Media M xer (Section 3.6.2) are minor, and they share nost
properties. The above requirenent on having a | arge nunber of
decodi ng instances or requiring efficient sw tching of decoder
contexts, are one point of difference. The other is how the
identification is perforned, where the m xer uses CSRC to provide
informati on on what is included in a particular RTP streamthat
represents a particular concept. Selective forwarding gets the
source information through the SSRC and instead uses ot her nechani sns
to indicate the streans intended usage, if needed.
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3.8. Point to Multipoint Using Video-Swtching MCUs

Shortcut nanme: Topo- Vi deo-sw tch- MCU

+-- -+ N S + +-- -+

| AJ------ | Multipoint |------ | B

+---+ | Control | +---+
| Uni t |

t--- [ (MY | t---

| Cl------ I [------ | DI

+-- -+ R S + +-- -+

Figure 18: Point to Miultipoint Using a Video-Switching MCU

This Pt M topol ogy was popular in early inplenmentations of nultipoint
vi deoconferenci ng systens due to its sinplicity, and the
correspondi ng m ddl ebox desi gn has been known as a "vi deo-swi tching
MCU'. The nore conplex RTCP-term nati ng MCUs, discussed in the next
section, becanme the norm however, when technol ogy all owed

i mpl ement ati ons at acceptabl e costs.

A video-switching MCU forwards to a participant a single nedia
stream selected fromthe available streans. The criteria for

sel ection are often based on voice activity in the audio-vi sua
conference, but other conference managenent mnechani snms (1ike
presentati on nmode or explicit floor control) are known to exist as
wel | .

The vi deo-switching MCU may al so performnedia translation to nodify
the content in bitrate, encoding, or resolution. However, it stil
may indicate the original sender of the content through the SSRC. In
this case, the values of the CC and CSRC fields are retained.

If not termnating RTP, the RTCP sender reports are forwarded for the
currently selected sender. Al RTCP receiver reports are freely
forwarded between the endpoints. |In addition, the MCU may al so
originate RTCP control traffic in order to control the session and/or
report on status fromits vi ewpoint.

The vi deo-switching MCU has npost of the attributes of a translator.
However, its streamselection is a mxing behavior. This behavior
has some RTP and RTCP issues associated with it. The suppression of
all but one RTP streamresults in nbst participants seeing only a
subset of the sent RTP streams at any given tine, often a single RTP
stream per conference. Therefore, RTCP receiver reports only report
on these RTP streans. Consequently, the endpoints emtting RTP
streans that are not currently forwarded receive a view of the
session that indicates their RTP streans di sappear sonewhere en
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route. This nmakes the use of RTCP for congestion control, or any
type of quality reporting, very problematic.

To avoid the aforenentioned issues, the MCU needs to inplenent two
features. First, it needs to act as a mixer (see Section 3.6) and
forward the selected RTP stream under its own SSRC and with the
appropriate CSRC val ues. Second, the MCU needs to nodify the RTCP
RRs it forwards between the domains. As a result, it is recomended
that one inplenment a centralized video-sw tching conference using a
m xer according to RFC 3550, instead of the shortcut inplenentation
descri bed here.

3.9. Point to Miltipoint Using RTCP-Term nating MCU

Shortcut name: Topo- RTCP-term nati ng- MCU

oo -+ o + oo -+

| A|<----> Miltipoint |<----> B

+---+ | Control | +---+
| Uni t |

+-- -+ | (M2Y) | +-- -+

| Cl<---->] |<---> D

oo -+ o + oo -+

Figure 19: Point to Miltipoint Using Content Modifying MCUs

In this PtMscenario, each endpoint runs an RTP point-to-point
session between itself and the MCU. This is a very commonly depl oyed
topol ogy in multipoint video conferencing. The content that the MCU
provides to each participant is either

a. a selection of the content received fromthe other endpoints or

b. the m xed aggregate of what the MCU receives fromthe other PtP
pat hs, which are part of the same Conmuni cation Session

In case (a), the MCU may nodify the content in terns of bitrate,
encoding format, or resolution. No explicit RTP mechanismis used to
establish the rel ationship between the original RTP stream of the
medi a bei ng sent and the RTP streamthe MCU sends. |n other words,
the outgoing RTP streans typically use a different SSRC, and may wel |
use a different payload type (PT), even if this different PT happens
to be mapped to the same nmedia type. This is a result of the

i ndi vidual Iy negoti ated RTP session for each endpoint.

In case (b), the MCUis the Media Source and generates the Source RTP

Streamas it mxes the received content and then encodes and
packetizes it for transm ssion to an endpoint. According to RTP
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[ RFC3550], the SSRC of the contributors are to be signaled using the
CSRC/ CC mechanism In practice, today, nost deployed MCUs do not
inmplement this feature. Instead, the identification of the endpoints
whose content is included in the mxer’'s output is not indicated
through any explicit RTP nechanism That is, nost deployed MCUs set
the CC field in the RTP header to zero, thereby indicating no
avai l abl e CSRC i nformation, even if they could identify the origina
sendi ng endpoi nts as suggested in RTP.

The main feature that sets this topol ogy apart from what RFC 3550
describes is the breaking of the conmon RTP session across the
centralized device, such as the MCU. This results in the |oss of
explicit RTP-level indication of all participants. |f one were using
the mechani snms available in RTP and RTCP to signal this explicitly,
the topol ogy would foll ow the approach of an RTP mixer. The |ack of
explicit indication has at |east the follow ng potential problens:

1. Loop detection cannot be perforned on the RTP |l evel. When
carel essly connecting two misconfigured MCUs, a | oop coul d be
gener at ed.

2. There is no information about active nedia senders available in
the RTP packet. As this information is nmissing, receivers cannot
use it. It also deprives the client of information related to
currently active senders in a nachi ne-usabl e way, thus preventing
clients fromindicating currently active speakers in user
interfaces, etc.

Not e that many/ nost depl oyed MCUs (and vi deo conferenci ng endpoi nts)
rely on signaling-layer nmechanisns for the identification of the
Contri buting Sources, for exanple, a SIP conferencing package

[ RFC4575]. This alleviates, to sone extent, the aforenentioned

i ssues resulting fromignoring RTPs CSRC mechani sm

3.10. Split Conponent Ternina
Shortcut nane: Topo-Split-Ternina

In sone applications, for exanple, in some tel epresence systens,
termnals may not be integrated into a single functional unit but
conposed of nore than one subunits. For exanple, a tel epresence room
term nal enploying nultiple canmeras and nonitors may consi st of
mul ti pl e video conferencing subunits, each capable of handling a
single canera and nonitor. Another exanple would be a video
conferencing termnal in which audio is handl ed by one subunit, and

vi deo by another. Each of these subunits uses its own physica
network interface (for exanple: Ethernet jack) and network address.
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The various (medi a processing) subunits need (logically and
physically) to be interconnected by control functionality, but their
medi a plane functionality may be split. These types of term nals are
referred to as split conponent termnals. Historically, the earliest
split component term nals were perhaps the independent audi o and

vi deo conference software tools used over the MBONE in the late
1990s.

An exanple for such a split conmponent termnal is depicted in

Figure 20. Wthin split conponent terminal A at |east audio and

vi deo subunits are addressed by their own network addresses. |n sone
of these systens, the control stack subunit may al so have its own

net wor k addr ess.

From an RTP vi ewpoi nt, each of the subunits term nates RTP and acts
as an endpoint in the sense that each subunit includes its own,

i ndependent RTP stack. However, as the subunits are semantically
part of the same termnal, it is appropriate that this senmantic
relati onship is expressed in RTCP protocol elenents, nanmely in the
CNAME

o e e e e m oo oo +

| Endpoint A |

| Local Area Network |

| . +

| +->| Audio | <+- RTP- - -\

| | R + | \ [ S, +
I SRR + | +-->| |
| +->| Video | <+-RTP-------- > B |
| e + | +-->| |
| | . + | / +o-o - - +
| +->| Control | <+-SIP---/

| R + |

o e e e e m oo oo +

Figure 20: Split Conponent Ternmina

It is further sensible that the subunits share a common cl ock from
whi ch RTP and RTCP cl ocks are derived, to facilitate synchronization
and avoid clock drift.

To indicate that audio and video Source Streams generated by

di fferent subunits share a comon cl ock, and can be synchronized, the
RTP streans generated fromthose Source Streams need to include the
same CNAME in their RTCP SDES packets. The use of a common CNAME for
RTP flows carried in different transport-layer flows is entirely
normal for RTP and RTCP senders, and fully conpliant RTP endpoints,

m ddl eboxes, and other tools should have no problemw th this.
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However, outside of the split component termninal scenario (and
perhaps a nul ti honed endpoi nt scenario, which is not further

di scussed herein), the use of a cormbn CNAME in RTP streans sent from
separate endpoints (as opposed to a common CNAME for RTP streans sent
on different transport-layer flows between two endpoints) is rare.

It has been reported that at |east some third-party tools |like sone
network monitors do not handl e gracefully endpoints that use a conmmon
CNAME across multiple transport-layer flows: they report an error
condition in which two separate endpoints are using the sane CNAVE
Dependi ng on the sophistication of the support staff, such erroneous
reports can | ead to support issues.

The af orenenti oned support issue can sonetines be avoided if each of
the subunits of a split conponent terminal is configured to use a
different CNAME, with the synchronization between the RTP streans
bei ng indi cated by some non-RTP signaling channel rather than using a
common CNAME sent in RTCP. This conplicates the signaling,
especially in cases where there are nmultiple SSRCs in use with
conmpl ex synchroni zation requirenents, as is the sane in nmany current
tel epresence systems. Unl ess one uses RTCP term nating topol ogi es
such as Topo- RTCP-term nati ng- MCU, sessions involving nore than one
video subunit with a cormon CNAME are cl ose to unavoi dabl e.

The different RTP streanms conprising a split term nal systemcan form
a single RTP session or they can formnultiple RTP sessions,

depending on the visibility of their SSRC values in RTCP reports. |If
the receiver of the RTP streans sent by the split term nal sends
reports relating to all of the RTP flows (i.e., to each SSRC) in each
RTCP report, then a single RTP session is formed. Alternatively, if
the receiver of the RTP streans sent by the split term nal does not
send cross-reports in RTCP, then the audi o and video form separate
RTP sessi ons.

For exanple, in Figure 20, B will send RTCP reports to each of the
subunits of A If the RTCP packets that B sends to the audi o subunit
of A include reports on the reception quality of the video as well as
the audio, and simlarly if the RTCP packets that B sends to the

vi deo subunit of A include reports on the reception quality of the
audio as well as video, then a single RTP session is forned.

However, if the RTCP packets B sends to the audio subunit of A only
report on the received audi o, and the RTCP packets B sends to the

vi deo subunit of A only report on the received video, then there are
two separate RTP sessions.

Form ng a single RTP session across the RTP streans sent by the

different subunits of a split termnal gives each subunit visibility
into reception quality of RTP streans sent by the other subunits.
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This informati on can hel p di agnose reception quality problens, but at
the cost of increased RTCP bandw dth use.

RTP streans sent by the subunits of a split termnal need to use the
same CNAME in their RTCP packets if they are to be synchronized,
irrespective of whether a single RTP session is forned or not.

3.11. Non-symmetric M xer/Transl ators
Shortcut nane: Topo- Asymmetric

It is theoretically possible to construct an MCU that is a mixer in
one direction and a translator in another. The nmain reason to
consider this would be to allow topologies simlar to Figure 13,
where the m xer does not need to mix in the direction fromB or D
towards the nulticast donains with A and C. Instead, the RTP streans
fromB and D are forwarded w thout changes. Avoiding this mixing
woul d save nedi a processing resources that performthe mxing in
cases where it isn't needed. However, there would still be a need to
mx Bs media towards D. Only in the direction B -> multicast domain
or D-> multicast domain would it be possible to work as a
translator. In all other directions, it would function as a m xer

The mixer/translator would still need to process and change the RTCP
before forwarding it in the directions of B or Dto the multicast
domain. One issue is that A and C do not know about the m xed-nedia
streamthe mxer sends to either B or D Therefore, any reports
related to these streans nust be renoved. Al so, receiver reports
related to A's and Cs RTP streans would be mssing. To avoid A and
Cthinking that B and D aren't receiving A and C at all, the mixer
needs to insert locally generated reports reflecting the situation
for the streans fromA and Cinto B s and D s sender reports. In the
opposite direction, the receiver reports fromA and C about B s and
D's streans also need to be aggregated into the mxer’'s receiver
reports sent to B and D. Since B and D only have the nixer as source
for the stream all RTCP from A and C must be suppressed by the

m xer.

This topology is so problematic, and it is so easy to get the RTCP
processing wong, that it is not recommended for inplenentation

3.12. Conbi ni ng Topol ogi es

Topol ogi es can be conbined and |inked to each other using mxers or
translators. However, care nust be taken in handling the SSRC/ CSRC
space. A mxer does not forward RTCP from sources in other domains,
but instead generates its own RTCP packets for each donmain it nixes
into, including the necessary SDES information for both the CSRCs and
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the SSRCs. Thus, in a nixed domain, the only SSRCs seen will be the
ones present in the donmain, while there can be CSRCs fromall the
domai ns connected together with a combination of m xers and
translators. The conbi ned SSRC and CSRC space is commbn over any
translator or mxer. It is inportant to facilitate |oop detection,
sonmething that is likely to be even nore inportant in conbined
topol ogi es due to the m xed behavi or between the domai ns. Any
hybrid, |ike the Topo-Vi deo-sw tch-MCU or Topo-Asynmmetric, requires
consi der abl e thought on how RTCP is dealt with.

4. Topol ogy Properties

The topol ogi es discussed in Section 3 have different properties.
This section describes these properties. Note that, even if a
certain property is supported within a particul ar topol ogy concept,
the necessary functionality may be optional to inplenent.

4.1. Al-to-Al Mdia Transm ssion

To recapitulate, nulticast, and in particular ASM provides the
functionality that everyone may send to, or receive from everyone
else within the session. SSMcan provide a simlar functionality by
havi ng anyone intending to participate as a sender to send its nedia
to the SSM Di stribution Source. The SSM Di stribution Source forwards
the media to all receivers subscribed to the nulticast group. Mesh,
MCUs, mi xers, Selective Forwarding M ddl eboxes (SFMs), and
translators may all provide that functionality at |east on some basic
| evel . However, there are sone differences in which type of
reachability they provide.

The topol ogi es that cone closest to emul ating Any-Source |IP
Multicast, with all-to-all transm ssion capabilities, are the
Transport Translator function called "relay" in Section 3.5, as well
as the Mesh with joint RTP sessions (Section 3.4). Media

Transl ators, Mesh with i ndependent RTP Sessions, mxers, SFUs, and
the MCU variants do not provide a fully meshed forwardi ng on the
transport level; instead, they only allow linmited forwarding of
content fromthe other session participants.

The "all-to-all nedia transm ssion" requires that any nedi a
transmitting endpoint considers the path to the | east-capable
receiving endpoint. Qherw se, the nedia transm ssions may overl| oad
that path. Therefore, a sending endpoint needs to nmonitor the path
fromitself to any of the receiving endpoints, to detect the
currently | east-capable receiver and adapt its sending rate
accordingly. As nultiple endpoints may send simultaneously, the
avai l abl e resources may vary. RTCP' s receiver reports help perform
this nonitoring, at least on a mediumtime scale.
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The resource consunption for performing all-to-all transnission

vari es depending on the topology. Both ASM and SSM have the benefit
that only one copy of each packet traverses a particular link. Using
a relay causes the transm ssion of one copy of a packet per
endpoint-to-relay path and packet transmitted. However, in nost
cases, the links carrying the nultiple copies will be the ones close
to the relay (which can be assumed to be part of the network
infrastructure with good connectivity to the backbone) rather than
the endpoints (which may be behind sl ower access links). The Mesh
topol ogi es causes N-1 streans of transmtted packets to traverse the
first-hop link fromthe endpoint, in a nesh with N endpoints. How
long the different paths are comon is highly situation dependent.

The transm ssion of RTCP by design adapts to any changes in the
nunber of participants due to the transm ssion algorithm defined in
the RTP specification [RFC3550], and the extensions in AVPF [ RFC4585]
(when applicable). That way, the resources utilized for RTCP stay

wi thin the bounds configured for the session.

4.2. Transport or Media Interoperability

Al translators, mxers, RTCP-term nating MCUs, and Mesh with

i ndi vi dual RTP sessions all ow changi ng the nedia encoding or the
transport to other properties of the other donain, thereby providing
extended interoperability in cases where the endpoints |ack a conmmon
set of media codecs and/or transport protocols. Selective Forwarding
M ddl eboxes can adopt the transport and (at |east) selectively
forward the encoded streans that match a receiving endpoint’s
capability. It requires an additional translator to change the nedia
encoding if the encoded streams do not match the receiving endpoint’s
capabilities.

4.3. Per-Domain Bitrate Adaptation

Endpoints are often connected to each other with a heterogeneous set
of paths. This makes congestion control in a Point-to-Miltipoint set
problematic. |In the ASM SSM Mesh with comobn RTP session, and
Transport Relay scenarios, each individual sending endpoint has to
adapt to the receiving endpoint behind the | east-capable path,

yi el di ng suboptimal quality for the endpoints behind the nore capable
paths. This is no |longer an issue when Media Translators, m xers,
SFMs, or MCUs are involved, as each endpoint only needs to adapt to
the slowest path within its own domain. The translator, mxer, SFM
or MCU topol ogies all require their respective outgoing RTP streans
to adjust the bitrate, packet rate, etc., to adapt to the |east-
capabl e path in each of the other dommins. That way one can avoid

|l owering the quality to the | east-capable endpoint in all the domains
at the cost (conplexity, delay, equipnent) of the m xer, SFM or
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translator, and potentially the nedia sender (rmulticast/|ayered
encodi ng and sending the different representations).

4. 4. Aggregation of Media

In the all-to-all nedia property nentioned above and provi ded by ASM
SSM Mesh with common RTP session, and relay, all sinultaneous nedia
transm ssions share the available bitrate. For endpoints with
limted reception capabilities, this may result in a situation where
even a mnimal, acceptable nedia quality cannot be acconplished,
because nultiple RTP streans need to share the same resources. One
solution to this problemis to use a mxer, or MCU, to aggregate the
multiple RTP streans into a single one, where the single RTP stream
takes up less resources in ternms of bitrate. This aggregation can be
performed according to different nethods. Mxing or selection are
two common nethods. Selection is al nost al ways possi ble and easy to
inplement. M xing requires resources in the mxer and nmay be
relatively easy and not inpair the quality too badly (audio) or quite
difficult (video tiling, which is not only conputationally conplex
but al so reduces the pixel count per stream w th correspondi ng | oss
in perceptual quality)

4.5. View of Al Session Participants

The RTP protocol includes functionality to identify the session
participants through the use of the SSRC and CSRC fields. 1In
addition, it is capable of carrying some further identity information
about these participants using the RTCP SDES. |n topologies that

provide a full all-to-all functionality, i.e., ASM Mesh wi th common
RTP session, and relay, a conpliant RTP inplenentation offers the
functionality directly as specified in RTP. 1In topol ogies that do

not offer all-to-all comrunication, it is necessary that RTCP is
handl ed correctly in domain bridging functions. RTP includes
explicit specification text for translators and m xers, and for SFMs
the required functionality can be derived fromthat text. However,
the MCU described in Section 3.8 cannot offer the full functionality
for session participant identification through RTP nmeans. The
topol ogi es that create i ndependent RTP sessions per endpoint or pair
of endpoints, |ike a Back-to-Back RTP session, MESH with i ndependent
RTP sessions, and the RTCP termnating MCU (Section 3.9), with an
exception of SFM do not support RTP-based identification of session
participants. 1In all those cases, other non-RTP-based nmechani sms
need to be inplenmented if such know edge is required or desirable.
When it comes to SFM the SSRC namespace is not necessarily joint.
Instead, identification will require know edge of SSRC/ CSRC nmappi ngs
that the SFM perforned; see Section 3.7.
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4.6. Loop Detection

In conpl ex topologies with multiple interconnected domains, it is
possible to unintentionally formnedia | oops. RTP and RTCP support
detecting such | oops, as long as the SSRC and CSRC identities are

mai ntai ned and correctly set in forwarded packets. Loop detection
will work in ASM SSM Mesh with joint RTP session, and relay. It is
likely that | oop detection works for the video-swtching MCU

Section 3.8, at least as long as it forwards the RTCP between the
endpoi nts. However, the Back-to-Back RTP sessions, Mesh with

i ndependent RTP sessions, and SFMs will definitely break the | oop

det ecti on nechani sm

4.7. Consistency between Header Extensions and RTCP

Sone RTP header extensions have rel evance not only end to end but

al so hop to hop, neaning at | east sone of the m ddl eboxes in the path
are aware of their potential presence through signaling, intercept
and interpret such header extensions, and potentially also rewite or
generate them Mbdern header extensions generally follow "A Genera
Mechani sm for RTP Header Extensions” [RFC5285], which allows for al

of the above. Exanples for such header extensions include the Media
ID(MD) in [SDP-BUNDLE]. At the tine of witing, there was al so a
proposal for how to include sone SDES into an RTP header extension

[ RTCP- SDES] .

When such header extensions are in use, any m ddl ebox that
understands it nust ensure consistency between the extensions it sees
and/ or generates and the RTCP it receives and generates. For
exanple, the MD of the bundle is sent in an RTP header extension and
al so in an RTCP SDES nessage. This apparent redundancy was

i ntroduced as unaware m ddl eboxes may choose to discard RTP header
ext ensi ons. (Qbviously, inconsistency between the MD sent in the RTP
header extension and in the RTCP SDES nessage could lead to
undesirabl e results, and, therefore, consistency is needed.

M ddl eboxes unaware of the nature of a header extension, as specified
in [ RFC5285], are free to forward or discard header extensions.

5. Conparison of Topol ogi es

The table below attenpts to sunmarize the properties of the different
topol ogies. The legend to the topol ogy abbreviations are:

Topo- Poi nt-to-Point (PtP), Topo-ASM (ASM, Topo-SSM (SSM, Topo- Trn-
Translator (TT), Topo-Media-Translator (including Transport
Translator) (MI), Topo-Mesh with joint session (MIS), Topo-Mesh with
i ndi vi dual sessions (MS), Topo-M xer (MXx), Topo-Asymetric (ASY)
Topo- Vi deo-swi tch-MCU (VSM, Topo- RTCP-term nating-MU (RTM, and

Sel ective Forwardi ng M ddl ebox (SFM. 1In the table below, Y
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i ndi cates Yes or full support, N indicates No support, (Y) indicates
partial support, and N A indicates not applicable

Property PtP ASM SSM TT MI MIS MS M x ASY VSM RTM SFM
All-to-All Media N Y (Y)Y Y Y Y (V) (Y)Y (Y)Y (V) (Y
Interoperability NA N N Y Y Y Y Y Y N Y Y
Per - Domai n Adaptation NA N N N Y N Y Y Y N Y Y
Aggregation of Media N N N N N N N Y (Y)Y Y Y N
Ful | Session View Y Y Y Y'Y Y N Y Y (Y)Y N Y
Loop Detection Y Y Y Y Y Y N Y Y (Y)Y N N

Pl ease note that the Media Translator also includes the Transport
Transl ator functionality.

6. Security Considerations

The use of mixers, SFMs, and translators has inpact on security and
the security functions used. The primary issue is that nixers, SFMs,
and transl ators nodi fy packets, thus preventing the use of integrity
and source authentication, unless they are trusted devices that take
part in the security context, e.g., the device can send Secure Real -
time Transport Protocol (SRTP) and Secure Real -tinme Transport Contro
Protocol (SRTCP) [RFC3711] packets to endpoints in the Comruni cation
Session. If encryption is enployed, the Media Translator, SFM and
m xer need to be able to decrypt the media to performits function

A Transport Transl ator may be used wi thout access to the encrypted
payl oad in cases where it translates parts that are not included in
the encryption and integrity protection, for exanple, |IP address and
UDP port nunbers in a nmedia streamusing SRTP [ RFC3711]. However, in
general, the translator, SFM or mxer needs to be part of the
signaling context and get the necessary security associations (e.qg.,
SRTP crypto contexts) established with its RTP session participants.

Including the mixer, SFM and translator in the security context
allows the entity, if subverted or m sbehaving, to performa nunber

of very serious attacks as it has full access. It can perform al
the attacks possible (see RFC 3550 and any applicable profiles) as if
the medi a session were not protected at all, while giving the

i npression to the hunman session participants that they are protected.

Transport Translators have no interactions with cryptography that
wor k above the transport |ayer, such as SRTP, since that sort of
transl ator | eaves the RTP header and payl oad unaltered. Media
Transl ators, on the other hand, have strong interactions with

crypt ography, since they alter the RTP payload. A Media Transl ator
in a session that uses cryptographic protection needs to perform
crypt ographi c processing to both i nbound and out bound packets.
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A Media Translator may need to use different cryptographic keys for
the i nbound and out bound processing. For SRTP, different keys are
requi red, because an RFC 3550 Medi a Transl ator | eaves the SSRC
unchanged during its packet processing, and SRTP key sharing is only
al | oned when distinct SSRCs can be used to protect distinct packet
streans.

When the Media Transl ator uses different keys to process inbound and
out bound packets, each session participant needs to be provided with
the appropriate key, depending on whether they are listening to the
translator or the original source. (Note that there is an
architectural difference between RTP nedia translation, in which
participants can rely on the RTP payload type field of a packet to
determ ne appropriate processing, and cryptographically protected
medi a translation, in which participants nust use information that is
not carried in the packet.)

When using security mechanisnms with translators, SFMs, and mixers, it
is possible that the translator, SFM or m xer could create different
security associations for the different domains they are working in.
Doi ng so has sone inplications:

First, it mght weaken security if the mxer/translator accepts a
weaker al gorithmor key in one domain rather than in another.
Therefore, care should be taken that appropriately strong security
paraneters are negotiated in all domains. In nmany cases,
"appropriate" translates to "simlar" strength. |f a key-nmanagenent
system does al |l ow the negotiation of security paraneters resulting in
a different strength of the security, then this system should notify
the participants in the other domains about this.

Second, the number of crypto contexts (keys and security-rel ated
state) needed (for exanple, in SRTP [RFC3711]) may vary between

m xers, SFMs, and translators. A mixer normally needs to represent
only a single SSRC per donain and therefore needs to create only one
security association (SRTP crypto context) per domain. In contrast,
a transl ator needs one security association per participant it

transl ates towards, in the opposite domain. Considering Figure 11
the transl ator needs two security associations towards the mnulticast
domai n: one for B and one for D. It may be forced to maintain a set
of totally independent security associations between itself and B and
D, respectively, so as to avoid two-tinme pad occurrences. These
contexts nust al so be capable of handling all the sources present in
the ot her domains. Hence, using conpletely independent security
associations (for certain keying nmechanisns) may force a transl ator
to handle N*DM keys and rel ated state, where Nis the total nunber of
SSRCs used over all donmamins and DMis the total nunber of domains
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The ASM SSM Relay, and Mesh (with common RTP session) topol ogies
each have multiple endpoints that require shared know edge about the
different crypto contexts for the endpoints. These multiparty

t opol ogi es have special requirenents on the key managenent as well as
the security functions. Specifically, source authentication in these
envi ronnments has special requirenents.

There exi st a number of different mechani snms to provide keys to the
different participants. One exanple is the choice between group keys
and uni que keys per SSRC. The appropriate keying nodel is inpacted
by the topol ogies one intends to use. The final security properties
are dependent on both the topologies in use and the keying

mechani sms’ properties and need to be considered by the application
Exactly which mechani sns are used is outside of the scope of this
docunent. Please review RTP Security Options [ RFC7201] to get a
better understanding of nost of the avail able options.
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