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Abst ract

Thi s docunent specifies the Real-tine Transport Protocol (RTP)

payl oad format for | TU T Recormendation G 711.0. |ITU T Rec. G 711.0
defines a | ossless and statel ess conpression for G 711 packet

payl oads typically used in | P networks. This docunent al so defines a
storage node format for G 711.0 and a nedia type registration for the
G 711. 0 RTP payl oad fornat.

Status of This Meno
This is an Internet Standards Track docunent.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF conmmunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc7655.
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1.

3.

I nt roducti on

The I nternational Tel ecommuni cation Union (I TU-T) Recomrendati on

G 711.0 [G 711.0] specifies a stateless and | ossl ess conpression for
G 711 packet payl oads typically used in Voice over |IP (VolP)
networks. This docunent specifies the Real-tine Transport Protocol
(RTP) RFC 3550 [ RFC3550] payl oad format and storage nodes for this
conpr essi on.

Requi renent s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

G 711. 0 Codec Background

| TUT Recomendation G 711.0 [G 711.0] is a |lossless and statel ess
conpr essi on nmechanismfor I TU T Recommendation G 711 [G 711] and thus
is not a "codec" in the sense of "lossy" codecs typically carried by
RTP. Wen negotiated end-to-end, ITUT Rec. G 711.0 is negotiated as
if it were a codec, with the understanding that ITUT Rec. G 711.0

| ossl essly encoded the underlying (lossy) G 711 Pul se Code Mdul ation
(PCM sanple representation of an audio signal. For this reason,
ITUT Rec. G 711.0 will be interchangeably referred to in this
docunent as a "l ossless data conpression algorithm or a "codec",
dependi ng on context. Wthin this docunment, individual G 711 PCM
sanples will be referred to as "G 711 synbol s" or just "synbols" for
brevity.

This section describes the | TU-T Recommendation G 711 [ G 711] codec,
its properties, typical uses cases, and its key design properties.

1. GCeneral Information and Use of the ITUT G 711. 0 Codec

| TUT Reconmendation G 711 is the benchmark standard for narrowband
tel ephony. It has been successful for many decades because of its
proven voice quality, ubiquity, and utility. A new ITUT
recomrendation, G 711.0, has been established for defining a

statel ess and | ossl ess conpression for G 711 packet payl oads
typically used in VolP networks. |ITU-T Rec. G 711.0 is al so known as
ITUT Rec. G 711 Annex A [G 711-Al], as ITUT Rec. G 711 Annex A is
effectively a pointer ITUUT Rec. G 711.0. Henceforth in this
docunent, ITU-T Rec. G 711.0 will simply be referred to as "G 711. 0"
and I TUT Rec. G711 simply as "G 711".
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G 711.0 may be enpl oyed end-to-end, in which case the RTP payl oad
format specification and use is nearly identical to the G 711 RTP
specification found in RFC 3551 [ RFC3551]. The only significant
difference for G711.0 is the required use of a dynam c payl oad type
(the static PT of O or 8 is presently al nost always used with G 711
even though dynam ¢ assi gnment of other payload types is allowed) and
the recomrendation not to use Voice Activity Detection (see

Section 4.1).

G 711.0, being both | ossless and statel ess, nay al so be enployed as a
| ossl ess conpression nechanismfor G 711 payl oads anywhere between
end systens that have negotiated use of G 711. Because the only
significant difference between the G 711 RTP payl oad fornat header
and the G 711.0 payl oad format header defined in this docunent is the
payl oad type, a G 711 RTP packet can be |l osslessly converted to a

G 711. 0 RTP packet sinply by conpressing the G 711 payl oad (thus
creating a G 711.0 payl oad), changing the payload type to the dynamc
val ue desired and copying all the remaining G 711 RTP header fields
into the corresponding G 711.0 RTP header. 1In a sinilar manner, the
correspondi ng deconpression of the G 711.0 RTP packet thus created
back to the original source G 711 RTP packet can be acconplished by

| ossl essly deconpressing the G 711. 0 payl oad back to the original
source G 711 payl oad, changing the payl oad type back to the payl oad
type of the original G 711 RTP packet and copying all the renaining
G 711.0 RTP header fields into the corresponding G 711 RTP header.

As a packet produced by the conpression and deconpression as

descri bed above is indistinguishable in every detail to the source

G 711 packet, such conpression can be nmade invisible to the end
systens. Specification of how systens on the path between the end
systens di scover each other and negotiate the use of G 711.0
conpression as described in this paragraph is outside the scope of
this docunent.

It is informative to note that G 711.0, being both | ossless and
statel ess, can be enployed nultiple tines (e.g., on nultiple,

i ndi vi dual hops or series of hops) of a given flowwith no
degradation of quality relative to end-to-end G 711. Stated anot her
way, multiple "lossless transcodes" fromto G 711.0/G 711 do not

af fect voice quality as typically occurs with | ossy transcodes to/
fromdi ssim|ar codecs.

Lastly, it is expected that G 711.0 will be used as an archival

format for recorded G 711 streams. Therefore, a G 711.0 Storage Mde
Format is also included in this docunent.
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3.2. Key Properties of G 711.0 Design

The fundanental design of G 711.0 resulted fromthe desire to

| ossl essly encode and conpress frames of G 711 synbol s i ndependent of
what types of signals those G 711 franes contained. The prinmary

G 711.0 use case is for G 711 encoded, zero-nean, acoustic signals
(such as speech and nusic).

G 711.0 attri butes are bel ow

Al Conpression for zero-nean acoustic signals: G 711.0 was desi gned
as its primary use case for the conpression of G 711 payl oads
that contai ned "speech" or other zero-mean acoustic signals.

G 711.0 obtains greater than 50% average conpression in service
provi der environments [| CASSP] .

A2 Lossless for any G 711 payload: G 711.0 was designed to be
| ossless for any valid G 711 payload - even if the payl oad
consi sted of apparently random G 711 synmbols (e.g., a nodem or
FAX payload). G 711.0 could be used for "aggregate 64 kbps
G 711 channel s" carried over IP without explicit concern if a
subset of these channel s happened to be carryi ng sonething
other than voice or general audio. To the extent that a
particul ar channel carried sonething other than voice or
general audio, G 711.0 ensured that it was carried | osslessly,
if not significantly conpressed.

A3 Stateless: Conpression of a frame of G 711 synbols was only to be
dependent on that frame and not on any prior frane. Although
greater conpression is usually avail abl e by observing a | onger
hi story of past G 711 synbols, it was decided that the
compressi on design would be stateless to conpletely elimnate
error propagati on common in many | ossy codec designs (e.g.,
ITUT Rec. G729 [G729] and ITUT Rec. G 722 [G 722]). That
is, the decoding process need not be concerned about |ost prior
packets because the deconpression of a given G 711.0 frane is
not dependent on potentially lost prior G711.0 franes. Ow ng
to this stateless property, the frames input to the G 711.0
encoder may be changed "on-the-fly" (a 5 ns encodi ng coul d be
followed by a 20 ns encodi ng).

A4  Self-describing: This property is defined as the ability to
det erm ne how many source G 711 sanples are contained within
the G 711.0 frame solely by information contained within the
G 711.0 frame. GCenerally, the nunber of source G 711 synbols
can be deternm ned by decoding the initial octets of the
conpressed G 711.0 frane (these octets are called "prefix
codes" in the standard). A G 711.0 decoder need not know how
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many synbols are contained in the original G 711 frame (e.qg.,
paraneter ptime in the Session Description Protocol (SDP)

[ RFC4566]), as it is able to deconpress the G 711.0 frane
presented to it w thout signaling know edge.

A5 Accommodate G 711 payl oad sizes typically used in IP.: G 711 input
frames of length typically found in Vol P applications represent
SDP ptine values of 5 ms, 10 ms, 20 ns, 30 ms, or 40 ns.
Because t he dom nant sanpling frequency for G 711 is 8000
sanpl es per second, G 711.0 was designed to conpress G 711
i nput franmes of 40, 80, 160, 240, or 320 sanpl es.

A6 Bounded expansion: Since attribute A2 above requires G 711.0 to
be | ossl ess for any payl oad (which could consist of any
combi nation of octets with each octet spanning the entire space
of 278 values), by definition there exists at |east one
potential G 711 payl oad that nust be "unconpressible". Since
the quantum of conpression is an octet, the m ni num expansi on
of such an unconpressi bl e payl oad was desi gned to be the
m ni mum possi bl e of one octet. Thus, G 711.0 "conpressed"
franmes can be of length one octet to X+1 octets, where X is the
size of the input G711 frane in octets. G 711.0 can therefore
be viewed as a Variable Bit Rate (VBR) encoding in which the
size of the G 711.0 output frane is a function of the G 711
synmbols input to it.

A7 A gorithmc delay: G 711.0 was designed to have the algorithmc
del ay equal to the tinme represented by the nunber of sanples in
the G711 input frane (i.e., no "l ook-ahead").

A8 Low Complexity: Less than 1.0 Weighted MIIlion Operations Per
Second (WMOPS) average and | ow nmenory footprint (~5k octets
RAM ~5.7k octets ROM and ~3.6 basic operations) [| CASSP]
[G 711.0].

A9 Both A-law and nu-|aw supported: G 711 has two operating | aws,
A-law and mu-law. These two |aws are al so known as PCMA and
PCMJ in RTP applications [ RFC3551].

These attributes generally nmake it trivial to conpress a G 711 input
frame consisting of 40, 80, 160, 240, or 320 sanples. After the
input franme is presented to a G 711.0 encoder, a G 711.0 "sel f-
descri bi ng" output frane is produced. The nunber of sanples
contained within this frame is easily deternmined at the G 711.0
decoder by virtue of attribute A4. The G 711.0 decoder can decode
the G 711.0 franme back to a G 711 frane by using only data within the
G 711.0 frane.
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Lastly we note that losing a G 711. 0 encoded packet is identical in
effect to losing a G 711 packet (when using RTP); this is because a
G 711.0 payl oad, like the corresponding G 711 payload, is stateless.
Thus, it is anticipated that existing G 711 Packet Loss Conceal nent
(PLC) nechanisms will be enployed when a G 711.0 packet is |ost and
an identical MOS degradation relative to G 711 loss will be achieved.

3.3. G711 Input Frames to G 711.0 CQut put Franes
G 711.0 is a |l ossless and statel ess conpression of G 711 franes.

Figure 1 depicts this where "A" is the process of G 711.0 encoding
and "B" is the process of G 711.0 decodi ng.

-------------------------- | A |
| G 711 I nput Frane |----- >| G 711.0 CQut put Frame |
| of X Cctets | | containing 1 to X+1 Cctets |
| (where X MJST be 40, 80, | | (precise val ue dependent on |
| 160, 240, or 320 octets) |<----- | G711.0 ability to conpress) |
I | B | I

Figure 1: 1:1 Mapping from G 711 Input Frame to G 711.0 Cut put Frame

Note that the mapping is 1:1 (lossless) in both directions, subject
to two constraints. The first constraint is that the input frane
provided to the G 711. 0 encoder (process "A"') has a specific nunber
of input G 711 synbols consistent with attribute A5 (40, 80, 160,
240, or 320 octets). The second constraint is that the conpandi ng
| aw used to create the G 711 input frame (A-law or nu-law) nust be
known, consistent with attribute A9.

Subj ect to these two constraints, the input G 711 frame is processed
by the G 711.0 encoder ("process A") and produces a "self-describing"
G 711.0 output frame, consistent with attribute A4. Depending on the
source G 711 synbols, the G 711.0 output frame can contain anywhere
froml to X+1 octets, where X is the nunber of input G 711 synbols.
Conpression results for virtually every zero-nmean acoustic signal
encoded by G 711.0.

Since the G 711.0 output franme is "self-describing", a G 711.0
decoder (process "B") can |losslessly reproduce the original G 711
input frane with only the know edge of which conpandi ng | aw was used
(A-law or nmu-law). The first octet of a G 711.0 frame is called the
"Prefix Code" octet; the information within this octet conveys how
many G 711 symbols the decoder is to create froma given G 711.0
input frame (i.e., 0, 40, 80, 160, 240, or 320). The Prefix Code

val ue of 0x00 is used to denote zero G 711 source synbols, which

all ows the use of 0x00 as a payl oad padding octet (described later in
Section 3.3.1).
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Since G 711.0 was designed with typical G 711 payload | engths as a
design constraint (attribute A5), this |ossless encoding can be
performed only with know edge of the conpandi ng | aw being used. This
information is anticipated to be signaled in SDP and is descri bed
later in this document.

If the original inputs were known to be froma zero-nean acoustic
signal coded by G 711, an intelligent G 711.0 encoder could infer the
G 711 companding law in use (via G 711 input signal anplitude

hi stogram statistics). Likewise, an intelligent G 711.0 decoder
producing G 711 fromthe G 711.0 franes could al so infer which
encoding lawis in use. Thus, G 711.0 could be designed for use in
applications that have limited stream signaling between the G 711
endpoints (i.e., they only know "G 711 at 8k sanpling is being used",
but nothing nore). Such usage is not further described in this
docunent. Additionally, if the original inputs were known to cone
from zero-nmean acoustic signals, an intelligent G 711.0 encoder could
tell if the G 711.0 payl oad had been encrypted -- as the synbols

woul d not have the distribution expected in either conpanding | aw and
woul d appear random Such deternmination is also not further

di scussed in this docunent.

It is easily seen that this process is 1:1 and that | ossless
conpressi on based on G 711.0 can be enployed multiple tines, as the
original G 711 input synbols are always reproduced with 100%
fidelity.

3.3.1. Miltiple G 711.0 Qutput Franes per RTP Payl oad Consi derations

As a general rule, G 711.0 frames containing nore source G 711
synbols (froma given channel) will typically result in higher
compression, but there are exceptions to this rule. A G711.0
encoder may choose to encode 20 ns of input G 711 synbols as: 1) a
single 20 n8 G 711.0 frane, or 2) as two 10 ns G 711.0 franes, or 3)
any other conbination of 5 ns or 10 ne G 711.0 franes -- dependi ng on
whi ch encoding resulted in fewer bits. As an exanple, an intelligent
encoder m ght encode 20 ns of G 711 synbols as two 10 ms G 711.0
franes if the first 10 ms was "silence" and two G 711.0 frames took
fewer bits than any other possible encoding conbination of G 711.0
frame sizes.

During the process of G 711.0 standardi zation, it was recognized that
although it is sonetinmes advantageous to encode integer nultiples of
40 G 711 synbol s in whatever input synbol format resulted in the nost
conmpression (as per above), the sinplest choice is to encode the
entire ptinme’s worth of input G 711 synbols into one G 711.0 frane
(if the ptinme supported it). This is especially so since the |arger
nunber of source G 711 synbols typically resulted in the highest
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conpressi on anyway and there is added conplexity in searching for
other possibilities (involving more G 711.0 franmes) that were
unlikely to produce a nore bit efficient result.

The design of ITUT Rec. G 711.0 [G 711.0] foresaw the possibility of
multiple G711.0 input franes in that the decoder was defined to
decode what it refers to as an incomng "bit stream'. For this
specification, the bit streamis the G 711.0 RTP payl oad itself.

Thus, the decoder will take the G 711.0 RTP payl oad and wi |l produce
an output frame containing the original G 711 synbol s i ndependent of
how many G 711.0 franmes were present in it. Additionally, any nunber
of Ox00 paddi ng octets placed between the G 711.0 franes will be
silently (and safely) ignored by the G 711.0 decodi ng process

Section 4.2.3).

To recap, a G 711.0 encoder may choose to encode incomng G 711
synbols into one or nore than one G 711.0 franes and put the
resultant frame(s) into the G 711.0 RTP payload. Zero or nore 0x00
paddi ng octets may also be included in the G 711.0 RTP payl oad. The
G 711.0 decoder, being insensitive to the nunber of G 711.0 encoded
franes that are contained within it, will decode the G 711.0 RTP
payl oad into the source G 711 synbols. Although exanples of single
or multiple G711 franme cases are illustrated in Section 4.2, the
multiple G 711.0 frane cases MJST be supported and there is no need
for negotiation (SDP or otherwi se) required for it.

4. RTP Header and Payl oad

In this section, we describe the precise format for G 711.0 franes
carried via RTP. W begin with an RTP header description relative to
G 711, then provide two G 711. 0 payl oad exanpl es.

4.1. G 711.0 RTP Header

Relative to G 711 RTP headers, the utilization of G 711.0 does not
create any special requirenents with respect to the contents of the
RTP packet header. The only significant difference is that the

payl oad type (PT) RTP header field MJST have a val ue corresponding to
the dynam c payl oad type assigned to the flow This is in contrast
to nost current uses of G 711 that typically use the static payl oad
assignnent of PT = 0 (PCMJ) or PT = 8 (PCMA) [ RFC3551] even though
the negotiati on and use of dynami c payl oad types is allowed for

G 711. Wth the exception of rare PT exhaustion cases, the existing
G 711 PT values of 0 and 8 MJST NOT be used for G 711.0 (helping to
avoi d possi bl e payl oad confusion with G 711 payl oads).

Ramal ho, et al. St andards Track [ Page 10]



RFC 7655 G 711. 0 Payl oad For nmat Noverber 2015

Voi ce Activity Detection (VAD) SHOULD NOT be used when G 711.0 is
negoti at ed because G 711. 0 obtai ns high compression during "VAD
silence interval s" and one of the advantages of G 711.0 over G 711
with VAD is the |ack of any VAD-inducing artifacts in the received
signal. However, if VAD is enployed, the Marker bit (M MJST be set
in the first packet of a talkspurt (the first packet after a silence
period in which packets have not been transmtted contiguously as per
rul es specified in [RFC3551] for G 711 payloads). This definition,
bei ng consistent with the G 711 RTP VAD use, further allows |ossless
transcodi ng between G 711 RTP packets and G 711.0 RTP packets as
described in Section 3.1.

Wth this introduction, the RTP packet header fields are defined as
fol |l ows:

V - As per [RFC3550]

P - As per [RFC3550]

X - As per [RFC3550]

CC - As per [RFC3550]

M- As per [RFC3550] and [ RFC3551]

PT - The assignnent of an RTP payload type for the format defined

inthis meno is outside the scope of this docunent. The RTP

profiles in use currently nmandate bi nding the payl oad type

dynanmically for this payload format (e.g., see [RFC3550] and

[ RFC4585] ) .

SN - As per [RFC3550]

timestanp - As per [ RFC3550]

SSRC - As per [RFC3550]

CSRC - As per [RFC3550]
V (version bits), P (padding bit), X (extension bit), CC (CSRC
count), M (marker bit), PT (payload type), SN (sequence nunber),
ti mestanp, SSRC (synchroni zi ng source) and CSRC (contributing

sources) are as defined in [RFC3550] and are as typically used with
G 711. PT (payload type) is as defined in [ RFC3551].

Ramal ho, et al. St andards Track [ Page 11]



RFC 7655 G 711. 0 Payl oad For nmat Noverber 2015

4.2. G 711.0 RTP Payl oad

This section defines the G 711.0 RTP payload and illustrates it by
means of two exanpl es.

The first exanple, in Section 4.2.1, depicts the case in which
carrying only one G 711.0 frame in the RTP payload is desired. This
case is expected to be the dom nant use case and is shown separately
for the purposes of clarity.

The second exanple, in Section 4.2.2, depicts the general case in
whi ch carrying one or more G 711.0 frames in the RTP payload is
desired. This is the actual definition of the G 711. 0 RTP payl oad.

4.2.1. Single G 711.0 Franme per RTP Payl oad Exanpl e

Thi s exanple depicts a single G 711.0 frame in the RTP payload. This
is expected to be the domi nant RTP payl oad case for G 711.0, as the
G 711. 0 encodi ng process supports the SDP packet tinmes (ptinme and
maxpti me, see [ RFC4566]) comonly used when G 711 is transported in
RTP. Additionally, as nentioned previously, larger G 711.0 franes
generally conpress nore effectively than a nultiplicity of smaller

G 711.0 franes.

The following figure illustrates the single G 711.0 frame per RTP
payl oad case.

| One G 711.0 Franme | Zero or nore 0x00 |
| | Paddi ng Cctets |

I I I
Figure 2: Single G 711.0 Frane in RTP Payl oad Case

Encodi ng Process: A single G 711.0 frane is inserted into the RTP
payl oad. The anount of time represented by the G 711 synbols
conpressed in the G 711.0 frame MJST correspond to the ptine signal ed
for applications using SDP. Although generally not desired, padding
desired in the RTP payload after the G 711.0 frane MAY be created by
pl acing one or nore 0x00 octets after the G 711.0 frame. Such

paddi ng may be desired based on the Security Considerations (see
Section 8).

Decodi ng Process: Passing the entire RTP payload to the G 711.0

decoder is sufficient for the G 711.0 decoder to create the source
G 711 synbols. Any padding inserted after the G 711.0 franme (i.e.,
the 0x00 octets) present in the RTP payload is silently ignored by
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the G 711. 0 decoding process. The decoding process is fully
described in Section 4.2.3.

4.2.2. G 711.0 RTP Payl oad Definition

This section defines the G 711.0 RTP payload and illustrates the case
in which one or nore G711.0 frames are to be placed in the payl oad.
Al G 711.0 RTP decoders MJST support the general case described in
this section (rationale presented previously in Section 3.3.1).

Note that since each G 711.0 frame is self-describing (see Attribute
A4 in Section 3.2), the individual G 711.0 frames in the RTP payl oad
need not represent the sanme duration of time (i.e., a5 nm G711.0
frame could be followed by a 20 ns G 711.0 frane). Oaing to this,
the amount of tine represented in the RTP payl oad MAY be any i nteger
multiple of 5 ms (as 5 ns is the smallest interval of tine that can
be represented in a G 711.0 frame).

The following figure illustrates the one or nore G 711.0 franmes per
RTP payl oad case where the nunber of G 711.0 frames placed in the RTP
payload is N W note that when Nis equal to 1, this case is
identical to the previous exanple.

| First | Second | | Nth | Zero or nore |
| G711.0 | G 711.0 | | G711.0 | 0x00 |
| Frane | Frane | | Frane | Padding Cctets |
I I I I I I

Figure 3: One or More G 711.0 Frames in RTP Payl oad Case

We note here that when we have multiple G 711.0 frames, the

i ndi vidual frames can be, and generally are, of different |engths.
The decodi ng process described in Section 4.2.3 is used to determ ne
the frame boundari es.

Encodi ng Process: One or nore G 711.0 frames are placed in the RTP
payl oad sinply by concatenating the G 711.0 frames together. The
anount of time represented by the G 711 synbols conpressed in all the
G 711.0 franmes in the RTP payl oad MJST correspond to the ptine

signal ed for applications using SDP. Although not generally desired,
padding in the RTP payl oad SHOULD be pl aced after the last G 711.0
frane in the payl oad and MAY be created by placing one or nore 0x00
octets after the last G 711.0 frame. Such padding nay be desired
based on security considerations (see Section 8). Additional details
about the encoding process and considerations are specified later in
Section 4.2.2.1.
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Decodi ng Process: As G 711.0 franes can be of varying length, the
payl oad decodi ng process described in Section 4.2.3 is used to
determ ne where the individual G 711.0 frame boundaries are. Any
paddi ng octets inserted before or after any G 711.0 frane in the RTP
payload is silently (and safely) ignored by the G 711.0 decodi ng
process specified in Section 4.2.3.

4.2.2.1. G 711.0 RTP Payl oad Encodi ng Process

ITUT G 711. 0 supports five possible input frame | engths: 40, 80,
160, 240, and 320 sanples per frame, and the rationale for choosing
those | engths was given in the description of property A5 in

Section 3.2. Assuming a frequency of 8000 sanpl es per second, these
| engths correspond to input frames representing 5 nms, 10 nms, 20 ns,
30 ms, or 40 ns. So while the standard assumed the input "bit
stream consisted of G 711 synbols of sone integer nultiple of 5 ns
inlength, it did not specify exactly what frane | engths to use as
input to the G 711.0 encoder itself. The intent of this section is
to provide sone guidance for the sel ection

Consi der a typical |ETF use case of 20 nms (160 octets) of G 711 input
sanpl es represented in a G 711. 0 payl oad and si gnhal ed by using the
SDP paraneter ptine. As described in Section 3.3.1, the sinplest way
to encode these 160 octets is to pass the entire 160 octets to the

G 711.0 encoder, resulting in precisely one G 711.0 conpressed frane,
and put that singular franme into the G 711. 0 RTP payl oad. However,
neither the ITUT G 711.0 standard nor this | ETF payl oad format
mandates this. In fact, 20 ns of input G 711 synbols can be encoded
as 1, 2, 3, or 4 G711.0 franmes in any one of six conbinations (i.e.,
{20ns}, {10ns: 10ns}, {10ns:5ns:5ns}, {5nms: 10nms: 5n8}, {5ns:5ns: 108},
{5ms: 5ns: 5m8: 5n8}) and any of these combinati ons woul d deconpress
into the same source 160 G 711 octets. As an aside, we note that the
first octet of any G 711.0 frame will be the prefix code octet and
information in this octet determ nes how nany G 711 synbols are
represented in the G 711.0 frane.

Not wi t hst andi ng t he above, we expect one of two encodings to be used
by inplementers: the sinplest possible (one 160-byte input to the

G 711.0 encoder that usually results in the highest conpression) or
the conbi nati on of possible input franes to a G 711. 0 encoder that
results in the highest conpression for the payload. The explicit
mention of this issue in this | ETF docunent was deened i nportant
because the ITU T G 711.0 standard is silent on this issue and there
is a desire for this issue to be docunented in a formal Standards
Devel opi ng Organi zation (SDO docunent (i.e., here).
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4.2.3. G 711.0 RTP Payl oad Decodi ng Process

The G 711.0 decoding process is a standard part of G 711.0 bit stream
decoding and is inplemented in the ITU-T Rec. G 711.0 reference code.
The decodi ng process algorithmdescribed in this section is a slight
enhancenment of the ITUT reference code to explicitly accommbdate RTP
paddi ng (as descri bed above).

Bef ore describing the decoding, we note here that the |argest
possible G 711.0 frane is created whenever the | argest nunber of
G 711 synbols is encoded (320 from Section 3.2, property A5) and

these 320 synbols are "unconpressible" by the G 711.0 encoder. In
this case (via property A6 in Section 3.2), the G 711.0 output frame
will be 321 octets long. W also note that the value 0x00 chosen for

the optional padding cannot be the first octet of a valid ITU T Rec.
G 711.0 franme (see [G 711.0]). W also note that whenever nore than
one G 711.0 frame is contained in the RTP payl oad, decoding of the

i ndividual G 711.0 franes will occur multiple tines.

For the decoding algorithmbelow, let N be the nunber of octets in
the RTP payload (i.e., excluding any RTP paddi ng, but including any
RTP payl oad padding), let P equal the nunber of RTP payl oad octets
processed by the G 711.0 decodi ng process, |let K be the nunber of

G 711 synmbol s presently in the output buffer, let Q be the nunber of
octets contained in the G 711.0 frame being processed, and let "I="
represent not equal to. The keyword "STOP" is used below to indicate
the end of the processing of G 711.0 franmes in the RTP payl oad. The
al gorithm bel ow assunmes an output buffer for the decoded G 711 source
synbols of length sufficient to accommpdate the expected nunber of

G 711 synmbols and an input buffer of length 321 octets.

G 711. 0 RTP Payl oad Decodi ng Heuri sti c:

Hl Initialization of counters: Initialize P, the nunber of processed
octets counter, to zero. |Initialize K, the counter for how
many G 711 synbols are in the output buffer, to zero
Initialize Nto the nunber of octets in the RTP payl oad
(including any RTP payl oad padding). Go to H2.

H2 Read internal buffer: Read m n{320+1, (N-P)-1} octets into the
internal buffer fromthe (P+1) octet of the RTP payload. W
note at this point, NNP octets have yet to be processed and
that 320+1 octets is the |largest possible G 711.0 frane. Also
note that in the common case of zero-based array indexing of a
uint8 array of octets, that this operation will read octets
fromindex P through index [m n{320+1, (N-P)}] fromthe RTP
payl oad. Go to H3.
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H3 Analyze the first octet in the internal buffer: If this octet is
0x00 (a padding octet), go to H4; otherw se, go to H5 (process
a G711.0 frane).

H4 Process padding octet (no G 711 synbols generated): |ncrenent the
processed packets counter by one (set P=P + 1). |If the
result of this increment results in P >= N, then STOP (as all
RTP Payl oad octets have been processed); otherw se, go to H2.

H5 Process an individual G 711.0 frame (produce G 711 sanples in the
output franme): Pass the internal buffer to the G 711.0 decoder.
The G 711.0 decoder will read the first octet (called the
"prefix code" octet in ITUT Rec. G711.0 [G 711.0]) to
determ ne the nunmber of source G 711 sanples Mare contained in
this G711.0 frane. The G 711.0 decoder w |l produce exactly M
G 711 source synbols (Mcan only have val ues of 0, 40, 80, 160,
240, or 320). If K= 0, these Msynbols will be the first in
the out put buffer and are placed at the begi nning of the output
buffer. If K!= 0, concatenate these Msynbols with the prior
synmbols in the output buffer (there are K prior synbols in the
buffer). Set K=K + M(as there are now this many G 711
source synbols in the output buffer). The G 711.0 decoder will
have consuned sone nunber of octets, Q in the internal buffer
to produce the M G 711 synbols. |Increnment the nunber of
payl oad octets processed counter by this quantity (set P =P +
Q. |If the result of this increment results in P >= N, then
STOP (as all RTP Payl oad octets have been processed);
ot herwi se, go to H2.

At this point, the output buffer will contain precisely K G 711
source synbols that should correspond to the ptine signaled if SDP
was used and the encodi ng process was without error. |If ptime was
signal ed via SDP and the nunber of G 711 synbols in the output buffer
i s somet hing other than what corresponds to ptine, the packet MJST be
di scarded unl ess other system desi gn know edge all ows for otherw se
(e.g., occasional 5 nms clock slips causing one nore or one |ess

G 711.0 frame than nonminal to be in the payload). Lastly, due to the
buffer reads in H2 being bounded (to 321 octets or less), N being
bounded to the size of the G 711.0 RTP payl oad, and M bei ng bounded
to the nunber of source G 711 synbols, there is no buffer overrun
risk.

We al so note, as an aside, that the algorithmabove (and the ITUT
G 711.0 reference code) acconmpdates paddi ng octets (0x00) placed
anywhere between G 711.0 frames in the RTP payload as well as prior
to or after any or all G 711.0 franes. The ITUT G 711.0 reference
code does not have Steps H3 and H4 as separate steps (i.e., Step H5
i mediately follows H2) at the added conmputational cost of sone
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addi tional buffer passing to/fromthe G 711.0 frame decoder
functions. That is, the G 711.0 decoder in the reference code
"silently ignores” 0Ox00 padding octets at the begi nning of what it
believes to be a frane boundary encoded by G 711.0. Thus, Steps H3
and H4 above are an optim zation over the reference code shown for
clarity.

If the decoder is at a playout endpoint |location, this G 711 buffer
SHOULD be used in the same manner as a received G 711 RTP payl oad
woul d have been used (passed to a playout buffer, to a PLC

i npl ementation, etc.).

W explicitly note that a framing error condition will result
whenever the buffer sent to a G 711. 0 decoder does not begin with a
valid first G 711.0 frame octet (i.e., a valid G 711.0 prefix code or
a 0x00 padding octet). The expected result is that the decoder will
not produce the desired/correct G 711 source synbols. However, as

al ready noted, the output returned by the G 711.0 decoder will be
bounded (to I ess than 321 octets per G 711.0 decode request) and if
the nunber of the (presuned) G 711 synbols produced is known to be in
error, the decoded output MJST be di scarded.

4.2.4. G 711.0 RTP Payl oad for Miultiple Channels

In this section, we describe the use of nultiple "channels" of G 711
data encoded by G 711.0 conpression.

The dom nant use of G 711 in RTP transport has been for single
channel use cases. For this case, the above G 711.0 encodi ng and
decodi ng process is used. However, the nmultiple channel case for
G 711.0 (a frame-based conpression) is different fromG 711 (a
sampl e- based encodi ng) and is described separately here.

Section 4 of RFC 3551 [ RFC3551] provides guidelines for encoding

audi o channel s and Section 4.1 of RFC 3551 [ RFC3551] for the ordering
of the channels within the RTP payload. The ordering guidelines in
Section 4.1 of RFC 3551 SHOULD be used unl ess an application-specific
channel ordering is nore appropriate.

An inplicit assunption in RFC 3551 is that all the channel data

mul tiplexed into an RTP payl oad MJST represent the sanme physical tine
span. The case for G 711.0 is no different; the underlying G 711
data for all channels in a G 711.0 RTP payl oad MJST span the sane
interval intime (e.g., the sane "ptinme" for a SDP-specified codec
negoti ation).
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Section 4.2 of RFC 3551 provides guidelines for sanpl e-based

encodi ngs such as G 711. This guidance is tantanount to interl eaving
the individual samples in that they SHOULD be packed in consecutive
octets.

RFC 3551 provides guidelines for frane-based encodings in which the
franes are interleaved. However, this guidance stens fromthe stated
assunption that "the frame size for the frane-oriented codecs is
given". However, this assunption is not valid for G 711.0 in that

i ndi vi dual consecutive G 711.0 frames (as per Section 4.2.2 of this
docunent) can:

1. represent different tine spans (e.g., two 5 ms G 711.0 franes in
lieu of one 10 ns G 711.0 frame), and

2. be of different lengths in octets (and typically are).

Therefore, a different, but also sinple, concatenation-based approach
is specified in this RFC

For the multiple channel G 711.0 case, each G 711 channel is

i ndependently encoded into one or nore G 711.0 franmes defined here as
a "G 711.0 channel superfrane". Each one of these superfranes is
identical to the nultiple G 711.0 franme case illustrated in Figure 3
of Section 4.2.2 in which each superframe can have one or nore
individual G 711.0 frames within it. Then each G 711.0 channe
superframe is concatenated -- in channel order -- into a G711.0 RTP
payl oad. Then, if optional G 711.0 paddi ng octets (0x00) are
desired, it is RECOWENDED that these octets are placed after the
|last G 711.0 channel superfrane. As per above, such paddi ng may be
desired based on Security Considerations (see Section 8). This is
depicted in Figure 4.

| First | Second | | Nth | Zero

| G711.0 | G711.0 | | G711.0 | or nore |
| Channel | Channel | | Channel | 0x00 |
| Super- | Super- | | Super | Paddi ng |
| Frane | Frane | | Frane | Cctets |
I I I I I I

Figure 4: Miultiple G 711.0 Channel Superfranes in RTP Payl oad

We note that although the individual superfranmes can be of different
lengths in octets (and usually are), the nunber of G 711 source
synbols represented -- in conpressed form-- in each channe
superfranme is identical (since all the channels represent the
identically same tine interval).
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The G 711.0 decoder at the receiving end sinply decodes the entire

G 711.0 (multiple channel) payload into individual G 711 synbols. |If
M such G 711 synbols result and there were N channels, then the first
M N G 711 sanples would be fromthe first channel, the second MN

G 711 sanples would be fromthe second channel, and so on until the
Nth set of G 711 sanples are found. Similarly, if the nunber of
channel s was not known, but the payload "ptinme" was known, one could
infer (knowing the sanmpling rate) how many G 711 synbol s each channe
contained; then, with this know edge, the nunmber of channels of data
contained in the payload could be deternmined. Wen SDP is used, the
nunber of channels is known because the optional paranmeter is a MJST
when there is nore than one channel negotiated (see Section 5.1).
Additionally, when SDP is used, the paranmeter ptine is a RECOVMMENDED
optional paranmeter. W note that if both paraneters channel s and
pti me are known, one could provide a check for the other and the
converse. \Whichever algorithmis used to deternmine the nunber of
channels, if the length of the source G 711 synbols in the payl oad
(M is not an integer multiple of the nunber of channels (N), then

t he packet SHOULD be di scarded.

Lastly, we note that although any padding for the nultiple channe

G 711.0 payload is RECOMWENDED to be placed at the end of the

payl oad, the G 711.0 decoding algorithmdescribed in Section 4.2.3
wi Il successfully decode the payload in Figure 4 if the 0x00 paddi ng
octet is placed anywhere before or after any individual G 711.0 frame
in the RTP payl oad. The number of padding octets introduced at any
G 711.0 frame boundary therefore does not affect the nunber M of the
source G 711 synbols produced. Thus, the decision for paddi ng MAY be
made on a per-superfranme basis.

5. Payl oad Fornat Paraneters

This section defines the paraneters that may be used to configure
optional features in the G 711.0 RTP transm ssion

The paraneters defined here are a part of the nedia subtype
registration for the G 711.0 codec. Mapping of the paraneters into
SDP RFC 4566 [ RFC4566] is al so provided for those applications that
use SDP.
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5.1. Media Type Registration
Type name: audio
Subt ype name: Gr1l-0
Requi red paraneters

clock rate: The RTP tinestanp clock rate, which is equal to the
sanpling rate. The typical rate used with G 711 encoding is 8000,
but other rates may be specified. The default rate is 8000.

complaw. This format-specific paraneter, specified on the "a=fntp
l'ine", indicates the conpanding |law (A-law or nu-law) enployed
This format-specific paraneter, as per RFC 4566 [ RFC4566], is

gi ven unchanged to the nedia tool using this format. The case-

i nsensitive values are "conplaw=al" or "conpl aw=mu" are used for
A-law and mu-1| aw, respectively.

Opti onal parameters:

channel s: See RFC 4566 [ RFC4566] for definition. Specifies how
many audi o streans are represented in the G 711. 0 payl oad and MJST
be present if the nunber of channels is greater than one. This
paraneter defaults to 1 if not present (as per RFC 4566) and is
typically a non-zero, small-valued positive integer. It is
expected that inplenentations that specify nultiple channels wll
al so define a nechanismto map the channels appropriately within
their system design; otherw se, the channel order specified in
Section 4.1 of RFC 3551 [RFC3551] will be assumed (e.g., left,
right, center). Simlar to the usual interpretation in RFC 3551
[ RFC3551], the nunber of channels SHALL be a non-zero, positive

i nt eger.

maxpti me: See RFC 4566 [ RFC4566] for definition

ptime: See RFC 4566 [ RFC4566] for definition. The inclusion of
"ptinme" is RECOMVENDED and SHOULD be in the SDP unless there is an
application-specific reason not to include it (e.g., an
application that has a variable ptine on a packet-by-packet

basis). For constant ptine applications, it is considered good
formto include "ptime" in the SDP for session diagnostic
purposes. For the constant ptine multiple channel case described
in Section 4.2.2, the inclusion of "ptinme" can provide a desirable
payl oad check.
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Encodi ng consi derati ons:

This nmedia type is franed binary data (see Section 4.8 in RFC 6838
[ RFC6838]) conpressed as per ITUT Rec. G 711.0.

Security considerations:
See Section 8.

I nteroperability considerations: none

Publ i shed specification:
ITUT Rec. G 711.0 and RFC 7655 (this docunent).

Applications that use this nedia type:
Al though initially conceived for VolP, the use of G 711.0, |ike
G 711 before it, may find use within audi o and video stream ng
and/ or conferencing applications for the audio portion of those
appl i cations.

Addi tional information:

The following applies to stored-file transfer nethods:

Magi ¢ nunbers: #! G/110A\n or #! G7110Mn (for A-law or MJ | aw
encodi ngs respectively, see Section 6).

Fil e Extensions: None
Maci ntosh file type code: None
oj ect identifier or AOL: None
Person & emni| address to contact for further information:
M chael A. Ranmal ho <nramal ho@i sco. conm» or <mar42@ornel | . edu>
I nt ended usage: COVMON
Restrictions on usage:
This nmedi a type depends on RTP fram ng, and hence is only defined
for transfer via RTP [ RFC3550]. Transport w thin other fram ng

protocols is not defined at this tine.

Aut hor: M chael A. Ramal ho
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Change controller

5.2.

| ETF Payl oad working group del egated fromthe | ESG

Mappi ng to SDP Paraneters

The information carried in the nmedia type specification has a
specific mapping to fields in SDP, which is commonly used to describe
an RTP session. Wen SDP is used to specify sessions enploying

G 711.0, the mapping is as foll ows:

(o]

0

5. 3.

The nedia type ("audi 0o") goes in SDP "m=" as the nedi a nane.

The nedi a subtype ("Gr11-0") goes in SDP "a=rtpmap" as the
encodi hg nane.

The required paraneter "rate" also goes in "a=rtpmap" as the clock
rate.

The paraneters "ptine" and "maxptinme" go in the SDP "a=ptime" and
"a=maxptinme" attributes, respectively.

Remai ni ng paraneters go in the SDP "a=fntp" attribute by copying
themdirectly fromthe nmedia type string as a semi col on-separat ed
list of paraneter=value pairs.

O fer/ Answer Consi derations

The foll owi ng consi derations apply when using the SDP of f er/ answer
mechani sm [ RFC3264] to negotiate the "channel s" attribute.

0

If the offering endpoint specifies a value for the optiona
channel s paraneter that is greater than one, and the answering
endpoi nt bot h understands the paraneter and cannot support that
val ue requested, the answer MJST contain the optional channels
parameter with the highest value it can support.

If the offering endpoint specifies a value for the optiona
channel s paraneter, the answer MJST contain the optional channels
paraneter unless the only val ue the answering endpoint can support
is one, in which case the answer MAY contain the optional channels
paraneter with a value of 1

If the offering endpoint specifies a value for the ptime parameter
that the answering endpoint cannot support, the answer MJUST
contain the optional ptine paraneter.
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5.

5

5

o |If the offering endpoint specifies a value for the naxptine
paraneter that the answering endpoi nt cannot support, the answer
MJUST contain the optional nmaxptimnme paraneter

4. SDP Exanpl es
The foll owi ng exanples illustrate howto signal G 711.0 via SDP
4.1. SDP Exanple 1

mraudi o RTP/ AVP 98
a=rtprmap: 98 Gr11- 0/ 8000
a=fm p: 98 conpl aw=ru

In the above exanpl e, the dynam c payl oad type 98 is mapped to

G 711.0 via the "a=rtpmap" parameter. The mandatory "conplaw' is on
the "a=fntp" paraneter line. Note that neither optional paraneters
"ptime" nor "channels" is present; although, it is generally good
formto include "ptime" in the SDP if the session is a constant ptine
session for diagnostic purposes.

4.2. SDP Exanple 2

The foll owing exanple illustrates an offering endpoint requesting 2
channel s, but the answering endpoint can only support (or render) one
channel

Ofer:

mraudi o RTP/ AVP 98
a=rtprmap: 98 Gr11- 0/ 8000/ 2
a=ptime: 20

a=fm p: 98 conpl aw=al

Answer :

mraudi o RTP/ AVP 98
a=rtpmap: 98 G711-0/8000/1
a=ptinme: 20

a=fnt p: 98 conpl aw=al

In this example, the offer had an optional channels paraneter. The
answer must have the optional channels paraneter al so unless the
value in the answer is one. Shown here is when the answer explicitly
contains the channel s paraneter (it need not have and it would be
interpreted as one channel). As nentioned previously, it is

consi dered good formto include "ptine" in the SDP for session

di agnostic purposes if the session is a constant ptinme session
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6. G 711.0 Storage Mbde Conventions and Definition

The G 711.0 storage node definition in this section is simlar to
many ot her | ETF codecs (e.g., iLBC RFC 3951 [ RFC3951] and EVRC- NW RFC
6884 [ RFC6884]), and is essentially a concatenation of individual

G 711.0 franes.

We note that something nmust be stored for any G 711.0 frames that are
not received at the receiving endpoint, no matter what the cause. In
this section, we describe two mechanisms, a "G 711.0 PLC Frane" and a
"G 711.0 Erasure Frane". These G 711.0 PLC and G 711.0 Erasure
Frames are described prior to the G 711.0 storage node definition for
clarity.

6.1. G 711.0 PLC Frane

When G 711 RTP payl oads are not received by a rendering endpoint, a
PLC mechanismis typically enployed to "fill in" the missing G711
synmbols with something that is auditorially pleasing; thus, the |l oss
may be not noticed by a listener. Such a PLC nechanismfor G711 is
specified in ITUT Rec. G 711 - Appendix 1 [G 711-AP1].

A natural extension when creating G 711.0 franes for storage
environnments is to enploy such a PLC nechanismto create G 711
synbols for the span of tine in which G 711. 0 payl oads were not
received -- and then to conpress the resulting "G 711 PLC synbol s"
via G 711.0 conpression. The G 711.0 frame(s) created by such a
process are called "G 711.0 PLC Franes".

Since PLC nechani sns are designed to render missing audio data with
the best fidelity and intelligibility, G 711.0 franes created via
such processing is likely best for nost recording situations (such as
voi cemai| storage) unless there is a requirenment not to fabricate
(audi o) data not actually received.

After such PLC G 711 synbol s have been generated and then encoded by
a G 711.0 encoder, the resulting frames nay be stored in G 711.0

frane format. As a result, there is nothing to specify here -- the
G 711.0 PLC franes are stored as if they were received by the
receiving endpoint. In other words, PLC-generated G 711.0 franes

appear as "normal" or "ordinary" G 711.0 frames in the storage node
file.
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6.2. G 711.0 Erasure Frane

"Erasure Frames", or equivalently "Null Franmes"”, have been designed
for many frane-based codecs since G 711 was standardi zed. These
null/erasure frames explicitly represent data fromincom ng audio
that were either not received by the receiving systemor represent
data that a transnitting system decided not to send. Transnitting
systens may choose not to send data for a variety of reasons (e.g.,
not enough wireless |link capacity in radi o-based systens) and can
choose to send a "null franme" in lieu of the actual audio. It is
al so envisioned that erasure franes would be used in storage node
applications for specific archival purposes where there is a
requirenent not to fabricate audio data that was not actually

recei ved.

Thus, a G 711.0 erasure frane is a representation of the amount of
time in G711.0 franes that were not received or not encoded by the
transmtting system

Prior to defining a G 711.0 erasure frane, it is beneficial to note
what many G 711 RTP systenms send when the endpoint is "nuted". Wen
mut ed, nany of these systens will send an entire G 711 payl oad of
either 0+ or 0- (i.e., one of the two levels closest to "anal og zero"
in either G 711 conpanding law). Next we note that a desirable
property for a G 711.0 erasure frame is for "non-G 711.0 Erasure
Frame- aware" endpoints to be able to playback a G 711.0 erasure frame
with the existing G711.0 ITU- T reference code.

A G 711.0 Erasure Frane is defined as any G 711.0 frane for which the
correspondi ng G 711 sanpl e values are either the value 0++ or the
value 0-- for the entirety of the G711.0 frane. The levels of O++
and 0-- are defined to be the two | evels above or bel ow anal og zero,
respectively. An entire frane of value O++ or 0-- is expected to be
extraordinarily rare when the frame was in fact generated by a
natural signal, as analog inputs such as speech and nusic are zero-
mean and are typically acoustically coupled to digital sanpling
systens. Note that the playback of a G 711.0 frame characterized as
an erasure frane is auditorially equivalent to a muted signal (a very
| ow val ue constant).

These G 711.0 erasure frames can be reasonably characterized as nul
or erasure franes while neeting the desired playback goal of being
decoded by the G711.0 ITU-T reference code. Thus, simlarly to

G 711 PLC frames, the G 711.0 erasure franes appear as "normal" or
"ordinary" G 711.0 franes in the storage node format.
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6.3. G 711.0 Storage Mdde Definition

The storage format is used for storing G 711.0 encoded frames. The
format for the G 711.0 storage node file defined by this RFC is shown
bel ow.

| Magi ¢ Nunber | | |
| | Version | Concatenated |
| "#!'G7110A\n" (for A-law) | Cctet | G 711.0 |
| or | | Fr ames |
| "#'G7110Mn" (for mu-law) | "Ox00" | |
I I I I

Figure 5: G 711.0 Storage Mde Format

The storage node file consists of a nmagi c nunber and a version octet
foll owed by the individual G 711.0 frames concatenated toget her.

The magi ¢ nunber for G 711.0 A-1aw corresponds to the ASCI| character

string "#!' G7110A\n", i.e., "0x23 0x21 0x47 0x37 0x31 0x31 0x30 0x41
Ox0A". Likew se, the nmagic nunber for G 711.0 MJ 1| aw corresponds to
the ASCI|I character string "#! G7110Mn", i.e., "0x23 0x21 0x47 0x37

0x31 0x31 Ox4E 0x4D OxOA".

The version nunber octet allows for the future specification of other
G 711.0 storage node formats. The specification of other storage
node formats may be desirable as G 711.0 frames are of variable

|l ength and a future format may include an indexi ng nethodol ogy that
woul d enabl e playout far into a long G 711.0 recordi ng without the
necessity of decoding all the G 711.0 franmes since the begi nning of
the recording. Qher future format specification may include support
for multiple channels, nmetadata, and the like. For these reasons, it
was determ ned that a versioning strategy was desirable for the

G 711.0 storage node definition specified by this RFC. This RFC only
specifies Version 0 and thus the value of "0x00" MJST be used for the
storage node defined by this RFC.

The G 711.0 codec data franes, including any necessary erasure or PLC
franmes, are stored in consecutive order concatenated together as
shown in Section 4.2.2. As the Version 0 storage node only supports
a single channel, the RTP payl oad format supporting rultiple channels
defined in Section 4.2.4 is not supported in this storage node
definition.

To decode the individual G 711.0 franes, the algorithmpresented in

Section 4.2.2 may be used to decode the individual G 711.0 franes.
If the version octet is determ ned not to be zero, the renmni nder of
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t he payl oad MJUST NOT be passed to the G 711.0 decoder, as the ITUT
G 711.0 reference decoder can only decode concatenated G 711.0 franes
and has not been designed to decode el enents in yet to be specified
future storage node formats.

7. | ANA Consi derations

One nedi a type (audi o/ G7/11-0) has been defined and registered in
| ANA's "Media Types"” registry. See Section 5.1 for details.

8. Security Considerations

RTP packets using the payload format defined in this specification
are subject to the security considerations discussed in the RTP
specification [ RFC3550], and in any applicable RTP profile (such as
RTP/ AVP [ RFC3551], RTP/ AVPF [ RFC4585], RTP/ SAVP [ RFC3711], or RTP/
SAVPF [ RFC5124]. However, as "Securing the RTP Protocol Franmework:
Wiy RTP Does Not Mandate a Single Media Security Solution" [RFC7202]
di scusses, it is not a responsibility of the RTP payload format to

di scuss or mandate what solutions are used to neet the basic security
goals like confidentiality, integrity, and source authenticity for
RTP in general. This responsibility |ays on anyone using RTP in an
application. They can find guidance on avail able security nechani sns
and i nportant considerations in "Options for Securing RTP Sessions”

[ RFC7201]. Applications SHOULD use one or nore appropriate strong
security nechani sns. The rest of this Security Considerations
section discusses the security inpacting properties of the playl oad
format itself.

Because the data conpression used with this payload fornmat is applied
end-to-end, any encryption needs to be performed after conpression

Note that end-to-end security with either authentication, integrity,
or confidentiality protection will prevent a network el enent not
within the security context from perform ng nedi a-aware operations
ot her than discarding conplete packets. To allow any (nedi a-aware)
i ntermedi ate network elenment to performits operations, it is
required to be a trusted entity that is included in the security
cont ext establishnent.

G 711.0 has no known deni al -of -service (DoS) attacks due to decodi ng,
as data posing as a desired Gr11.0 payload will be decoded into

somet hing (as per the decoding algorithm) with a finite amunt of
computation. This is due to the deconpression algorithmhaving a
finite worst-case processing path (no infinite conputational |oops
are possible). W also note that the data read by the G 711.0
decoder is controlled by the length of the individual encoded G 711.0
frane(s) contained in the RTP payl oad. The decodi ng al gorithm
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specified previously in Section 4.2.3 ensures that the G 711.0
decoder will not read beyond the Iength of the internal buffer
specified (which is in turn specified to be no greater than the

| argest possible G 711.0 frane of 321 octets). Therefore, a G 711.0
payl oad does not carry "active content" that could inpose nalicious
si de-ef fects upon the receiver

G 711.0 is a VBR audio codec. There have been recent concerns wth
VBR speech codecs where a passive observer can identify phrases from
a standard speech corpus by nmeans of the | engths produced by the
encoder even when the payload is encrypted [IEEE]. |In this paper, it
was determ ned that some Code-Excited Linear Prediction (CELP) codecs
woul d produce di screte packet |engths for sonme phonenes.

Furthernmore, with the use of appropriately designed H dden Markov
Model s (HMVB), such a system coul d predict phrases with unexpected
accuracy. One CELP codec studied, SPEEX, had the property that
produced 21 different packet lengths in its w deband node, and these
packet | engths probabilistically nmapped to phonenes that an HW
systemcould be trained on. In this paper, it was deternmined that a
mtigation technique would be to pad the output of the encoder with
random paddi ng |l engths to the effect: 1) that nore discrete payl oad
sizes would result, and 2) that the probabilistic mapping to phonenes
woul d becone less clear. As G 711 is not a speech-nodel - based codec,
neither is G 711.0. A G 711.0 encoding, during talking periods,
produces franes of varying frane |lengths that are not likely to have
a strong mapping to phonenes. Thus, G 711.0 is not expected to have
this same vulnerability. It should be noted that "silence" (only one
value of G711 in the entire G 711 input frane) or "near silence"
(only a few G 711 values) is easily detectable as G 711.0 frane

I engths or one or a few octets. |f one desires to nmitigate for

sil ence/ non-silence detection, statistically variable padding should
be added to G 711.0 franes that resulted in very small G 711.0 franes
(I ess than about 20% of the synbols of the corresponding G 711 i nput
frane). Methods of introducing padding in the G 711.0 payl oads have
been provided in the G 711.0 RTP payl oad definition in Section 4.2.2.

9. Congestion Contro

The G 711 codec is a Constant Bit Rate (CBR) codec that does not have
a nmeans to regulate the bitrate. The G 711.0 | ossl ess conpression
algorithmtypically conpresses the G 711 CBR streaminto a | ower-
bandwi dth VBR stream However, being |ossless, it does not possess
means of further reducing the bitrate beyond the conpression result
based on G 711.0. The G 711.0 RTP payl oads can be nade arbitrarily

| arge by nmeans of addi ng optional padding bytes (subject only to MIuU
limtations).
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Therefore, there are no explicit ways to regulate the bit rate of the
transm ssions outlined in this RTP payl oad format except by neans of
modul ati ng the nunber of optional padding bytes in the RTP payl oad.
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