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Abst r act

An | Pv4 or |1 Pv6 host can use the Port Control Protocol (PCP) to
flexi bly manage the | P address-mappi ng and port-nappi ng i nfornmation
on Network Address Translators (NATs) or firewalls to facilitate
comruni cation with renote hosts. However, the uncontrolled
generation or deletion of |IP address mappi ngs on such network devices
may cause security risks and should be avoided. 1In sone cases, the
client may need to prove that it is authorized to nodify, create, or
del ete PCP mappi ngs. This docunent describes an in-band

aut henti cati on mechani sm for PCP that can be used in those cases.
The Extensible Authentication Protocol (EAP) is used to perform

aut henti cati on between PCP devi ces.

Thi s docunent updates RFC 6887.

Status of This Meno
This is an Internet Standards Track docunent.
Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741
I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc7652
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1. Introduction

Using the Port Control Protocol (PCP) [RFC6887], an application can
flexibly manage the | P address-mapping information on its network
address translators (NATs) and firewalls and can control their
policies in processing incomng and outgoing | P packets. Because
NATs and firewalls both play inmportant roles in network security
architectures, there are many situations in which authentication and
access control are required to prevent unauthorized users from
accessi ng such devices. This docunment defines a PCP security
extension that enables PCP servers to authenticate their clients with
the Extensible Authentication Protocol (EAP). The EAP nessages are
encapsul ated within PCP nmessages during transm ssion

The followi ng i ssues are considered in the design of this extension
0 Loss of EAP nessages during transm ssion.

0 Reordered delivery of EAP nessages

0 Ceneration of transport keys.

0 Integrity protection and data origin authentication for
PCP nmessages.

o Algorithmagility.

The nechani sm described in this docunment nmeets the security
requirenents to address the Advanced Threat Mdel described in the
base PCP specification [RFC6887]. This mechani smcan be used to
secure PCP in the follow ng situations:

0 On security infrastructure equi pnent, such as corporate firewalls,
that does not create inplicit mappings for specific traffic.

0 On equipnent (such as Carrier-Gade NATs (CG\s) or service
provider firewalls) that serves multiple adm nistrative domains
and do not have a mechanismto securely partition traffic from
those domai ns.

o For any inplenentation that wants to be nore perm ssive in
aut hori zing applications to create nmappi ngs for successful inbound
communi cati ons destined to nmachi nes | ocated behind a NAT or a
firewall.
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2. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Most of the terms used in this document are introduced in [ RFC6887].

PCP client: A PCP software instance that is responsible for issuing
PCP requests to a PCP server. In this docunent, a PCP client is also
an EAP peer [RFC3748], and it is the responsibility of a PCP client
to provide the credentials when authentication is required.

PCP server: A PCP software instance that resides on the
PCP-control | ed device that receives PCP requests fromthe PCP client
and creates appropriate state in response to that request. In this
docunent, a PCP server is integrated with an EAP aut henti cator

[ RFC3748]. Therefore, when necessary, a PCP server can verify the
credentials provided by a PCP client and make an access contro
deci si on based on the authentication result.

PCP- Aut henti cation (PA) session: A series of PCP nessage exchanges
transferred between a PCP client and a PCP server. The PCP nessages
that are part of a given session include the PA nessages used to
perform EAP aut hentication, key distribution, and session managenent,
as well as the conmon PCP nmessages secured with the keys distributed
during authentication. Each PA session is assigned a distinctive
Session ID

Session partner: A PCP inplenentation involved in a PA session. Each
PA session has two session partners (a PCP server and a PCP client).

PCP device: A PCP client or a PCP server

Session lifetime: The lifetine associated with a PA session. The
session |ifetine of the PA session decides the |ifetine of the
current authorization given to the PCP client.

PA Security Association (PCP SA): An association forned between a
PCP client and a PCP server by sharing cryptographic keying materia
and associ ated context. The forned duplex security association is
used to protect the bidirectional PCP signaling traffic between the
PCP client and PCP server.

Mast er Session Key (MSK): A key derived by the partners of a

PA session, using an EAP key-generating nethod (e.g., the nethod
defined in [ RFC5448]).
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3.

3.

3.

PCP- Aut henti cati on (PA) message: A PCP nessage containi ng an
AUTHENTI CATI ON Opcode. Specifically, a PA message sent froma

PCP server to a PCP client is referred to as a PA-Server nessage,
whil e a PA nessage sent froma PCP client to a PCP server is referred
to as a PA-Cient nessage. Therefore, a PA-Server nessage is
actually a PCP response nessage as specified in [ RFC6887], and a
PA-Client nessage is a PCP request nmessage. This docunment specifies
an option -- the PA AUTHENTI CATI ON_TAG option defined in Section 5.5
for PCP authentication -- to provide integrity protecti on and nessage
origin authentication for PA nessages.

Conmon PCP nessage: A PCP nessage that does not contain an
AUTHENTI CATI ON Opcode. This document specifies an AUTHENTI CATI ON_TAG
option to provide integrity protection and nessage origin

aut hentication for the common PCP nessages.

Prot ocol Details
1. Session Initiation

At the beginning of a PA session, a PCP client and a PCP server need
to exchange a series of PA nessages in order to performan EAP

aut henti cation process. Each PA nmessage MJST contain an
AUTHENTI CATI ON Opcode and may optionally contain a set of options for
various purposes (e.g., transporting authenticati on nessages and
sessi on managenent). The Opcode-specific information in an
AUTHENTI CATI ON Opcode consists of two fields: Session |ID and Sequence
Nunber. The Session IDfield is used to identify the PA session to
whi ch the nessage bel ongs. The Sequence Nunber field is used to

det ect whether reordering or duplication occurred during nessage
delivery.

1.1. Authentication Triggered by the dient

When a PCP client intends to proactively initiate a PA session with a
PCP server, it sends a PA-Initiation nessage (a PA-Cient nessage
with the result code INITIATION) to the PCP server. Section 5.1
updates the PCP request nmessage format with result codes for the PCP
aut henti cation mechanism In the Opcode-specific information of the
message, the Session ID and Sequence Nunber fields are set to zero
The PA-Client nessage MUST al so contain a NONCE option (defined in
Section 5.3) that consists of a random nonce.

After receiving the PA-Initiation nessage, if the PCP server agrees
toinitiate a PA session with the PCP client, it will reply with a
PA- Server nessage that contains an EAP request, and the Result Code
field of this PA-Server nessage is set to AUTHENTI CATI ON REQUEST. In
addition, the server MJST assign a unique session identifier to
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distinctly identify this session and insert the identifier into the
Session ID field in the Opcode-specific information of the PA-Server
message. The Sequence Nunber field of the nessage is set to zero.
The PA-Server nessage MUST contain a NONCE option so as to send the
nonce val ue back. The nonce will then be used by the PCP client to
check the freshness of this nessage. Subsequent PCP nessages wthin
this PA session MJST contain this session identifier.

PCP PCP
client server
|-- PA-Initiation ------------------------ - >|

(Seq=0, rc=INTIATION, Session |D=0) |

<-- PA-Server ---------mi oo |
(Seg=0, Session |ID=X, EAP request,
r c=AUTHENTI CATI ON_REQUEST)

I
I
I
- PA-dient ------m i >|
(Seq=1, Session |ID=X, EAP response, |

r c=AUTHENTI CATI ON_REPLY) |

I

I
I
I
I
I
I
| -
I
I
I
| <-- PA-Server -------omm o |
| (Seg=1, Session | D=X, EAP request, |
| r c=AUTHENTI CATI ON_REQUEST) |

3.1.2. Authentication Triggered by the Server

In the scenario where a PCP server receives a common PCP request
message froma PCP client that needs to be authenticated, the

PCP server rejects the request with an AUTHENTI CATI ON_REQUI RED error
code and can reply with an unsolicited PA-Server nmessage to initiate
a PA session. The Result Code field of this PA-Server message is set
to AUTHENTI CATI ON_REQUEST. |In addition, the PCP server MJST assign a
Session ID for the session and transfer it within the PA-Server
message. The Sequence Nunber field in the PA-Server nessage is set
to zero. |If the PCP client retries the comon request before EAP
authentication is successful, then it will receive an

AUTHENTI CATI ON_REQUI RED error code fromthe PCP server. In
subsequent PA nessages exchanged during this session, the Session ID
will be used in order to help session partners distinguish the
messages within this session fromthose not withinit. Wen the

PCP client receives this initial PA Server nmessage fromthe

PCP server, it can reply with a PA-Client nessage or silently discard

the request message, according to its local policies. In the
PA-Cli ent nessage, a NONCE option that consists of a random nonce MAY
be appended. |If so, in the next PA-Server nessage, the PCP server

MUST forward the nonce back within a NONCE option.
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PCP PCP
client server
| -- Common PCP request -------------------------- >|

<- Common PCP response -------------------------- |
(r c=AUTHENTI CATI ON_REQUI RED) |

<-- PA-Server ---------mi oo |
(Seg=0, Session |ID=X, EAP request,
r c=AUTHENTI CATI ON_REQUEST)

|
I
I
-- PA-CAient -----mm i >|
(Seg=0, Session | D=X, EAP response, |

r c=AUTHENTI CATI ON_REPLY) |

|

<-- PA-ServVer ----mmi oo |
(Seg=1, Session | D=X, EAP request, |

r c=AUTHENTI CATI ON_REQUEST) |

3.1.3. Authentication Using EAP

In a PA session, an EAP request nessage is transported within a

PA- Server nessage and an EAP response nessage is transported within a
PA-Client nessage. EAP relies on the underlying protocol to provide
reliable transm ssion; any reordered delivery or |oss of packets
occurring during transm ssion nust be detected and addressed.
Therefore, after sending out a PA-Server message, the PCP server wll
not send a new PA-Server nessage in the sanme PA session until it
receives a PA-Cient nessage with a proper sequence nunber fromthe
PCP client, and vice versa. |If a PCP client receives a PA nessage
contai ning an EAP request and for some reason cannot generate an EAP
response imedi ately (e.g., waiting for human input in order to
construct an EAP nessage, or waiting for the additional PA messages
in order to assenble a conpl ete EAP nessage from fragmented packets),
the PCP device MJUST reply with a PA-Acknow edgenent nessage (a

PA message with a RECElI VED PAK option) to indicate that the nessage
has been received. This approach not only can avoi d unnecessary
retransm ssion of the PA nessage but al so can guarantee reliable
message delivery in conditions where a PCP device needs to receive
mul ti pl e PA nessages carrying the fragnented EAP request before
generating an EAP response. The nunber of EAP nessages exchanged

bet ween the PCP client and PCP server depends on the EAP nethod used
for authentication.

In this approach, a PCP client and a PCP server MJST performa
key-generating EAP nethod in authentication. Specifically, a PCP
aut hentication inplenmentati on MUST support Extensible Authentication
Protocol Tunneled Transport Layer Security (EAP-TTLS) [RFC5281] and
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SHOULD support the Tunnel Extensible Authentication Protocol (TEAP)

[ RFC7170]. Therefore, after a successful authentication procedure, a
Mast er Session Key (MSK) will be generated. |If the PCP client and
the PCP server want to generate a transport key using the MSK, they
need to agree upon a Pseudorandom Function (PRF) for the transport
key derivation and a Message Authentication Code (MAC) algorithmto
provide data origin authentication for subsequent PCP nessages. In
order to do this, the PCP server needs to append a set of PRF options
and MAC ALGORI THM options to the initial PA-Server nessage. Each PRF
option contains a PRF that the PCP server supports, and each

MAC ALGORI THM option contains a MAC al gorithmthat the PCP server
supports. Mdreover, in the first PA-Server nessage, the server MAY
al so attach an |1 D_| NDI CATOR option (defined in Section 5.11) to
direct the client to choose correct credentials. After receiving the
options, the PCP client MJST select the PRF and the MAC al gorithm
that it would like to use; it then MJUST add the associated PRF and
MAC Al gorithmoptions to the next PA-Client nessage.

After the EAP authentication, the PCP server sends out a PA-Server
message to indicate the EAP authentication and PCP aut horization
results. If the EAP authentication succeeds, the result code of the
PA- Server nessage is AUTHENTI CATI ON_SUCCEEDED. |In this case, before
sendi ng out the PA-Server nessage, the PCP server MJST update the
PCP SA with the MSK and transport key and MJST use the derived
transport key to generate a digest for the nmessage. The digest is
transported within a PA AUTHENTI CATI ON_TAG option for PCP Auth. A
nmore detailed description of generating the authentication data can
be found in Section 6.1. In addition, the PA-Server nessage MJST

al so contain a SESSION LI FETI ME option (defined in Section 5.9) that
indicates the lifetine of the PA session (i.e., the lifetinme of the
MBK). After receiving the PA-Server message, the PCP client then
needs to generate a PA-Client nessage in response. |If the PCP client
al so authenticates the PCP server, the result code of the PA-Cient
message i s AUTHENTI CATI ON_SUCCEEDED. In addition, the PCP client
needs to update the PCP SA with the MSK and transport key, and it
uses the derived transport key to secure the nessage. Fromthen on,
all the PCP nessages within the session are secured with the
transport key and the MAC al gorithm specified in the PCP SA. The
first secure PA-Cient nmessage fromthe client MJST include the set
of PRF and MAC ALGORI THM options received fromthe PCP server. The
PCP server deternmines if the set of algorithns conveyed by the client
mat ches the set it had initially sent, to detect an algorithm
downgrade attack. |If the server detects a downgrade attack, then it
MJST send a PA-Server nmessage with result code

DONNGRADE _ATTACK DETECTED and term nate the session. |f the

PCP client sends a conmon PCP request within the PA session without
an AUTHENTI CATI ON_TAG option, then the PCP server rejects the request
by returning an AUTHENTI CATI ON REQUI RED error code.
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If a PCP client/server cannot authenticate its session partner, the
devi ce sends out a PA nessage with the result code
AUTHENTI CATI ON_FAI LED. |If the EAP authentication succeeds but

aut horization fails, the device nmaking the decision sends out a

PA message with the result code AUTHORI ZATI ON_FAILED. 1In these two
cases, after the PA nmessage is sent out, the PA session MJST be
termnated i Mmediately. It is possible for independent PCP clients
on the host to create nultiple PA sessions with the PCP server.

3.2. Recovery from Lost PA Session

If a PCP server resets or |oses the PCP SA due to reboot, power
failure, or any other reason, then it sends an unsolicited ANNOUNCE
response, as explained in Section 14.1.3 of [RFC6887], to the

PCP client. Upon receiving the ANNOUNCE response w th an anomal ous
Epoch Tinme, the PCP client deduces that the server may have | ost
state. The ANNOUNCE is either bogus (an attack), legitinate, or not
seen by the client. These three cases are described bel ow

o0 The PCP client sends an integrity-protected uni cast ANNOUNCE
request to the PCP server to see whether the PCP server has indeed
| ost state or an attacker has sent the ANNOUNCE response.

* |f an integrity-protected success response is received fromthe
PCP server, then the PCP client determ nes that the PCP server
has not | ost the PA session, and the unsolicited ANNOUNCE
response was sent by an attacker

* |f the PCP server responds to the ANNOUNCE request with an
UNKNOWN_SESSI ON | D error code, then the PCP client MJST
initiate full EAP authentication with the PCP server, as
explained in Section 3.1.1. After EAP authentication is
successful, the PCP client updates the PCP SA and issues new
common PCP requests to recreate any | ost mapping state.

0 |In a scenario where the PCP server has |ost the PCP SA but did not
informthe PCP client, if the PCP client sends an integrity-
protected PCP request, then the PCP server rejects the request
with an UNKNOAN SESSION | D error code. The PCP client then
initiates full EAP authentication with the PCP server, as
explained in Section 3.1.1, and updates the PCP SA after
successful authentication

If the PCP client resets or |loses the PCP SA due to reboot, power
failure, or any other reason and sends a common PCP request, then the
PCP server rejects the request with an AUTHENTI CATI ON_REQUI RED error
code. The PCP client MJUST authenticate with the PCP server and,
after EAP authentication is successful, retry the common PCP request
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with an AUTHENTI CATI ON_TAG opti on. The PCP server MJST update the
PCP SA after successful EAP authentication

3.3. Session Termn nation

A PA session can be explicitly term nated by either session partner.
A PCP server may explicitly request term nation of the session by
sendi ng an unsolicited termnation-indicating PA response (a

PA response with a result code of SESSI ON TERM NATED). Upon
receiving a termnation-indicating nmessage, the PCP client MJST
respond with a term nation-indicating PA nessage and MJST then renove
the associated PCP SA. To accomopdate packet |oss, the PCP server
MAY transmit the termnation-indicating PA response up to ten tines
(with an appropriate Epoch Tinme value in each to reflect the passage
of time between transm ssions), provided that (1) the interva
between the first two notifications is at |least 250 ns and (2) each
i nterval between subsequent notifications at |east doubles.

A PCP client may explicitly request term nation of the session by
sending a termnation-indicating PA request (a PA request with a
result code of SESSI ON TERM NATED). After receiving a termnation-

i ndi cating nessage fromthe PCP client, a PCP server MJST respond
with a termnation-indicating PA nessage and renove the PCP SA

i medi ately. When the PCP client receives the termination-indicating
PA response, it MJST renove the associated PCP SA i medi ately.

3.4. Session Re-authentication

A session partner may choose to perform EAP re-authentication if it
woul d like to update the PCP SA without initiating a new PA session
For exanple, a re-authentication procedure could be triggered for the
foll owi ng reasons:

0o The session lifetine needs to be extended.

o0 The sequence nunber is going to reach the maxi mum val ue.
Speci fically, when the sequence nunmber reaches 2**32 - 2**16, the
session partner MJST trigger re-authentication

Wien the PCP server would like to initiate a re-authentication, it
sends the PCP client a PA-Server message. The result code of the
message i s set to RE- AUTHENTI CATI ON, which indicates that the nessage
is for a re-authentication process. |If the PCP client would like to
start the re-authentication, it will send a PA-Client nessage to the
PCP server, with the result code of the PA-Client nessage set to

RE- AUTHENTI CATI ON. Then, the session partners exchange PA nessages
to transfer EAP nessages for the re-authentication. During the
re-aut hentication procedure, the session partners protect the

Cullen, et al. St andards Track [ Page 11]



RFC 7652 PCP Aut henti cati on Sept enber 2015

integrity of PA nessages with the key and MAC al gorithm specified in
the current PCP SA; the sequence nunbers associated with the nessage
wi Il continue to keep increasing as specified in Section 6.4. The
result code for a PA-Server nessage carrying an EAP request wll be
set to AUTHENTI CATI ON REQUI RED, and a PA-Client nessage carrying an
EAP response will be set to AUTHENTI CATI ON_REPLY

If the EAP re-authentication succeeds, the result code of the |ast

PA- Server nessage i s AUTHENTI CATI ON_SUCCEEDED. In this case, before
sendi ng out the PA-Server nessage, the PCP server MJST update the SA
and use the new key to generate a digest for the PA-Server nessage
and subsequent PCP nessages. In addition, the PA-Server nessage MJST
be appended with a SESSI ON_LI FETI ME option that indicates the new
lifetime of the PA session. PA and PCP nessage sequence nunbers nust
al so be reset to zero

If the EAP authentication fails, the result code of the |ast

PA- Server nmessage is AUTHENTI CATI ON_FAILED. |If the EAP

aut henti cati on succeeds but authorization fails, the result code of
the | ast PA-Server nessage i s AUTHORI ZATI ON_FAILED. 1In the latter
two cases, the PA session MIJST be term nated i mediately after the
| ast PA nessage exchange. |[|f for some unknown reason
re-authentication is not perforned and the session lifetine has
expired, then the PA session MJST be terninated i medi ately.

During re-authentication, the session partners can al so exchange
common PCP nessages in parallel. The conmmon PCP messages MJUST be
protected with the current SA until the new SA has been generated
The sequence of EAP nessages exchanged for re-authentication will not
change, regardl ess of the PCP device triggering re-authentication

If the PCP server receives a re-authentication request fromthe

PCP client after the PCP server itself had sent a re-authentication
request, then it should discard its request and respond to the

re-aut hentication request fromthe PCP client.

4. PA Security Association
At the beginning of a new PA session, each PCP device nmust create and
initialize state information for a new PA Security Associ ation
(PCP SA) to maintain its state infornmation for the duration of the
PA session. The paraneters of a PCP SA are as foll ows:
o | P address and UDP port nunber of the PCP client.
o | P address and UDP port number of the PCP server

0 Session identifier.
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(o]

Sequence nunber for the next outgoing PA nessage.
Sequence nunber for the next incom ng PA nessage.
Sequence nunber for the next outgoing common PCP nessage.
Sequence nunber for the next incom ng common PCP nessage.
Last outgoi ng nessage payl oad.

Ret ransmi ssion interval.

The Master Session Key (MSK) generated by the EAP net hod.

The MAC algorithmthat the transport key should use to generate
di gests for PCP nessages.

The pseudorandom function negotiated in the initial PA-Server and
PA-Cli ent nessage exchange for the transport key derivation.

The transport key derived fromthe MSK to provide integrity
protection and data origin authentication for the nessages in the
PA session. The lifetine of the transport key SHOULD be identi cal
to the lifetine of the session.

The nonce selected by the PCP client at the initiation of the
sessi on.

The key ID associated with the transport key.

Specifically, the transport key is conmputed in the follow ng way:
transport key = prf(MSK, "IETF PCP" || Session ID || Nonce ||
key I D), where:

(o]

prf is the pseudorandom function assigned in the PRF option
(Section 5.7).

MBK is the master session key generated by the EAP met hod.
"I ETF PCP" is the ASCI| code representation of the

non-nul | -term nated string (excluding the doubl e quotes
around it).

||’ is the concatenation operator.

Session IDis the ID of the session fromwhich the MSK is derived.
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o Nonce is the nonce selected by the client and transported in the
initial PA-Cient message.

0 Key IDis the ID assigned for the transport key.

5. Packet Fornmat

5.1. Packet Format of PCP Auth Messages
The format of the PA-Server nmessage is identical to the response
message format specified in Section 7.2 of [ RFC6887]. The result
code for a PA-Server nessage carrying an EAP request MJST be set to
AUTHENTI CATI ON_REQUEST.

Thi s docunent updates the Reserved field (see Figure 1) in the
Request header specified in Section 7.1 of [RFC6887] to carry
Opcode-speci fi ¢ data.
0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Version =2 |R Opcode | Reserved | Opcode-specific
I || I | data I
I S i o T s S S S e s s T
| Requested Lifetine (32 bits) |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
|
I
I
I
+-

PCP Cient’'s |IP Address (128 bits) |
R s i e R i e oI S e S e S R i Tk T S S R S R i S
Opcode-specific information
i i i T i I S i e s o o i i
(optional) PCP Options

i S S T i S S e e i S S S S

Figure 1. Request Packet Fornat
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The PA-Client nessages (as shown in Figure 2) use the Request header
specified in Figure 1. The Opcode-specific data is used to transfer
the result codes (e.g., |INTIATIQN, AUTHENTI CATI ON_FAILED). O her
fields in Figure 2 are described in Section 7.1 of [RFC6887]. The
result code for a PA-Client nessage carrying an EAP response MJST be
set to AUTHENTI CATI ON_REPLY.

0 1 2 3
01234567890123456789012345678901
i T S S S T i T i I S I S S
Version = 2 |R Opcode | Reserved | Result Code |
R s i o e i ol S e S e T ik ik T S e T S T S

+-
I
+-
| Requested Lifetine (32 bhits)

i T S T i s sl ol S S S Y
|

I

I

I

+-

I
+
. . l
PCP Cient’'s |IP Address (128 bits) |
I
I

R s i e R i e oI S e S e S R i Tk T S S R S R i S

Opcode-specific information
:I-— i S i i S i s S S S S S S S i S e o o +
(optional) PCP Options
:I-— B i T i T S i s S S N e s o T S +
Figure 2: PA-Cient Message Fornat

The Requested Lifetinme field of a PA-Client nmessage and the Lifetine

field of a PA-Server nessage are both set to zero on transni ssion and
i gnored on reception.
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5.

5.

2.

3.

Opcode- Specific I nformati on of AUTHENTI CATI ON Opcode

The foll owi ng di agram shows the format of the Opcode-specific
informati on for the AUTHENTI CATI ON Opcode.

0 1 2 3

01234567890123456789012345678901
i T s i o S i i S R I S I S S S M
| Session ID |
B T S i T s i i e e SEI S
| Sequence Nunber |
O e i o R i i I R S e o

Session ID: This field contains a 32-bit PA session identifier.

Sequence Nunber: This field contains a 32-bit sequence nunber. A
sequence nunber needs to be incremented on every new
(non-retransm ssi on) outgoi ng PA nessage in order to provide an
ordering guarantee for PA nessages.

NONCE Opti on

Because the session identifier of a PA session is determ ned by the
PCP server, a PCP client does not know the session identifier that
will be used when it sends out a PA-Initiation nessage. |In order to
prevent an attacker frominterrupting the authentication process by
sendi ng spoofed PA-Server nessages, the PCP client needs to generate
a random nunber as a nonce in the PA-Initiation nessage. The

PCP server will append the nonce within the initial PA-Server
message. |f the PA-Server nessage does not carry the correct nonce,
the message MJUST be silently discarded.

0 1 2 3

01234567890123456789012345678901
T T T A S T
| Option Code | Reserved | Option-Length |
T T S T S T S St SuRL SN A S
| Nonce |
B i s T T i i o S o T Ji I

Opti on Code: 4.

Reserved: 8 bits. MJST be set to zero on transm ssion and MJST be
i gnored on reception.

Option-Length: 4 octets.
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5.

4.

Nonce: A random 32-bit number that is transported within a
PA-1nitiation message and the corresponding reply message fromthe
PCP server.

AUTHENTI CATI ON_TAG Opti on

0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Option Code | Reserved | Option-Length |
S S T i S S S e
| Session ID |
i I i i I i i i S e ih it S
| Sequence Numnber |
B i s T T i i o S o T Ji I
| Key 1D |
I i i i i S S S S i i S
I
I
|
L.

Aut henti cation Data (Variabl e)

|
I
I
+

T T S

Because there is no authentication Opcode in conmon PCP nessages, the
aut hentication tag for conmon PCP nessages needs to carry the
Session I D and Sequence Nunber.

Opti on Code: 5.

Reserved: 8 bits. MJST be set to zero on transm ssion and MJST be
i gnored on reception.

Option-Length: The length of the AUTHENTI CATI ON_TAG option for the
common PCP nessage (in octets), including the 12-octet
fixed-1ength header and the variabl e-1ength authentication dat a.

Session ID: A 32-bit field used to identify the session to which
the message belongs and identify the secret key used to create the
message di gest appended to the PCP nessage.

Sequence Nunber: A 32-bit sequence nunber. 1In this option, a
sequence nunber needs to be incremented on every new
(non-retransm ssi on) outgoi ng cormon PCP nessage in order to
provi de an ordering guarantee for common PCP nessages.
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5.

5.

Key ID: The ID associated with the transport key used to generate
authentication data. This field is filled with zeros if the MsK
is directly used to secure the message.

Aut hentication Data: A variable-length field that carries the
Message Aut hentication Code for the common PCP nessage. The
generation of the digest varies according to the algorithns
specified in different PCP SAs. This field MJUST end on a 32-bit
boundary, padded with zeros when necessary.

PA_AUTHENTI CATI ON_TAG Opti on

This option is used to provide nessage authentication for

PA messages. |In contrast to the AUTHENTI CATI ON_TAG option for conmon
PCP nmessages, the Session ID field and the Sequence Nunber field are
renoved because such information is provided in the Opcode-specific

i nformati on of the AUTHENTI CATI ON Qpcode.

0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Option Code | Reserved | Option-Length |
i i i T i I S i e s o o i i
| Key 1D I
R et e s i o e s i i
|
I
I
+-

Aut hentication Data (Variabl e)

|
I
I
+

R s o o i i S S S o o ol ol S S S S R R o
Opti on Code: 6.

Reserved: 8 bits. MJST be set to zero on transm ssion and MJST be
i gnored on reception.

Option-Length: The length of the PA AUTHENTI CATI ON option for the
PCP Auth message (in octets), including the 4-octet fixed-length
header and the vari abl e-1 ength authentication data.

Key ID: The ID associated with the transport key used to generate
aut hentication data. This field is filled with zeros if the MK
is directly used to secure the message.

Aut hentication Data: A variable-length field that carries the
Message Aut hentication Code for the PCP Auth nmessage. The
generation of the digest varies according to the algorithns
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5.

5.

6.

7.

specified in different PCP SAs. This field MJUST end on a 32-bit
boundary, padded with null characters when necessary.

EAP_PAYLOAD Opti on

0 1 2 3

01234567890123456789012345678901
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Option Code | Reserved | Option-Length |
el i I e i it T e e e e i i T o S e e S e T R R
|
I
+-

EAP Message

I T S T i S S e I A ST S A S S S S S

Opti on Code: 7.

Reserved: 8 bits. MJST be set to zero on transm ssion and MJST be
i gnored on reception.

Opti on-Length: Vari abl e.

EAP Message: The EAP nessage transferred. Note that this field
MJUST end on a 32-bit boundary, padded with zeros when necessary.

PRF Option

0 1 2 3

01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
| Option Code | Reserved | Option-Length |
B i s T T i i o S o T Ji I
| PRF |
e L o i e S  th o i R S

Opti on Code: 8.

Reserved: 8 bits. MJST be set to zero on transm ssion and MJST be
i gnored on reception.

Option-Length: 4 octets.

PRF: The pseudorandom function that the sender supports to
generate an MSK. This field contains a value indicating Internet
Key Exchange Protocol version 2 (IKEv2) Transform Type 2 [ RFC7296]
[ RFC4868]. A PCP inplenentati on MUST support PRF_HVAC SHA2 256
(transform|D = 5).
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5.

5.

8.

9.

MAC_ALGORI THM Opt i on

0 1 2 3

01234567890123456789012345678901
i I S T S S i I S A SHE N SR
| Option Code | Reserved | Option-Length |
I T S T i i S i ek i
| MAC Al gorithm D |
B i s T T i i o S o T Ji I

Opti on Code: 9.

Reserved: 8 bits. MJST be set to zero on transm ssion and MJST be
i gnored on reception.

Option-Length: 4 octets.

MAC AlgorithmID: Indicates the MAC al gorithmthat the sender
supports to generate authentication data. The MAC AlgorithmID
field contains a value indicating | KEv2 Transform Type 3 [ RFC7296]
[ RFC4868]. A PCP inpl enentati on MIST support
AUTH_HMAC_SHA2_256_128 (transform I D = 12).

SESSI ON_LI FETI ME Opti on

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| Option Code | Reserved | Option-Length |
I S i o T s S S S e s s T
| Session Lifetinme |
B i aT T e e o S o S S S I T et sl o ST S S S S S S

Opti on Code: 10.

Reserved: 8 bits. MJST be set to zero on transm ssion and MJST be
i gnored on reception.

Option-Length: 4 octets.
Session Lifetime: An unsigned 32-bit integer, in seconds, ranging

fromO to 2732-1 seconds. The lifetine of the PA session, which
is decided by the authorization result.
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5.

5.

10.

RECEI VED_PAK Opti on

This option is used in a PA-Acknow edgenent nmessage to indicate that
a PA nessage with the contai ned sequence nunber has been received.

11.

0 1 2 3

01234567890123456789012345678901
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Option Code | Reserved | Option-Length |
el i I e i it T e e e e i i T o S e e S e T R R
| Recei ved Sequence Number |
I S i o T s S S S e s s T

Option Code: 11.

Reserved: 8 bits. MJST be set to zero on transm ssion and MJST be
i gnored on reception.

Option-Length: 4 octets.

Recei ved Sequence Nunmber: The sequence nunber of the |ast received
PA message.

| D_| NDI CATOR Opti on

The 1 D_|I NDI CATOR option is used by the PCP client to determ ne which
credentials to provide to the PCP server.

0 1 2 3

01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
| Option Code | Reserved | Option-Length |
B i s T T i i o S o T Ji I
|
I
+-

I D I ndi cator |
i T o T T i T A S S S T

Opti on Code: 12.

Reserved: 8 bits. MJST be set to zero on transm ssion and MJST be
i gnored on reception.

Opti on-Length: Vari abl e.

ID Indicator: The identity of the authority that issued the EAP
credentials to be used to authenticate the client. The field
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6

6. 1.

MUST NOT be null terminated, and its length is indicated by the
Option-Length field. In particular, when a client receives an
I D_I NDI CATOR option, it MJST NOT rely on the presence of a nul
character in the wire format data to identify the end of the
ID Indicator field.

The field MJUST end on a 32-bit boundary, padded with zeros when
necessary. The ID Indicator field is a UTF-8 encoded [ RFC3629]
Uni code string conformng to the UsernaneCaseMapped profile of the
PRECI S IdentifierC ass [ RFC7613]. The PCP client validates that
the ID Indicator field conforns to the UsernaneCaseMapped profile
of the PRECIS Identifierdass. The PCP client enforces the rules
specified in Section 3.2.2 of [RFC7613] to map the ID I ndicator
field. The PCP client conmpares the resulting string with the ID
indicators stored locally on the PCP client to pick the
credentials for authentication. The two indicator strings are to
be consi dered equivalent by the client if and only if they are an
exact octet-for-octet nmatch.

Processi ng Rul es

Aut henticati on Data Generation

After a successful EAP authentication process, every subsequent
PCP nmessage within the PA session MJST carry an authentication tag
that contains the digest of the PCP nmessage for data origin

aut hentication and integrity protection.

(o]

Bef ore generating a digest for a PA nessage, a device needs to
first locate the PCP SA according to the session identifier and
then get the transport key. Then, the device appends a
PA_AUTHENTI CATI ON_TAG option for PCP Auth at the end of the

PCP Auth nmessage. The length of the Authentication Data field is
deci ded by the MAC al gorithm adopted in the session. The device
then fills the Key IDfield with the key ID of the transport key
and sets the Authentication Data field to zero. After this, the
devi ce generates a digest for the entire PCP nessage (including
the PCP header and PA_AUTHENTI CATI ON_TAG option) using the
transport key and the associated MAC al gorithm and inserts the
generated digest into the Authentication Data field.

Sinmlar to generating a digest for a PA nessage, before generating
a digest for a conmon PCP nessage, a device needs to first locate
the PCP SA according to the session identifier and then get the
transport key. Then, the device appends the AUTHENTI CATI ON_TAG
option at the end of the comopn PCP nessage. The length of the
Aut hentication Data field is decided by the MAC al gorithm adopted
in the session. The device then uses the correspondi ng val ues
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derived fromthe SAto fill the Session ID field, the Sequence
Nunber field, and the Key ID field, and sets the Authentication
Data field to zero. After this, the device generates a digest for
the entire PCP nessage (including the PCP header and

AUTHENTI CATI ON_TAG option) using the transport key and the

associ ated MAC algorithm and inserts the generated digest into
the Authentication Data field.

6.2. Authentication Data Validation

When a device receives a common PCP nessage with an

AUTHENTI CATI ON_TAG option for common PCP nessages, the device needs
to use the Session ID transported in the option to | ocate the proper
SA and then find the associated transport key (using the key ID in
the option) and the MAC algorithm |If no proper SA or transport key
is found or the sequence nunber is invalid (see Section 6.5), the PCP
devi ce stops processing the PCP nessage and silently discards the
message. After storing the value of the Authentication field of the
AUTHENTI CATI ON_TAG option, the device fills the Authentication field
with zeros. Then, the device generates a digest for the nessage
(including the PCP header and AUTHENTI CATI ON_TAG option) with the
transport key and the MAC algorithm |If the value of the newy
generated digest is identical to the stored one, the device can
ensure that the nmessage has not been tanpered with, and the

val i dation succeeds. Oherw se, the PCP device stops processing the
PCP nmessage and silently discards the nmessage.

Simlarly, when a device receives a PA nessage with a

PA AUTHENTI CATI ON_TAG option for PCP authentication, the device needs
to use the Session ID transported in the Opcode to | ocate the proper
SA and then find the associ ated transport key (using the key IDin
the option) and the MAC algorithm |If no proper SA or transport key
is found or the sequence nunber is invalid (see Section 6.4), the PCP
devi ce stops processing the PCP nessage and silently discards the
message. After storing the value of the Authentication field of the
PA_AUTHENTI CATI ON_TAG option, the device fills the Authentication
field with zeros. Then, the device generates a digest for the
message (including the PCP header and PA_ AUTHENTI CATI ON_TAG opti on)
with the transport key and the MAC algorithm If the value of the
newly generated digest is identical to the stored one, the device can
ensure that the nessage has not been tanpered with, and the

val idation succeeds. Oherw se, the PCP device stops processing the
PCP nmessage and silently discards the nmessage.
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6.3. Retransmi ssion Policies for PA Messages

Because EAP relies on the underlying protocols to provide reliable
transm ssion, after sending a PA nessage, a PCP client/server

MUST NOT send out any subsequent nessages until it has received a

PA message with a proper sequence nunber fromthe peer. If no such
message i s received, the PCP device will resend the | ast nessage
according to retransm ssion policies. This specification uses the
retransm ssion policies specified in Section 8.1.1 of the base PCP
specification [ RFC6887]. |In base PCP, such retransm ssion policies
are only applied by PCP clients. However, in this specification,
such retransni ssion policies are also applied by the PCP servers. |If
the "maxi mum retransmi ssion" duration (in seconds) has el apsed and no
expected response is received, the device will term nate the session
and discard the current SA

As discussed in Section 3.1.3, in order to avoi d unnecessary
retransm ssion, the device receiving a PA nessage MJST send a

PA- Acknow edgenment mnessage to the sender of the PA nmessage when it
cannot send a PA response inmmediately. The PA-Acknow edgenent
message is used to indicate the receipt of the PA nmessage. Wen the
sender receives the PA-Acknow edgenent nessage, it will stop the
retransm ssion.

Note that the | ast PA nessages transported within the phases of
session initiation, session re-authentication, and session

term nation do not have to foll ow the above policies, since the
devi ces sendi ng out those nessages do not expect any further

PA messages.

When a device receives a retransnitted |last inconing PA nessage from
its session partner, it MIST try to answer it by sending the |ast
out goi ng PA nmessage again. However, if the duplicate nmessage has the
same sequence nunber but is not bitwi se identical to the origina

message, then the device MJUST discard it. In order to performthis
function, the device nmay need to naintain the last incom ng nessage
and t he associ ated outgoing nmessages. |In this case, if no outgoing

PA message has been generated for the received duplicate PA nessage
yet, the device needs to send a PA- Acknowl edgement message. The rate
of replying to duplicate PA nessages MJST be limted to provide

r obust ness agai nst deni al -of -service (DoS) attacks. The details of
rate limting are outside the scope of this specification
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6.4. Sequence Nunbers for PCP Auth Messages

PCP uses UDP to transport signaling nessages. As an unreliable
transport protocol, UDP does not guarantee ordered packet delivery
and does not provide any protection frompacket loss. |n order to
ensure that the EAP nmessages are exchanged in a reliable way, every
PCP nmessage exchanged during EAP authentication nmust carry a
monot oni cal |y increasi ng sequence nunber. During a PA session, a PCP
device needs to maintain two sequence nunbers for PA nessages: one
for incom ng PA nessages and one for outgoing PA nessages. Wen
generating an outgoi ng PA nessage, the device adds the associ ated
out goi ng sequence nunber to the nessage and i ncrements the sequence
number maintained in the SA by 1. Wen receiving a PA nessage from
its session partner, the device will not accept it if the sequence
nunber carried in the message does not match the incom ng sequence
nunber nmaintained in the device. After confirmng that the received
message is valid, the device increnents the incom ng sequence nunber
mai ntai ned in the SA by 1.

The above rules are not applicable to PA-Acknow edgement nessages
(i.e., PA nessages containing a RECEI VED PAK option). A

PA- Acknowl edgenent nessage does not transport any EAP nessage and
only indicates that a PA nessage is received. Therefore, reliable
transm ssi on of PA- Acknowl edgenent nessages is not required. For

i nstance, after sending out a PA-Acknow edgenent nessage, a device
generates an EAP response. 1In this case, the device does not have to
confirm whet her the PA-Acknow edgenent nessage has been received by
its session partner or not. Therefore, when receiving or sending out
a PA- Acknow edgenent nessage, the device MJST NOT increase the
correspondi ng sequence nunber stored in the SA. Qherw se, loss of a
PA- Acknowl edgenment message will cause a msmatch in sequence nunbers.

Anot her exception is the nmessage retransm ssion scenario. As

di scussed in Section 6.3, when a PCP device does not receive any
response fromits session partner, it needs to retransnit the |ast
out goi ng PA nmessage, follow ng the retransm ssion procedure specified
in Section 8.1.1 of [RFC6887]. The original nmessage and duplicate

messages MUST be bitwi se identical. Wen the device receives such a
duplicate PA nmessage fromits session partner, it MJST send the |ast
out goi ng PA nessage again. In such cases, the nmintained i ncom ng

and out goi ng sequence nunbers will not be affected by the nessage
retransm ssion.
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6

6

5. Sequence Nunbers for Conmon PCP Messages

When transporting cormmon PCP nessages within a PA session, a PCP
device needs to maintain a sequence nunber for outgoing common

PCP nessages and a sequence nunber for incomng conmon PCP nessages
When generating a new out goi ng PCP nessage, the PCP devi ce updates
t he Sequence Nunber field in the AUTHENTI CATI ON_TAG option with the
out goi ng sequence nunber maintained in the SA and increnments the
out goi ng sequence nunber by 1.

When receiving a PCP nessage fromits session partner, the PCP device
will not accept it if the sequence nunber carried in the nessage is
smal l er than the incom ng sequence nunber maintained in the device.
Thi s approach can protect the PCP device fromreplay attacks. After
confirmng that the received nessage is valid, the PCP device w |
update the incom ng sequence nunber maintained in the PCP SA with the
sequence nunber of the incom ng nessage.

Note that the sequence number in the incom ng nessage nmay not exactly
mat ch the incom ng sequence nunber maintained |locally. As discussed
in the base PCP specification [ RFC6887], if a PCP client is no |onger
interested in the PCP transaction and has not yet received a

PCP response fromthe server, then it will stop retransmtting the
PCP request. After that, the PCP client m ght generate new

PCP requests for other purposes, using the current SA. In this case,
the sequence nunber in the new request will be larger than the
sequence nunber in the old request and so will be larger than the

i ncom ng sequence nunber maintained in the PCP server

Note that, as discussed in the base PCP specification [ RFC6887], a
PCP client needs to select a nonce in each MAP or PEER request, and
the nonce is sent back in the response. However, it is possible for
a client to use the sane nonce in multiple MAP or PEER requests, and
this may cause a potential risk of replay attacks. This attack is
addressed by using the sequence nunber in the PCP response.

6. MIU Consi derations

EAP net hods are responsi ble for MU handling, so no special
facilities are required in PCP to deal with MIU i ssues
Specifically, EAP |ower layers indicate to EAP net hods and

Aut henti cation, Authorization, and Accounting (AAA) servers the MIU
of the Iower layer. EAP nethods such as EAP-TLS [ RFC5216], TEAP

[ RFC7170], and others that are likely to exceed reasonable MIUs
provi de support for fragnmentation and reassenbly. Ohers, such as
EAP - Generalized Pre-Shared Key (EAP-GPSK) [ RFC5433], assune that
they will never send packets |arger than the MIU and use snall EAP
packets.
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If an EAP nessage is too long to be transported within a single

PA message, it will be divided into nultiple sections and sent within
different PA nessages. Note that the receiver may not be able to
know what to do in the next step until it has received all the
sections and reconstructed the conpl ete EAP nessage. In this case,
in order to guarantee reliable nmessage transni ssion, after receiving
a PA nessage, the receiver replies with a PA-Acknow edgenent nessage
to notify the sender to send the next PA nessage.

7. |1 ANA Consi derations

The foll owing PCP Opcode has been allocated fromthe Standards Action
range of the "PCP Opcodes" registry (which is maintained in
<http://ww. i ana. or g/ assi gnment s/ pcp- par anet er s>) :

3 AUTHENTI CATI ON.

The following PCP result codes have been allocated fromthe Standards
Action range of the "PCP Result Codes" registry (which is naintained
in <http://ww.iana.org/assi gnnents/pcp- paraneters>):

14 INITIATION:. The client includes this PCP result code inits
request to the server for authentication.

15 AUTHENTI CATI ON_REQUI RED: This error response is sent to the
client if EAP authentication is required.

16 AUTHENTI CATI ON_FAILED: This error response is sent to the
client if EAP authentication failed.

17 AUTHENTI CATI ON_SUCCEEDED: Thi s success response is sent to the
client if EAP authentication succeeded.

18 AUTHORI ZATI ON_FAI LED: This error response is sent to the client
i f EAP authentication succeeded but authorization fail ed.

19 SESSI ON_TERM NATED: This PCP result code indicates to the
partner that the PA session nust be term nated.

20 UNKNOWN SESSION I D: This error response is sent fromthe

PCP server if there is no known PA session associated with the
Session I D sent in the PA request or conmon PCP request fromthe
PCP client.

21 DOANNGRADE ATTACK DETECTED: This PCP result code indicates to
the client that the server detected a downgrade attack.
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22 AUTHENTI CATI ON_REQUEST: The server indicates to the client that
the PA nmessage contains an EAP request.

23 AUTHENTI CATI ON_REPLY: The client indicates to the server that
the PA nessage contai ns an EAP response.

The foll owing PCP options have been allocated fromthe Standards
Action range (the registry for PCP options is maintained in
<http://ww. i ana. or g/ assi gnment s/ pcp- par anet er s>) :

7.1. NONCE
Nane: NONCE.
Val ue: 4.

Pur pose: See Section 5. 3.
Valid for Opcodes: AUTHENTI CATI ON.
Length: 4 octets.
May appear in: Request and response.
Maxi mum occurrences: 1.
7.2. AUTHENTI CATI ON_TAG
Nanme: AUTHENTI CATI ON_TAG
Val ue: 5.
Purpose: See Section 5.4.
Valid for Opcodes: MAP, PEER, ANNOUNCE.
Length: wvariable.
May appear in: Request and response.

Maxi mum occurr ences: 1.
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7.3. PA_AUTHENTI CATI ON_TAG
Name: PA_AUTHENTI CATI ON_TAG
Val ue: 6.
Purpose: See Section 5.5.
Valid for Opcodes: AUTHENTI CATI ON.
Length: vari abl e.
May appear in: Request and response.
Maxi mum occurrences: 1.
7.4. EAP_PAYLQAD
Name: EAP_PAYLOAD.
Val ue: 7.
Pur pose: See Section 5.6.
Valid for Opcodes: AUTHENTI CATI ON.
Length: vari abl e.
May appear in: Request and response.

Maxi mum occurrences: 1.

7.5. PRF
Nanme: PRF.
Val ue: 8.

Purpose: See Section 5.7.
Valid for Opcodes: AUTHENTI CATI ON.
Length: 4 octets.

May appear in: Request and response.

Sept enber 2015

Maxi mum occurrences: as many as fit w thin maxi rum PCP nessage size.
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7.6. MAC_ALGORI THM
Name: MAC _ALGCORI THM
Val ue: 9.
Purpose: See Section 5.8.
Valid for Opcodes: AUTHENTI CATI ON.
Length: 4 octets.
May appear in: Request and response.
Maxi mum occurrences: as many as fit w thin maxi mum PCP nmessage si ze.
7.7. SESSI ON_LI FETI ME
Name:  SESSI ON_LI FETI ME.
Val ue: 10.
Pur pose: See Section 5.9.
Valid for Opcodes: AUTHENTI CATI ON
Length: 4 octets.
May appear in: Response.
Maxi mum occurrences: 1.
7.8. RECEl VED PAK
Nane: RECEI VED_PAK.
Val ue: 11.
Pur pose: See Section 5.10.
Valid for Opcodes: AUTHENTI CATI ON.
Length: 4 octets.
May appear in: Request and response.

Maxi mum occurr ences: 1.
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7.9. 1 D_IND CATOR
Name: | D_| NDI CATOR
Val ue: 12.
Purpose: See Section 5.11.
Valid for Opcodes: AUTHENTI CATI ON
Length: vari abl e.
May appear in: Response.
Maxi mum occurrences: 1.
8. Security Considerations

As described in this specification, after a successful EAP

aut henti cation process is perforned between two PCP devices, an MsSK
will be exported. The MSK will be used to derive the transport keys
to generate MAC digests for subsequent PCP nessage exchanges.
However, before a transport key has been generated, the PA nessages
exchanged within a PA session have little cryptographic protection,
and if there is no already-established security channel between two
session partners, these nessages are subject to nman-in-the-niddle
attacks and DoS attacks. For instance, the initial PA-Server and
PA-Cli ent nessage exchange is vul nerable to spoofing attacks, as
these nessages are not authenticated and integrity protected. |In
addi tion, because the PRF and MAC al gorithns are transported at this
stage, an attacker may try to renove the PRF and MAC options
containing strong algorithms fromthe initial PA-Server nessage and
force the client to choose the weakest algorithns. Therefore, the
server needs to guarantee that all the PRF and MAC al gorithns for
which it provides support are strong enough

In order to prevent very basic DoS attacks, a PCP device SHOULD
generate state information as little as possible in the initial

PA- Server and PA-Cient nmessage exchanges. The choice of EAP net hod
is also very inmportant. The selected EAP nmethod nust (1) be
resilient to attacks that are possible in an insecure network
environment, (2) provide user-identity confidentiality and protection
agai nst dictionary attacks, and (3) support session-key

est abl i shnent.

When a PCP proxy [RFC7648] is |ocated between a PCP server and

PCP clients, the proxy may perform authentication with the PCP server
before it processes requests fromthe clients. In addition,
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re-aut hentication between the PCP proxy and PCP server will not
interrupt the service that the proxy provides to the clients, since
the proxy is still allowed to send conmon PCP nmessages to the

PCP server during that period.
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