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Abst ract

Thi s docunent anal yzes the current state of the Internedi ate System
to Internediate System (1S-1S) protocol according to the requirenents
set forth in "Keying and Authentication for Routing Protocols (KARP)
Desi gn Cui delines" (RFC 6518) for both manual and aut omated key
managenent protocol s.
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Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Not all docunents
approved by the |ESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nmay be obtained at
http://ww.rfc-editor.org/info/rfc7645
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1. I nt roducti on

Thi s docunent analyzes the current state of the Internediate System
to Internediate System (1S-1S) protocol according to the requirenents
set forth in "Keying and Authentication for Routing Protocols (KARP)
Desi gn Cui deli nes" [RFC6518] for both manual and automated key
nmanagenent protocol s.

Wth currently published work, IS-1S neets sone of the requirenents
expected froma manual |y keyed routing protocol. Integrity
protection is expanded by all owing nore cryptographic algorithns to
be used [ RFC5310]. However, even with this expanded protection, only
limted algorithmagility (HVAC-SHA fam ly) is possible. [RFC5310]
makes possible a basic formof intra-connection rekeying, but with
sonme gaps as anal yzed in Section 3 of this docunent.

Thi s docunent summari zes the current state of cryptographic key usage
inthe IS 1S protocol and several previous efforts that analyze IS 1S
security. This includes the base |IS-1S specifications: [RFC1195],

[ RFC5304], [RFC5310], and [ RFC6039].
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Thi s docunent al so anal yzes various threats to I S-1S (as described in
[ RFC6862]), lists security gaps, and provides specific
recomrendations to thwart the threats for both manual keying and

aut omat ed key nmanagenent nechani sns.

1.1. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

1.2. Acronyns

DoS - Denial of Service

Ga - Goup Domain of Interpretation
| GP - Interior Gateway Protocol

I'1H - 1S 1S HELLO

| Pv4 - Internet Protocol version 4
KMP - Key Managenent Protocol (autonmated key nmanagenent)
LSP - Link State PDU

VKM - Manual Key Managenent

NONCE - Nunber Once

PDU - Protocol Data Unit

SA - Security Association

SNP - Sequence Nunber PDU

2. Current State

IS-1Sis specified in International Standards Organization (1SO
10589 [1S0O10589], with extensions to support |Internet Protocol
version 4 (l1Pv4) described in [RFC1195]. The specification includes
an aut hentication nechanismthat allows for any authentication

al gorithm and al so specifies the algorithmfor clear text passwords.
Furt her, [RFC5304] extends the authentication mechanismto work with
HVAC- MD5 and al so nodifies the base protocol for nore effectiveness.
[ RFC5310] provides algorithmagility, with a new generic

crypt ographi ¢ aut henticati on mechani sm (CRYPTO AUTH) for |S-1S.
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CRYPTO _AUTH al so introduces a Key |ID nmechani smthat maps to unique
IS-1S SAs.

The foll owi ng sections describe the current authentication key usage
for various |S-1S nessages, current key change nethodol ogi es, and the
various potential security threats.

Key Usage

IS-1S can be provisioned with a per-interface, peer-to-peer key for
Il'H PDUs and a group key for LSPs and SNPs. |f provisioned, IIH
packets can potentially use the same group key used for LSPs and
SNPs.

1. Subnetwork | ndependent

Link State PDUs, Conplete and partial Sequence Nunber PDUs cone under
Sub network I ndependent nessages. For protecting Level-1 SNPs and
Level -1 LSPs, provisioned Area Authentication key is used. Level-2
SNPs as well as Level-2 LSPs use the provisioned domain

aut henti cation key.

Because authentication is perfornmed on the LSPs transnmitted by an IS
rat her than on the LSP packets transnitted to a specific neighbor, it
is inplied that all the I1Ses within a single flooding domai n nust be
configured with the sane key in order for authentication to work
correctly. This is also true for SNP packets, though they are
limted to link-1ocal scope in broadcast networks.

If multiple instances share the circuits as specified in [ RFC6822],

i nstance-specific authentication credentials can be used to protect
the LSPs and SNPs within an area or domain. It is inportant to note
that [ RFC6822] al so all ows usage of topol ogy-specific authentication
credentials within an instance for the LSPs and SNPs.

2. Subnetwor k Dependent

I1H PDUs use the Link Level Authentication key, which may be
different fromthat of LSPs and SNPs. This could be particularly
true for point-to-point links. In broadcast networks, it is possible
to provision the sane conmon key used for LSPs and SNPs to protect
Il H messages. This allows neighbor discovery and adjacency fornmation
with nore than one neighbor on the sane physical interface. |If
multiple instances share the circuits as specified in [ RFC6822],

i nstance-specific authentication credentials can be used to protect
Hel | o messages.
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2.2.

2. 3.

2. 3.

Chu

Key Agility

Key roll over without effecting the routing protocols operation in
general and I1S-1Sin particular is necessary for effective key
managenment protocol integration.

Current HVAC- MD5 cryptographic authentication as defined in

[ RFC5304], suggests a transition node so that | Ses use a set of keys
when verifying the authentication value to allow key changes. This
approach will allow changing the authentication key manual |y wi t hout
bringi ng down the adjacency and wi thout dropping any control packet.
But, this can increase the load on the control plane for the key
transition duration, as each control packet may have to be verified
by nore than one key, and it also allows a potential DoS attack in
the transition duration.

The above situation is inproved with the introduction of the Key ID
mechani sm as defined in [RFC5310]. Wth this, the receiver
determines the active SA by looking at the Key ID field in the

i ncom ng PDU and need not try with other keys when the integrity
check or digest verification fails. But, neither key coordination
across the group nor an exact key change nmechanismis clearly
defined. [RFC5310] says:

Normal Iy, an inplenentation would all ow the network operator to
configure a set of keys in a key chain, with each key in the chain
having a fixed lifetinme. The actual operation of these mechani snms
is outside the scope of this docunent.

Security |ssues

The foll owi ng section anal yzes various possible security threats in
the current state of the 1S-1S protocol

1. Replay Attacks

Repl ayi ng a captured protocol packet to cause damage is a conmon
threat for any protocol. Securing the packet with cryptographic

aut hentication informati on al one cannot mtigate this threat

conpl etely. Though this problemis nore preval ent in broadcast
networks, it is inportant to note that nost of the | GP depl oynents
use P2P-over-lan circuits [RFC5309], which nakes it possible for an
adversary to replay an 1S-1S PDU nore easily than the traditional P2P
net wor ks.

In intra-session replay attacks, a secured protocol packet of the

current session that is replayed can cause damage, if there is no
ot her nechanismto confirmthis is a replay packet. In inter-session
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replay attacks, a captured packet from one of the previous sessions
can be replayed to cause damage. |S-1S packets are vulnerable to
both of these attacks, as there is no sequence nunber verification
for IH and SNP packets. Also with current manual key nmanagenent,
peri odi ¢ key changes across the group are rarely done. Thus, the

i ntra-connection and inter-connection replay requirenments are not
met .

IS-1S specifies the use of the HVAC- MD5 [ RFC5304] and HMAGC- SHA- 1
famly in [RFC5310] to protect IS-1S packets. An adversary could
replay old Il Hs or replay old SNPs that would cause churn in the
network or bring down the adjacencies.

1. At the time of adjacency bring up an IS sends |1 H packet with
enpty nei ghbor list (TLV 6) and with the authentication
informati on as per the provisioned authentication nechanism |If
this packet is replayed |ater on the broadcast network, all | Ses
in the broadcast network can bounce the adjacency to create a huge
churn in the network.

2. Today, LSPs have intra-session replay protection as the LSP header
contains a 32-bit sequence nunber, which is verified for every
recei ved packet against the |ocal LSP database. But, if a node in
the network is out of service (is undergoing sone sort of high
availability condition or an upgrade) for nore than LSP refresh
time and the rest of the network ages out the LSPs of the node
under consideration, an adversary can potentially plunge in inter-
session replay attacks in the network. |If the key is not changed
in the above circunstances, attack can be |l aunched by replaying an
old LSP with a higher sequence nunber and fewer prefixes or fewer
adj acencies. This may force the receiver to accept and renove the
routes fromthe routing table, which eventually causes traffic
di sruption to those prefixes. However, as per the ISI1S
specification, there is a built-in recovery nechani smfor LSPs
frominter-session replay attacks and it is further discussed in
Section 2.3.1.1.

3. In any 1S-1S network (broadcast or otherwise), if an old and an
enpty Conpl ete Sequence Nunber Packet (CSNP) is replayed, this can
cause LSP flood in the network. Simlarly, a replayed Parti al
Sequence Nunber Packet (PSNP) can cause LSP flood in the broadcast
net wor k.

2.3.1.1. Current Recovery Mechanismfor LSPs
In the event of inter-session replay attack by an adversary, as an

LSP with a higher sequence nunber gets accepted, it also gets
propagated until it reaches the originating node of the LSP. The
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originator recognizes the LSP is "newer"” than in the |ocal database,
whi ch prompts the originator to flood a newer version of the LSP with
a hi gher sequence number than that received. This newer version can
potentially replace any versions of the replayed LSP that may exi st
in the network.

However, in the above process, depending on where in the network the
replay is initiated, how quickly the nodes in the network react to
the replayed LSP, and how different the content in the accepted LSP
is determ nes the damage caused by the replayed LSP

2.3.2. Spoofing Attacks

I S-1S shares the same key between all neighbors in an area or in a
domain to protect the LSP, SNP packets, and in broadcast networks
even | I H packets. False advertisenent by a router is not within the
scope of the KARP work. However, given the w de sharing of keys as
descri bed above, there is a significant risk that an attacker can
conprom se a key fromone device and use it to falsely participate in
the routing, possibly even in a very separate part of the network.

If the sane underlying topology is shared across nultiple instances
to transport routing/application information as defined in [ RFC6822],
it is necessary to use different authentication credentials for
different instances. In this connection, based on the depl oynent
considerations, if certain topologies in a particular 1S-1S instance
require nmore protection fromspoofing attacks and | ess exposure,

t opol ogy-specific authentication credentials can be used for LSPs and
SNPs as facilitated in [ RFC6822].

Currently, possession of the key itself is used as an authentication
check and there is no identity check done separately. Spoofing
occurs when an illegitimte device assunmes the identity of a
legitimate one. An attacker can use spoofing to |aunch various types
of attacks, for exanple:

1. The attacker can send out unrealistic routing informtion that
m ght cause the disruption of network services, such as bl ock
hol es.

2. A rogue systemthat has access to the common key used to protect
the LSP can flood an LSP by setting the Remaining Lifetime field
to zero, thereby initiating a purge. Subsequently, this can cause
the sequence nunber of all the LSPs to increase quickly to max out
the sequence nunber space, which can cause an IS to shut down for
MaxAge + ZeroAgelLifetinme period to allowthe old LSPs to age out
in other |Ses of the sane fl oodi ng donai n.
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2. 3.

Chu

3. DoS Attacks

DoS attacks using the authentication mechanismis possible and an
attacker can send packets that can overwhel mthe security mechani sm
itself. An exanple is initiating an overwhel m ng | oad of spoofed but
integrity-protected protocol packets, so that the receiver needs to
process the integrity check, only to discard the packet. This can
cause significant CPU usage. DoS attacks are not generally
preventable within the routing protocol. As the attackers are often
renote, the DoS attacks are nore damagi ng to area-scoped or domain-
scoped packet receivers than |ink-1|ocal -scoped packet receivers.

Gap Analysis and Security Requirenents

This section outlines the differences between the current state of
the 1S-1S routing protocol and the desired state as specified in the
KARP Design Cuidelines [ RFC6518]. This section focuses on where the
IS-1S protocol fails to nmeet general requirenents as specified in the
threats and requirenents docunent [RFC6862].

This section al so describes security requirenments that should be net
by I1S-1S inplenmentations that are secured by nmanual as well as
aut onat ed key nanagenent protocol s.

Manual Key Managenent

1. Wth CRYPTO AUTH specification [ RFC5310], |1S-1S packets can be
protected with the HVAC-SHA fam |y of cryptographic al gorithns.
The specification provides limted algorithmagility (SHA famly).
By using Key IDs, it also conceals the algorithminformation from
the protected control mnessages.

2. Even though both intra- and inter-session replay attacks are best
prevented by depl oyi ng key managenent protocols with frequent key
change capability, basic constructs for the sequence nunber should
be in the protocol nessages. So, sone basic or extended sequence
nunber nmechani sm should be in place to protect Il1H packets and SNP
packets. The sequence nunber shoul d be increased for each
protocol packet. This allows mtigation of sone of the replay
threats as nmentioned in Section 2.3.1

3. Any conmon key nechani smw th keys shared across a group of
routers is susceptible to spoofing attacks caused by a malicious
router. A separate authentication check (apart fromthe integrity
check to verify the digest) with digital signatures as described
in [RFC2154] can effectively nullify this attack. But this
approach was never depl oyed, which we assune is due to operationa
considerations at that tine. The alternative approach to thwart
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3.

2

this threat would be to use the keys fromthe group key managenent
protocol. As the group key(s) are generated by authenticating the
menber 1Ses in the group first and are then periodically rekeyed,
per-packet identity or authentication checks may not be needed.

4. In general, DoS attacks nmay not be preventable with the mechani sm
fromthe routing protocol itself. But some form of adm n-
controlled lists at the forwardi ng pl ane can reduce the danage
There are sone other forms of DoS attacks common to any protocol
that are not in scope per Section 3.3 of [RFC6862].

As discussed in Section 2.2, though the Key |ID nmechani sm described in
[ RFC5310] hel ps, a better key coordination nechani smfor key rol

over is desirable even with manual key managenent. But, [RFC5310]
does not specify the exact nechani smother than requiring use of key
chains. The specific requirenments are as foll ows:

a. Keys SHOULD be able to change without effecting the established
adj acency, ideally without any control packet | oss.

b. Keys SHOULD be able to change wi thout effecting the protoco
operations; for exanple, LSP flooding should not be held for a
specific Key ID availability.

c. Any proposed nmechani sm SHOULD al so be increnental |y depl oyabl e
wi th key managemnent protocols.

Key Managenent Protocols

I n broadcast depl oynents, the keys used for protecting IS 1S
protocol s nessages can, in particular, be group keys. A nechanismis
needed to distribute group keys to a group of ISes in a Level-1 area
or Level -2 domain, using the Goup Domain of Interpretation (GDA)
protocol as specified in [ RFC6407]. An exanple policy and payl oad
format is described in [GDA].

If a group key is used, the authentication granularity becomes group
menber shi p of devices, not peer authentication between devices. The
depl oyed group key managenent protocol SHOULD support rekeying.

In sone depl oynents, where |S-1S point-to-point (P2P) node is used
for adjacency bring-up, subnetwork-dependent nessages (e.g., |IHs)
can use a different key shared between the two P2P peers, while all

ot her nessages use a group key. Wen a group keying mechanismis
depl oyed, even the P2P Il Hs can be protected with the conmon group
keys. This approach facilitates one key nanagenent mechani smi nstead
of both pair-w se keying and group keying protocols being depl oyed
together. |If the same circuits are shared across nultiple instances,
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5.

the granularity of the group can becone per instance for |IHs and per
i nstance/topol ogy for LSPs and SNPs as specified in [ RFC6822].

Ef fective key change capability within the routing protocol that

all ows key roll over without inpacting the routing protocol operation
is one of the requirements for depl oying any group key mechani sm
Once such nmechanismis in place with the depl oynent of group key
managemnment protocol; 1S-1S can be protected fromvarious threats and
is not limted to intra- and inter-session replay attacks and
spoofing attacks.

Speci fic use of cryptographic tables [RFC7210] shoul d be defined for
the 1S-1S protocol.

Security Considerations

Thi s docunent is nostly about security considerations of the IS 1S
protocol, and it lists potential threats and security requirenments
for mitigating these threats. This docunent does not introduce any
new security threats for the 1S-1S protocol. In view of openly

publ i shed attack vectors, as noted in Section 1 of [ RFC5310] on HMAC
VD5 cryptographic authentication mechanism |S-1S depl oynents SHOULD
use the HVAC-SHA fam |y [ RFC5310] instead of HVAC-MD5 [ RFC5304] to
protect 1S-1S PDUs. For nore detailed security considerations,

pl ease refer the Security Considerations section of the IS-IS Generic
Crypt ographi ¢ Aut hentication [ RFC5310], the KARP Design Cuide

[ RFC6518] document, as well as the KARP threat docunment [RFC6862].
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