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1.

1.1

LI

I ntroduction
Thi s docunent provides the SCIMdefinitions, overview, concepts,
fl ows, scenarios, and use cases. It also provides a list of the
requi renents derived fromthe use cases.
The docunent’s objective is to help with understanding of the design
and applicability of the SCIM schema [ RFC7643] and SCI M pr ot oco
[ RFC7644] .
Unli ke the practice of sonme protocols like Application Bridging for
Federat ed Access Beyond web (ABFAB) and SAM.2 WbSSO, SCI M provides
provi sioni ng and de-provisioning of resources in a separate context
fromauthentication (aka just-in-time provisioning).
Ter mi nol ogy
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119] when t hey
appear in ALL CAPS. These words may al so appear in this docunent in
| owercase as plain English words, absent their normative meanings.
Here is a list of acronynms and abbreviati ons used in this docunent:
o CA: Comunity of Interest
0 CRM Customrer Rel ationship Managenent
0 CRUD: Create, Read, Update, Delete
o CSP: doud Service Provider
0 CSU doud Service User
o0 ECS: Enterprise O oud Subscriber
o laaS: Infrastructure as a Service
o JIT: Just In Tine
o PaaS: Platformas a Service

0 SaaS: Software as a Service

0 SAM.: Security Assertion Markup Language

et al. I nf or mat i onal [ Page 4]
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0 SCM Systemfor Cross-domain Identity Managenent
0 SSO Single Sign-On

2. SCIM User Scenarios

2.1. Background and Cont ext

The System for Cross-domain ldentity Managenent (SCIM specification
is designed to nanage user identity in cloud-based applications and
services in a standardi zed way to enable interoperability, security,
and scalability. The specification suite seeks to build upon
experience with existing schemas and depl oynents, placing specific
enphasis on sinplicity of devel opment and integration, while applying
exi sting authentication, authorization, and privacy nodels. The
intent of the SClMspecification is to reduce the cost and conplexity
of user managenent operations by providing a coomon user schena and
ext ensi on nodel, as well as binding docunents to provide patterns for

exchangi ng this schenma using standard protocols. In essence, nake it
fast, cheap, and easy to nove users in to, out of, and around the
cl oud.

The SCI M scenari os are overviews of user stories designed to help
clarify the intended scope of the SCIMeffort.

2.2. Model Concepts
2.2.1. Triggers

Quite sinmply, triggers are actions or activities that start SCIM
flows. Triggers nmay not be relevant at the protocol level or the
schema |l evel; they really serve to help identify the type or activity
that resulted in a SCI M protocol exchange. Triggers nake use of the
traditional provisioning CRUD (Create, Read, Update, Delete)
operations but add additional use-case contexts |ike SSO (Single-Sign
On) as it is designed to capture a class of use case that nmakes sense
to the actor requesting it rather than to describe a protoco

operati on.

0 Create SCIMldentity Resource - Service On-boarding Trigger: A
"create SCIMidentity resource" trigger is a service on-boarding
activity in which a business action such as a new hire or new
service subscription is initiated by one of the SCIM Actors. In
the protocol itself, service on-boarding may well be inpl enented
via the same resource PUT nethod as a service change. This is
particular to the inplenentation, and not to the use cases that
drive that inplenentation.

LI, et al. I nf or mat i onal [ Page 5]
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(0]

2. 2.

LI

2

Update SCIM ldentity Resource - Service Change Trigger: An "update
SCIMidentity resource"” trigger is a service change activity as a
result of an identity nmoving or changing its service level. An
"update SCIMidentity" trigger mght be the result of a change in
a service subscription |l evel or a change to key identity data used
to denote a service subscription level. Password changes are
specifically called out fromother nore general identity attribute
changes as they are considered to have specific use-case

di fferences.

Delete SCIM Identity Resource - Service Termination Trigger: A
"delete SCIMidentity resource" trigger represents a specific and
deliberate action to renmove an identity froma given SCI M service
point. At this stage, it is unclear if the SCIM protocol needs to
identify a separate protocol exchange for service suspension
actions. This may be relevant as target services usually
differentiate between these results and thus may require separate
resource representations.

Single Sign-On (SSO Trigger - Service Access Request: A "Single
Sign-On" trigger is a special class of activity in which a Create
or Update trigger is initiated during an SSO operational flow.

The inplication here is that, as the result of a service access
request by the end user (SSO), defined SCI M protocol exchanges can
be used to initiate SCIMresource CRUD operations sonewhere in the
service cl oud

Actors

Actors are the operating parties that take part in both sides of a
SCI M prot ocol exchange and help identify the source of a given
Trigger. So far, we have identified the follow ng SCI M Act ors:

(o]

Cl oud Service Provider (CSP): A CSP is the entity operating a
given cloud service. In a SaaS scenario, this is sinply the
application provider. |In an |aaS or PaaS scenario, the CSP nmay be
the underlying laaS/ PaaS i nfrastructure provider or the owner of
the application running on that platform |In all cases, the CSP
is the thing that holds the identity information being operated
upon. Put another way, the CSP really is the service that the end
user interacts wth.

Enterprise C oud Subscriber (ECS): An ECS represents a mddle tier
of aggregation for related identity records. 1In one of our sample
enterpri se SaaS scenarios, the ECS is "Exanple.con that
subscribes to a cloud-based CRM service "SaaS-CRM I nc." (the CSP)
for all of its sales staff. The actual C oud Service Users (CSUs)
are the FooBar Inc. sales staff. The ECS Actor is identified to

et al. I nf or mat i onal [ Page 6]
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hel p capture use cases in which a single entity is given

adm nistrative responsibility for other identity accounts. SCM
may not address the configuration and setup of an ECS within the
CSP, but it does address use cases in which SCIMidentity
resources are grouped together and administered as part of sone
broader agreement or operational exchange.

0 Coud Service User (CSU): A CSU represents the real cloud service
end user -- i.e., the person logging into and using the cloud
service. As described above, and ECS will typically own or nanage
multiple CSU identities, whereas the CSU represents the FooBar
Inc. enployee using the cloud service to manage their CRM process.

| Cl oud Service |
| Provi der (CSP) |

Fom e e e e e oo s +
I
o m e e e e e e e e e e aa oo +
I I
% v
S + S +
| Enterprise d oud| | Enterprise d oud|
| Subscri ber (ECS) | | Subscri ber (ECS) |
o a o + o a o +
I I
o e + o e +
I I I I
v v v v
S S + S S +
| A oud Service| |Coud Service| | A oud Service| |Coud Service|
| User (CSU) | | User (CSU) | | User (CSU) | | User (CSU) |
S S S IR + S S S IR +

Figure 1: SCIM Actors

2.2.3. Modes and Fl ows

LI,

Modes identify the functional intent of a data flowinitiated in a
SCI M scenario. The nodes identified so far are 'Push’ and ' Pul |’
referring to pushing data to and pulling data froman authoritative
identity data store.
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2. 2.

In the SCI M scenarios, nodes are often used in the context of a flow
between two Actors. For exanple, one mght refer to a C oud-to-d oud
Pul | exchange. Here one Coud Service Provider (CSP) is pulling
identity information from another CSP. Commonly referenced fl ows
are:

o0 Cdoud Service Provider to Coud Service Provider (CSP->CSP)
o0 Enterprise Coud Subscriber to Coud Service Provider (ECS->CSP)

Modes and flows sinply help us understand what is taking place; they
are likely to be technically neaningless at the protocol |evel, but
they help the reader follow the SCI M scenarios and apply themto
real -worl d use cases.

4. Bulk and Batch Operational Semantics

It is assuned that each of the trigger actions outlined in this
docunent nay be part of the larger bulk or batch operation.

I ndi vi dual SCI M actions should be able to be collected together to
create single protocol exchanges.

The initial focus of SClMscenarios is on identifying base flows and
singl e operations. The specific complexity of full bulk and batch
operations is left to a later version of the scenarios or to the main
speci fication.

2.3. Flows from d oud Service Provider to Cl oud Service Provider

( CSP- >CSP)

These scenarios represent flows between two C oud Service Providers
(CSPs). It is assumed that each CSP nmaintains an ldentity Data Store
for its Coud Service Users (CSUs). These scenarios address various
joiner, nover, leaver, and JIT triggers, resulting in push and pull
dat a exchanges between the CSPs.

2.3.1. CSP->CSP: Create Identity (Push)

LI,

In this scenario, two CSPs (CSP-1 and CSP-2) have a shared service
agreenent in place that requires the exchange of C oud Service User
(CsSU) accounts. CSP-1 receives a Create Identity trigger action from
its Enterprise Coud Subscriber (ECS-1). CSP-1 creates a |local user
account for the new CSU. CSP-1 then pushes the new CSU joi ner push
request downstreamto CSU-2 and gets confirmation that the account
was successfully created. After receiving the confirmation from CSP-
2, CSP-1 sends an acknow edgnent to the requesting ECS.

et al. I nf or mat i onal [ Page 8]
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2. 3.

2. 3.

2. CSP->CSP: Update ldentity (Push)

In this scenario, two CSPs (CSP-1 and CSP-2) have a shared service
agreenent in place that requires the exchange of C oud Service User
(CsSU) accounts. The Enterprise Coud Subscriber (ECS-1) has al ready
created an account with CSP-1 and supplied a critical attribute
"department” that is used by CSP-1 to drive service options. CSP-1
then receives an Update ldentity trigger action fromits Enterprise
Cl oud Subscriber (ECS). CSP-1 updates its local directory account
with the new departnent value. CSP-1 then initiates a separate SCIM
prot ocol exchange to push the nover change request downstreamto CSP-
2. After receiving the confirmation from CSP-2, CSP-1 sends an
acknow edgment to ECS-1.

3. CSP->CSP: Delete lIdentity (Push)

In this scenario, two CSPs (CSP-1 and CSP-2) have a shared service
agreenent in place that requires the exchange of C oud Service User
(CSU) accounts. CSP-1 receives a Delete lIdentity trigger action from
its Enterprise C oud Subscriber (ECS-1). CSP-1 suspends the |ocal
directory account for the specified CSU account. CSP-1 then pushes a
term nation request for the specified CSU account downstreamto CSP-2
and gets confirmation that the account was successfully renoved.

After receiving the confirmation from CSP-2, CSP-1 finalizes the

del eti on operation and sends an acknow edgnent to the requesting ECS.

Thi s use case highlights how different CSPs may inpl enent different
operational semantics behind the sane SCI M operation. Note CSP-1
suspends the account representation for its service, whereas CPS-2
i npl ements a true del ete operation.

2.3.4. CSP->CSP: SSO Trigger (Push)

LI,

In this scenario, two CSPs (CSP-1 and CSP-2) have a shared service
agreenent in place that requires the exchange of C oud Service User
(CsU) accounts. However, rather than pre-provisioning accounts from
CSP-1 to CSP-2, CSP-1 waits for a service access request fromthe end
Cloud Service User (CSU-1) before issuing account creation details to
CSP-2. Wen the CSU conpl etes a SSO transaction from CSP-1 to CSP-2,
CSP-2 then creates an account for the CSU based on information pushed
to it from CSP-1.

At the protocol level, this class of scenarios may result in the use
of common protocol exchange patterns between CSP-1 and CSP-2.

et al. I nf or mat i onal [ Page 9]
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2. 3.

2. 3.

2. 4.

5. CSP->CSP: SSO Trigger (Pull)

In this scenario, two CSPs (CSP-1 and CSP-2) have a shared service
agreenent in place that requires the exchange of C oud Service User
(CsU) accounts. However, rather than pre-provisioning accounts from
CSP-1 to CSP-2, CSP-2 waits for a service access request fromthe
Cloud Service User (CSU-1) before initiating a Pull request to gather
i nformati on about the CSU sufficient to create a | ocal account.

At the protocol level, this class of scenarios may result in the use
of common protocol exchange patterns between CSP-2 and CSP-1.

6. CSP->CSP: Password Reset (Push)

In this scenario, two CSPs (CSP-1 and CSP-2) have a shared service
agreenent in place that requires the exchange of C oud Service User
(CsU) accounts. CSP-1 wants to change the password for a specific
Cloud Service User (CSU-1). CSP-1 sends a request to CSP-2 to reset
the password val ue for CSU 1.

At the protocol level, this scenario may result in the sanme protocol
exchange as any other attribute change request.

Fl ows from Enterprise O oud Subscriber to C oud Service Provider
( ECS- >CSP)

These scenarios represent flows between an Enterprise C oud
Subscriber (ECS) and a Cloud Service Providers (CSP). It is assuned
that the ECS and the CSP each maintain an information access service
for the relevant C oud Service Users (CSUs). These scenarios address
various joiner, nover, leaver, and JIT triggers, resulting in push
and pull data exchanges between the ECS and the CSP.

Many of these scenarios are very simlar to those defined in
Section 2.3. They are identified separately here so that we may
explore any differences that m ght emerge.

2.4.1. ECS->CSP: Create lIdentity (Push)

LI,

In this scenario, an Enterprise C oud Subscriber (ECS-1) nmaintains a
service with a Coud Service Provider (CSP-1) that requires the
sharing of various O oud Service User (CSU accounts. A new user
joins ECS-1 and so ECS-1 pushes an account creation request to CSP-1,
supplying all required attribute values for the base SCI M schema and
addi tional values for the extended SCI M schema as required.

et al. I nf or mat i onal [ Page 10]
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2.4.2. ECS->CSP: Update ldentity (Push)

In this scenario, an Enterprise C oud Subscriber (ECS-1) maintains a
service with Coud Service Provider (CSP-1) that drives service
definition froma key account schenma attribute called Departnent.
ECS-1 wi shes to nove a given CSU from Departnent A to Departnent B
and so it pushes an attribute update request to the CSP.

2.4.3. ECS->CSP: Delete Identity (Push)

In this scenario, an Enterprise C oud Subscriber (ECS-1) nmaintains a
service with a Coud Service Provider (CSP-1). Upon ternination of
one of its enployee’s enpl oynent agreenent, ECS-1 sends a suspend
account request to CSP-1. One week later, the ECS wi shes to conplete
the process by fully renoving the O oud Service User (CSU) account,
so it sends a terninate account request to CSP-1.

2.4.4. ECS->CSP. SSO Trigger (Pull)

In this scenario, an Enterprise C oud Subscriber (ECS-1) maintains a
service with a Coud Service Provider (CSP-1). No accounts are
created or exchanged in advance. However, rather than pre-

provi sioning accounts fromECS-1 to CSP-1, CSP-1 waits for a service
access request fromthe O oud Service User (CSU-1) under the control
domain of ECS-1, before issuing an account Pull request to ECS-1.

3. SCIM Use Cases

This section lists the SClI M use cases.
3.1. Mgration of the ldentities

Descri pti on:

A conpany SoneEnterprise runs an application ManageThemthat relies
on the identity information about its enployees (e.g., identifiers,
attributes). The identity information is stored at the cloud

provi ded by SomeCSP. SoneEnterprise has decided to nove identity
information to the cloud of a different provider -- AnotherCSP. In
addi tion, SoneEnterprise has purchased a second application
ManageThem\vbre, which also relies on the identity infornation.
SonmeEnterprise is able to nove identity information to Anot her CSP

wi t hout changing the format of identity information. The application
ManageThemvbre is able to use the identity information.

Pre-condi ti ons:

0 SomeCSP is a cloud service provider for SomeEnterprise.
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0 SomeCSP has a known attribute nane and value for the Enterprise

3. 2.

LI

used for managi ng and transferring data.

0 AnotherCSP is a new cloud service provider for SoneEnterprise.

o Al involved cloud service providers and applications support the
same standard specifying the format for and actions on the user
(e.g., employee) identity information

Post - condi ti ons:

0 SoneEnterprise has noved its enployees’ identity information from
SoneCSP t o Anot her CSP wi t hout naki ng any changes to representation

of identity information

o Application ManageThemvbre is able to use the identity
i nformation.

Requi renent s:

o0 SoneEnterprise, the applicati ons ManageThem and ManageThem\br e,
and the providers SomeCSP and Anot her CSP support a comon standard
for identity information, which specifies the follow ng:

* Format (or schemm) for representing user identity information
* Interfaces and protocol for managi ng user identity information

0 Cdoud providers shall be able to neet regulatory requirenments when
mgrating identity information between jurisdictional regions
(e.g., countries and states nay have differing regul ati ons on

privacy).

0 Cdoud providers shall be able to log all actions related to
SoneEnterprise enpl oyees’ identities.

0 The logs should be secure and avail able for auditing.

Single Sign-On (SSO Service

Descri ption:

Bob has an account in an application hosted by a cloud service
provi der SomeCSP. SomeCSP has federated its user identities with a
cloud service provider AnotherCSP. Bob requests a service from an
application running on AnotherCSP. The application running on

Anot her CSP, relying on Bob’s authentication by SomeCSP and usi ng
identity information provided by SomeCSP, serves Bob’'s request.
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LI

Pre-condi ti ons:

(o]

(o]

Bob’s identity information is stored on SoneCSP.

SonmeCSP and Anot her CSP have established trust and federated their
user identities.

SonmeCSP is able to authenticate Bob.

SoneCSP is able to securely provide the authentication results to
Anot her CSP

SoneCSP is able to securely provide Bob's identity informtion
(e.g., attributes) to Another CSP

Anot herCSP is able to verify information provided by SoneCSP.

SoneCSP is able to process the identity information received from
Anot her CSP

Post - condi ti ons:

Bob has received the requested service froman application running on
Anot her CSP wi t hout having to authenticate to that application
explicitly.

Requi r ement s:

(o]

(]

Bob nmust have an account with SomeCSP

SomeCSP and Anot her CSP nust establish trust and federate their
user identities.

SonmeCSP nust be able to authenticate Bob.

SoneCSP nust be able to securely provide the authentication
results to Anot her CSP.

SoneCSP nmust be able to securely provide Bob’s identity
information (e.g., attributes) to Another CSP

Anot her CSP nust be able to verify the identity infornation
provi ded by SomeCSP.

SonmeCSP nmust be able to process the identity information received
from Anot her CSP
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3. 3.

LI

0 SomeCSP and Anot her CSP nust | og informati on generated by Bob’'s
actions according to their policies and the trust agreenent
bet ween t hem

Provi sioning of the User Accounts for a Conmunity of |nterest
(ca)
Descri pti on:

Organi zation YourHR provi des Hunman Resources (HR) services to a
Conmunity of Interest (CO) YourCO. The HR services are offered as
Software as a Service (SaaS) on public and private clouds. YourCO's
offices are located all over the world. Their Information Technol ogy
(I'T) systenms may be conposed of conbi nations of the applications
running on private and public clouds along with traditional IT
systens. The local YourCO offices are responsible for collecting
personal information (i.e., user identities and attributes). YourHR
services provide neans for provisioning and distributing the enpl oyee
identity information across all YourCO offices. YourHR also enables
i ndi vi dual users (e.g., enployees) to manage personal information
that they are responsible for (e.g., update of an address or a

t el ephone nunber).

Pre-condi ti ons:

0 YourCO has a conplex infrastructure conposed of a | arge number of
| ocal offices that rely on diverse IT systens.

0 YourCO has contracted YourHR to provide the HR services

o0 Each local office has a right to establish a personal account for
an enpl oyee.

Post - condi ti ons:

o All personal accounts are globally available to any authorized
user or application across the YourCO systemthrough the services
provi ded by Your HR

0 The enpl oyees have the ability to manage the part of persona
information that is their responsibility.
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3. 4.

LI,

Requi renent s:

0 YourHR nmust ensure that the | ocal offices generate information
that is provisioned securely and consider privacy requirenments in
a tinely fashion across systens that may span technical (e.g.,
protocol s and applications), admnistrative (e.g., corporate),
regul atory (e.g., location), and jurisdictional domains.

o Managenent of personal information nust be protected agai nst
unaut hori zed access and eavesdropping, and it should be
distributed only to authorized parties and services.

0 Regulatory requirenments shall be nmet when migrating identity
i nformati on between jurisdictional regions (e.g., countries and
states may have differing regul ati ons on privacy).

o Al operations with identity data nust be securely | ogged.

o0 The logs should be available for auditing.

Transfer of Attributes to a Relying Party’'s Wbsite

Descri pti on:

An end user has an account in a directory service Awith one or nore

attributes. That user then visits the website of relying party B,

and the website requires attributes of the user. The user selects

sone attributes and authorizes the transfer of data via authorization
protocols (e.g., QAuth, SAM.), so selected attributes of the user are
transferred fromthe user’s account in directory service Ato the
website of replying party B at the tine of the user’s first visit to
that site.

Pre-condi tions:

o0 User has an account in directory service A

o0 User has one or nore attributes.

0o User visits website of relying party B

Post - condi ti ons:

Selected attributes of the user are transferred fromthe user’s

account in directory service Ato the website of relying party B at
the time of the user’s first visit to that site
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3. 5.

LI

Requi renent s:
0 Relying party B nust be able to authenticate the end user

0 Relying party B nust be able to securely provide the
aut hentication results to directory service A

o Directory service A nmust be able to securely provide end user’s
identity information (e.g., attributes) to relying party B

0 Regulatory requirenents shall be net when migrating identity
i nformati on between jurisdictional regions (e.g., countries and
states may have differing regulations on privacy).

0 Relying parties have to be aware of changes to their cached copy,
as these would potentially cause a state change in other relying
parties.

0 A maxi num period should be set for the relying party to cache the
i nformation.

Change Notification
Descri pti on:

An end user has an account in a directory service Awith one or nore
attributes. That user then visits the web site of relying party B
The website of relying party B queries directory service A for
attributes associated with that user, and rel ated resources.

The attributes of the user change later in directory service A For
exanple, the attributes mght change if the user changes their name,
has their account disabled, or termnates their relationship with
directory service A. Furthernore, other resources and their
attributes mght also change. The directory service A then wishes to
notify the website of relying party B of these changes, as relying
party B might (or mght not) have a cache of those attributes, and if
relying party B were aware of these changes to their cached copy, it
woul d potentially cause a state change in relying party B

The vol une of changes, however, m ght be substantial, and only sone
of the changes may be of interest to relying party B, so directory
service A does not wish to "push" all the changes to B. Instead,
directory service A wishes to notify B that there are changes
potentially of interest, such that B can at an appropriate tine
subsequently contact directory service A and retrieve just the subset
of changes of interest to B
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Note that the user must authorize directory service A to transfer
data to the website, and the user nust authorize directory service A
to notify the website.

Pre-condi tions:

0 User has an account in directory service A

o User has one or nore attributes.

0 User visits the website of relying party B

0 The resource being updated is at the website.

Post - condi ti ons:

Directory service Ais able to notify relying party B that there are
changes potentially of interest.

Requi renment s
0 Relying party B nust be able to authenticate the end user

0 Relying party B nust be able to securely provide the
aut hentication results to directory service A

o Directory service A nmust be able to securely provide end user’s
changed identity information (e.g., attributes) to relying party
B

0 Relying party B nust be able at an appropriate tinme to
subsequently contact directory service A and retrieve just the
subset of changes of interest to relying party B

Security Considerations
Aut henti cati on and authori zati on nmust be guaranteed for the SCI M
operations to ensure that only authenticated entities can performthe
SCl M requests and the requested SClI M operations are authorized.

SCI M resources (e.g., Users and Groups) can contain sensitive

informati on. Thus, data confidentiality MJUST be guaranteed at the
transport | ayer.
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5.

There can be privacy issues that go beyond transport security, e.g.,
movi ng personally identifying information (PI1) offshore between
CSPs. Regul atory requirenents shall be met when nmigrating identity
i nformati on between jurisdictional regions (e.g., countries and
states may have differing regul ations on privacy).

Additionally, privacy-sensitive data elements may be onitted or
obscured in SCIMtransactions or stored records to protect these data
el ements for a user. For instance, a rol e-based identifier mght be
used in place of an individual’s nane.

Detail ed security considerations are specified in Section 7 of the
SCI M protocol [RFC7644] and Section 9 of the SCIM schena [ RFC7643].
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