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Abstract

Thi s specification defines a method for conmputing a hash val ue over a
JSON Wb Key (JWK). It defines which fields in a JW are used in the
hash conputation, the nethod of creating a canonical formfor those
fields, and how to convert the resulting Unicode string into a byte
sequence to be hashed. The resulting hash value can be used for
identifying or selecting the key represented by the JWK that is the
subj ect of the thunbprint.

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it may be obtained at
http://ww.rfc-editor.org/info/rfc7638

Copyri ght Notice

Copyright (c) 2015 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunments
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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I nt roducti on

Thi s specification defines a nmethod for conputing a hash val ue
(a.k.a. digest) over a JSON Wb Key (JWK) [JWK]. It defines which
fields in a JWK are used in the hash conputation, the nethod of
creating a canonical formfor those fields, and how to convert the
resulting Unicode string into a byte sequence to be hashed. The
resul ting hash value can be used for identifying or selecting the key
represented by the JWK that is the subject of the thunbprint, for

i nstance, by using the base64url -encoded JWK Thunmbprint value as a
"kid" (key ID) val ue.

Not at i onal Conventi ons

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
"Key words for use in RFCs to Indicate Requirenment Levels" [RFC2119].
The interpretation should only be applied when the terns appear in
all capital letters.
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2.

Ter mi nol ogy

Thi s specification uses the sane term nol ogy as the "JSON Wb Key
(IVK) " [IWK], "JSON Web Signature (JW5)" [JIWE], and "JSON Wb
Al gorithns (JWA)" [JWA] specifications.

This termis defined by this specification:

JVK Thumnbpri nt
The di gest value for a JWK

JSON Wb Key (JVK) Thunbpri nt
The t hunmbprint of a JSON Wb Key (JVWK) is conputed as foll ows:

1. Construct a JSON object [RFC7159] containing only the required
menbers of a JWK representing the key and with no whitespace or
line breaks before or after any syntactic elenments and with the
required nmenbers ordered | exicographically by the Unicode
[ UNI CODE] code points of the menber names. (This JSON object is
itself a legal JWK representation of the key.)

2. Hash the octets of the UTF-8 representation of this JSON object
with a cryptographic hash function H  For exanple, SHA-256 [ SHS]
m ght be used as H See Section 3.4 for a discussion on the
choi ce of hash functi on.

The resulting value is the JWK Thunbprint with H of the JWK  The
details of this conputation are further described in subsequent
secti ons.

Jones & Saki nura St andards Track [ Page 3]



RFC 7638 JSON Wb Key (JWK) Thunbprint Sept enber 2015

3.1. Exanple JWK Thunbprint Comnputation

Thi s section demonstrates the JWK Thunmbprint conputation for the JWK
below (with the long line broken for display purposes only):

"kty": "RSA",

"n": "Ovx7agoebGcQSuuPi LIXZpt NOnndr QrbXEps2ai AFbVWAM/ 8LhWk4cbbf AAt
VT86zwulRK7aPFFxuhDR1L6t Soc_BJECPebWKRXj BZCi FV4n3oknj hMst n6
4t Z_2W 53sGY4Hc5n9y BXAr Wl 931 gt 7_RN5w6Cf 0h4Qy QBv- 65YG QRO_FD
VW QvzqY368QQM cAt aSqzs8KJIZgnYb9c7d0zgdAZHzu6qM RL5haj rnln9
1CbQOpbl SDO8gNLyr dkt - bFTWhAI 4v MQFh6WeZuOf M4l Fd2Nc Rwr 3XPks| NH
aQ G xBni | gbwOLs1j F44- csFCur - kEgU8awapJzKnqDKgw' ,

"e": "AQAB",

"al g": "RS256",

"kid": "2011-04-29"

}

As defined in "JSON Wb Key (JWK)" [JWK] and "JSON Web Al gorithns
(JWA) " [JwWA], the required menmbers for an RSA public key are:

0 " kt yu
0 " nu
0 " eu

Therefore, these are the nmenbers used in the thunbprint conputation.

Their | exi cographic order, per Section 3.3, is:

o "e"
O " kt yll
o "n"

Therefore, the JSON object constructed as an internediate step in the
conputation is as follows (with the Iine broken for display purposes

only):

{"e":"AQAB", "kty":"RSA", "n": " 0vx7agoebGcQSuuPi LIXZpt NOnndr Qrb XEps?2
ai AFbWhM78LhWk4cbbf AAt VT86zwu1RK7aPFFxuhDR1L6t Soc_BJECPebVKRXj BZCi

FVv4n3oknj hMst n64t Z_2W 5JsGY4Hc5n9y BXAr W 931 gt 7_RN5SwW6Cf 0h4QyQBv- 65Y
G QRO_FDVW2QvzQqY368Q0QM cAt aSqzs8KJZgnYb9c7d0zgdAZHz u6gM RL5haj r nln
91CbCOpbl SDO8gNLyr dkt - bFTWAAI 4v MQFh6WeZuOf MAl Fd2Nc Rwr 3XPks| NHaQ G x
Bni | gbwOLs1j F44- csFCur - kEgU8awapJzKnqDKgw' }
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The octets of the UTF-8 representation of this JSON object are:

[123, 34, 101, 34, 58, 34, 65, 81, 65, 66, 34, 44, 34, 107, 116, 121
34, 58, 34, 82, 83, 65, 34, 44, 34, 110, 34, 58, 34, 48, 118, 120,
55, 97, 103, 111, 101, 98, 71, 99, 81, 83, 117, 117, 80, 105, 76, 74,
88, 90, 112, 116, 78, 57, 110, 110, 100, 114, 81, 109, 98, 88, 69,
112, 115, 50, 97, 105, 65, 70, 98, 87, 104, 77, 55, 56, 76, 104, 87,
120, 52, 99, 98, 98, 102, 65, 65, 116, 86, 84, 56, 54, 122, 119, 117,
49, 82, 75, 55, 97, 80, 70, 70, 120, 117, 104, 68, 82, 49, 76, 54,
116, 83, 111, 99, 95, 66, 74, 69, 67, 80, 101, 98, 87, 75, 82, 88§,
106, 66, 90, 67, 105, 70, 86, 52, 110, 51, 111, 107, 110, 106, 104,
77, 115, 116, 110, 54, 52, 116, 90, 95, 50, 87, 45, 53, 74, 115, 71
89, 52, 72, 99, 53, 110, 57, 121, 66, 88, 65, 114, 119, 108, 57, 51,
108, 113, 116, 55, 95, 82, 78, 53, 119, 54, 67, 102, 48, 104, 52, 81,
121, 81, 53, 118, 45, 54, 53, 89, 71, 106, 81, 82, 48, 95, 70, 68,
87, 50, 81, 118, 122, 113, 89, 51, 54, 56, 81, 81, 77, 105, 99, 65,
116, 97, 83, 113, 122, 115, 56, 75, 74, 90, 103, 110, 89, 98, 57, 99,
55, 100, 48, 122, 103, 100, 65, 90, 72, 122, 117, 54, 113, 77, 81,
118, 82, 76, 53, 104, 97, 106, 114, 110, 49, 110, 57, 49, 67, 98, 79,
112, 98, 73, 83, 68, 48, 56, 113, 78, 76, 121, 114, 100, 107, 116,
45, 98, 70, 84, 87, 104, 65, 73, 52, 118, 77, 81, 70, 104, 54, 87,
101, 90, 11v, 48, 102, 77, 52, 108, 70, 100, 50, 78, 99, 82, 119,
114, 51, 88, 80, 10v, 115, 73, 78, 72, 97, 81, 45, 71, 95, 120, 66,
110, 105, 73, 113, 98, 119, 48, 76, 115, 49, 106, 70, 52, 52, 45, 99,
115, 70, 67, 117, 114, 45, 107, 69, 103, 85, 56, 97, 119, 97, 112,
74, 122, 75, 110, 113, 68, 75, 103, 119, 34, 125]

Usi ng SHA-256 [SHS] as the hash function H, the JW SHA-256
Thunbprint value is the SHA-256 hash of these octets, specifically:

[55, 54, 203, 177, 120, 124, 184, 48, 156, 119, 238, 140, 55, 5, 197,
225, 111, 251, 158, 133, 151, 21, 144, 31, 30, 76, 89, 177, 17, 130,
245, 123]

The base64url encoding [JWS] of this JWK SHA-256 Thunbprint val ue
(which mght, for instance, be used as a "kid" (key ID) value) is:

Nz bLsXh8uDCcd- 6 MNWXFAW 7noWKFZAF Hkx Zs RGCOXs
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3.2. JWK Menbers Used in the Thunbprint Conputation

Only the required nmenbers of a key’'s representation are used when
conputing its JWK Thunbprint value. As defined in "JSON Wb Key
(JWK)" [JWK] and "JSON Web Al gorithms (JWA)" [JWA], the required
menbers for an elliptic curve public key for the curves specified in
Section 6.2.1.1 of RFC 7518 [JWA], in |exicographic order, are:

"crv"
n kt yll
"X
y

O o0Oo0oo

The required nmenmbers for an RSA public key, in |exicographic order,

are:

0 " eu

0 " kt yu
0 " nn

The required nmenbers for a symetric key, in |exicographic order,

are:
o "k"
O n kt yll

As other "kty" (key type) values are defined, the specifications
defining them should be simlarly consulted to determ ne which
menbers, in addition to "kty", are required.

3.2.1. JWK Thumbprint of a Private Key

The JWK Thunbprint of a JWK representing a private key is conputed as
the JWK Thunbprint of a JWK representing the correspondi ng public
key. This has the intentional benefit that the same JWK Thunbpri nt
val ue can be conputed both by parties using either the public or
private key. The JWK Thunbprint can then be used to refer to both
keys of the key pair. Application context can be used to determne
if the public or private key is the one being referred to by the JWK
Thunbpri nt.

Thi s specification defines the nmethod of conputing JWK Thunbprints of
JWKs representing private keys for interoperability reasons -- so
that different inplenmentations conmputing JW Thunbprints of private
keys will produce the sane result.
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3.2.2. Wy Not Include Optional Menbers?

Optional nenbers of JWKs are intentionally not included in the JW

Thunbprint conputation so that their absence or presence in the JW
does not alter the resulting value. The JW Thunbprint value is a

di gest of the nenbers required to represent the key as a JWK -- not
of additional data that nmay al so acconpany the key.

Optional nmenbers are not included so that the JWK Thunmbprint refers

to a key -- not a key with an associ ated set of key attributes.
Different application contexts m ght or might not include different
subsets of optional attributes about the key in the JWK. [|f these

were included in the calculation of the JW thunbprint, the val ues
woul d be different for those JWKs, even though the keys are the sane.
The benefit of including only the JW required nmenbers is that the
JWK Thunbprint of any JWK representing the key renmins the sane,
regardl ess of any other attributes that are present.

Di fferent kinds of thunbprints could be defined by other
specifications that mght include some or all additional JW nenbers,
if use cases arise where such different kinds of thunbprints would be
useful. See Section 9.1 of RFC 7517 [JWK] for notes on some ways to
cryptographically bind attributes to a key.

3.3. Oder and Representation of Menmbers in Hash | nput

The required nmenbers in the input to the hash function are ordered
| exi cographically by the Uni code code points of the nenber nanes.

Characters in nmenber nanes and nenber val ues MJST be represented

wi t hout being escaped. This neans that thunbprints of JWKs that
require such characters are not defined by this specification. (This
is not expected to limt the applicability of this specification, in
practice, as the nenbers of JWK representations are not expected to
use any of these characters.) The characters specified as requiring
escaping by Section 7 of [RFC7159] are quotation mark, reverse
solidus (a.k.a. backslash), and the control characters W0000 through
U+001F.

If the JWK key type uses nenbers whose val ues are thensel ves JSON

obj ects, then the nenbers of those objects MIST |ikew se be

| exi cographically ordered. (As of the time of this witing, none are
defined that do.)

If the JWK key type uses nenbers whose val ues are JSON nunbers, and
if those nunbers are integers, then they MIUST be represented as a
JSON nunber as defined in Section 6 of [RFC7159] wi thout including a
fraction part or exponent part. For instance, the value "1.024e3"

Jones & Saki nura St andards Track [ Page 7]



RFC 7638 JSON Wb Key (JWK) Thunbprint Sept enber 2015

MUST be represented as "1024". This means that thunbprints of JWKs
usi ng nunbers that are not integers are not defined by this
specification. Also, as noted in "The |-JSON Message Format"

[ RFC7493], inplenmentations cannot expect an integer whose absol ute
val ue is greater than 9007199254740991 (i.e., that is outside the
range [-(2**53)+1, (2**53)-1]) to be treated as an exact value. (As
of the tine of this witing, none are defined that use JSON numnbers.)

See Section 4 for a discussion of further practical considerations
pertaining to the representati on of the hash input.

3.4. Selection of Hash Functi on

A specific hash function nmust be chosen by an application to conpute
the hash value of the hash input. For exanple, SHA-256 [SHS] m ght
be used as the hash function by the application. Wile SHA-256 is a
good default choice at the time of this witing, the hash function of
choi ce can be expected to change over tinme as the cryptographic

| andscape evol ves.

Note that in many cases, only the party that creates a key will need
to know the hash function used. A typical usage is for the producer
of the key to use the base64url-encoded JWK Thunbprint value as a
"kid" (key ID) value. 1In this case, the consuner of the "kid" treats
it as an opaque value that it uses to select the key.

However, in some cases, nmultiple parties will be reproducing the JVWK
Thunbprint cal cul ation and conparing the results. In these cases,
the parties will need to know which hash function was used and use

t he same one.

3.5. JWK Thunbprints of Keys Not in JWK For mat

Note that a key need not be in JWK format to create a JWK Thunbpri nt
of it. The only prerequisites are that the JW representati on of the
key be defined and the party creating the JW Thunbprint be in
possession of the necessary key material. These are sufficient to
create the hash input fromthe JW representation of the key, as
described in Section 3. 3.

4. Practical JSON and Uni code Consi derations

I mpl enentations will alnost certainly use functionality provided by
the platfornm s JSON support when parsing the JW and emtting the
JSON obj ect used as the hash input. As a practical consideration,
future JWK nenber nanes and val ues shoul d be avoi ded for which
different platforns or libraries mght emit different
representations. As of the tine of this witing, all defined JW
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menber nanes and val ues use only printable ASCI| characters, which
shoul d not exhibit this problem Note however, that JSON. stringify()
cannot be counted on to | exicographically sort the nenbers of JSON
objects, so while it could be used to emt sone kinds of nenber

val ues, different code is likely to be needed to performthe sorting.

In particular, while the operation of |exicographically ordering
menber names by their Unicode code points is well defined, different
pl atform sort functions may produce different results for non-ASCl I
characters, in ways that may not be obvious to developers. |If
witers of future specifications defining new JWK key type val ues
choose to restrict thenselves to printable ASCI | menber nanmes and

val ues (which are for machi ne and not human consunption anyway), somne
future interoperability problems m ght be avoided.

However, if new JWK nenbers are defined that use non-ASClI| nenber
nanes or val ues, their definitions should specify the exact Unicode
code point sequences used to represent them This is particularly
important in cases in which Unicode normalization could result in the
transformati on of one set of code points into another under any

ci rcunst ances

Use of escaped characters in JWKs for which JWK Thunmbprints will be
comput ed shoul d be avoided. Use of escaped characters in the hash
i nput JWKs derived fromthese original JWKs is prohibited.

There is a natural representation to use for nuneric values that are
integers. However, this specification does not attenpt to define a
standard representation for nunbers that are not integers or that
contain an exponent conponent. This is not expected to be a problem
in practice, as the required nmenbers of JWK representations are
expected to use only nunbers that are integers.

Use of nunber representations containing fraction or exponent parts
in JWKs for which JW Thunbprints will be conputed shoul d be avoi ded

Al'l of these practical considerations are really an instance of Jon
Postel’s principle: "Be liberal in what you accept, and conservative
in what you send.”

5. Relationship to Digests of X 509 Val ues

JWK Thunbprint val ues are conputed on the JWK nmenbers required to
represent a key, rather than all nenbers of a JWK that the key is
represented in. Thus, they are nore anal ogous to applications that
use digests of X 509 Subject Public Key Info (SPKI) val ues, which are
defined in Section 4.1.2.7 of [RFC5280], than to applications that
use digests of conplete certificate values, as the "x5t" (X 509
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certificate SHA-1 thunbprint) [JW5] val ue defined for X 509
certificate objects does. While logically equivalent to a digest of
the SPKI representation of the key, a JW Thunbprint is conputed over
a JSON representation of that key, rather than over an ASN. 1
representation of it.

6. | ANA Consi derati ons

This specification adds to the instructions for the Designated
Experts of the following | ANA registries, all of which are in the
"JSON Obj ect Signing and Encryption (JOSE)" registry [IANA JOSE]:

0 JSON Wb Key Types
0o JSON Wb Key Elliptic Curve
o JSON Wb Key Parameters

I ANA has added a link to this specification in the Reference sections
of these registries.

For these registries, because of the practical JSON and Uni code
consi derations described in Section 4, the Designated Experts nust
ei ther:

(a) require that JWK nmenber nanes and val ues being registered use
only printable ASCI | characters excluding double quote ('"’) and
backslash ("\’') (the Unicode characters with code points U+0021
U+0023 t hrough W005B, and W+005D t hrough U+007E), or

(b) if new JWK nenbers or values are defined that use other code
points, require that their definitions specify the exact Unicode code
poi nt sequences used to represent them Furthernore, proposed

regi strations that use Unicode code points that can only be
represented in JSON strings as escaped characters nust not be

accept ed.

7. Security Considerations

The JSON Security Considerations and Uni code Conparison Security
Consi derations described in Sections 10.12 and 10.13 of "JSON Wb
Signature (JW5)" [JW5] also apply to this specification.

Al so, as described in Section 4, sonme inplenmentations rmay produce
incorrect results if esoteric or escaped characters are used in the
menber names. The security inplications of this appear to be limted
for JWK Thunbprints of public keys, because while it may result in
implementations failing to identify the intended key, it should not

| eak information. The infornmation in a public key is already public
in nature, by definition.
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8.

8.

1.

A hash of a symmetric key has the potential to |eak information about
the key value. Thus, the JWK Thunmbprint of a symretric key shoul d
typically be concealed fromparties not in possession of the
symmetric key, unless in the application context, the cryptographic
hash used, such as SHA-256, is known to provide sufficient protection
agai nst discl osure of the key val ue.

A JWK Thunmbprint will only uniquely identify a particular key if a
si ngl e unambi guous JVK representation for that key is defined and
used when conputing the JW Thunbprint. (Such representations are
defined for all the key types defined in "JSON Wb Al gorithns (JWA)"
[JWA].) For exanple, if an RSA key were to use "e":"AAEAAQ'
(representing [0, 1, 0, 1]) rather than the specified correct
representation of "e":"AQAB" (representing [1, 0, 1]), then a
different thunbprint value would be produced for what could be
effectively the sane key, at least for inplenentations that are | ax
in validating the JW values that they accept. Thus, JWK Thunbpri nt
val ues can only be relied upon to be unique for a given key if the

i npl ementation also validates that the correct representation of the
key is used.

Even nore insidious is that an attacker may supply a key that is a
transformation of a legal key in order to have it appear to be a
different key. For instance, if a legitimte RSA key uses a nodul us
value N and an attacker supplies a key with nodulus 3*N, the nodified
key would still work about 1/3 of the time, but would appear to be a
different key. Thus, while thunbprint val ues are val uable for
identifying legitimte keys, conparing thunbprint values is not a
reliable neans of excluding (blacklisting) the use of particul ar keys
(or transformations thereof).
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