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1. Introduction

This meno defines a portion of the Management |nformati on Base (M B)
for use with network nanagenent protocols. |In particular, it defines
addi tional authentication protocols for the User-based Security Mdel
(USM for the Sinple Network Managenent Protocol version 3 (SNWVPv3)
specified in RFC 3414 [ RFC3414].

In RFC 3414, two different authentication protocols, HVAC MD5-96 and
HVAC- SHA- 96, are defined based on the hash functions MD5 and SHA-1,
respectively. This neno specifies new HVAC- SHA- 2 aut hentication
protocols for USM using a Hashed Message Authentication Code (HVAC)
based on the SHA-2 fam |y of hash functions [SHA] and truncated to
128 bits for SHA-224, to 192 bits for SHA-256, to 256 bits for

SHA- 384, and to 384 bits for SHA-512. These protocols are
straightforward adaptati ons of the authentication protocols HVAC
MD5- 96 and HVAC- SHA- 96 to the SHA-2-based HVAC.

Merkl e & Lochter St andards Track [ Page 2]



RFC 7630 HVAC- SHA- 2_Aut h_USM Cct ober 2015

2.

The | nternet-Standard Managenment Framework

For a detail ed overview of the docunments that describe the current
I nt ernet - Standard Managenment Framework, please refer to section 7 of
RFC 3410 [ RFC3410].

Managed objects are accessed via a virtual information store, terned
the Managenent Information Base or MB. MB objects are generally
accessed through the Sinple Network Managenment Protocol (SNWVP).
ohjects in the MB are defined using the nechanisns defined in the
Structure of Managenent Information (SM). This neno specifies a MB
modul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC 2580

[ RFC2580] .

Conventi ons

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14, RFC 2119

[ RFC2119] .

The HMAC- SHA- 2 Aut hentication Protocols

Thi s section describes the HVAC- SHA-2 aut henticati on protocols, which
use the SHA-2 hash functions (described in FIPS PUB 180-4 [SHA] and
RFC 6234 [ RFC6234]) in the HVAC node (described in RFC 2104 [ RFC2104]
and RFC 6234), truncating the output to 128 hits for SHA-224, 192
bits for SHA-256, 256 bits for SHA-384, and 384 bits for SHA-512.

RFC 6234 al so provides source code for all the SHA-2 al gorithnms and
HVAC (w thout truncation). It also includes test harness and
standard test vectors for all the defined hash functi ons and HVAC
exanpl es.

The foll owi ng protocols are defined:

usmHMAC128SHA224Aut hPr ot ocol : uses SHA-224 and truncates the
output to 128 bits (16 octets);

usmHMAC192SHA256Aut hPr ot ocol : uses SHA-256 and truncates the
output to 192 bits (24 octets);

usmHMAC256SHA384Aut hPr ot ocol : uses SHA-384 and truncates the
output to 256 bits (32 octets);

usmHMAC384SHA512Aut hPr ot ocol : uses SHA-512 and truncates the
output to 384 bits (48 octets).
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I mpl enent ati ons conforming to this specification MIST support
usmHVAC192SHA256 Aut hPr ot ocol and SHOULD support
usmHVAC384SHA512Aut hProt ocol . The protocol s

usmHMAC128SHA224Aut hPr ot ocol and usnmHMAC256SHA384Aut hProt ocol are
OPTI ONAL.

4.1. Deviations fromthe HVAC SHA-96 Authentication Protocol

Al the HVAC- SHA-2 aut hentication protocols are straightforward

adapt ati ons of the HMAC- MD5-96 and HMAC- SHA- 96 aut henti cati on

protocols. Specifically, they differ fromthe HVAC MD5-96 and HVAC

SHA- 96 aut hentication protocols in the foll ow ng aspects:

0 The SHA-2 hash function is used to conpute the nessage digest in
the HVAC conputation according to RFC 2104 and RFC 6234, as
opposed to the MD5 hash function [RFC1321] and SHA-1 hash function
[ SHA] used in HVAC MD5-96 and HVAC- SHA- 96, respectively.
Consequently, the Iength of the nmessage digest prior to truncation
is 224 bits for the SHA-224-based protocol, 256 bits for the
SHA- 256- based protocol, 384 bits for the SHA-384-based protocol,
and 512 bits for the SHA-512-based protocol.

0 The resulting nessage digest (output of HVAC) is truncated to
* 16 octets for usmHMACL28SHA224Aut hPr ot ocol
* 24 octets for usnHVAC192SHA256Aut hPr ot ocol
* 32 octets for usmHVAC256SHA384Aut hPr ot ocol
* 48 octets for usmHMAC384SHA512Aut hPr ot ocol

as opposed to the truncation to 12 octets in HVAC MD5-96 and HVAC
SHA- 96.

0 The user’s secret key to be used when cal cul ating a digest MJST be

* 28 octets long and derived with SHA-224 for the SHA-224-based
pr ot ocol usmHMAC128SHA224Aut hPr ot ocol

* 32 octets long and derived with SHA-256 for the SHA-256-based
prot ocol usmHMAC192SHA256Aut hPr ot ocol

* 48 octets long and derived with SHA-384 for the SHA-384-based
pr ot ocol usmHMAC256SHA384Aut hPr ot ocol

* 64 octets long and derived with SHA-512 for the SHA-512-based
pr ot ocol usmHMAC384SHAS512Aut hPr ot ocol
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4. 2.

4. 2.

Mer

as opposed to the keys being 16 and 20 octets I ong in HVAC MD5- 96
and HVAC- SHA- 96, respectively.

Pr ocessi ng

Thi s section describes the procedures for the HVAC SHA-2

aut henti cation protocols. The descriptions are based on the
definition of services and data el enents defined for HVAC-SHA-96 in
RFC 3414 with the deviations listed in Section 4.1.

Val ues of constants M (the Iength of the secret key in octets) and N
(the Iength of the Message Authentication Code (MAC) output in
octets), and the hash function H used bel ow are:
usmHVAC128SHA224Aut hPr ot ocol : M=28, N=16, H=SHA- 224;
usmHVMACL192SHA256Aut hPr ot ocol : M=32, N=24, H=SHA- 256;
usmHVAC256SHA384Aut hPr ot ocol : MF48, N=32, H=SHA- 384;
usmHVAC384SHA512Aut hPr ot ocol : M=64, N=48, H=SHA-512.
1. Processing an Qutgoing Message
This section describes the procedure foll owed by an SNMP engi ne
whenever it must authenticate an outgoi ng nessage using one of the
aut henti cati on protocol s defined above. Values of the constants M
and N, and the hash function H are as defined in Section 4.2 and are
sel ected based on which authentication protocol is configured for the
gi ven USM usniJser Table entry.
1. The nsgAuthenticationParaneters field is set to the serialization
of an OCTET STRING containing N zero octets; it is serialized
according to the rules in RFC 3417 [ RFC3417].

2. Using the secret authKey of Moctets, the HVAC is cal cul ated over
t he whol eMsg according to RFC 6234 with hash function H

3. The Nfirst octets of the above HVAC are taken as the conputed
MAC val ue.

4. The nsgAut henticationParanmeters field is replaced with the MAC
obtained in the previous step.

5. The authenticat edWiol eMsg is then returned to the caller together
with the statuslnfornmation indicating success.
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4.2.2. Processing an Incom ng Message

This section describes the procedure foll owed by an SNMP engi ne
whenever it nust authenticate an incom ng nessage using one of the
HVAC- SHA- 2 aut hentication protocols. Values of the constants M and
N, and the hash function H are as defined in Section 4.2 and are

sel ected based on which authentication protocol is configured for the
gi ven USM usniJser Table entry.

1. If the digest received in the nsgAut henticati onParaneters field
is not Noctets long, then a failure and an errorlndication
(authenticationError) are returned to the calling nodul e.

2. The MAC received in the nsgAut henticati onParaneters field is
saved.

3. The digest in the nsgAuthenticati onParaneters field is replaced
by the N zero octets.

4. Using the secret authKey of Moctets, the HVAC i s cal cul ated over
t he whol eMsg according to RFC 6234 with hash function H

5. The N first octets of the above HVAC are taken as the conputed
MAC val ue.

6. The msgAut henti cati onParanmeters field is replaced with the MAC
val ue that was saved in step 2

7. The newy calculated MAC is conpared with the MAC saved in step
2. If they do not match, then a failure and an errorlndication
(authenticationFailure) are returned to the calling nodul e.

8. The authenti cat edWhol eMsg and statuslnformation indicating
success are then returned to the caller

5. Key Localization and Key Change

For any of the protocols defined in Section 4, key localization and
key change SHALL be performed according to RFC 3414 [ RFC3414] using
the same SHA-2 hash function as in the HVAC SHA-2 aut hentication

pr ot ocol

6. Structure of the MB Mdul e
The M B nodul e specified in this nmeno does not define any managed
obj ects, subtrees, notifications, or tables; rather, it only defines

object identities (for authentication protocols) under a subtree of
an existing MB.

Merkl e & Lochter St andards Track [ Page 6]



RFC 7630 HVAC- SHA- 2_Aut h_USM Cct ober 2015

7. Relationship to OGher MB Mdul es
7.1. Relationship to SNWP-USER- BASED- SM M B

RFC 3414 specifies the MB nodule for USM for SNMPv3 ( SNMP- USER-
BASED- SM M B), whi ch defines authentication protocols for USM based
on the hash functions MD5 and SHA-1, respectively. The following MB
modul e defi nes new HVAC- SHA2 aut hentication protocols for USM based
on the SHA-2 hash functions [SHA]. The use of the HMAC- SHA2

aut henti cation protocols requires the usage of the objects defined in
t he SNMP- USER- BASED- SM M B.

7.2. Relationship to SNWP- FRAMEWCORK- M B
RFC 3411 [RFC3411] specifies the SNVP- FRAVEWORK- M B, which defines a
subtree snnpAut hProtocols for SNVMP aut hentication protocols. The
following MB nodul e defines new authentication protocols in the
snnpAut hPr ot ocol s subtree.

7.3. MB Mdul es Required for | MPORTS

The following MB nodul e | MPORTS definitions from SNVPv2- SM
[ RFC2578] and SNWMP- FRAMEWORK- M B [ RFC3411] .

8. Definitions

SNWVP- USM HVAC- SHA2- M B DEFI NI TIONS :: = BEG N
| MPORTS
MODULE- | DENTI TY, OBJECT- | DENTI TY,
snnpModul es FROM SNWPv2- SM -- [ RFC2578]
snipAut hPr ot ocol s FROM SNWVP- FRAMEWORK- M B; -- [ RFC3411]
snnpUsnmHmacSha2M B MODULE- | DENTI TY
LAST- UPDATED "2015081300002" -- 13 August 2015, m dni ght
ORGANI ZATI ON "SNWPv3 Wor ki ng G oup”
CONTACT- | NFO "WG enmi | : OPSAWG@ et f. org
Subscri be:
https://ww.ietf.org/ mail man/listinfo/opsawg
Edi t or: Johannes Merkl e
secunet Security Networks
Post al : Mergent hal er Allee 77
D 65760 Eschborn
Ger many
Phone: +49 20154543091
Emai | : j ohannes. mer kl e@ecunet .. com
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Co-Editor: Manfred Lochter
Bundesant fuer Sicherheit in der
I nf ormati onstechni k (BSI)

Post al : Post fach 200363
D- 53133 Bonn
Ger many
Phone: +49 228 9582 5643
Emai | : manfred. | ocht er @si . bund. de"
DESCRI PTI ON "Definitions of Cbject ldentities needed

for the use of HVMAC-SHA2 by SNMP' s User - based
Security Mbodel.

Copyright (c) 2015 | ETF Trust and the persons identified
as authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with
or without nodification, is pernmitted pursuant to, and
subject to the license terns contained in, the Sinplified
BSD License set forth in Section 4.c of the |ETF Trust’'s
Legal Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info)."

REVI SI ON "201508130000Z" -- 13 August 2015, midni ght
DESCRI PTION "Initial version, published as RFC 7630"
::={ snnpMdul es 235 }

usmHVMAC128SHA224Aut hPr ot ocol OBJECT- | DENTI TY

STATUS current

DESCRI PTI ON "The Aut henti cation Protocol
usmHVAC128SHA224Aut hPr ot ocol uses HVAC- SHA- 224 and
truncates output to 128 bits."

REFERENCE "- Krawczyk, H., Bellare, M, and R Canetti, HVAC:
Keyed- Hashing for Message Authentication, RFC 2104.
- National Institute of Standards and Technol ogy,
Secure Hash Standard (SHS), FIPS PUB 180-4, 2012."

::={ snnpAut hProtocols 4 }

usmHVAC192SHA256 Aut hPr ot ocol OBJECT- | DENTI TY

STATUS current

DESCRI PTI ON "The Aut hentication Protocol
usmHMAC192SHA256Aut hPr ot ocol uses HVAC- SHA- 256 and
truncates output to 192 bits."

REFERENCE "- Krawczyk, H., Bellare, M, and R Canetti, HVAC:
Keyed- Hashi ng for Message Authentication, RFC 2104.
- National Institute of Standards and Technol ogy,
Secure Hash Standard (SHS), FIPS PUB 180-4, 2012."

::={ snnpAuthProtocols 5 }
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us mMHVAC256 SHA384 Aut hPr ot ocol OBJECT- | DENTI TY

STATUS current

DESCRI PTI ON "The Aut henti cati on Protocol
usmHMAC256SHA384Aut hPr ot ocol uses HVAC- SHA- 384 and
truncates output to 256 bits."

REFERENCE  "- Krawczyk, H., Bellare, M, and R Canetti, HVAC
Keyed- Hashi ng for Message Authentication, RFC 2104.
- National Institute of Standards and Technol ogy,
Secure Hash Standard (SHS), FIPS PUB 180-4, 2012."

::={ snnpAut hProtocols 6 }

usmHVAC384SHA512Aut hPr ot ocol OBJECT- | DENTI TY

STATUS current

DESCRI PTI ON "The Aut henticati on Protocol
usmHVAC384SHA512Aut hPr ot ocol uses HVAC- SHA-512 and
truncates output to 384 bits."

REFERENCE "- Krawczyk, H., Bellare, M, and R Canetti, HVAC
Keyed- Hashi ng for Message Authentication, RFC 2104.
- National Institute of Standards and Technol ogy,
Secure Hash Standard (SHS), FIPS PUB 180-4, 2012."

::={ snnpAuthProtocols 7 }

END
9. Security Considerations
9.1. Use of the HVAC- SHA-2 Aut hentication Protocols in USM

The security considerati ons of RFC 3414 [ RFC3414] also apply to the
HVAC- SHA- 2 aut hentication protocols defined in this docunent.

9.2. Cryptographic Strength of the Authentication Protocols

At the time of publication of this docunent, all of the HVAC SHA-2
aut hentication protocols provide a very high level of security. The
security of each HVAC- SHA-2 aut hentication protocol depends on the
paraneters used in the correspondi ng HVAC conput ati on, which are the
Il ength of the key (if the key has maxi num entropy), the size of the
hash function’s internal state, and the |l ength of the truncated MAC
For the HVAC- SHA-2 aut hentication protocols, these values are as
follows (values are given in bits).
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S S T . S T +
| Pr ot ocol | Key | Si ze of | MAC |
| | length | internal state | length |
o e e e e e e e e e R S R +
| usmHMAC128SHA224Aut hPr ot ocol | 224 | 256 | 128 |
| usmHMAC192SHA256AuUt hPr ot ocol | 256 | 256 | 192 |
| usnmHVAC256SHA384Aut hPr ot ocol | 384 | 512 | 256 |
| usmHVAC384SHA512Aut hPr ot ocol | 512 | 512 | 384 |
o e e e e e e e e e o S R o e S R +

Table 1: HVAC Paraneters of the HVAC- SHA-2 Aut hentication Protocols

The security of the HVAC scales with both the key length and the size
of the internal state: |onger keys render key guessing attacks nore
difficult, and a larger internal state decreases the success
probability of MAC forgeries based on internal collisions of the hash
functi on.

The role of the truncated output length is nore conplicated:
according to [BCK], there is a trade-off in that

by outputting less bits the attacker has less bits to predict in a
MAC forgery but, on the other hand, the attacker also |earns |ess
about the output of the conpression function fromseeing the

aut hentication tags conputed by legitinmate parties.

Thus, truncation weakens the HMAC agai nst forgery by guessing but, at
the sane tine, strengthens it agai nst chosen nessage attacks aim ng
at MAC forgery based on internal collisions or at key guessing. RFC
2104 and [BCK] allow truncation to any length that is not |ess than
half the size of the internal state.

Furt her discussion of the security of the HVAC construction is given
in RFC 2104.

9.3. Derivation of Keys from Passwords

If secret keys to be used for HVAC SHA-2 aut hentication protocols are
derived from passwords, the derivation SHOULD be performed using the
passwor d-to-key al gorithm from Appendi x A 1 of RFC 3414 with MD5
bei ng replaced by the SHA-2 hash function H used in the HVAC SHA-2
aut hentication protocol. Specifically, the password is converted
into the required secret key by the foll owi ng steps:

o formng a string of length 1,048,576 octets by repeating the val ue
of the password as often as necessary, truncating accordingly, and
using the resulting string as the input to the hash function H
The resulting digest, ternmed "digestl", is used in the next step
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o formng a second string by concatenating digestl, the SNWP
engi ne’ s snnpEngi nel D val ue, and digestl. This string is used as
i nput to the hash function H.

9.4. Access to the SNMP- USM HVAC- SHA2- M B

The SNWP- USM HVAC- SHA2- M B nodul e defi nes OBJECT | DENTI FI ER val ues
for use in other MB nodules. It does not define any objects that
can be accessed. As such, the SNWP-USM HVAC- SHA2- M B does not, by
itself, have any effect on the security of the Internet.

The val ues defined in this nodule are expected to be used with the
usmser Tabl e defined in the SNWP- USER- BASED- SM M B [ RFC3414]. The
considerations in Section 11.5 of RFC 3414 should be taken into
account .

10. | ANA Consi derations

I ANA has assigned an O D for the MB as foll ows.

o e e e o e e e e e e oo +
| Descri pt or | OBJECT | DENTI FI ER val ue |
o e e e e o s o m e e e e e e aao o +
| snmpUsnHmacSha2M B | { snnmpModul es 235 } |
Fom e e e e e oo o o e e e e a e oo oo +

Table 2. ODof MB

Furthernore, | ANA has assigned a value in the SnnpAut hProtocols
registry for each of the foll owi ng protocol s.

o e e e e e e e e m e e N N +
| Descri ption | Value | Reference |
o e e e e e e e e e AR, S +
| usmHMAC128SHA224Aut hPr ot ocol | 4 | RFC 7630 |
| usmHMAC192SHA256AuUt hPr ot ocol | 5 | RFC 7630 |
| usmHMAC256SHA384Aut hPr ot ocol | 6 | RFC 7630 |
| usmHMAC384SHAS512Aut hPr ot ocol | 7 | RFC 7630 |
o e e e e e e e e e o R, R +

Tabl e 3: Code Points Assigned to HVAC- SHA-2 Aut hentication Protocols
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