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Abst ract

Thi s specification defines extensions to the Mbile I P protocol for
allowing a nobile node with multiple interfaces to register a care-of
address for each of its network interfaces and to sinultaneously
establish multiple IP tunnels with its home agent. This essentially
all ows the nobile node to utilize all the avail abl e network
interfaces and build a higher aggregated logical pipe with its hone
agent for its hone address traffic. Furthernore, these extensions

al so all ow the nobil e node and the hone agent to negotiate IP traffic
flow policies for binding individual flows with the registered care-
of addresses.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for exam nation, experinental inplenmentation, and
eval uati on.

Thi s docunent defines an Experinental Protocol for the Internet
community. This docunent is a product of the Internet Engi neering
Task Force (IETF). It represents the consensus of the | ETF
community. |t has received public review and has been approved for
publication by the Internet Engineering Steering Goup (IESG. Not
all docunents approved by the I ESG are a candi date for any |evel of
Internet Standard; see Section 2 of RFC 5741

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww.rfc-editor.org/info/rfc7629
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1. Introduction

Wth the ubiquitous availability of wirel ess networks based on

di fferent access technol ogy types, nobile devices are now equi pped
with multiple wireless interfaces and have the ability to connect to
the network using any of those interfaces. For exanple, nost nobile
devi ces are equipped with W-Fi and LTE (Long Term Evol uti on)
interfaces. |In many deploynments, it is desirable for a nobile node
to |l everage all the available network interfaces and have IP mobility
support for its IP flows.

The operation defined in the Mbile I P protocol [RFC5944] allows a
nmobi |l e node to continue to use its home address as it noves around
the Internet. Based on the node of operation, there will be an IP
tunnel that will be established between the home agent and the nobile
node or between the hone agent and the foreign agent where the nobile
node is attached; see [RFC5944]. In both of these nodes, there will
only be one interface on the nobile node that is receiving the IP
traffic fromthe hone agent. This approach of using a single access
interface for routing all mobile node’s traffic is not efficient and
so there is a need to extend Mbile IP to concurrently use nultiple
access interfaces for routing the nobile node’s IP traffic. The goa
is for efficient use of all the avail able access links to obtain

hi gher aggregated bandwi dth for the tunneled traffic between the hone
agent and the nobil e node.

Thi s specification defines extensions to Mbile |IPv4 protocol for
allowing a nobile node with multiple interfaces to register a care-of
address for each of its network interfaces and to sinultaneously

| everage all access links for the nobile node’s IP traffic.
Furthernmore, this specification also defines extensions to allow the
mobi | e node and the home agent to optionally negotiate IP flow
policies for binding individual IP flows with the registered care-of
addr esses.

2. Conventions and Term nol ogy
2.1. Conventions
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
2.2. Term nol ogy
Al the nobility-related terns used in this docunent are to be

interpreted as defined in [ RFC5944] and [RFC3753]. 1In addition, this
docunment uses the follow ng terns.
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3.

Bi nding Identifier (BID)

It is an identifier assigned to a nobile node’s binding. A

bi ndi ng defines an associ ati on between a nobil e node’s hone
address and its registered care-of address. Wen a nobile node
registers nultiple bindings with its home agent, each using a

di fferent care-of address, then each of those bindings are given a
uni que identifier. Each of the binding identifiers will have a
uni que value that will be different fromthe identifiers assigned
to the nobile node’s other bindings.

Fl ow I dentifier (FID)

It is an identifier for a given IP flow, uniquely identified by
source address, destination address, protocol type, source port,
destination port, Security Paraneter |ndex, and other paraneters
as identified in [RFC6088]. |In the context of this docunent, the
IP flows associated with a nobile node are the IP flows using its
home address. For a mobile router, the IP flows also include the
IP flows using the nmobile network prefix [ RFC6626] .

Overvi ew

The illustration belowin Figure 1 is an exanple scenario where a
nmobi | e node is connected to WLAN, LTE, and CDVMA access networks. The
mobi |l e node is configured with a home address, HoA 1, and has
obt ai ned the follow ng care-of addresses [RFC5944]: CoA 1, fromthe
WLAN network; CoA 2, fromthe LTE network; and CoA 3, fromthe CDVA
net wor k.

The nobil e node using the extensions specified in this docunment
registers all three care-of addresses with its hone agent. The
mobi | e node al so establishes an I P tunnel with the home agent using
each of its IP addresses, which results in three IP tunnels
(Tunnel _1, Tunnel 2, and Tunnel 3) between the nobile node and the
home agent. Each of the tunnels represents an overlay routing path
bet ween the nobil e node and the home agent and can be used for
forwarding the nobile node’s IP traffic.

Furthernore, using the extensions specified in this docunent, the
nmobi | e node and the hone agent can negotiate an IP flow policy. The
negotiated flow policy allows the nobile node and the home agent to
determine the access network path for each of the nobile node’'s IP
flows.
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3.1. Exanple Call Flow
Figure 3 is the call flow for the exanple scenario where a nobile

node is connected to WLAN and LTE access networks.

| M| | WAN | | LTE | | HA |
| | | Net wor k| | Net wor k| | |

| <-m (1) e > _ | o |
| | RRQ (Ml tipath, Flow Bi nding) |
oo (2) s >|
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o (B e T |
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| | RRQ (Multipath, Flow Binding) |

o (8) oo >

I | RRP I I

| <o (7)o |

| M P Tunnel through LTE Access Network |

| I

* *
(Policy-based Routing Rule) (Policy-based Routing Rule)

Figure 3: Miltipath Negotiation - Exanple Call Fl ow

0o (1): The nobile node attaches to the W.AN network and obtains the
| P address configuration for its W.AN interface.

0 (2)-(3): The nobil e node sends a Registration Request (RRQ
[ RFC5944] to the home agent through the WLAN network. The nessage
includes the Multipath (Section 4.1) and the Fl ow Bi ndi ng
(Section 4.2) Extensions. The hone agent, upon accepting the
request, sends a Registration Reply (RRP) [RFC5944] wth a value
of (0) in the Code field of the Registration Reply.
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0o (4): The nobile node and the home agent establish a bidirectiona
I P tunnel over the WL.AN net wor k.

0 (5): The nobile node attaches to the LTE network and obtains the
| P address configuration fromthat network.

0 (6)-(7): The nobile node sends a Registration Request to the hone
agent through the LTE network. The message includes the Miltipath
and the Fl ow Bi ndi ng Extensi ons. The Fl ow Bi ndi ng Extension
indicates that all HTTP flows need to be routed over the W.AN
network and if the WLAN access network is not available, they need
be routed over other access networks. The negotiated policy also
requires all voice-related traffic flows to be routed over the LTE
networ k. The home agent, upon accepting the request, sends a
Registration Reply with a value of (0) in the Code field of the
Regi stration Reply.

0 (8): The nobile node and the honme agent establish a bidirectiona
I P tunnel over the LTE network. The negotiated traffic flow
policy is applied. Both the hone agent and the nobile node route
all the voice flows over the tunnel established through the LTE
access network and the HTTP flows over the W.AN network

4. Message Extensions

Thi s specification defines the follow ng new extensions to Mbile IP
4.1. Miltipath Extension

This extension is used for requesting multipath support. It

i ndi cates that the sender is requesting the hone agent to register

the current care-of address listed in this Registration Request as
one of the many care-of addresses through which the nobile node can

be reached. It is also for carrying the information specific to the
interface to which the care-of address that is being registered is
bound.

Thi s extension is a non-skippabl e extensi on and MAY be added by the
mobi |l e node to the Registration Request nmessage. There MJUST NOT be
nore than one instance of this extension present in the nessage.
Thi s extensi on MJST NOT be added by the hone agent to the

Regi strati on Reply.

Thi s extensi on should be protected using the Mbile-Home

Aut henti cati on Extension [RFC5944]. As specified in Sections 3.2 and
3.6.1.3 of [RFC5944], the nobile node MIST place this Extension
before the Mobil e-Hone Authentication Extension in the registration
messages so that this extension is integrity protected.
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The format of this extension is as shown below. It adheres to the
| ong extension format described in [ RFC5944].

0 1 2 3
01234567890123456789012345678901
T T S S e T o S U S SUp S SEp S SR S i

| Type | Subt ype | Length |
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| I f-ATT | | f - Label | Binding ID |BlQ Reserved

I i S T i i S e e S i e o
Figure 4: Miltipath Extension
Type
Type: Ml ti pat h- Ext ensi on- Type (154)
Subt ype
This field MIST be set to a value of 1 (Miltipath Extension).
Length

The I ength of the extension in octets, excluding Type, Subtype,
and Length fields. This field MJST be set to a val ue of 4.

Interface Access-Technol ogy Type (If-ATT)

This 8-bit field identifies the Access Technol ogy type of the
i nterface through which the nobile node is connected. The
permitted values for this are fromthe Access Technol ogy Type
registry defined in [ RFC5213].

Interface Label (If-Label)

This 8-bit field represents the interface |abel represented as an
unsigned integer. The nobile node identifies the |abel for each
of the interfaces through which it registers a CoA with the home
agent. \When using static traffic flow policies on the nobile node
and the hone agent, the | abel can be used for indexing forwarding
policies. For exanple, the operator nmay have a policy that binds
an I[P flow "F1" to any interface with the |label "Blue". Wen a
registration through an interface matching the |abel "Blue" gets
activated, the hone agent and the nobile node establish an I P
tunnel and the tunnel is marked with that |label. Both the hone
agent and the nobil e node generate traffic rules for forwarding IP
flowtraffic "F1" through the nmobile I P tunnel matching the | abel
"Blue". The permitted values for |f-Label are 1 through 255.
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4.

2

Bi nding Identifier (BID)

This 8-bit field is used for carrying the binding identifier. It
uniquely identifies a specific binding of the nobile node
associated with this Registration Request. Each binding
identifier is represented as an unsigned integer. The pernitted
val ues are 1 through 254. The BID value of 0 and 255 are
reserved.

Bul k Re-registration Flag (B)

The (B) flag, if set to a value of (1), notifies the home agent to
update the binding lifetinme of all the nobile node’s bindings upon
accepting this request. The (B) flag MJUST NOT be set to a val ue
of (1) if the value of the Registration Overwite Flag (O flag is
set to a value of (1)

Regi stration Overwite (O

The (O flag, if set to a value of (1), notifies the home agent
that upon accepting this request it should replace all of the
nmobi | e node’ s existing bindings with the new binding that will be
created upon accepting this request. The (O flag MJUST NOT be set
to a value of (1) if the value of the Bulk Re-registration Flag
(B) is set to a value of (1). This flag MIUST be set to a val ue of
(0) in De-Registration requests.

Reserved (R

This 6-bit field is unused for now The value MJST be initialized
to (0) by the sender and MJST be ignored by the receiver

Fl ow Bi ndi ng Ext ensi on

Thi s extension contains information that can be used by the nobile
node and the hone agent for binding nobile node’'s IP flows to a
specific nultipath registration. There can be nore than one instance
of this extension present in the message.

Thi s extension is a non-skippabl e extension and MAY be added to the
Regi stration Request by the nobile node or by the hone agent to the
Regi strati on Reply.

Thi s extensi on should be protected by Mbile-Home Authentication
Extensi on [ RFC5944]. As specified in Section 3.2 and 3.6.1.3 of

[ RFC5944], the nobil e node MIST place this extension before the
Mobi | e- Home Aut henti cation Extension in the registrati on nessages so
that this extension is integrity protected.
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The format of this extension is as shown below. It adheres to the
| ong extension format described in [ RFC5944].

0 1 2 3
01234567890123456789012345678901
i I s I i i S SR S S S
| Type | Subt ype | Length |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| Acti on | BID Count | Bl D Li st ~
B T S i T s i i e e SEI S
| TS For mat | Traffic Sel ector ~
I I S e I S e i S
Figure 5: Fl ow Bi ndi ng Extension
Type
Type: Ml ti pat h- Ext ensi on- Type (154)
Subt ype
This field MIST be set to a value of 2 (Fl ow Bi ndi ng Extension).
Lengt h

The I ength of the extension in octets, excluding Type, Subtype,
and Length fields.

Acti on

The Action field identifies the traffic rule that needs to be
enforced. Follow ng are the possible val ues.
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| Drop matching packets. Afilter rule

| indicating a drop action MJST include a single
| BID byte, the value of which MAY be set to 255
| by the sender and the value of which SHOULD be
| ignored by the receiver.

| Forward matching packets to the first BID in the|
| list of BIDs the filter rule is pointing to. |
| I'f the first BID becones invalid (i.e., the |
| corresponding CoA is de-registered), use the |
| next BIDin the list. |

Figure 6: Action Rules for the Traffic Sel ector
Bl D Count

Total nunmber of binding identifiers that followthis field. The
permtted values for this field are 1 through 8; each binding
identifier is represented as an unsigned integer in a single octet
field. There is no delinmter between two binding identifier

val ues; they are spaced consecutively.

TS For nat

An 8-bit unsigned integer indicating the Traffic Selector (TS)
Format. The value (0) is reserved and MUST NOT be used. Wen the
value of the TS Format field is set to (1), the format that
follows is the IPv4 Binary Traffic Selector specified in

Section 3.1 of [RFC6088], and when the value of the TS For nmat
field is set to (2), the format that follows is the | Pv6 Binary
Traffic Selector specified in Section 3.2 of [RFC6088]. The |Pv6
traffic selectors are only rel evant when the nobile node registers
| Pv6 prefixes per [ RFC5454].

Traffic Sel ector
A variabl e-1 ength opaque field for including the traffic
specification identified by the TS Format field. It identifies

the traffic selectors for matching the IP traffic and binding them
to specific binding identifiers.
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4.3. New Error Codes for Registration Reply

Thi s docunent defines the follow ng error code values for use by the
honme agent in the Code field of the Registration Reply.

MULTI PATH NOT_ALLOAED (Multipath Support not allowed for this nobile
node): 152

I NVALI D FB_ I DENTI FI ER (Invalid Fl owBinding Identifier): 153
5. Protocol Operation
5.1. Mbobile Node Considerations

o The nobile node should register a care-of address for each of the
connected interfaces that it wishes to register with the hone
agent. It can do so by sending a Registration Request to the hone
agent through each of those interfaces.

0 Each of the Registration Requests that is sent includes the care-
of address of the respective interface. The Registration Request
has to be routed through the specific interface for which the
registration is sought for. Sone of these interfaces may be
connected to networks with a configured foreign agent on the link,
and in such foreign-agent-based registrations, the care-of address
will be the I P address of the foreign agent.

o0 A Miltipath Extension (Section 4.1) reflecting the interface
paraneters is present in each of the Registration Requests. This
serves as an indication to the hone agent that the Registration
Request is a Miultipath registration and the honme agent will have
to register this care-of address as one of the many care-of
addresses through which the nobile node’s home address is
reachabl e.

o |If the nobile node is configured to exchange IP flow policy to the
home agent, then the Fl ow Bi ndi ng Extension (Section 4.2)
reflecting the flow policy can be included in the message.

O herwi se, the Flow Binding Extension will not be included.

o0 The nobile node, upon receiving a Registration Reply with the Code
val ue set to MJULTI PATH NOT_ALLOWNED, MAY choose to register wthout
the Multipath Extension specified in this docunent. This inplies
the hone agent has not enabled multipath support for this nobile
node and hence nultipath support MJST be di sabled on the nobile
node.
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o The nobile node, upon receiving a Registration Reply with the Code
val ue set to INVALID FB | DENTI FI ER, MJST re-regi ster that specific
bi nding with the home agent.

0 The nobile node at any tinme can extend the lifetinme of a specific
care-of address registration by sending a Registration Request to
the home agent with a new lifetine value. The nessage MJST be
sent as the initial multipath registration and nmust be routed
through that specific interface. The message MJST include the
Mul tipath Extension (Section 4.1) with the value in the Binding ID
field set to the binding identifier assigned to that binding.

Al ternatively, the hone agent can send a single Registration
Request with the Bulk Re-registration Flag (B) set to a val ue of
(1). This serves as a request to the home agent to update the
registration lifetime of all the nobile node’s registrations.

o0 The nobile node can, at any tinme, de-register a specific care-of
address by sending a Registration Request to the honme agent with a
lifetime value of (0). The nessage nust include the Miltipath
Extension (Section 4.1) with the value in the Binding ID field set
to the binding identifier assigned to that binding.

Al ternatively, the hone agent can send a single Registration
Request with the Bulk Re-registration Flag (B) set to a val ue of
(1) and a lifetime value of (0). This serves as a request to the
hone agent to consider this request as a request to de-register
all the nobile node’s care-of addresses.

o0 The nobile node can, at any tinme, update the paraneters of a
specific registration by sending a Registration Request to the
home agent. This includes a change of care-of address associated
with a previously registered interface. The nessage nust be sent
as the initial multipath registration and nmust be routed through
that specific interface. The message must include the Miltipath
Extension (Section 4.1) with the value in the Binding ID field set
to the binding identifier assigned to that binding, and the
Overwite Flag (O flag MJST be set to a value of (1).

o The mobile node, upon receiving a Registration Reply with the Code
value set to O (registration accepted), will establish a Mbile IP
tunnel to the hone agent using that care-of address. Wen using a
forei gn agent care-of address, the tunnel is between the hone
agent and the foreign agent. The tunnel encapsul ation type and
any other paraneters are based on the registration for that path.
If there is also an exchange of flow policy between the nobile
node and the hone agent, with the use of Fl ow Bi ndi ng Extensions,
then the nobile node nust set up the forwardi ng plane that matches
the flow policy.
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5.2. Honme Agent Considerations

The hone agent, upon receiving a Registration Request froma nobile
node with a Miltipath Extension, should check if the nobile node is
aut horized for multipath support. |If nultipath support is not

enabl ed, the home agent MUST reject the request with a Registration
Reply and with the Code set to MJULTI PATH_NOT_ALLOWED.

If the received Registration Request includes a Miltipath Extension
and additionally has the Bulk Re-registration (B) flag set to a val ue
of (1), then the hone agent MJST extend the lifetine of all the

bi ndi ngs associated with that nobile node.

The hone agent, upon receipt of a Registration Request with the Fl ow
Bi ndi ng Extension, must process the extension and, upon accepting the
flow policy, nust set up the forwardi ng plane that nmatches the flow
policy. |If the home agent cannot identify any of the binding
identifiers, then it MJST reject the request with a Registration
Reply and with the Code set to | NVALI D FB_I DENTI FI ER

If the received Registration Request includes a Miltipath Extension
and additionally has the Registration Overwite (O flag set to a
val ue of (1), then the honme agent MJUST consider this as a request to
replace all other nobile node’s bindings with just one binding and
that is the binding associated with this request.

6. Routing Considerations

When nultipath registration is enabled for a nobility node, there
will be multiple Mbile IP tunnels established between a nobile node
and its hone agent. These Mbile IP tunnels appear to the forwarding
pl ane of the mobile node as equal -cost, point-to-point |inks.

If there is also an exchange of traffic flow policy between the
nmobi | e node and the hone agent, with the use of Fl ow Binding

Ext ensi ons (Section 4.2), then the nobile node’s IP traffic can be
routed by the nobility entities as per the negotiated flow policy.
However, if multipath is enabled for a nobility session w thout the
use of any flow policy exchange, then both the nobile node and the
honme agent are required to have a pre-configured static flow policy.
The specific details on the senantics of this static flow policy are
out side the scope of this docunent.

In the absence of any established traffic flow policies, nost IP
hosts support two alternative traffic |oad-bal anci ng schenes, per-
fl ow and per-packet |oad bal ancing [ RFC2991]. These | oad- bal anci ng
schenes all ow the forwarding plane to evenly distribute traffic on
ei ther a per-packet or per-flow basis, across all the available
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equal -cost links through which a destination can be reached. The
default forwardi ng behavior of per-flow |oad balancing will ensure a
given fl ow al ways takes the sane path and will elimnate any packet
re-ordering issues, and that is critical for delay-sensitive traffic,
wher eas the per-destination |oad-bal anci ng schene | everages all the
pat hs much nore effectively but with the potential issue of packet
re-ordering on the receiver end. This issue will be specially
magni fi ed when the access |inks have very different forwarding
characteristics. A host can choose to enable any of these
approaches. Therefore, this specification recommends the use of per-
fl ow | oad bal anci ng.

7. 1 ANA Consi derations
Per this docunent, the followi ng | ANA acti ons have been conpl et ed.

0 Action 1: This specification defines two new Mdbile |P extensions,
the Multipath Extension and the Fl ow Bi nding Extension. The
format of the Multipath Extension is described in Section 4.1, and
the format of the Fl ow Binding Extension is described in
Section 4.2. Both of these extensions are non-skippabl e
extensions to the Mbile I Pv4 header in accordance to the |ong
extension format of [RFC5944]. Both of these extensions use a
common Type val ue, Milti path-Extension (154), but are identified
usi ng different Subtype values. The Type value 154 for these
ext ensi ons has been allocated fromthe "Extensions to Mbile IP
Regi stration Messages" registry at the URL
<http://ww. i ana. or g/ assi gnment s/ nobi | ei p-nunbers>. The field
"Permitted for Notification Messages" for this extension MJST be
set to "N'.

0 Action 2: This specification defines a new nessage subtype space,
Mul tipath Extension subtype. This field is described in
Section 4.1. The values for this subtype field are managed by
| ANA under the "Ml tipath Extension subtypes (Value 154)"
registry. This specification reserves the follow ng Type val ues.
Approval s of new Miltipath Extension subtype values are to be nade
through | ANA Expert Revi ew [ RFC5226].
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[ s e s s s s s oo e s e s e s
| O | Reserved |
[} s —_—_——————————————————(—(—————
| 1 | Multipath Extension |
[ e sty o}
| 2 | Fl ow Bi ndi ng Extension |
[ s e s s s s s oo e s e s e s

0 Action 3: This docunent defines new status code val ues,
MULTI PATH_NOT_ALLOWED (152) and | NVALI D_FB_| DENTI FI ER (153), for
use by the home agent in the Code field of the Registration Reply,
as described in Section 4.3. These val ues have been assigned from
the "Regi stration denied by the hone agent" registry at
<http://ww. i ana. or g/ assi gnment s/ nobi | ei p- nunber s>

8. Security Considerations

This specification allows a nobile node to establish multiple Mbile
IP tunnels with its home agent by registering a care-of address for
each of its active roamng interfaces. This essentially allows the
mobil e node’s IP traffic to be routed through any of the tunnel paths
based on a static or a dynamcally negotiated flow policy. This new
capability has no inpact on the protocol security. Furthernore, this
specification defines two new Mobile | P extensions, the Miultipath

Ext ensi on and the Fl ow Bi ndi ng Extension. These extensions are
specified to be included in Mbile IP control nmessages, which are
authenticated and integrity protected as described in [ RFC5944].
Therefore, this specification does not weaken the security of the
Mobile | P protocol and does not introduce any new security

vul nerabilities.
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