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I nt roduction

The Extensible Messagi ng and Presence Protocol (XMPP) [RFC6120] is
application profile of the Extensible Markup Language [ XM.] for
streaming XM. data in close to real tine between any two or nore
networ k-aware entities. The address format for XMPP entities was
originally devel oped in the Jabber open-source community in 1999,
first described by [ XEP-0029] in 2002, and then defined canonically
by [RFC3920] in 2004 and [ RFC6122] in 2011

As specified in RFCs 3920 and 6122, the XMPP address format used th
"stringprep" technol ogy for preparation and compari son of non-ASCl |
characters [RFC3454]. Follow ng the novenent of internationalized
domai n nanes away from stringprep, this docunent defines the XMPP
address format in a way that no | onger depends on stringprep (see t
Preparation, Enforcenent, and Conparison of Internationalized Strin
(PRECI S) problem statenent [RFC6885]). Instead, this docunment bui
upon the internationalization franmework defined by the IETF s PREC
wor ki ng group [ RFC7564].
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Al t hough every attenpt has been nade to ensure that the characters
all owed in Jabber ldentifiers (JIDs) under stringprep are stil

al | oned and handl ed in the same way under PRECIS, there is no
guarantee of strict backward conpatibility because of changes in
Uni code and the fact that PRECI S handling is based on Unicode
properties, not a hardcoded table of characters. Because it is
possi bl e that previously valid JIDs night no | onger be valid (or
previously invalid JIDs mght now be valid), operators of XWP
services are advised to performcareful testing before mgrating
accounts and other data (see Section 6 of [RFC7613] for guidance).

Thi s docunent obsol etes RFC 6122.
2. Term nol ogy

Many inportant terns used in this docunment are defined in [ RFC7564],
[ RFC5890], [RFC6120], [RFC6365], and [ Uni code].

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in

[ RFC2119] .

3. Addresses
3. 1. Fundament al s

An XMPP entity is anything that can communi cate using XMPP. For

hi storical reasons, the network address of an XMPP entity is called a
JID. Awvalid JIDis a string of Unicode code points [ Unicode],
encoded using UTF-8 [ RFC3629], and structured as an ordered sequence
of local part, domainpart, and resourcepart, where the first two parts
are demarcated by the '@ character used as a separator and the | ast
two parts are simlarly demarcated by the '/’ character (e.qg.

<j uli et @xanpl e. coni bal cony>).

The syntax for a JIDis defined as follows, using the Augnmented
Backus- Naur Form (ABNF) as specified in [ RFC5234].
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jid = [ localpart "@ ] domainpart [ "/" resourcepart ]
| ocal part = 1*1023(user byt e)
: a "userbyte" is a byte used to represent a
; UTF-8 encoded Uni code code point that can be
; contained in a string that conforns to the
; UsernaneCaseMapped profile of the PRECI S
; ldentifierd ass defined in RFC 7613
domai npart = iP—IiteraI / 1 Pvdaddress / ifqdn
: the "I Pv4address" and "IP-literal" rules are
; defined in RFCs 3986 and 6874, respectively,
; and the first-match-wins (a.k.a. "greedy")
; algorithmdescribed in Appendix B of RFC 3986
; applies to the matching process
i f qdn = 1%1023( domai nbyt e)

a "domai nbyte" is a byte used to represent a
UTF- 8 encoded Uni code code point that can be
contained in a string that conforns to RFC 5890

resour cepart 1*1023( opaquebyt e)

; an "opaquebyte" is a byte used to represent a
; UTF-8 encoded Uni code code point that can be
; contained in a string that conforns to the
; OpaqueString profile of the PREC S
; FreefornC ass defined in RFC 7613

Al JIDs are based on the foregoing structure. However, note that
the formal syntax provided above does not capture all of the rules
and restrictions that apply to JIDs, which are described bel ow.

Each al |l owabl e portion of a JID (local part, domainpart, and
resourcepart) is 1 to 1023 octets in length, resulting in a maxi num
total size (including the '@ and '/’ separators) of 3071 octets.

I mpl enentation Note: The length linmts on JIDs and parts of JIDs
are based on octets (bytes), not characters. UTF-8 encodi ng can
result in nore than one octet per character

I mpl enentati on Note: When dividing a JIDinto its conponent parts,
an i npl ementation needs to match the separator characters '@ and
"/’ before applying any transformation al gorithns, which night

deconpose certain Uni code code points to the separator characters.
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I mpl ement ati on Note: Reuse of the IP-literal rule from [ RFC6874]
inmplies that |1 Pv6 addresses are enclosed within square brackets
(i.e., beginning with '[’ and ending with "]"), which was not the
case with the definition of the XMPP address format in [ RFC3920]
but which was changed in [ RFC6122]. Also note that the IP-litera
rul e was updated between [ RFC3986] and [ RFC6874] to optionally add
a zone identifier to any literal address.

Thi s docunent defines the native format for JIDs; see [RFC5122] for
i nformati on about the representation of a JID as a Uni form Resource
Identifier (URI) [RFC3986] or Internationalized Resource Identifier
(IRI') [RFC3987] and the extraction of a JID froman XMPP URI or IRl.

3.2. Domai npart

The domainpart of a JIDis the portion that remains once the
foll owi ng parsing steps are taken

1. Renove any portion fromthe first '/’ character to the end of the
string (if there is a '/’ character present).

2. Renove any portion fromthe beginning of the string to the first
'@ character (if thereis an '@ character present).

This parsing order is inmportant, as illustrated by exanple 15 in
Section 3.5.

The domainpart is the primary identifier and is the only REQU RED
el ement of a JID (a nmere donmainpart is a valid JID). Typically,

a donai npart identifies the "home" server to which clients connect
for XML routing and data managenment functionality. However, it is
not necessary for an XMPP donmi npart to identify an entity that
provi des core XMPP server functionality (e.g., a domainpart can
identify an entity such as a nulti-user chat service [ XEP-0045], a
publ i sh-subscri be service [ XEP-0060], or a user directory).

The donmi npart for every XMPP service MJUST be a fully qualified
domai n nane (FQDN), an |Pv4 address, an | Pv6 address, or an
unqual ified hostname (i.e., a text label that is resolvable on a
| ocal network).

I nformational Note: The term"fully qualified domain nanme" is not

well defined. |In [RFCL034], it is also called an absol ute domain
nane, and the two terms are associated in [RFCL535]. The earliest
use of the termcan be found in [RFC1123]. References to those

ol der specifications ought not to be construed as limting the
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characters of a fully qualified domain name to the ASCI| range;
for exanple, [RFC5890] nmentions that a fully qualified domain name
can contain one or nore U abels.

Interoperability Note: Dommi nparts that are | P addresses m ght not
be accepted by other services for the purpose of server-to-server
communi cati on, and domai nparts that are unqualified hostnanes
cannot be used on public networks because they are resol vable only
on a | ocal network.

If the donminpart includes a final character considered to be a | abe
separator (dot) by [RFCL034], this character MJST be stripped from
the domai npart before the JID of which it is a part is used for the
pur pose of routing an XM. stanza, conparing agai nst another JID, or

constructing an XMPP URI or IR [RFC5122]. In particular, such a
character MJST be stripped before any other canonicalization steps
are taken.

In general, the content of a domminpart is an Internationalized
Domain Nanme (I DN) as described in the specifications for
Internationalized Domain Names in Applications (commonly call ed

"1 DNA2008"), and a dommi npart is an "I DNA-aware domain nane slot" as
defined in [ RFC5890].

After any and all nornalization, conversion, and mappi ng of code
points as well as encoding of the string as UTF-8, a domai npart MJUST
NOT be zero octets in length and MIUST NOT be nore than 1023 octets in
length. (Naturally, the length limts of [RFCL034] apply, and
nothing in this docunent is to be interpreted as overriding those
nmore fundanmental limts.)

Detail ed rul es and considerations for preparation, enforcement, and
comparison are provided in the follow ng sections.

3.2.1. Preparation

An entity that prepares a string for inclusion in an XMPP donai npart
sl ot MJST ensure that the string consists only of Unicode code points
that are allowed in NR-LDH | abels or U-labels as defined in

[ RFC5890]. This inplies that the string MJUST NOT include A-|labels as
defined in [ RFC5890]; each A-label MJUST be converted to a U1 abel
during preparation of a string for inclusion in a domai npart slot.

In addition, the string MJST be encoded as UTF-8 [ RFC3629].
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3.

3.

3.

2. 2. Enf or cenent

An entity that perforns enforcenment in XMPP domai npart slots MJST
prepare a string as described in Section 3.2.1 and MUST al so apply
the nornalization, case-nmapping, and w dt h-mapping rules defined in
[ RFC5892] .

I nformational Note: The order in which the rules are applied for

| DNA2008 (see [RFC5892] and [RFC5895]) is different fromthe order
for local parts and resourceparts as descri bed under Sections 3.3
and 3. 4.

2.3. Comparison

An entity that perforns conparison of two strings before or after
their inclusion in XMPP domai npart slots MJST prepare each string as
specified in Section 3.2.1 and then enforce the normalization,

case- mappi ng, and w dt h-mappi ng rul es specified in Section 3.2.2.
The two strings are to be considered equivalent if they are an exact
octet-for-octet match (sonetimes called "bit-string identity").

3. Local part

The local part of a JIDis an optional identifier placed before the
domai npart and separated fromthe latter by the '@ character.
Typically, a local part uniquely identifies the entity requesting and
usi ng network access provided by a server (i.e., a local account),
although it can also represent other kinds of entities (e.g., a
chatroom associated with a nulti-user chat service [ XEP-0045]). The
entity represented by an XMPP local part is addressed within the
context of a specific domain (i.e., <local part@onai npart>).

The | ocal part of a JID MUST NOT be zero octets in |length and MJUST NOT
be nore than 1023 octets in length. This rule is to be enforced
after any nornalizati on and mappi ng of code points as well as
encodi ng of the string as UTF-8.

The local part of a JIDis an instance of the UsernaneCaseMapped
profile of the PRECIS IdentifierC ass, which is specified in

[ RFC7613]. The rules and considerations provided in that
specification MUST be applied to XMPP | ocal parts.

I mpl ement ati on Note: XMPP uses the Sinple Authentication and
Security Layer (SASL) [RFC4422] for authentication. At the tine
of this witing, sone SASL nechani sns use SASLprep [ RFC4013] for
the handling of usernames and passwords; in the future, these SASL
mechanisnms will likely transition to the use of PRECI S-based
handling rules as specified in [RFC7613]. For a detailed
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3. 3.

3.

4.

di scussi on about the inplications of that transition (including
the potential need to nmodify or renove certain characters in the
under | yi ng account database), see both Section 6 and Appendix A
of [RFC7613].

1. Further Excluded Characters
In XMPP, the followi ng characters are explicitly disallowed in XMPP
| ocal parts, even though they are allowed by the Identifierd ass base
cl ass and the User nanmeCaseMapped profil e:
" U+0022 ( QUOTATI ON MARK)
& U+0026 ( AMPERSAND)
" W0027 ( APOSTROPHE)
[ U+002F (SOLI DUS)

U+003A ( COLON)
< W003C (LESS- THAN SI GN)
> U+003E ( GREATER- THAN SI GN)
@ U+0040 ( COMIVERCI AL AT)
I mpl enent ati on Note: An XMPP-specific nmethod for escaping the
foregoi ng characters (along with U+0020, i.e., ASCI| space) has
been defined in the JID Escaping specification [ XEP-0106].
Resour cepart
The resourcepart of a JIDis an optional identifier placed after the
dommi npart and separated fromthe latter by the '/’ character. A
resourcepart can nodify either a <l ocal part @onai npart> address or a
mere <dommi npart> address. Typically, a resourcepart uniquely
identifies a specific connection (e.g., a device or |ocation) or
object (e.g., an occupant in a multi-user chatroom [ XEP-0045])

belonging to the entity associated with an XVMPP | ocal part at a domain
(i.e., <local part@onai npart/resourcepart>).
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XMPP entities SHOULD consi der resourceparts to be opaque strings and
SHOULD NOT inpute nmeaning to any given resourcepart. In particular:

0o Use of the '/’ character as a separator between the donmi npart and
the resourcepart does not inply that XMPP addresses are
hi erarchical in the way that, say, HTTP URIs are hierarchical (see
[ RFC3986] for general discussion); thus, for exanple, an XMPP
address of the form <l ocal part @omai npart/f oo/ bar> does not
identify a resource "bar" that exists below a resource "foo" in a
hi erarchy of resources associated with the entity
"| ocal part @onmi npart".

o0 The '@ character is allowed in the resourcepart and is often used
in the "handl e" shown in XMPP chatroons [ XEP-0045]. For exanple,
the JID <room@hat . exanpl e. conf user @ost > descri bes an entity who
is an occupant of the room <room@hat. exanpl e.conm> with a handl e
of <user @ost>. However, chatroom services do not necessarily
check such an asserted handl e agai nst the occupant’s real JID

The resourcepart of a JID MUST NOT be zero octets in | ength and MJST
NOT be nore than 1023 octets in length. This rule is to be enforced
after any nornmalizati on and mappi ng of code points as well as
encodi ng of the string as UTF-8.

The resourcepart of a JIDis an instance of the OQpaqueString profile
of the PRECIS FreefornC ass, which is specified in [ RFC/613]. The
rul es and considerations provided in that specification MIST be
applied to XMPP resourceparts.

3.4.1. Applicability to XMPP Ext ensi ons

In sone contexts, it nmight be appropriate to apply nore restrictive
rules to the preparation, enforcenent, and conparison of XWMPP
resourceparts. For exanple, in XMPP Milti-User Chat [ XEP-0045] it
m ght be appropriate to apply the rules specified in

[ PRECI S-Ni cknane]. However, the application of nore restrictive
rules is out of scope for resourceparts in general and is properly
defined in specifications for the rel evant XMPP ext ensi ons.

3.5. Exanples
The foll owing exanples illustrate a small nunber of JIDs that are
consistent with the format defined above (note that the characters

"<" and ">" are used to delineate the actual JIDs and are not part of
the JIDs themnsel ves).
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e T Y e T +
| #1 JID | Notes |
T o e e e e e e e e e e aa o - +
| 1| <juliet@xanple.conr | A "bare JID |
e O +
| 2| <juliet@xanple.conlfoo> | A"full JID |
e T T TRy +
| 3| <juliet@xanple.comfoo bar> | Single space in resourcepart |
T o e e e e e e e e e e aa o - +
| 4| <juliet@xanple.conlifoo@ar> | "At" sign in resourcepart |
e e ee e iaeiiieaiaecaiaaaaas +
| 5| <foo\20bar@xanple.con | Single space in |ocal part, as |

| | | optionally escaped using the |
| | | XMPP JI D Escapi ng extension |

i oo o e e e e e e e e e oo oo o +
| 6 | <fussball @xanple.cone | Another bare JID |
o m e e e e e e e e e eee o on o m e e e e e e e aaao o +
| 7 | <fu&#xDF; ball @xanpl e.cone | The third character is LATIN |
| | | SMALL LETTER SHARP S (U+00DF) |
o mm e e e e e e e e e e e e e e e mam- o mm e e e e e e e e e e e memmao-- +
| 8 | <&#x3CO; @xanpl e.conp | A localpart of GREEK SMALL |
| | | LETTER PI (U+03C0) |
o m e e e e e e e e e eee o on o m e e e e e e e aaao o +
| 9| <&#x3A3; @xanple.com foo> | A local part of GREEK CAPI TAL |
| | | LETTER SI GVA ( U+03A3) |
o mm e e e e e e e e e e e e e e e mam- o mm e e e e e e e e e e e memmao-- +
| 10| <&#x3C3; @xanpl e.com foo> | A local part of GREEK SMALL |
| | | LETTER SI GVA (U+03C3) |
o m e e e e e e e e e eee o on o m e e e e e e e aaao o +
| 11] <&#x3C2; @xanpl e.com f oo> | A local part of GREEK SMALL |
| | | LETTER FI NAL SI GVA (U+03C2) |
o mm e e e e e e e e e e e e e e e mam- o mm e e e e e e e e e e e memmao-- +
| 12| <king@xanple.conm &#x265A>;, | A resourcepart of the Unicode |
| | | character BLACK CHESS Kl NG |
(. | (U+265A) I
o e e e e e e e e e e eee— oo n o m e e e e e e aaao o +
| 13| <exanple.cone | A domai npart |
o mm e e e e e e e e e e e e e e e mam- o mm e e e e e e e e e e e memmao-- +
| 14| <exanpl e.conl foobar> | A dommi npart and resourcepart |
oo e e e e e e e oo oo oo e e e e e e e e oo oo +

| 15| <a.exanple.conf b@xanpl e.net>] A donmainpart followed by a |
I | | resourcepart that contains an |
[ | "at" sign |

Table 1. A Sanple of Legal JIDs
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Several points are worth noting. Regarding exanples 6 and 7

al though in German the character esszett (LATIN SMALL LETTER SHARP S
(W00DF)) can nostly be used interchangeably with the two characters
"ss", the localparts in these exanples are different, and (if

desired) a server would need to enforce a registration policy that
disall ows one of themif the other is registered. Regarding exanples
9, 10, and 11: case-mappi ng of GREEK CAPI TAL LETTER SI GVA (U+03A3) to
| owercase (i.e., to GREEK SMALL LETTER SI GVA (UW+03C3)) during
comparison would result in matching the JIDs in exanples 9 and 10;
however, because the PRECI S mappi ng rul es do not account for the
speci al status of GREEK SMALL LETTER FI NAL SI GVA (W+03C2), the JIDs
in exanples 9 and 11 or exanples 10 and 11 would not be matched.
Regar di ng exanmpl e 12: synbol characters such as BLACK CHESS Kl NG
(WH265A) are allowed by the PRECI S FreefornC ass and thus can be used
in resourceparts. Regarding exanples 14 and 15: JIDs consisting of a
dommi npart and resourcepart are rarely seen in the wild but are

al | oned according to the XMPP address format. Exanple 15 illustrates
the need for careful extraction of the dommi npart as described in
Section 3.2.
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The foll owing exanples illustrate strings that are not JIDs because
they violate the format defined above.

T o mm e e e e e e a— oo oo +
| # | Non-JID string | Notes |
o e e e e e e e e e e eee— oo n o m e e e e e e aaao o +
| 16] <"juliet"@xanple.conr | Quotation marks (U+0022) in |
| | | local part |
T o e e e e e e e e e e aa o - +
| 17| <foo bar @xanpl e. com> | Space (U+0020) in |ocal part |
o m e e e e e e e e e eee o on o m e e e e e e e aaao o +
| 18] <juliet@xanple.com foo> | Leadi ng space in resourcepart |
o m e e e e e e e e e e mee— oo - o m e e e e e e aaa oo +
| 19| <@xample.coni> | Zero-length |ocal part and |
| | | resourcepart |
T o mm e e e e e e a— oo oo +

| 20| <henry&#x2163; @xanple.conr» | The sixth character is ROVAN |
I I | NUMERAL FOUR (U+2163) |

I T Y T T TRy +
| 21| <&#x265A; @xanpl e. conp | A localpart of BLACK CHESS |
| | | KING (U+265A) |
T o mm e e e e e e a— oo oo +
| 22| <juliet@ | A local part without a |
[ | domai npart |
I T Y T Ty +
| 23| </foobar> | A resourcepart wthout a |
| | | domai npart |
T o mm e e e e e e a— oo oo +

Table 2: A Sanple of Strings That Violate the JID Rules

Here again, several points are worth noting. Regarding exanple 17:
even though ASCI| space (U+0020) is disallowed in the PRECI S
IdentifierCass, it can be escaped to "\20" in XMPP | ocal parts by
using the JID Escaping rules defined in [ XEP-0106], as illustrated by
example 5 in Table 1. Regarding exanple 20: the Uni code character
ROVAN NUMVERAL FOUR (W+2163) has a conpatibility equival ent of the
string fornmed of LATIN CAPITAL LETTER | (U+0049) and LATIN CAPI TAL
LETTER V (U+0056), but characters with conpatibility equivalents are
not allowed in the PRECIS Identifierdass. Regarding exanple 21:
synbol characters such as BLACK CHESS KI NG (U+265A) are not all owed
in the PRECIS Identifierd ass; however, both of the non-ASCl I
characters in exanples 20 and 21 are allowed in the PREC S
FreefornCl ass and therefore in the XMPP resourcepart (as illustrated
for U+265A by example 12 in Table 1). Regarding exanples 22 and 23:
the domainpart is required in a JID.
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4.

Enforcenent in JIDs and JID Parts

Enf orcenent entails applying all of the rules specified in this
docunment. Enforcenent of the XMPP address format rules is the
responsibility of XMPP servers. Although XMPP clients SHOULD prepare
complete JIDs and parts of JIDs in accordance with this docunent
before including themin protocol slots within XM streanms, XWPP
servers MJST enforce the rul es wherever possible and reject stanzas
and other XML el enents that violate the rules (for stanzas, by
returning a <jid-mal forned/ > error to the sender as described in
Section 8.3.3.8 of [RFC6120]).

Entities that enforce the rules specified in this docunent are
encouraged to be liberal in what they accept by following this
pr ocedur e:

1. \Were possible, map characters (e.g., through w dth mapping,
addi ti onal mappi ng, special mapping, case mappi ng, or
normal i zati on) and accept the mapped string.

2. If mapping is not possible (e.g., because a character is
disallowed in the FreefornC ass), reject the string and return a
<jid-mal fornmed/ > error.

Enf orcenment applies to conplete JIDs and to parts of JIDs. To
facilitate inplenentation, this document defines the concepts of "JID
slot", "local part slot", and "resourcepart slot" (simlar to the
concept of a "domain nanme slot" for | DNA2008 as defined in

Section 2.3.2.6 of [RFC5890]):

JID Slot: An XM elenent or attribute explicitly designated in XWMPP
or in XMPP extensions for carrying a conplete JID

Local part Slot: An XM elenent or attribute explicitly designated
in XMPP or in XMPP extensions for carrying the |ocal part of a JID.

Resourcepart Slot: An XM. elenment or attribute explicitly designated
in XMPP or in XMPP extensions for carrying the resourcepart of
a JID.

A server is responsible for enforcing the address fornmat rul es when
receiving protocol elenents fromclients where the server is expected
to handl e such elenents directly or to use them for purposes of
routing a stanza to another domain or delivering a stanza to a | oca
entity; two examples from[RFC6120] are the "to’ attribute on XM
stanzas (which is a JID slot used by XWPP servers for routing of

out bound stanzas) and the <resource/> child of the <bind/> el enent
(which is a resourcepart slot used by XMPP servers for binding of a
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resource to an account for routing of stanzas between the server and
a particular client). An exanple from][RFC6121] is the "jid
attribute of the roster <itenl> el enent.

A server is not responsible for enforcing the rules when the protoco
el ements are intended for communi cati on anbng other entities,
typically within the payload of a stanza that the server is nerely
routing to another domamin or delivering to a local entity. Two
exanples are the "initiator’ attribute in the Jingle extension

[ XEP-0166] (which is a JID slot used for client-to-client
coordination of multinedia sessions) and the 'nick’ attribute in the
Mul ti-User Chat extension [ XEP-0045] (which is a resourcepart slot
used for administrative purposes in the context of XMPP chatroons).
In such cases, the entities involved SHOULD enforce the rul es
thensel ves and not depend on the server to do so, and client

i npl ementers need to understand that not enforcing the rules can | ead
to a degraded user experience or to security vulnerabilities.
However, when an add-on service (e.g., a nulti-user chat service)
handl es a stanza directly, it ought to enforce the rules as well, as
defined in the relevant specification for that type of service.

Thi s docunent does not provide an exhaustive list of JID slots,

| ocal part slots, or resourcepart slots. However, inplenenters of
core XMPP servers are advised to consider as JID slots at |east the
followi ng el enents and attributes when they are handl ed directly or
used for purposes of routing to another domain or delivering to a

| ocal entity:

o The 'from and 'to’ streamattributes and the "from and 'to
stanza attributes [ RFC6120].
o The 'jid attribute of the roster <item> elenent for contact |ist

managenent [ RFC6121].

o0 The 'value' attribute of the <itemi> elenent for Privacy Lists
[ RFC3921] [ XEP-0016] when the value of the 'type’ attribute
is "jid".

o The 'jid attribute of the <item > element for Service D scovery
defined in [ XEP-0030].

0 The <value/> elenent for Data Forns [ XEP-0004] when the 'type
attribute is "jid-single" or "jid-multi".

o The 'jid attribute of the <conference/> el ement for Bookmark
St orage [ XEP-00438] .
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0 The <JABBERI D/ > of the <vCard/> el enent for vCard 3.0 [ XEP-0054]
and the <uri/> child of the <inpp/> elenent for vCard 4.0
[ XEP- 0292] when the XM. character data identifies an XMPP URI

[ RFC5122] .

o The "from attribute of the <delay/> el enent for Del ayed Delivery
[ XEP- 0203] .

o The 'jid attribute of the <item > element for the Bl ocking

Command [ XEP- 0191] .

o0 The "from and 'to’ attributes of the <result/> and <verify/>
el ements for Server Dial back [ XEP-0220].

o The "from and 'to’ attributes of the <ig/> <nessage/>, and
<presence/ > el enents for the Jabber Conponent Protocol [XEP-0114].

Devel opers of XMPP clients and specialized XMPP add-on services are
advi sed to check the appropriate specifications for JID slots,

| ocal part slots, and resourcepart slots in XMPP protocol extensions
such as Service Discovery [XEP-0030], Milti-User Chat [ XEP-0045],
Publ i sh- Subscri be [ XEP-0060], SOCKS5 Byt estreans [ XEP-0065], |n-Band
Regi stration [ XEP-0077], Roster Item Exchange [ XEP-0144], and Jingle
[ XEP- 0166] .

5. Internationalization Considerations

XMPP applications MJST support | DNA2008 for dommi nparts as descri bed
under Section 3.2, the UsernaneCaseMapped profile for |ocal parts as
descri bed under Section 3.3, and the OpaqueString profile for
resourceparts as described under Section 3.4. This enabl es XMPP
addresses to include a wide variety of characters outside the ASClI
range. Rules for enforcenent of the XMPP address format are provided
in [RFC6120] and specifications for various XMPP extensions.

Interoperability Note: For backward conpatibility, many existing
XMPP i npl ement ati ons and depl oynents support | DNA2003 [ RFC3490]

for domai nparts, and the stringprep [ RFC3454] profil es Nodeprep
and Resourceprep [ RFC3920] for |ocal parts and resourceparts.
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6. | ANA Consi derations
6.1. Stringprep Profiles Registry

The stringprep specification [ RFC3454] did not provide for entries in
the "Stringprep Profiles" registry to have any state except "Current”
or "Not Current". Because this docunent obsol etes RFC 6122, which
regi stered the Nodeprep and Resourceprep profiles of stringprep, |ANA
has marked those profiles as "Not Current” and cited this docunent as
an additional reference.

7. Security Considerations
7.1. Reuse of PRECI S

The security considerations described in [RFC7564] apply to the
Identifierd ass and FreefornC ass base string classes used in this
docunent for XMPP | ocal parts and resourceparts, respectively. The
security considerations described in [ RFC5890] apply to
internationalized domain names, which are used here for XMPP

domai nparts

7.2. Reuse of Unicode

The security considerations described in [UTS39] apply to the use of
Uni code characters in XMPP addresses.

7.3. Address Spoofing
There are two forms of address spoofing: forging and m nicking.
7.3.1. Address Forging

In the context of XMPP technol ogi es, address forging occurs when an
entity is able to generate an XM. stanza whose 'from address does
not correspond to the account credentials with which the entity

aut henticated onto the network (or an authorization identity provided
during negotiation of SASL authentication [ RFC4422] as described in

[ RFC6120]). For exanple, address forging occurs if an entity that
authenticated as "juliet@mexanple.cont is able to send XM. stanzas
from"nurse@m exanpl e. cont or "roneo@xanpl e. net".
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Address forging is difficult in XMPP systens, given the requirenent
for sending servers to stanp 'from addresses and for receiving
servers to verify sending dommins via server-to-server authentication
(see [RFC6120]). However, address forging is possible if:

0 A poorly inplenented server ignores the requirenent for stanping
the "from address. This would enable any entity that
authenticated with the server to send stanzas from any
| ocal part @onai npart as |ong as the domai npart matches the sendi ng
domai n of the server.

0 An actively malicious server generates stanzas on behal f of any
regi stered account at the donmain or donmains hosted at that server

Therefore, an entity outside the security perineter of a particul ar
server cannot reliably distinguish between JIDs of the form

<l ocal part @omai npart> at that server and thus can authenticate only
the donmai npart of such JIDs with any | evel of assurance. This

speci fication does not define nethods for discovering or
counteracting the kind of poorly inplenented or rogue servers just
descri bed. However, the end-to-end authentication or signing of XWPP
stanzas could help to mtigate this risk, because it would require
the rogue server to generate fal se credentials for signing or
encryption of each stanza, in addition to nodifying 'from addresses.

7.3.2. Address M nicking

Address m m cking occurs when an entity provides legitimte

aut hentication credentials for, and sends XM. stanzas from an
account whose JID appears to a human user to be the same as anot her
JID. Because many characters are visually simlar, it is relatively
easy to mimc JIDs in XMPP systens. As one sinple exanmple, the

| ocal part "juliet"” (using the Arabic numeral one as the third
character) mght appear the sane as the |local part "juliet" (using

| onercase "L" as the third character).

As explained in [ RFC5890], [RFC7564], [UTR36], and [UTS39], there is
no straightforward solution to the problemof visually simlar
characters. Furthernmore, IDNA and PRECI S technol ogi es do not attenpt
to define such a solution. As a result, XMPP dommi nparts,

| ocal parts, and resourceparts could contain such characters, |eading
to security vulnerabilities such as the follow ng:

0 A domminpart is always enployed as one part of an entity’s address
in XMPP. One commopn usage is as the address of a server or
server-side service, such as a nulti-user chat service [ XEP-0045].
The security of such services could be conprom sed based on
different interpretations of the internationalized donuminpart; for
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exanpl e, a user might authorize a malicious entity at a fake
server to view the user’s presence information, or a user could
join chatroonms at a fake multi-user chat service

0 A localpart can be enployed as one part of an entity’'s address in
XMPP.  One common usage is as the usernane of an instant nmessagi ng
user; another is as the name of a multi-user chatroom and nany
other kinds of entities could use |local parts as part of their
addresses. The security of such services could be conprom sed
based on different interpretations of the internationalized
| ocal part; for exanple, a user entering a single internationalized
| ocal part coul d access another user’s account information, or a
user could gain access to a hidden or otherw se restricted
chatroom or service

0 A resourcepart can be enpl oyed as one part of an entity’'s address
in XMPP. One commpn usage is as the nanme for an instant nessagi ng
user’s connected resource; another is as the nicknane of a user in
a multi-user chatroom and nany other kinds of entities could use
resourceparts as part of their addresses. The security of such
services could be conprom sed based on different interpretations
of the internationalized resourcepart; for exanple, two or nore
confusabl e resources coul d be bound at the same tine to the sane
account (resulting in inconsistent authorization decisions in an
XMPP application that uses full JIDs), or a user could send a
private message to someone other than the intended recipient in a
mul ti-user chatroom

XMPP services and clients are strongly encouraged to define and

i mpl ement consi stent policies regarding the registration, storage,
and presentation of visually sinmilar characters in XMPP systens. In
particul ar, service providers and software inplenmenters are strongly
encouraged to apply the policies recormended in [ RFC7564].
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8. Conformance Requirenents

This section describes a protocol feature set that summarizes the
conformance requirenents of this specification (simlar feature sets
are provided for XMPP in [RFC6120] and [RFC6121]). The summary is
purely informational, and the confornmance keywords of [RFC2119] as
used here are intended only to briefly describe the referenced
normative text fromthe body of this specification. This feature set
is appropriate for use in software certification, interoperability
testing, and inplenmentation reports. For each feature, this section
provides the follow ng infornmation:

0 A human-readabl e nane
0 An informational description

0o Areference to the particular section of this docunent that
normati vely defines the feature

o0 \Whether the feature applies to the client role, the server role,
or both (where "N A" signifies that the feature is not applicable
to the specified role)

0 \Whether the feature MJST or SHOULD be inpl enmented, where the
capitalized terms are to be understood as described in [ RFC2119]

The feature set specified here provides a basis for interoperability
testing and follows the spirit of a proposal nade by Larry Masinter
within the | ETF's NEWIRK wor ki ng group in 2005 [ | NTEROP] .
Feature: address-donain-Iength
Description: Ensure that the domminpart of an XMPP address is at
| east one octet in length and at nost 1023 octets in length, and
that it conforns to the underlying length limts of the DNS
Section: Section 3.2

Rol es: Server MJST, client SHOULD.
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Feature: address-domai n-prep

Description: Ensure that the domainpart of an XMPP address conforns
to | DNA2008, that it contains only NR-LDH | abel s and U-| abel s (not
A-labels), and that all uppercase and titl ecase code points are
mapped to their | owercase equival ents.

Section: Section 3.2

Rol es: Server MJST, client SHOULD.

Feature: address-local part-Iength

Description: Ensure that the |ocal part of an XMPP address is at
| east one octet in length and at nbst 1023 octets in | ength.

Section: Section 3.3

Rol es: Server MJST, client SHOULD.

Feature: address-local part-prep

Description: Ensure that the local part of an XMPP address conforns
to the UsernaneCaseMapped profile of the PRECIS Identifierd ass.

Section: Section 3.3

Rol es: Server MJST, client SHOULD.

Feature: address-resource-length

Description: Ensure that the resourcepart of an XMPP address is at
| east one octet in length and at nost 1023 octets in |ength.

Section: Section 3.4

Rol es: Server MJST, client SHOULD.
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9.

9.

Feature: address-resource-prep

Description: Ensure that the resourcepart of an XMPP address
conforns to the OpaqueString profile of the PRECI S FreefornC ass.

Section: Section 3.4

Rol es: Server MJST, client SHOULD.
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Appendi x A. Differences from RFC 6122

Based on consensus derived from working group discussion,

i npl ement ati on and depl oynent experience, and fornmal interoperability
testing, the follow ng substantive nodifications were made from

RFC 6122.

0

Changed domai npart preparation to use | DNA2008 (instead of
| DNA2003) .

Changed | ocal part preparation to use the UsernaneCaseMapped
profile of the PRECIS IdentifierC ass (instead of the Nodeprep
profile of stringprep).

Changed resourcepart preparation to use the OpaqueString profile
of the PRECIS FreefornC ass (instead of the Resourceprep profile
of stringprep).

Specified that internationalized | abels w thin donai nparts nust be
Ul abel s (instead of "should be" Ul abels).

Specified that fullw dth and hal fwi dth characters nust be nmapped
to their deconposition mappings (previously handled through the
use of Nornalization Form KC).

Speci fied the use of Unicode Normalization Form C (instead of
Uni code Normalization Form KC as specified in the Nodeprep and
Resourceprep profiles of stringprep).

Specified that servers nust enforce the address-formatting rul es.
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