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HTTP Di gest Access Authentication
Abst r act

The Hypertext Transfer Protocol (HTTP) provides a sinple challenge-
response aut hentication nechanismthat nmay be used by a server to
chall enge a client request and by a client to provide authentication
informati on. This docunent defines the HTTP Di gest Authentication
schene that can be used with the HTTP authenticati on nechani sm

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it may be obtained at
http://ww.rfc-editor.org/info/rfc7616
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1. Introduction

HTTP provi des a sinple chall enge-response authentication nmechani sm
that may be used by a server to challenge a client request and by a
client to provide authentication information. This docunent defines
the HTTP Digest Authentication scheme that can be used with the HITP
aut henti cati on mechani sm

Thi s docunent extends but is generally backward conpatible with
[ RFC2617]. See Appendix A for the new capabilities introduced by
this specification.

The details of the chall enge-response authenticati on nechani sm are
specified in the "Hypertext Transfer Protocol (HTTP/1.1):
Aut henti cation" [RFC7235].

The conbi nation of this document with the definition of the "Basic"
aut henti cati on schene [ RFC7/617], "HTTP Authentication-1nfo and Proxy-
Aut henti cation-1nfo Response Header Fields" [RFC7615], and "Hypertext
Transfer Protocol (HTTP/1.1): Authentication" [RFC7235] obsolete

[ RFC2617] .

1.1. Term nol ogy
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
[ RFC2119] .

2. Syntax Convention

2.1. Exanples
In the interest of clarity and readability, the extended paraneters
or the header fields and paranmeters in the exanples in this docunent
m ght be broken into multiple lines. Any line that is indented in
this docunment is a continuation of the preceding line.

2.2. ABNF

Thi s specification uses the Augnmented Backus- Naur Form ( ABNF)
notati on of [ RFC5234] and the ABNF List Extension of [RFC7230].
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3. Digest Access Authentication Schene
3.1. Overall Operation

The Digest scheme is based on a sinple chall enge-response paradi gm
The Di gest scheme chal | enges using a nonce value and m ght indicate
that usernane hashing is supported. A valid response contains an
unkeyed di gest of the usernane, the password, the given nonce val ue,
the HTTP met hod, and the requested URI. In this way, the password is
never sent in the clear, and the username can be hashed, dependi ng on
the indication received fromthe server. The usernane and password
must be prearranged in sone fashion not addressed by this docunent.

3.2. Representation of Digest Values

An optional header field allows the server to specify the al gorithm
used to create the unkeyed digest or digest. This docunent adds
SHA- 256 and SHA-512/256 al gorithms. To maintain backwards
compatibility with [ RFC2617], the MD5 algorithmis still supported
but NOT RECOMVENDED.

The size of the digest depends on the algorithmused. The bits in
the digest are converted fromthe nost significant to the | east
significant bit, four bits at a tine, to the ASCII representation as
follows. Each sequence of four bits is represented by its famliar
hexadeci mal notation fromthe characters 0123456789abcdef; that is,

bi nary 0000 is represented by the character "0, 0001 by '1' and so
on up to the representation of 1111 as 'f'. If the MD5 algorithmis
used to calculate the digest, then the MD5 digest will be represented
as 32 hexadeci mal characters, while SHA-256 and SHA-512/ 256 are
represented as 64 hexadeci mal characters.

3.3. The WMWM Aut henticate Response Header Field

If a server receives a request for an access-protected object, and an
acceptabl e Authorization header field is not sent, the server
responds with a "401 Unaut horized" status code and a WWV Aut henti cat e
header field with D gest scheme as per the framework defined above
The val ue of the header field can include paraneters fromthe
following list:

real m
A string to be displayed to users so they know whi ch username and
password to use. This string should contain at |east the name of

the host performng the authentication and m ght additionally
i ndicate the collection of users who m ght have access. An
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exanple is "registered_users@xanple.com'. (See Section 2.2 of
[ RFC7235] for nore details.)

dommi n

A quot ed, space-separated list of URI's, as specified in [ RFC3986],
that define the protection space. If a URI is a path-absolute, it
is relative to the canonical root URL. (See Section 2.2 of

[ RFC7235].) An absolute-URl in this list may refer to a different
server than the web-origin [ RFC6454]. The client can use this
list to deternmine the set of URIs for which the sane

aut hentication information may be sent: any URI that has a URl in
this list as a prefix (after both have been made absol ute) MAY be
assuned to be in the same protection space. |If this parameter is
omtted or its value is enpty, the client SHOULD assune that the
protection space consists of all URI's on the web-origin.

This paraneter is not neaningful in Proxy-Authenticate header
fields, for which the protection space is always the entire proxy;
if present, it MJST be ignored.

nonce

A server-specified string which should be uniquely generated each
time a 401 response is made. It is advised that this string be
Base64 or hexadecimal data. Specifically, since the string is
passed in the header field lines as a quoted string, the double-
quote character is not allowed, unless suitably escaped.

The contents of the nonce are inplenentati on dependent. The
quality of the inplenmentati on depends on a good choice. A nonce
m ght, for exanple, be constructed as the Base64 encodi ng of

timestanp H(tinmestanp ":" ETag ":" secret-data)

where tinestanp is a server-generated tine, which preferably

i ncludes m cro- or nanoseconds, or other non-repeating val ues;
ETag is the value of the HITP ETag header field associated with
the requested entity; and secret-data is data known only to the
server. Wth a nonce of this form a server would recal culate the
hash portion after receiving the client authentication header
field and reject the request if it did not match the nonce from
that header field or if the timestanp value is not recent enough
In this way, the server can limt the time of the nonce’s
validity. The inclusion of the ETag prevents a replay request for
an updated version of the resource. Including the |IP address of
the client in the nonce would appear to offer the server the
ability tolimt the reuse of the nonce to the sanme client that
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originally got it. However, that would break because requests
froma single user often go through different proxies. Also, IP
address spoofing is not that hard.

An i npl enentation m ght choose not to accept a previously used
nonce or a previously used digest, in order to protect against a
replay attack. O, an inplenentation m ght choose to use one-tine
nonces or digests for POST or PUT requests and a tinestanp for CET
requests. For nore details on the issues involved, see Section 5
of this docunent.

The nonce is opaque to the client.
opaque

A string of data, specified by the server, that SHOULD be returned
by the client unchanged in the Authorization header field of
subsequent requests with URIs in the sanme protection space. It is
RECOMVENDED t hat this string be Base64 or hexadeci mal dat a.

stal e

A case-insensitive flag indicating that the previous request from
the client was rejected because the nonce value was stale. |If
stale is true, the client may wish to sinply retry the request
with a new encrypted response, w thout re-pronpting the user for a
new usernane and password. The server SHOULD only set stale to
true if it receives a request for which the nonce is invalid. |If
stale is false, or anything other than true, or the stale
paraneter is not present, the usernane and/or password are
invalid, and new val ues MJUST be obt ai ned.

al gorithm

A string indicating an algorithmused to produce the digest and an
unkeyed digest. |If this is not present, it is assuned to be
"MD5". If the algorithmis not understood, the chall enge SHOULD
be ignored (and a different one used, if there is nmore than one).

When used with the Digest nechanism each one of the algorithns
has two variants: Session variant and non-Session variant. The
non- Sessi on variant is denoted by "<al gorithne", e.g., "SHA 256",
and the Session variant is denoted by "<al gorithne-sess", e.g.,

" SHA- 256- sess".

In this docunment, the string obtained by applying the digest

algorithmto the data "data" with secret "secret" will be denoted
by KD(secret, data), and the string obtained by applying the
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unkeyed digest algorithmto the data "data" will be denoted
H(data). KD stands for Keyed Digest, and the notation unq(X)
means the value of the quoted-string X without the surrounding
quotes and with quoting sl ashes renoved.

For "<al gorithm" and "<al gorithnp-sess”
H(data) = <al gorithm>(dat a)

and

KD(secret, data) = H(concat(secret, ":", data))
For exanpl e:
For the "SHA-256" and "SHA-256-sess" al gorithns
H(data) = SHA-256( dat a)

i.e., the digest is the "<algorithm" of the secret concatenated
with a colon concatenated with the data. The "<al gorithnp-sess”
is intended to allow efficient third-party authentication servers;
for the difference in usage, see the description in Section 3.4.2.

qop

Thi s paraneter MJST be used by all inplenentations. It is a
quoted string of one or nore tokens indicating the "quality of
protection" val ues supported by the server. The value "auth"

i ndi cates authentication; the value "auth-int" indicates
authentication with integrity protection. See the descriptions
bel ow for cal cul ating the response paraneter value for the
application of this choice. Unrecognized options MJST be ignored.

char set
This is an OPTIONAL paraneter that is used by the server to
i ndi cate the encoding scheme it supports. The only allowed val ue
is "UTF-8".
user hash
This is an OPTIONAL paraneter that is used by the server to

indicate that it supports username hashing. Valid values are:
"true" or "false". Default value is "false".
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For historical reasons, a sender MJST only generate the quoted string
syntax values for the follow ng parameters: realm donmain, nonce,
opaque, and qop.

For historical reasons, a sender MJUST NOT generate the quoted string
syntax values for the followi ng paraneters: stale and al gorithm

3.4. The Authorization Header Field

The client is expected to retry the request, passing an Authorization
header field Iine with D gest schene, which is defined according to
the framework above. The val ues of the opaque and al gorithmfields
must be those supplied in the WWV Aut henti cate response header field
for the entity being requested.

The request can include paranmeters fromthe following |ist:
response

A string of the hex digits conputed as defined below, it proves
that the user knows a password.

user nane

The user’s nanme in the specified realm The quoted string
contains the name in plaintext or the hash code in hexadeci ma
notation. |f the username contains characters not allowed inside
the ABNF quoted-string production, the usernane* paraneter can be
used. Sending both username and usernane* in the sane header
option MJST be treated as an error

user nane*
If the userhash paraneter value is set "false" and the usernane
contains characters not allowed inside the ABNF quoted-string
production, the user’s nane can be sent with this paraneter, using
the extended notation defined in [ RFC5987].

real m

See "realn definition in Section 3.3.

The Effective Request URI (Section 5.5 of [RFC7230]) of the HTTP
request; duplicated here because proxies are allowed to change the
request target ("request-target", Section 3.1.1 of [RFC7230]) in
transit.
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qop

I ndi cates what "quality of protection" the client has applied to
the nessage. Its value MJUST be one of the alternatives the server
indicated it supports in the WWMAut henticate header field. These
val ues affect the conputation of the response. Note that this is
a single token, not a quoted list of alternatives as in WWW

Aut hent i cat e.

cnonce

Thi s paraneter MJST be used by all inplenentations. The chonce
val ue i s an opaque quoted ASCI|-only string value provided by the
client and used by both client and server to avoid chosen

pl ai ntext attacks, to provide nutual authentication, and to
provi de sonme nmessage integrity protection. See the descriptions
bel ow of the calculation of the rspauth and response val ues.

nc

Thi s paraneter MJST be used by all inplenentations. The nc
paraneter stands for "nonce count". The nc value is the
hexadeci mal count of the nunber of requests (including the current
request) that the client has sent with the nonce value in this
request. For exanple, in the first request sent in response to a

gi ven nonce value, the client sends "nc=00000001". The purpose of
this parameter is to allow the server to detect request replays by
mai ntaining its own copy of this count -- if the sanme nc value is

seen twice, then the request is a replay. See the description
bel ow of the construction of the response val ue.

user hash

This OPTIONAL paraneter is used by the client to indicate that the
user name has been hashed. Valid values are: "true" or "fal se"
Default value is "fal se".

For historical reasons, a sender MJST only generate the quoted string
syntax for the follow ng paraneters: usernane, realm nonce, uri,
response, cnonce, and opaque.

For historical reasons, a sender MJUST NOT generate the quoted string
syntax for the follow ng paraneters: algorithm qgop, and nc.

If a paranmeter or its value is inproper, or required paraneters are

m ssing, the proper response is a 4xx error code. |If the response is
invalid, then a login failure SHOULD be | ogged, since repeated login
failures froma single client may indicate an attacker attenpting to
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3.

3.

4.

4.

guess passwords. The server inplenmentation SHOULD be careful with
the information being |l ogged so that it won't put a cleartext
password (e.g., entered into the username field) into the |og.

The definition of the response above indicates the encoding for its
value. The follow ng definitions show how the value is conput ed.

1. Response
If the qop value is "auth" or "auth-int":

response = <"> < KD ( H(Al), ung(nonce)

"' onc
ung(cnonce)
ung( qop)

"t H(A2)
) <>

See below for the definitions for Al and AZ2.

2. Al
If the algorithmparaneter’s value is "<algorithm", e.g., "SHA-256",
then Al is:
Al = unq(usernane) ":" unq(realnm ":" passwd
wher e
passwd = < user’'s password >
If the algorithm paraneter’s value is "<al gorithm-sess", e.g., "SHA-

256-sess”, then Al is cal cul ated using the nonce val ue provided in
the challenge fromthe server, and cnonce val ue fromthe request by
the client followi ng receipt of a WWV Aut henticate challenge fromthe
server. It uses the server nonce fromthat challenge, herein called
nonce-prinme, and the client nonce value fromthe response, herein
call ed cnonce-prine, to construct Al as foll ows:

Al = H( ung(usernane) ":" unqg(realm ":" passwd )
":" unqg(nonce-prine) ":" ung(cnonce-prine)
This creates a "session key" for the authentication of subsequent
requests and responses that is different for each "authentication
session”, thus limting the amount of material hashed with any one
key. (Note: see further discussion of the authentication session in
Section 3.6.) Because the server needs only use the hash of the user
credentials in order to create the Al value, this construction could
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3.

3.

be used in conjunction with a third-party authentication service so
that the web server would not need the actual password value. The
specification of such a protocol is beyond the scope of this

speci fication.

4.3. A2
If the qop paraneter’s value is "auth" or is unspecified, then A2 is:
A2 = Method ":" request-uri
If the qop value is "auth-int", then A2 is:
A2 = Method ":" request-uri ":" H(entity-body)
4. 4. Username Hashing
To protect the transport of the username fromthe client to the
server, the server SHOULD set the userhash paraneter with the val ue
of "true" in the WWVAut hentication header field
If the client supports the userhash parameter, and the userhash
paraneter value in the WWV Aut hentication header field is set to
"true", then the client MJST cal cul ate a hash of the username after
any ot her hash cal cul ati on and include the userhash paraneter with
the value of "true" in the Authorization header field. |If the client
does not provide the usernane as a hash val ue or the userhash

paraneter with the value of "true", the server MAY reject the
request.

The following is the operation that the client will performto hash
the username, using the same algorithmused to hash the credenti al s:

username = H( ung(usernane) ":" ung(realm )

3.4.5. Paraneter Values and Quoted-String

Note that the value of many of the paraneters, such as username

val ue, are defined as a "quoted-string”. However, the "ung" notation
i ndi cates that surrounding quotation nmarks are renoved in formng the
string Al. Thus, if the Authorization header field includes the
fields

user name="Muif asa", real m="myhost @xanpl e. cont
and the user Miufasa has password "Circle O Life", then H(Al) would

be H( Muf asa: nyhost @xanple.comCircle OF Life) with no quotation
marks in the digested string.
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No white space is allowed in any of the strings to which the digest
function H() is applied, unless that white space exists in the quoted
strings or entity body whose contents make up the string to be
digested. For exanple, the string Al illustrated above nust be

Muf asa: nyhost @xanple.comCircle O Life

with no white space on either side of the colons, but with the white
space between the words used in the password value. Likew se, the
other strings digested by H() nust not have white space on either
side of the colons that delimt their fields, unless that white space
was in the quoted strings or entity body bei ng di gested.

Al so, note that if integrity protection is applied (qop=auth-int),
the H(entity-body) is the hash of the entity body, not the nmessage
body -- it is conputed before any transfer encoding is applied by the
sender and after it has been renoved by the recipient. Note that
this includes multipart boundaries and enbedded header fields in each
part of any nultipart content-type.

3.4.6. Various Considerations

The "Method" value is the HITP request nethod, in US-ASCI| letters,
as specified in Section 3.1.1 of [RFC7230]. The "request-target"
value is the request-target fromthe request line as specified in
Section 3.1.1 of [RFC7230]. This MAY be "*", an "absolute-UR ", or
an "absol ute-path" as specified in Section 2.7 of [RFC7230], but it
MUST agree with the request-target. |In particular, it MJST be an
"absolute-URI" if the request-target is an "absolute-URI". The
cnhonce value is a client-chosen val ue whose purpose is to foil chosen
pl ai ntext attacks.

The aut henticating server MJST assure that the resource designated by
the "uri" parameter is the sane as the resource specified in the
Request-Line; if they are not, the server SHOULD return a 400 Bad
Request error. (Since this my be a synptom of an attack, server

i npl ementers may want to consider |ogging such errors.) The purpose
of duplicating information fromthe request URL in this field is to
deal with the possibility that an internmedi ate proxy may alter the
client’s Request-Line. This altered (but presumably semantically
equi val ent) request would not result in the same digest as that

cal culated by the client.

I mpl enenters shoul d be aware of how authenticated transacti ons need
to interact with shared caches (see [RFC7234]).
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The Aut hentication-Info and Proxy-Authentication-I1nfo Header
Fi el ds

Aut hentication-Info header field and the Proxy-Authentication-

0 header field [RFC7615] are generic fields that MAY be used by a
ver to comruni cate sone information regarding the successfu
hentication of a client response.

Di gest Aut hentication schene MAY add the Authentication-Info
der field in the confirmation request and include parameters from
following list:

t nonce

The val ue of the nextnonce parameter is the nonce the server

wi shes the client to use for a future authentication response.

The server MAY send the Authentication-Info header field with a
next nonce field as a nmeans of inplenmenting one-tine nonces or

ot herwi se changi ng nonces. |f the nextnonce field is present, the
client SHOULD use it when constructing the Authorization header
field for its next request. Failure of the client to do so MAY
result in a request to re-authenticate fromthe server with the
"stal estrue".

Server inplementations SHOULD careful ly consider the
performance inplications of the use of this mechani sm

pi peli ned requests will not be possible if every response

i ncl udes a nextnonce paraneter that MJST be used on the next
request received by the server. Consideration SHOULD be given
to the performance vs. security tradeoffs of allowing an old
nonce value to be used for a limted time to permt request

pi pelining. Use of the nc paraneter can retain nost of the
security advantages of a new server nonce w thout the

del eteri ous effects on pipelining.

Indicates the "quality of protection” options applied to the
response by the server. The value "auth" indicates

aut hentication; the value "auth-int" indicates authentication with
integrity protection. The server SHOULD use the sane val ue for
the gop paraneter in the response as was sent by the client in the
correspondi ng request.
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r spaut h

The optional response digest in the rspauth paraneter supports
mut ual authentication -- the server proves that it knows the
user’'s secret, and with gop=auth-int also provides linited
integrity protection of the response. The rspauth value is
calculated as for the response in the Authorization header field,
except that if gop is set to "auth" or is not specified in the
Aut hori zation header field for the request, A2 is

A2 = ":" request-uri
and if "qop=auth-int", then A2 is
A2 = ":" request-uri ":" H(entity-body)
cnonce and nc
The cnonce val ue and nc value MJST be the ones for the client
request to which this nessage is the response. The rspauth,
cnonce, and nc paraneters MJST be present if "qop=auth" or

"qgop=auth-int" is specified.

The Authentication-Info header field is allowed in the trailer of an
HTTP message transferred via chunked transfer coding.

For historical reasons, a sender MJST only generate the quoted string
syntax for the follow ng paraneters: nextnonce, rspauth, and cnonce.

For historical reasons, a sender MJUST NOT generate the quoted string
syntax for the follow ng paranmeters: qop and nc.

For historical reasons, the nc value MJST be exactly 8 hexadeci ma
digits.

3.6. Digest Qperation

Upon receiving the Authorization header field, the server MAY check
its validity by | ooking up the password that corresponds to the
submitted usernanme. Then, the server MJST performthe same di gest
operation (e.g., MD5, SHA-256) perfornmed by the client and conpare
the result to the given response val ue.

Note that the HTTP server does not actually need to know the user’s

cleartext password. As long as H(Al) is available to the server, the
validity of an Authorization header field can be verified.
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The client response to a WWM Aut henticate chall enge for a protection
space starts an authentication session with that protection space.
The authentication session |lasts until the client receives another
WAV Aut henti cate chal |l enge from any server in the protection space

A client SHOULD renenber the username, password, nonce, nonce count,
and opaque val ues associated with an authentication session to use to
construct the Authorization header field in future requests within
that protection space. The Authorization header field MAY be

i ncluded preenptively; doing so inproves server efficiency and avoids
extra round trips for authentication challenges. The server MAY
choose to accept the old Authorization header field information, even
t hough the nonce val ue included night not be fresh. Alternatively,
the server MAY return a 401 response with a new nonce value in the
WAV Aut henti cat e header field, causing the client to retry the
request; by specifying "stale=true” with this response, the server
tells the client to retry with the new nonce, but w thout pronpting
for a new usernane and password

Because the client is required to return the value of the opaque
paraneter given to it by the server for the duration of a session,
the opaque data can be used to transport authentication session state
information. (Note that any such use can al so be acconplished nore
easily and safely by including the state in the nonce.) For exanple,
a server could be responsible for authenticating content that
actually sits on another server. It would achieve this by having the
first 401 response include a domain paraneter whose val ue includes a
URI on the second server, and an opaque paraneter whose val ue
contains the state information. The client will retry the request,

at which tine the server night respond with "HTTP Redirection”
(Section 6.4 of [RFC7231]), pointing to the URI on the second server
The client will follow the redirection and pass an Authori zation
header field, including the <opaque> data.

Proxi es MUST be conpletely transparent in the Digest access

aut hentication schene. That is, they MIST forward the WWV

Aut henti cate, Authentication-Info, and Authorization header fields
untouched. |If a proxy wants to authenticate a client before a
request is forwarded to the server, it can be done using the Proxy-
Aut henti cate and Proxy-Aut hori zati on header fields described in
Section 3.8 bel ow.

3.7. Security Protocol Negotiation

It is useful for a server to be able to know which security schenmes a
client is capable of handling.

It is possible that a server wants to require Digest as its
aut hentication nethod, even if the server does not know that the
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client supports it. A client is encouraged to fail gracefully if the
server specifies only authentication schemes it cannot handl e.

Wien a server receives a request to access a resource, the server

m ght chall enge the client by responding with "401 Unauthorized"
response and include one or nore WWV Aut henticate header fields. |If
the server responds with multiple chall enges, then each one of these
chal | enges MUST use a different digest algorithm The server MJST
add t hese challenges to the response in order of preference, starting
with the nost preferred algorithm followed by the | ess preferred

al gorithm

Thi s specification defines the follow ng al gorithns:
0 SHA2-256 (mandatory to inplement)

0 SHA2-512/256 (as a backup al gorithm

o M5 (for backward compatibility).

VWhen the client receives the first challenge, it SHOULD use the first
chal l enge it supports, unless a local policy dictates otherw se.

3.8. Proxy-Authenticate and Proxy-Authorization

The Di gest Authentication schene can al so be used for authenticating
users to proxies, proxies to proxies, or proxies to origin servers by
use of the Proxy-Authenticate and Proxy-Authorization header fields.
These header fields are instances of the Proxy-Authenticate and

Pr oxy- Aut hori zati on header fields specified in Sections 4.3 and 4.4
of the HTTP/ 1.1 specification [RFC7235], and their behavior is
subject to restrictions described there. The transactions for proxy
aut hentication are very simlar to those already described. Upon
receiving a request that requires authentication, the proxy/server
MUST i ssue the "407 Proxy Authentication Required" response with a
"Proxy-Aut henti cate" header field. The digest-challenge used in the
Proxy- Aut henticate header field is the sane as that for the WWW

Aut henti cate header field as defined above in Section 3. 3.

The client/proxy MIUST then reissue the request with a Proxy-
Aut hori zation header field, with paraneters as specified for the
Aut hori zation header field in Section 3.4 above.

On subsequent responses, the server sends Proxy-Authentication-Info

with parameters the same as those for the Authentication-Info header
field.
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Note that, in principle, a client could be asked to authenticate
itself to both a proxy and an end-server, but never in the sane
response.

3.9. Exanples
3.9.1. Exanple with SHA-256 and MD5

The foll owi ng exanpl e assunmes that an access-protected document is
bei ng requested fromthe server via a GET request. The URl of the
docunent is "http://ww. exanple.org/dir/index.htm". Both client and
server know that the username for this document is "Miufasa" and the
password is "Circle of Life" (with one space between each of the
three words).

The first time the client requests the docunent, no Authorization
header field is sent, so the server responds wth:

HTTP/ 1.1 401 Unaut hori zed
WAV Aut hent i cat e: Di gest
real n=" ht t p- aut h@xanpl e. or g",
gop="auth, auth-int",
al gori t hmeSHA- 256,
nonce="7ypf/ x| j 9XXwf DPEoMAURr v/ xwf 94Bc CAzFZHAG ToOv",
opaque="FGhe/ gal925kf nzj CevOci ny7QWPqMAFRt zCUYo5t dS"
WAV Aut hent i cat e: Di gest
real n=" ht t p- aut h@xanpl e. or g",
gop="auth, auth-int",
al gori t hme=MDb5,
nonce="7ypf/ x| j 9XXwf DPEoMAURr v/ xwf 94Bc CAzFZHAG ToOv",
opaque="FGhe/ gal925kf nzj CevOci ny7QWPqMAFRt zCUYo5t dS"

The client can pronpt the user for their username and password, after
which it will respond with a new request, including the follow ng
Aut hori zation header field if the client chooses MD5 digest:

Aut hori zation: Di gest usernanme="Mfasa",
real n="ht t p- aut h@xanpl e. or g",
uri="/dir/index.htm",
al gori t hmeMDb,
nonce="7ypf/ x| j 9XXwf DPEoMAURr v/ xwf 94Bc CAzFZHAG ToOv",
nc=00000001,
cnhonce="f 2/ we4q74E6z1 JEt WAHKaf 5w/ H5QzzpXusqGenxURZJ" ,
gop=aut h,
response="38ca523f 5e9506f ed4657c9700eebdbec",
opaque="FGhe/ gal925kf nzj CevOci ny7QWKPqVMAFRt zCUYo5t dS"
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If the client chooses to use the SHA-256 al gorithm for cal cul ating
the response, the client responds with a new request including the
foll owi ng Aut hori zati on header fi el d:

Aut hori zation: Di gest usernane="Mfasa",
real n=" ht't p- aut h@xanpl e. or g",
uri="/dir/index. htm",
al gori t hmeSHA- 256,
nonce="7ypf/ x| j 9XXwf DPEOMAURY v/ xwf 94Bc CAzFZHAG ToOv",
nc=00000001,
cnhonce="f 2/ we4q74E6z1 JEt WaHKaf 5w/ H5QzzpXusqGenxURZJ" ,
gop=aut h,
response="753927f a0e85d155564e2e272a28d1802cal0daf 449
6794697cf 8db5856¢ch6cl"”,
opaque="FGChe/ gal925kf nzj CevOci ny7QWPqMAFRt zCUYo5t dS"

3.9.2. Exanple with SHA-512-256, Charset, and Userhash

The foll owi ng exanpl e assunmes that an access-protected docunment is
bei ng requested fromthe server via a GET request. The URI for the
request is "http://api.example.org/doe.json". Both client and server
know t he userhash of the username, support the UTF-8 character
encodi ng schene, and use the SHA-512-256 algorithm The usernane for
the request is a variation of "Jason Doe", where the 'a actually is
Uni code code point U+00E4 ("LATIN SMALL LETTER A WTH DI AERESI S"),

and the first "o is Unicode code point WOOF8 ("LATIN SMALL LETTER O
W TH STROKE"), leading to the octet sequence using the UTF-8 encoding
schene:

J UW00E4 s U+O00OF8 n D o e
4A C3A4 73 C3B8 6E 20 44 ©6F 65

The password is "Secret, or not?".

The first time the client requests the docunent, no Authorization
header field is sent, so the server responds wth:

HTTP/ 1.1 401 Unaut hori zed
WAV Aut henti cat e: Di gest
real n=" api @xanpl e. org",
gop="aut h",
al gorit hmeSHA- 512- 256,
nonce="5TsQA.VdgBdnr QOXsxbDODV+57QdFR341 9HALC/ RWkK" |
opaque="HRPCssKJSG Cr kzDg8Chwpz Ci GPChXYj wr | 2QmXDnsOS",
char set =UTF- 8,
user hash=t rue

Shekh- Yusef, et al. St andards Track [ Page 19]



RFC 7616 HTTP Di gest Access Aut hentication Sept enber 2015

4.

The client can pronpt the user for the required credentials and send
a new request with followi ng Authorization header field:

Aut hori zati on: Di gest

user name="488869477bf 257147b804c45308cd62ac4e25eb717
b12b298c79e62dcea254ec”,

real n="api @xanpl e.org",

uri="/doe.json",

al gori t hm=SHA- 512- 256,

nonce="5Ts QALVdgBdnr Q0XsxbDODV+57QdFR341 9HAbC/ RWkK" ,

nc=00000001,

cnhonce="NTg6RKch9boFI AS3Kr FK9BGeh+i Da/ sn6j UMp2wds69v"

gop=aut h,

response="ae66e67d6b427bd3f 120414a82e4dacf f 38e8ecd9101d
6c861229025f 607a79dd",

opaque="HRPCssKJSG Cr kzDg8Chwpz Ci GPChXY] wr | 2QmXDnsCOS",

user hash=t rue

If the client cannot provide a hashed usernane for any reason, the
client can try a request with this Authorization header field:

Aut hori zati on: Di gest
user name* =UTF- 8" " JUC3%A\4s%C39B8n%20Doe,
real n=" api @xanpl e.org",
uri="/doe.json",
al gori t hm=SHA- 512- 256,
nonce="5Ts QALVdgBdnT Q0XsxbDODV+57QdFR341 9HAbC/ RWkK" ,
nc=00000001,
cnhonce="NTg6RKch9boFI AS3Kr FK9BGeh+i Da/ sn6j UMp2wds69v"
gop=aut h,
response="ae66e67d6b427bd3f 120414a82e4dacf f 38e8ecd9101d

6c861229025f 607a79dd",

opaque="HRPCssKJSG Cr kzDg8Chwpz Ci GPChXYj wr | 2QmXDnsCOS",
user hash=f al se

Internationalization Considerations

In chall enges, servers SHOULD use the "charset" authentication
paraneter (case-insensitive) to express the character encoding they
expect the user agent to use when generating Al (see Section 3.4.2)
and usernane hashing (see Section 3.4.4).

The only allowed value is "UTF-8", to be matched case-insensitively
(see Section 2.3 in [RFC2978]). It indicates that the server expects
the usernanme and password to be converted to Uni code Normalization
Form C ("NFC', see Section 3 of [RFC5198]) and to be encoded into
octets using the UTF-8 character encodi ng schene [ RFC3629].
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For the username, recipients MIST support all characters defined in
the "UsernaneCasePreserved" profile defined in Section 3.3 of
[ RFC7613], with the exception of the colon (":") character

For the password, recipients MIST support all characters defined in
the "OpaqueString"” profile defined in Section 4.2 of [RFC7613].

If the user agent does not support the encoding indicated by the
server, it can fail the request.

When usernanmes cannot be sent hashed and incl ude non- ASCl |
characters, clients can include the username* paraneter instead
(using the value encoding defined in [ RFC5987]).

5. Security Considerations
5.1. Limtations

HTTP Di gest Authentication, when used w th human-menorabl e passwords,
is vulnerable to dictionary attacks. Such attacks are much easi er
than cryptographic attacks on any wi dely used al gorithm including
those that are no | onger considered secure. In other words,
algorithmagility does not nake this usage any nore secure.

As a result, Digest Authentication SHOULD be used only with passwords
that have a reasonabl e anpbunt of entropy, e.g., 128-bit or nore.

Such passwords typically cannot be nmenorized by humans but can be
used for automated web services.

I f Digest Authentication is being used, it SHOULD be over a secure
channel 1ike HTTPS [ RFC2818].

5.2. Storing Passwords

Di gest Authentication requires that the authenticating agent (usually
the server) store sone data derived fromthe user’s nane and password
in a "password file" associated with a given realm Normally, this
m ght contain pairs consisting of username and H(Al), where H(Al) is
the di gested value of the usernane, realm and password as descri bed
above.

The security inplications of this are that if this password file is
conmprom sed, then an attacker gains i medi ate access to documents on
the server using this realm Unlike, say, a standard UN X password
file, this information needs not be decrypted in order to access
docunents in the server real massociated with this file. On the

ot her hand, decryption, or nore likely a brute-force attack, would be
necessary to obtain the user’s password. This is the reason that the

Shekh- Yusef, et al. St andards Track [ Page 21]



RFC 7616 HTTP Di gest Access Aut hentication Sept enber 2015

realmis part of the digested data stored in the password file. It
means that if one Digest Authentication password file is conprom sed,
it does not automatically conprom se others with the same usernane
and password (though it does expose themto brute-force attack).

There are two inportant security consequences of this. First, the
password file rmust be protected as if it contained unencrypted
passwords, because, for the purpose of accessing documents in its
realm it effectively does.

A second consequence of this is that the realmstring SHOULD be

uni que anmong all realns that any single user is likely to use. In
particular, a realmstring SHOULD i nclude the name of the host doing
the authentication. The inability of the client to authenticate the
server is a weakness of Digest Authentication

5.3. Authentication of dients Using D gest Authentication

Di gest Authentication does not provide a strong authentication
mechani sm when conpared to public-key-based nmechani sns, for exanple.

However, it is significantly stronger than, e.g., CRAM MD5, which has
been proposed for use with Lightweight Directory Access Protoco
(LDAP) [ RFC4513] and | MAP/ POP (see [RFC2195]). It was intended to
repl ace the nmuch weaker and even nore dangerous Basic nechani sm

Di gest Authentication offers no confidentiality protection beyond
protecting the actual usernane and password. All of the rest of the
request and response are avail able to an eavesdropper

Di gest Authentication offers only limted integrity protection for
the messages in either direction. |If the "qop=auth-int" mechanismis
used, those parts of the nessage used in the cal cul ation of the WWV
Aut henticate and Aut horization header field response paraneter val ues
(see Section 3.2 above) are protected. Mst header fields and their
val ues could be nodified as a part of a man-in-the-niddle attack

Many needs for secure HTTP transacti ons cannot be net by Di gest

Aut hentication. For those needs, TLS is a nore appropriate protocol
In particular, Digest Authentication cannot be used for any
transaction requiring confidentiality protection. Nevertheless, nany
functions remain for which Digest Authentication is both useful and
appropri at e.
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5.4. Limted-Use Nonce Val ues

The Di gest scheme uses a server-specified nonce to seed the
generation of the response value (as specified in Section 3.4.1
above). As shown in the exanple nonce in Section 3.3, the server is
free to construct the nonce such that it MAY only be used froma
particular client, for a particular resource, for a limted period of
time or number of uses, or any other restrictions. Doing so
strengthens the protection provided agai nst, for exanple, replay
attacks (see Section 5.5). However, it should be noted that the

met hod chosen for generating and checking the nonce al so has
performance and resource inplications. For exanmple, a server MAY
choose to all ow each nonce value to be used only once by maintaining
a record of whether or not each recently issued nonce has been
returned and sendi ng a next-nonce paraneter in the Authentication-
Info header field of every response. This protects agai nst even an

i medi ate replay attack, but it has a high cost due to checki ng nonce
val ues; perhaps nore inportant, it will cause authentication failures
for any pipelined requests (presunably returning a stale nonce
indication). Simlarly, incorporating a request-specific el enent
such as the ETag value for a resource limts the use of the nonce to
that version of the resource and al so defeats pipelining. Thus, it
MAY be useful to do so for nethods with side effects but have
unaccept abl e performance for those that do not.

5.5. Replay Attacks

A replay attack agai nst Digest Authentication would usually be
pointless for a sinple GET request since an eavesdropper woul d

al ready have seen the only docunment he could obtain with a replay.
This is because the URI of the requested docunment is digested in the
client request, and the server will only deliver that docunent. By
contrast, under Basic Authentication, once the eavesdropper has the
user’'s password, any docunent protected by that password is open to
hi m

Thus, for sone purposes, it is necessary to protect against replay
attacks. A good Digest inplenmentation can do this in various ways.
The server-created "nonce" value is inplementation dependent, but if
it contains a digest of the client IP, a tinestanp, the resource
ETag, and a private server key (as recomended above), then a replay
attack is not sinple. An attacker nust convince the server that the
request is coming froma false |IP address and nust cause the server
to deliver the docunent to an I P address different fromthe address
to which it believes it is sending the docunent. An attack can only
succeed in the period before the tinestanp expires. Digesting the
client 1P and tinestanp in the nonce permts an inplenentation that
does not nmintain state between transacti ons.
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For applications where no possibility of replay attack can be

tol erated, the server can use one-tine nonce values that will not be
honored for a second use. This requires the overhead of the server
renenberi ng whi ch nonce val ues have been used until the nonce
timestanp (and hence the digest built with it) has expired, but it
effectively protects against replay attacks.

An i mpl enentation nmust give special attention to the possibility of
replay attacks with POST and PUT requests. Unless the server enploys
one-tine or otherwi se linited-use nonces and/or insists on the use of
the integrity protection of "qop=auth-int", an attacker could replay
valid credentials froma successful request with counterfeit data or
ot her nessage body. Even with the use of integrity protection, nost
met adata in header fields is not protected. Proper nonce generation
and checking provi des sonme protection against replay of previously
used valid credentials, but see Section 5. 8.

5.6. Wakness Created by Miultiple Authentication Schenes

An HTTP/ 1.1 server MAY return multiple challenges with a 401

(Aut henti cate) response, and each chall enge MAY use a different auth-
schene. A user agent MJST choose to use the strongest auth-schene it
under st ands and request credentials fromthe user based upon that
chal | enge

When the server offers choices of authentication schenes using the
WAV Aut henti cat e header field, the strength of the resulting
authentication is only as good as that of the of the weakest of the
aut henti cati on schemes. See Section 5.7 bel ow for di scussion of
particul ar attack scenarios that exploit nultiple authentication
schenes.

5.7. Online Dictionary Attacks

If the attacker can eavesdrop, then it can test any overheard nonce/
response pairs against a list of cormbn words. Such a list is

usual Iy much smaller than the total nunber of possible passwords.
The cost of conputing the response for each password on the list is
pai d once for each chall enge

The server can mitigate this attack by not allow ng users to sel ect
passwords that are in a dictionary.
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5.8. Man-in-the-Mddl e Attacks

Di gest Authentication is vulnerable to man-in-the-nmddle (MTM
attacks, for exanple, froma hostile or conpronised proxy. Cearly,
this would present all the problens of eavesdropping. But, it also
of fers sone additional opportunities to the attacker

A possible man-in-the-mddl e attack would be to add a weak

aut henti cation schene to the set of choices, hoping that the client
wi Il use one that exposes the user’s credentials (e.g., password).

For this reason, the client SHOULD al ways use the strongest schene
that it understands fromthe choi ces offered.

An even better MTM attack would be to renove all offered choices,
replacing themw th a chall enge that requests only Basic

aut hentication, then uses the cleartext credentials fromthe Basic
authentication to authenticate to the origin server using the
stronger schene it requested. A particularly insidious way to nount
such a MTM attack would be to offer a "free" proxy caching service
to gullible users

User agents shoul d consi der neasures such as presenting a visua
indication at the tine of the credentials request of what

aut henti cation schene is to be used, or renenbering the strongest
aut henti cati on schene ever requested by a server and producing a
war ni ng nessage before using a weaker one. It mght also be a good
idea for the user agent to be configured to denmand Di gest

aut hentication in general or fromspecific sites.

O, a hostile proxy m ght spoof the client into making a request the
attacker wanted rather than one the client wanted. O course, this
is still much harder than a conparable attack agai nst Basic

Aut hent i cati on

5.9. Chosen Pl ai ntext Attacks

Wth Digest Authentication, a MTMor a malicious server can
arbitrarily choose the nonce that the client will use to conpute the
response. This is called a "chosen plaintext" attack. The ability
to choose the nonce is known to nake cryptanal ysis nmuch easi er

However, a method to anal yze the one-way functions used by Di gest
usi ng chosen plaintext is not currently known.

The counterneasure against this attack is for clients to use the

cnonce paraneter; this allows the client to vary the input to the
hash in a way not chosen by the attacker
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5.10. Preconputed Dictionary Attacks

Wth Digest Authentication, if the attacker can execute a chosen

pl ai ntext attack, the attacker can preconpute the response for many
common words to a nonce of its choice and store a dictionary of
response/ password pairs. Such preconputation can often be done in
paral l el on many machines. It can then use the chosen plaintext
attack to acquire a response corresponding to that challenge and j ust
| ook up the password in the dictionary. Even if npbst passwords are
not in the dictionary, sone mght be. Since the attacker gets to
pi ck the chall enge, the cost of conmputing the response for each
password on the list can be anortized over finding nany passwords. A
dictionary with 100 mllion password/response pairs woul d take about
3.2 gigabytes of disk storage.

The counterneasure against this attack is for clients to use the
cnonce paraneter.

5.11. Batch Brute-Force Attacks

Wth Digest Authentication, a M TM can execute a chosen pl ai nt ext
attack and can gat her responses from many users to the same nonce.

It can then find all the passwords wi thin any subset of password
space that woul d generate one of the nonce/response pairs in a single
pass over that space. It also reduces the time to find the first
password by a factor equal to the nunmber of nonce/response pairs
gathered. This search of the password space can often be done in
paral |l el on many machi nes, and even a single machi ne can search | arge
subsets of the password space very quickly -- reports exist of
searching all passwords with six or fewer letters in a few hours.

The counterneasure against this attack is for clients to use the
cnonce paraneter.

5.12. Paraneter Randommess
The security of this protocol is critically dependent on the
randommess of the randomly chosen paraneters, such as client and
server nonces. These should be generated by a strong random or
properly seeded pseudorandom source (see [ RFC4086]).

5.13. Summary

By nmodern cryptographic standards, Digest Authentication is weak.
But, for a large range of purposes, it is valuable as a repl acenent

for Basic Authentication. It renedies sone, but not all, weaknesses
of Basic Authentication. |Its strength may vary dependi ng on the
i mpl ementation. In particular, the structure of the nonce (which is

Shekh- Yusef, et al. St andards Track [ Page 26]



RFC 7616 HTTP Di gest Access Aut hentication Sept enber 2015

dependent on the server inplenmentation) nay affect the ease of
mounting a replay attack. A range of server options is appropriate
since, for exanple, sone inplenentations may be willing to accept the
server overhead of one-time nonces or digests to elimnate the
possibility of replay. Ohers may be satisfied with a nonce |like the
one recomended above, i.e., restricted to a single |IP address and a
single ETag or with a linited lifetine.

The bottomline is that *any* conpliant inplenentation will be
relatively weak by cryptographi c standards, but *any* conpliant
i nplementation will be far superior to Basic Authentication

6. | ANA Consi derations

6.1. Hash Algorithms for HITP Digest Authentication
This specification creates a new | ANA regi stry nanmed "Hash Al gorithns
for HTTP Digest Authentication" under the existing "Hypertext
Transfer Protocol (HTTP) Digest Al gorithm Values" category. This
registry lists the hash algorithms that can be used in HTTP D gest
Aut hent i cati on

When registering a new hash algorithm the follow ng informati on MIST
be provi ded:

Hash Al gorithm

The textual nane of the hash al gorithm
Di gest Size

The size of the algorithm s output in bits.
Ref erence

A reference to the specification adding the algorithmto this
registry

The update policy for this registry shall be Specification Required
[ RFC5226] .
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6.

7.

The initial registry contains the follow ng entries:

o e S R +
| Hash Algorithm | Digest Size | Reference |
o a o Fom e o - Fom e +
| " MD5" | 128 | RFC 7616 |
| "SHA-512-256" | 256 | RFC 7616 |
| " SHA-256" | 256 | RFC 7616 |
o e S R +

Each one of the algorithns defined in the registry mght have a
"-sess" variant, e.g., Mb5-sess, SHA-256-sess, etc.

To clarify the purpose of the existing "HITTP Di gest Al gorithm Val ues"
registry and to avoid confusion between the two registries, |ANA has
added the follow ng description to the existing "HTTP D gest

Al gorithm Val ues" registry:

This registry lists the algorithns that can be used when creating
di gests of an HTTP nessage body, as specified in RFC 3230.

2. Digest Schene Registration
Thi s specification updates the existing entry of the Digest schene in
the "Hypertext Transfer Protocol (HTTP) Authentication Scheme
Regi stry" and adds a new reference to this specification.
Aut henti cati on Schene Nane: D gest
Pointer to specification text: RFC 7616
Ref er ences
1. Normative References
[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119,
DA 10.17487/ RFC2119, March 1997,
<http://ww. rfc-editor.org/info/rfc2119>.
[ RFC2978] Freed, N. and J. Postel, "IANA Charset Registration
Procedures”, BCP 19, RFC 2978, DO 10.17487/ RFC2978,
Oct ober 2000, <http://ww. rfc-editor.org/info/rfc2978>.
[ RFC3629] Yergeau, F., "UTF-8, a transformation format of |SO

10646", STD 63, RFC 3629, DO 10.17487/ RFC3629, Novenber
2003, <http://www.rfc-editor.org/info/rfc3629>.
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Appendi x A, Changes from RFC 2617
Thi s docunent introduces the foll owi ng changes:

0 Adds support for two new al gorithnms, SHA2-256 as nmandatory and
SHA2- 512/ 256 as a backup, and defines the proper algorithm
negoti ati on. The docunent keeps the MD5 al gorithm support but
only for backward conpatibility.

0 Introduces the usernane hashing capability and the paraneter
associated with that, nmainly for privacy reasons.

0 Adds various internationalization considerations that inpact the
Al cal cul ati on and username and password encodi ng.

0 Introduces a new | ANA registry, "Hash Al gorithns for HITP Di gest
Aut hentication", that lists the hash algorithns that can be used
in HTTP Di gest Authentication.

0 Deprecates backward conpatibility with RFC 2069.
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