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Abst ract

Thi s docunent describes updated nethods for handling Unicode strings
representing usernanmes and passwords. The previ ous approach was
known as SASLprep (RFC 4013) and was based on stringprep (RFC 3454).
The nmet hods specified in this docunent provide a nore sustainable
approach to the handling of internationalized usernanmes and

passwords. The preparation, enforcenent, and conpari son of
internationalized strings (PRECIS) franmework, RFC 7564, obsol etes RFC
3454, and this document obsol etes RFC 4013.

Status of This Meno
This is an Internet Standards Track document.

This docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc7613
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1.

I nt roducti on

User names and passwords are wi dely used for authentication and

aut horization on the Internet, either directly when provided in
plaintext (as in the PLAIN Sinple Authentication and Security Layer
(SASL) nechani sm [ RFC4616] and the HTTP Basic schene

[ HTTP-BASI C- AUTH]) or indirectly when provided as the input to a
crypt ographi c al gorithm such as a hash function (as in the Salted
Chal | enge Response Authentication Mechani sm (SCRAM SASL nechani sm
[ RFC5802] and the HITP Di gest scheme [HTTP-DI GEST- AUTH]).

To increase the likelihood that the i nput and conpari son of usernanes
and passwords will work in ways that make sense for typical users

t hroughout the world, this docunent defines rules for preparing,
enforcing, and conparing internationalized strings that represent
user names and passwords. Such strings consist of characters fromthe
Uni code character set [Unicode], with special attention to characters
outside the ASCI|I range [RFC20]. The rules for handling such strings
are specified through profiles of the string classes defined in the
preparation, enforcenent, and conparison of internationalized strings
(PRECI'S) franmework specification [ RFC7564].

Profiles of the PRECIS framework enabl e software to handl e Uni code
characters outside the ASCII range in an autonmated way, so that such
characters are treated carefully and consistently in application
protocols. In large measure, these profiles are designed to protect
application devel opers fromthe potentially negative consequences of
supporting the full range of Unicode characters. For instance, in
al nrost all application protocols it would be dangerous to treat the
Uni code character SUPERSCRI PT ONE (U+00B9) as equivalent to DDA T ONE
(U+0031), because that would result in false positives during
compari son, authentication, and authorization (e.g., an attacker
coul d easy spoof an account "userl@xanpl e.cont).

Whereas a naive use of Uni code woul d nake such attacks trivially
easy, the PRECI S profile defined here for usernames generally
protects applications frominadvertently causing such probl ens.
(Simlar considerations apply to passwords, although here it is
desirable to support a wi der range of characters so as to maxim ze
entropy for purposes of authentication.)

The net hods defined here night be applicabl e wherever usernanes or
passwords are used. However, the methods are not intended for use in
preparing strings that are not usernanes (e.g., Lightweight Directory
Access Protocol (LDAP) distinguished names), nor in cases where
identifiers or secrets are not strings (e.g., keys and certificates)
or require specialized handling.

Sai nt - Andre & Mel ni kov St andards Track [ Page 4]



RFC 7613 PRECI S: User nanes and Passwords August 2015

Thi s docunent obsol etes RFC 4013 (the SASLprep profile of stringprep
[ RFC3454]) but can be used by technol ogi es other than SASL [ RFC4422],
such as HTTP aut hentication as specified in [HITP-BASI C- AUTH and

[ HTTP- DI GEST- AUTH] .

Thi s docunent does not nodify the handling of internationalized
strings in usernanes and passwords as prescribed by existing
application protocols that use SASLprep. |If the conmunity that uses
such an application protocol w shes to nodernize its handling of
internationalized strings to use PRECIS instead of stringprep, it
needs to explicitly update the existing application protoco
definition (one example is [ XMPP-ADDR], which is intended to obsolete
[ RFC6122]). Non-coordi nated updates to protocol inplenentations are
di scour aged because they can have a negative imnpact on
interoperability and security.

2. Term nol ogy

Many inportant terns used in this docunment are defined in [ RFC5890],
[ RFC6365], [RFC7564], and [Unicode]. The term "non-ASCI| space"
refers to any Uni code code point having a Unicode general category of
"Zs", with the exception of U+0020 (here called "ASCI| space").

As used here, the term"password" is not literally linited to a word;
i.e., a password could be a passphrase consisting of nore than one
word, perhaps separated by spaces, punctuation, or other

non- al phanuneri c characters.

Sone SASL nechanisns (e.g., CRAM MD5, DI GEST-MD5, and SCRAM specify
that the authentication identity used in the context of such

mechani sms is a "sinple user name" (see Section 2 of [RFC4422] as
wel |l as [RFC4013]). Various application technol ogies al so assune
that the identity of a user or account takes the formof a usernane
(e.g., authentication for the Hypertext Transfer Protocol as
specified in [HITP- BASI C- AUTH and [ HTTP- DI GEST- AUTH] ), whet her or
not they use SASL. Note well that the exact formof a usernane in
any particul ar SASL nmechani sm or application technology is a nmatter
for inplementation and depl oynent, and that a usernane does not
necessarily map to any particul ar application identifier (such as the
| ocal part of an emmil|l address).

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in

[ RFC2119] .
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3. User nanes
3. 1. Definition

Thi s docunent specifies that a usernane is a string of Uni code code
poi nts [ Uni code], encoded using UTF-8 [ RFC3629], and structured as an
ordered sequence of "userparts". A userpart is allowed to contain
only code points that are in turn allowed by the PRECI S

ldentifierCd ass defined in Section 4.2 of [RFC/564], and thus

consi sts al nost exclusively of letters and digits. A usernane can
consi st of a single userpart or a space-separated sequence of
userparts.

The syntax for a username is defined as follows, using the Augmented
Backus- Naur Form ( ABNF) [ RFC5234].

user nane
user part

userpart *(1*SP userpart)
1*(i dbyt e)

’

; an "idbyte" is a byte used to represent a

; UTF-8 encoded Uni code code point that can be
; contained in a string that conforns to the

; PRECIS Identifierd ass

Al'l code points and bl ocks not explicitly allowed in the PREC S
IdentifierCd ass are disallowed; this includes private use characters,
surrogate code points, and the other code points and bl ocks that were
defined as "Prohibited Qutput" in [RFC4013]. In addition, common
constructions such as "user @xanpl e.cont (e.g., the Network Access
Identifier from|[RFC7542]) are allowed as usernames under this
specification, as they were under [RFC4013].

I npl enent ati on Note: The usernane construct defined in this
docunent does not necessarily match what all depl oyed applications
m ght refer to as a "usernanme" or "userid" but instead provides a
relatively safe subset of Unicode characters that can be used in
exi sting SASL nechani sns and in application protocols that use
SASL, and even in nost application protocols that do not currently
use SASL.

A usernane MJUST NOT be zero bytes in length. This rule is to be
enforced after any nornalization and mappi ng of code points.

In protocols that provide usernames as input to a cryptographic

al gorithm such as a hash function, the client will need to perform
enforcenment of the rules for the UsernaneCaseMapped or

User nanmeCasePreserved profile before applying the algorithm
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This specification defines two profiles for usernanes: one that
performs case mappi ng and one that perforns case preservation (see
further discussion under Section 3.4).

3.2. UsernaneCaseMapped Profile

The definition of the UsernameCaseMapped profile of the
IldentifierCass is provided in the follow ng sections, including
detailed information about preparation, enforcenment, and comparison
(for details on the distinction between these actions, refer to

[ RFC7564] ).

3.2.1. Preparation

An entity that prepares a string according to this profile MJST first
map fullwi dth and hal fwidth characters to their deconposition

mappi ngs (see Uni code Standard Annex #11 [UAX11]). This is necessary
because the PRECI S "HasConpat" category specified in Section 9.17 of
[ RFC7564] woul d otherwise forbid fullwi dth and hal fwi dth characters.
After applying this width-mapping rule, the entity then MJST ensure
that the string consists only of Unicode code points that conformto
the PRECIS IdentifierC ass defined in Section 4.2 of [RFC7564]. In
addition, the entity then MJST encode the string as UTF-8 [ RFC3629].

3.2.2. Enf or cenent

An entity that perforns enforcenment according to this profile MJST
prepare a string as described in Section 3.2.1 and MJST al so apply
the rules specified below for the UsernaneCaseMapped profile (these
rules MJST be applied in the order shown):

1. Wdth-Mapping Rule: Applied as part of preparation (see above).
2. Additional Mapping Rule: There is no additional napping rule.

3. Case-Mpping Rule: Uppercase and titlecase characters MJST be
mapped to their | owercase equival ents, preferably using Unicode
Def ault Case Fol ding as defined in the Unicode Standard [ Uni code]
(at the time of this witing, the algorithmis specified in
Chapter 3 of [Unicode7.0], but the chapter nunber m ght change in
a future version of the Unicode Standard); see further discussion
in Section 3.4.

4. Normalization Rule: Unicode Normalization Form C (NFC) MJST be
applied to all characters.
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5. Directionality Rule: Applications MJST apply the "Bidi Rule"
defined in [RFC5893] to strings that contain right-to-Ileft
characters (i.e., each of the six conditions of the Bidi Rule
nmust be satisfied).

3.2.3. Conparison

An entity that perforns conparison of two strings according to this
profil e MJST prepare each string as specified in Section 3.2.1 and
then enforce the rules specified in Section 3.2.2. The two strings
are to be considered equivalent if they are an exact octet-for-octet
match (sonetinmes called "bit-string identity").

3. 3. User naneCasePreserved Profile

The definition of the UsernanmeCasePreserved profile of the
IdentifierCass is provided in the follow ng sections, including
detail ed informati on about preparation, enforcenent, and conparison
(for details on the distinction between these actions, refer to

[ RFC7564]) .

3.3.1. Preparation

An entity that prepares a string according to this profile MJST first
map fullwidth and hal fwidth characters to their deconposition

mappi ngs (see Uni code Standard Annex #11 [UAX11]). This is necessary
because the PRECI S "HasConpat" category specified in Section 9.17 of
[ RFC7564] woul d otherwise forbid fullwi dth and hal fwi dth characters.
After applying this width-mapping rule, the entity then MJST ensure
that the string consists only of Unicode code points that conformto
the PRECIS IdentifierC ass defined in Section 4.2 of [RFC7564]. In
addition, the entity then MJST encode the string as UTF-8 [ RFC3629].

3.3.2. Enforcenent
An entity that perforns enforcenent according to this profile MJST
prepare a string as described in Section 3.3.1 and MJST al so apply
the rules specified below for the UsernaneCasePreserved profile
(these rules MJST be applied in the order shown):
1. Wdth-Mpping Rule: Applied as part of preparation (see above).
2. Additional Mpping Rule: There is no additional mapping rule.
3. Case-Mapping Rul e: Uppercase and titlecase characters MJST NOT be

mapped to their | owercase equival ents; see further discussion in
Section 3.4.

Sai nt - Andre & Mel ni kov St andards Track [ Page 8]



RFC 7613 PRECI S: User nanes and Passwords August 2015

3.

3. 4.

3.

4. Normalization Rule: Unicode Normalization Form C (NFC) MJST be
applied to all characters

5. Directionality Rule: Applications MJIST apply the "Bidi Rule"
defined in [RFC5893] to strings that contain right-to-Ileft
characters (i.e., each of the six conditions of the Bidi Rule
nmust be sati sfied).

3. Conparison

An entity that perforns conparison of two strings according to this
profile MJST prepare each string as specified in Section 3.3.1 and
then enforce the rules specified in Section 3.3.2. The two strings
are to be considered equivalent if they are an exact octet-for-octet
mat ch (sonetimes called "bit-string identity")

Case Mapping vs. Case Preservation

In order to accommodat e the wi dest range of username constructs in
applications, this document defines two usernane profiles:

User nameCaseMapped and User naneCasePreserved. These two profiles
differ only in the Case-Mpping Rule and are ot herw se identical

Case mapping is a matter for the application protocol, protoco

i mpl ementation, or end deploynment. 1In general, this docunent
suggests that it is preferable to apply the UsernaneCaseMapped
profile and therefore perform case mappi ng, because not doing so can
|l ead to false positives during authentication and authorization (as
described in [RFC6943]) and can result in confusion anong end users,
gi ven the preval ence of case mapping in nmany existing protocols and
applications. However, there can be good reasons to apply the

User nameCasePreserved profile and thus not perform case mapping, such
as backward conpatibility with deployed infrastructure.

In particular:

0 SASL nechanisns that follow the recommendations in this docunent
MUST specify whet her and when case mapping is to be applied to
aut hentication identifiers. SASL mechani sms SHOULD del ay any case
mapping to the | ast possible noment, such as when doing a | ookup
by usernane, perform ng usernane conparisons, or generating a
cryptographic salt froma usernane (if the |ast possible nonent
happens on the server, then decisions about case mappi ng can be a
matter of deployment policy). 1In keeping with [RFC4422], SASL
mechani sms are not to apply this or any other profile to
authorization identifiers, only to authentication identifiers.
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o Application protocols that use SASL (such as | MAP [ RFC3501] and
the Extensible Messagi ng and Presence Protocol (XMPP) [RFC6120])
and that directly reuse this profile MJIST specify whether or not
case mapping is to be applied to authorization identifiers. Such
"SASL application protocols" SHOULD del ay any case- mappi ng of
aut hori zation identifiers to the |ast possible nmonent, which
happens to necessarily be on the server side (this enables
deci si ons about case mapping to be a matter of depl oyment policy).
In keeping with [ RFC4422], SASL application protocols are not to
apply this or any other profile to authentication identifiers,
only to authorization identifiers.

0 Application protocols that do not use SASL (such as HTTP
aut hentication with the HTTP Basic and Di gest schemes as specified
in [ HTTP- BASI C- AUTH and [HTTP-DI GEST- AUTH]) but that directly
reuse this profile MJST specify whether and when case mapping is
to be applied to authentication identifiers or authorization
identifiers, or both. Such "non-SASL application protocols"”
SHOULD del ay any case mapping to the |last possible noment, such as
when doing a | ookup by usernane, perform ng usernane conpari sons,
or generating a cryptographic salt froma usernane (if the |ast
possi bl e nonent happens on the server, then decisions about case
mappi ng can be a matter of depl oynent policy).

If the specification for a SASL mechani sm SASL application protocol,
or non- SASL application protocol uses the UsernaneCaseMapped profile,
it MIST clearly describe whether case mapping is to be applied at the
| evel of the protocol itself, inplenentations thereof, or service
depl oynents (each of these approaches can be |egitimate, dependi ng on
the application in question).

3.5. Application-Layer Constructs

Bot h the User naneCaseMapped and User nanmeCasePreserved profil es enable
an application protocol, inplenentation, or deploynent to create
application-layer constructs such as a usernane that is a space-
separated set of userparts |like "Firstnane M ddl enane Last nane".

Al t hough such a construct is not a profile of the PRECI S

Identifierd ass (because W0020 SPACE is not allowed in the
IdentifierCass), it can be created at the application |ayer because
U+0020 SPACE can be used as a separator between instances of the
PRECI S IdentifierCass (e.g., userparts as defined in this

speci fication).

Sai nt - Andre & Mel ni kov St andards Track [ Page 10]



RFC 7613 PRECI S: User nanes and Passwords August 2015

3.6. Exanples

The following exanples illustrate a small number of userparts (not
usernanmes) that are consistent with the format defi ned above (note
that the characters "<" and ">" are used here to delineate the actual
userparts and are not part of the userpart strings).

| 1| <juliet@xanple.con> | The at-sign is allowed in the |
| | | PRECIS Identifierd ass |

T e T +
| 2| <fussball> | |
S o e e e e e e e e e e e e e e +
| 3| <fu&#xDF;ball > | The third character is LATIN |
| | | SMALL LETTER SHARP S (U+00DF) |
e e +
| 4| <&#x3CO; > | A userpart of GREEK SMALL |
| | | LETTER PI (U+03Q0) |
S o e e e e e e e e e e e e e e +
| 5| <&#x3A3;> | A userpart of GREEK CAPI TAL |
| | | LETTER SI GVA (U+03A3) |
e Iy +
| 6 | <&#x3C3; > | A userpart of GREEK SMALL |
| | | LETTER SI GVA (U+03C3) |
S o e e e e e e e e e e e e e e +
| 7| <&#x3C2;> | A userpart of GREEK SMALL |
| | | LETTER FI NAL SI GVA (U+03C2) |
e e +

Table 1: A Sanple of Legal Userparts

Several points are worth noting. Regarding exanples 2 and 3:

al though in German the character eszett (LATIN SVMALL LETTER SHARP S
(W00DF)) can nostly be used interchangeably with the two characters
"ss", the userparts in these exanples are different and (if desired)
a server would need to enforce a registration policy that disallows
one of themif the other is registered. Regarding examples 5, 6, and
7: optional case-mappi ng of GREEK CAPI TAL LETTER SI GVA (U+03A3) to

| owercase (i.e., to GREEK SMALL LETTER SI GVA (U+03C3)) during
conparison would result in matching the userparts in exanples 5 and
6; however, because the PRECI S mapping rules do not account for the
speci al status of GREEK SMALL LETTER FI NAL SI GVA (UW+03C2), the
userparts in exanples 5 and 7 or exanples 6 and 7 woul d not be

mat ched during conpari son.
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The foll owing exanples illustrate strings that are not valid

userparts (not usernames) because they violate the format defined

above.
e . +
| # | Non-Userpart String | Notes |
T e T +
| 8 | <foo bar> | Space (U+0020) is disallowed in
| | | the userpart |
o e m e e e e e oo oo m e e e e e e e e e e ao - +
| 91 <> | Zero-length userpart |
e ' +
| 10| <henryé&#x2163; > | The sixth character is ROVAN |
| | | NUMERAL FOUR (U+2163) |
S o e e e e e e e e e e e e e e +
| 11] <&#x265A; > | A localpart of BLACK CHESS Kl NG
(. | (U+265A) I
e ' +

Table 2: A Sanple of Strings That Violate the Userpart Rule

Here again, several points are worth noting. Regarding exanple 8:
although this is not a valid userpart, it is a valid username because
it is a space-separated sequence of userparts. Regarding exanple 10
the Uni code character ROVAN NUMERAL FOUR (W+2163) has a conpatibility
equi val ent of the string formed of LATIN CAPI TAL LETTER | (U+0049)
and LATIN CAPI TAL LETTER V (U+0056), but characters with
conpatibility equivalents are not allowed in the PRECI S
Identifierdass. Regarding exanple 11: synbol characters such as
BLACK CHESS KI NG (U+265A) are not allowed in the PREC S

I dentifierd ass.
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4. Passwords
4. 1. Definition

Thi s docunent specifies that a password is a string of Uni code code
poi nts [ Uni code], encoded using UTF-8 [ RFC3629], and confornmant to
the OpaqueString profile (specified below of the PREC S
FreefornCl ass defined in Section 4.3 of [RFC7564].

The syntax for a password is defined as follows, using the Augnented
Backus- Naur Form (ABNF) [ RFC5234].

password = 1*(freebyte)

; a "freebyte" is a byte used to represent a

; UTF-8 encoded Uni code code point that can be
; contained in a string that conforns to the

;. PRECI' S FreefornC ass

Al'l code points and bl ocks not explicitly allowed in the PREC S
FreefornCl ass are disallowed; this includes private use characters,
surrogate code points, and the other code points and bl ocks defined
as "Prohibited Qutput" in Section 2.3 of RFC 4013 (when corrected per
[ Err1812]).

A password MJST NOT be zero bytes in length. This rule is to be
enforced after any nornalization and mappi ng of code points.

Not e: Sone existing systens allow an enpty string in places where
a password woul d be expected (e.g., conmand-line tools that might
be called froman automated script, or servers that nmight need to
be restarted without human intervention). Fromthe perspective of
this docunment (and RFC 4013 before it), these enpty strings are
not passwords but are workarounds for the practical difficulty of
usi ng passwords in certain scenarios. The prohibition of
zero-length passwords is not a reconmmendation regardi ng password
strength (because a password of only one byte is highly insecure)
but is neant to prevent applications frommstakenly omtting a
password entirely; such an outcone is possible when
internationalized characters are accepted, because a non-enpty
sequence of characters can result in a zero-length password after
canoni cal i zati on.
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In protocols that provide passwords as input to a cryptographic

al gorithm such as a hash function, the client will need to perform
enforcement of the rules for the OpaqueString profile before applying
the algorithm because the password is not available to the server in
pl ai ntext form

4.2. OpaqueString Profile

The definition of the OpaqueString profile is provided in the

foll owi ng sections, including detailed information about preparation,
enforcenment, and conparison (for details on the distinction between
these actions, refer to [ RFC7564]).

4.2.1. Preparation

An entity that prepares a string according to this profile MJST
ensure that the string consists only of Unicode code points that
conformto the FreefornC ass base string class defined in [ RFC7564].
In addition, the entity MJST encode the string as UTF-8 [ RFC3629].

4.2.2. Enf or cenent

An entity that perforns enforcenment according to this profile MJST
prepare a string as described in Section 4.2.1 and MJST al so apply
the rules specified below for the OpaqueString profile (these rules
MJUST be applied in the order shown):

1. Wdth-Mapping Rule: Fullwi dth and hal fwidth characters MJST NOT
be mapped to their deconposition nmappi ngs (see Unicode Standard
Annex #11 [ UAX11]).

2. Additional Mpping Rule: Any instances of non-ASCl| space MJST be
mapped to ASCI| space (U+0020); a non-ASCI| space is any Uni code
code point having a Unicode general category of "Zs" (with the
exception of W+0020).

3. Case-Mapping Rul e: Uppercase and titlecase characters MJUST NOT be
mapped to their | owercase equival ents.

4. Normalization Rule: Unicode Normalization Form C (NFC) MJST be
applied to all characters

5. Directionality Rule: There is no directionality rule. The "Bidi
Rul e" (defined in [ RFC5893]) and similar rules are unnecessary
and i napplicable to passwords, because they can reduce the range
of characters that are allowed in a string and therefore reduce
the anmobunt of entropy that is possible in a password. Such rules
are intended to minimze the possibility that the same string
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will be displayed differently on a | ayout systemset for
right-to-left display and a | ayout systemset for left-to-right
di spl ay; however, passwords are typically not displayed at al
and are rarely nmeant to be interoperable across different |ayout
systens in the way that non-secret strings |ike domain nanes and
usernanmes are. Furthernore, it is perfectly acceptable for
opaque strings other than passwords to be presented differently
in different | ayout systens, as long as the presentation is
consi stent in any given | ayout system

4.2.3. Conparison

An entity that perforns conparison of two strings according to this
profile MJUST prepare each string as specified in Section 4.2.1 and
then enforce the rules specified in Section 4.2.2. The two strings
are to be considered equivalent if they are an exact octet-for-octet
mat ch (sonetinmes called "bit-string identity").

4.3. Exanpl es

The followi ng exanples illustrate a small number of passwords that
are consistent with the format defined above (note that the
characters "<" and ">" are used here to delineate the actua
passwords and are not part of the password strings).

o e e e e e e e e e e e e e e e e e o o e e e e e e e e m e e +
| # | Password | Notes |
o e m e e e e e e e e e e o e e e e e e e e e +
| 12| <correct horse battery staple> | ASCI| space is allowed |
o m e e e e e e e e ee e o e e e e e e e i e +
| 13| <Correct Horse Battery Staple> | Differs by case from |
| | | exanple 12 |
o e e e e e e e e e e e e e e o e e e e e e e e e o +
| 14| <&#x3C0; &#xDF; &#XE5; > | Non-ASCI| letters are OK

| | | (e.g., GREEK SMALL LETTER |
(. | Pl (U+03C0)) I
o m m e e e e e e e e ee oo o m e e e e e i e +
| 15| <Jack of &#x2666; s> | Synmbols are OK (e.g., BLACK |
| | | DIAMOND SUI T (U+2666)) |
o e m e e e e e e e e e e o e e e e e e e e e +

16| <fo00&#x1680; bar > OGHAM SPACE MARK (U+1680) is

I I
| mapped to W+0020, and thus

| the full string is napped to

| <foo bar> |

Table 3: A Sanple of Legal Passwords
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The following exanple illustrates a string that is not a valid
password because it violates the format defined above.

o e m e e e e e e e e e e o e e e e e e e e e +
| # | Password | Notes |
o m e e e e e e e e ee e o e e e e e e e i e +
| 17] <ny cat is a &#x9; by> | Controls are disallowed |
o e e e e e e e e e e e e e e e e e o o e e e e e e e e m e e +

Table 4. A String That Violates the Password Rul es
5. Use in Application Protocols

Thi s specification defines only the PRECI S-based rules for the
handl i ng of strings conform ng to the UsernaneCaseMapped and

User naneCasePreserved profiles of the PRECIS IdentifierC ass, and
strings conform ng to the OpaqueString profile of the PRECI S
FreeformC ass. It is the responsibility of an application protoco
to specify the protocol slots in which such strings can appear, the
entities that are expected to enforce the rules governing such
strings, and at what points during protocol processing or interface
handling the rules need to be enforced. See Section 6 of [RFC7564]
for guidelines on using PRECIS profiles in applications.

Above and beyond the PRECI S-based rul es specified here, application
protocol s can al so define application-specific rules governing such
strings (rules regarding mni mumor maxi num | ength, further
restrictions on allowable characters or character ranges, safeguards
to mtigate the effects of visually simlar characters, etc.),
application-layer constructs (see Section 3.5), and related matters.

Sone PRECIS profile definitions encourage entities that enforce the
rules to be liberal in what they accept. However, for usernanmes and
passwords such a policy can be problematic, because it can lead to
fal se positives. An in-depth discussion can be found in [ RFC6943].

6. Magration
The rules defined in this specification differ slightly fromthose
defined by the SASLprep specification [RFC4013]. The follow ng

sections describe these differences, along with their inplications
for migration, in nore detail.
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6. 1.

User nanes

Depl oyments that currently use SASLprep for handling usernanmes night
need to scrub existing data when they mgrate to the rules defined in
this specification. |In particular:

(0]

SASLprep specified the use of Unicode Normalization Form KC
(NFKC), whereas the UsernanmeCaseMapped and User naneCasePreserved
profiles enpl oy Unicode Normalization FormC (NFC). |In practice,
this change is unlikely to cause significant problens, because
NFKC provi des net hods for napping Uni code code points with
conpatibility equivalents to those equival ents, whereas the PREC S
Identifierdass entirely disallows Unicode code points with
compatibility equivalents (i.e., during conparison, NFKC is nore
"aggressive" about finding matches than NFC). A few exanpl es

m ght suffice to indicate the nature of the problem

1. LATIN SMALL LETTER LONG S (U+017F) is conpatibility equival ent
to LATIN SMALL LETTER S (U+0073).

2. ROVAN NUVERAL FOUR (U+2163) is conpatibility equivalent to
LATI N CAPI TAL LETTER | (U+0049) and LATIN CAPI TAL LETTER V
(U+0056) .

3. LATIN SMALL LI GATURE FI (U+FBO1) is conpatibility equival ent
to LATIN SMALL LETTER F (U+0066) and LATI N SMALL LETTER |
(U+0069) .

Under SASLprep, the use of NFKC al so handl ed the nmappi ng of
fullwi dth and hal fwidth code points to their deconposition
mappi ngs.

For mgration purposes, operators might want to search their

dat abase of usernanes for names containing Unicode code points
with conpatibility equival ents and, where there is no conflict,
map those code points to their equivalents. Naturally, it is

possi bl e that during this process the operator wll discover
conflicting usernames (e.g., HENRYIV with the last two characters
bei ng LATIN CAPI TAL LETTER | (W+0049) and LATIN CAPI TAL LETTER V
(U+0056) vs. "HENRYIV' with the |last character bei ng ROMAN NUVERAL
FOUR (U+2163), which is conpatibility equivalent to U+0049 and
U+0056); in these cases, the operator will need to deternine how
to proceed -- for instance, by disabling the account whose nane
contains a Unicode code point with a conpatibility equival ent.
Such cases are probably rare, but it is inportant for operators to
be aware of them
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6

2

0 SASLprep mapped the "characters comonly mapped to nothing" from
Appendi x B.1 of [RFC3454]) to nothing, whereas the PRECI S
IdentifierC ass entirely disallows nost of these characters, which
correspond to the code points fromthe PRECIS "M category defined
under Section 9.13 of [RFC7564] (with the exception of MONGOLI AN
TODO SOFT HYPHEN (U+1806), which was "conmmonly mapped to nothi ng"
in Unicode 3.2 but at the tine of this witing does not have a
derived property of Default_Ilgnorabl e Code Point in Unicode 7.0).
For mgration purposes, the operator mght want to remove from
usernames any code points contained in the PRECIS "M category
(e.g., SOFT HYPHEN (U+00AD)). Because these code points would
have been "mapped to nothing" in stringprep, in practice a user
woul d not notice the difference if, upon migration to PRECIS, the
code points are renoved

0 SASLprep all owed uppercase and titlecase characters, whereas the
User naneCaseMapped profil e maps uppercase and titlecase characters
to their | owercase equivalents (by contrast, the
User naneCasePreserved profile matches SASLprep in this regard).

For mgration purposes, the operator can use either the

User nameCaseMapped profile (thus losing the case information) or
the UsernaneCasePreserved profile (thus ignoring case difference
when conparing usernanes).

Passwor ds

Dependi ng on | ocal service policy, mgration fromRFC 4013 to this
specification m ght not involve any scrubbing of data (because
passwords night not be stored in the clear anyway); however, service
providers need to be aware of possible issues that m ght arise during
mgration. |In particular:

0 SASLprep specified the use of Unicode Normalization Form KC
(NFKC), whereas the OpaqueString profile enpl oys Unicode
Normal i zation Form C (NFC). Because NFKC is nore aggressive about
finding matches than NFC, in practice this change is unlikely to
cause significant problenms and i ndeed has the security benefit of
probably resulting in fewer false positives when conparing
passwords. A few exanples mght suffice to indicate the nature of
the probl em

1. LATIN SMALL LETTER LONG S (U+017F) is conpatibility equival ent
to LATIN SMALL LETTER S (U+0073).

2. ROVAN NUVERAL FOUR (U+2163) is conpatibility equivalent to
LATI N CAPI TAL LETTER | (U+0049) and LATIN CAPI TAL LETTER V
(U+0056) .
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3. LATIN SMALL LI GATURE FI (U+FBO1) is conpatibility equival ent
to LATIN SMALL LETTER F (U+0066) and LATI N SMALL LETTER |
(U+0069) .

Under SASLprep, the use of NFKC al so handl ed the nmappi ng of

fullwi dth and hal fwidth code points to their deconposition

mappi ngs. Although it is expected that code points with
compatibility equivalents are rare in existing passwords, somne
passwords that matched when SASLprep was used might no | onger work
when the rules in this specification are appli ed.

0 SASLprep mapped the "characters comonly nmapped to not hing" from
Appendi x B.1 of [RFC3454]) to nothing, whereas the PRECI S
FreefornCl ass entirely disallows such characters, which correspond
to the code points fromthe PRECIS "M category defined under
Section 9.13 of [RFC7564] (with the exception of MONGOLI AN TODO
SOFT HYPHEN ( U+1806), which was commonly napped to nothing in
Unicode 3.2 but at the tinme of this witing is allowed by
Unicode 7.0). In practice, this change will probably have no
ef fect on conparison, but user-oriented software mght reject such
code points instead of ignoring themduring password preparation.

7. 1 ANA Consi derations
| ANA has nmade the updates described bel ow.
7.1. UsernaneCaseMapped Profile

| ANA has added the following entry to the "PRECIS Profil es" registry.

Nane: User naneCaseMapped.

Base Cl ass: Identifierd ass.

Applicability: Usernames in security and application protocols.

Repl aces: The SASLprep profile of stringprep.

W dt h- Mapping Rule: Map fullw dth and hal fwidth characters to their
deconposi ti on mappi ngs.

Addi tional Mapping Rule: None.

Case- Mappi ng Rul e: Map uppercase and titlecase characters to
| ower case.

Normal i zati on Rul e: NFC.
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Directionality Rule: The "Bidi Rule" defined in RFC 5893 applies.

Enforcenent: To be defined by security or application protocols that
use this profile.

Specification: RFC 7613 (this docunent), Section 3.2.
7.2. UsernaneCasePreserved Profile
| ANA has added the following entry to the "PRECIS Profiles" registry.
Nanme: UsernaneCasePreserved.
Base Cl ass: Identifierd ass.
Applicability: Usernames in security and application protocols.
Repl aces: The SASLprep profile of stringprep.

W dt h- Mappi ng Rule: Map fullwi dth and hal fwidth characters to their
deconposi ti on mappi ngs.

Addi tional Mapping Rule: None.

Case- Mappi ng Rul e:  None.

Normal i zation Rule: NFC

Directionality Rule: The "Bidi Rule" defined in RFC 5893 applies.

Enforcenment: To be defined by security or application protocols that
use this profile.

Specification: RFC 7613 (this docunent), Section 3.3.
7.3. OpaqueString Profile
| ANA has added the following entry to the "PRECIS Profil es" registry.
Nanme: OpaqueStri ng.
Base Cl ass: FreefornC ass.

Applicability: Passwords and ot her opaque strings in security and
appl i cation protocols.

Repl aces: The SASLprep profile of stringprep.
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W dt h- Mappi ng Rul e:  None.

Addi tional Mapping Rule: Mp non-ASCI| space characters to ASClI
space.

Case- Mappi ng Rul e:  None.
Normal i zati on Rule: NFC
Directionality Rule: None.

Enforcenment: To be defined by security or application protocols that
use this profile.

Speci fication: RFC 7613 (this docunent), Section 4.2.
7.4. Stringprep Profile

The stringprep specification [ RFC3454] did not provide for entries in
the "Stringprep Profiles" registry to have any state except "Current”
or "Not Current”. Because this document obsol etes RFC 4013, which
regi stered the SASLprep profile of stringprep, | ANA has marked that
profile as "Not Current" and cited this docunment as an additiona

ref erence

8. Security Considerations
8.1. Password/ Passphrase Strength

The ability to include a wi de range of characters in passwords and
passphrases can increase the potential for creating a strong password
with high entropy. However, in practice, the ability to include such
characters ought to be wei ghed agai nst the possible need to reproduce
them on various devices using various input mnethods.

8.2. Identifier Conparison

The process of conparing identifiers (such as SASL sinple user nanes,
aut hentication identifiers, and authorization identifiers) can | ead
to either false negatives or fal se positives, both of which have
security inplications. A nore detail ed discussion can be found in

[ RFC6943] .

8.3. Reuse of PRECI S
The security considerations described in [RFC7564] apply to the

Identifierd ass and FreefornC ass base string classes used in this
docunment for usernames and passwords, respectively.
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8.4. Reuse of Unicode

The security considerations described in [UTS39] apply to the use of
Uni code characters in usernanes and passwords.
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Appendi x A. Differences from RFC 4013

Thi s docunent builds upon the PRECI S franmework defined in [ RFC7564],
which differs fundanentally fromthe stringprep technol ogy [ RFC3454]
used in SASLprep [ RFC4013]. The primary difference is that
stringprep profiles allowed all characters except those characters
that were explicitly disallowed, whereas PRECI S profiles disallow all
characters except those characters that are explicitly allowed (this
"inclusion nodel” was originally used for internationalized domain
nanes in [ RFC5891]; see [RFC5894] for further discussion). It is
inmportant to keep this distinction in m nd when conparing the
technol ogy defined in this document to SASLprep [ RFC4013].

The foll owi ng substantive nodifications were made from RFC 4013.

0 A single SASLprep algorithmwas replaced by three separate
al gorithms: one for usernanes with case napping, one for usernanes
with case preservation, and one for passwords.

o0 The new preparation algorithms use PRECIS instead of a stringprep
profile. The new algorithnms work independently of Unicode
ver si ons.

0 As recommended in the PRECI S framework, changed the Unicode
normalization formfrom NFKC to NFC

0 Some Uni code code points that were mapped to nothing in RFC 4013
are sinply disallowed by PRECI S
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