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Codification of AS 0 Processing
Abst r act

Thi s document updates RFC 4271 and proscribes the use of Autononous
System (AS) 0 in the Border Gateway Protocol (BGP) OPEN, AS PATH,
AS4_PATH, AGGREGATOR, and AS4_AGGREGATOR attributes in the BGP UPDATE
nmessage

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nmay be obtained at
http://ww.rfc-editor.org/infol/rfc7607

Copyri ght Notice

Copyright (c) 2015 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunments
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. I nt roducti on

Aut ononpbus System 0 was listed in the | ANA Aut ononous System Nunber
Regi stry as "Reserved - May be use [sic] to identify non-routed
net wor ks" ([ ANA. AS Numnbers]).

[ RFC6491] specifies that AS O in a Route Origin Attestation (ROA) is
used to mark a prefix and all its nmore specific prefixes as not to be
used in a routing context. This allows a resource holder to signal
that a prefix (and the nore specifics) should not be routed by
publishing a ROA listing AS 0 as the only origin. To respond to this
signal requires that BGP inpl enentati ons not accept or propagate
routes containing AS 0.

No clear statenment that AS 0 was proscribed could be found in any BGP
specification. This docunent corrects this om ssion, nobst
importantly in the case of the AS PATH. This represents an update to
the error handling procedures given in Sections 6.2 and 6.3 of

[ RFC4271] by specifying the behavior in the presence of AS 0.

At |east two inplenentations discard routes containing AS 0, and this
docunent codifies this behavior.

1.1. Requirenments Notation
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].
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2. Behavi or

A BGP speaker MJST NOT originate or propagate a route with an AS
nunber of zero in the AS PATH, AS4 PATH, AGGREGATOR, or
AS4 AGGREGATOR attri butes.

An UPDATE message that contains the AS nunber of zero in the AS PATH
or AGGREGATOR attribute MJUST be considered as mal formed and be
handl ed by the procedures specified in [ RFC7606] .

An UPDATE nessage that contains the AS nunber of zero in the AS4_ PATH
or ASA_AGCREGATOR attribute MJUST be considered as nal formed and be
handl ed by the procedures specified in [ RFC6793].

If a BGP speaker receives zero as the peer AS in an OPEN nessage, it
MUST abort the connection and send a NOTI FI CATION with Error Code
"OPEN Message Error" and subcode "Bad Peer AS' (see Section 6 of
[RFC4271]). A router MIUST NOT initiate a connection clainmng to be
AS 0.

Aut hors of future protocol extensions that carry the Autononous
Syst em nunber are encouraged to keep in mind that AS 0 is reserved
and to provide clear direction on howto handle AS 0.

3. | ANA Consi derati ons

The | ANA has updated the registry for "16-bit Autononous System
Nunbers" so that the entry for AS 0 is sinply "Reserved"

4. Security Considerations

By allowi ng a Resource Public Key Infrastructure (RPKI) resource

hol der to issue a ROA saying that AS 0 is the only valid origin for a
route, we allow themto state that a particular address resource is
not in use. By ensuring that all inplementations that see AS 0 in a
route ignore that route, we prevent a nalicious party from announcing
routes containing AS O in an attenpt to hijack those resources.

In addition, by standardizing the behavi or upon reception of an

AS PATH (or AS4_PATH) containing AS 0, this docunent nakes the
behavi or better defined.
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