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Abstract

This meno descri bes how many vendors have sol ved the Generic Routing
Encapsul ation (GRE) fragnentation problem The solution described
herein is configurable. It is widely deployed on the Internet inits
default configuration.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Not all docunents
approved by the |ESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc7588.
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1.

1.

I nt roducti on

Generic Routing Encapsul ation (GRE) [ RFC2784] [ RFC2890] can be used
to carry any network-layer protocol over any network-|ayer protocol.
GRE has been inplenmented by nany vendors and is widely deployed in
the Internet.

The GRE specification does not describe fragmentation procedures.
Lacki ng gui dance fromthe specification, vendors have devel oped

i npl ementation-specific fragnentation solutions. A GRE tunnel wll
operate correctly only if its ingress and egress nodes support
conpati ble fragmentation solutions. [RFC4459] describes severa
fragmentation solutions and eval uates their relative nerits.

This menmo reviews the fragnmentation solutions presented in [ RFC4459].
It al so describes how many vendors have solved the GRE fragnmentation
problem The solution described herein is configurable and has been
wi dely deployed in its default configuration.

Thi s meno addresses point-to-point unicast GRE tunnels that carry
| Pv4, 1Pv6, or MPLS payl oads over IPv4 or I1Pv6. Al other tunne
types are beyond the scope of this docunent.

1. Term nol ogy
The following terns are specific to GRE

0 GRE delivery header - an IPv4 or | Pv6 header whose source address
represents the GRE i ngress node and whose destinati on address
represents the GRE egress node. The CGRE delivery header
encapsul at es a GRE header

0 GCRE header - the GRE protocol header. The GRE header is
encapsul ated in the GRE delivery header and encapsul ates the GRE
payl oad.

0 GCRE payload - a network-layer packet that is encapsul ated by the
GRE header. The GRE payl oad can be IPv4, |Pv6, or MPLS
Procedures for encapsulating IPv4 in GRE are described in
[ RFC2784] and [RFC2890]. Procedures for encapsulating IPv6 in GRE
are described in [IPv6-GRE]. Procedures for encapsulating MPLS in
GRE are described in [RFC4023]. Wile other protocols nmay be
delivered over GRE, they are beyond the scope of this docunent.

0 GCRE delivery packet - a packet containing a GRE delivery header, a
GRE header, and the GRE payl oad.
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GRE payl oad header - the IPv4, 1Pv6, or MPLS header of the GRE
payl oad.

GRE overhead - the conbined size of the CGRE delivery header and
the GRE header, neasured in octets.

The following terns are specific to MIU di scovery:

(o]

Li nk MU (LMIU) - the maxi numtransm ssion unit, i.e., maxinmm
packet size in octets, that can be conveyed over a link. LMUIis
a unidirectional netric. A bidirectional |ink may be

characterized by one LMIU in the forward direction and anot her
LMIU in the reverse direction.

Path MIU (PMIU) - the mininumLMIU of all the links in a path

bet ween a source node and a destination node. |If the source and
destination nodes are connected through an Equal - Cost Multipath
(ECWP), the PMIU is equal to the m nimum LMIU of all 1inks

contributing to the nultipath.

GRE MU (GMIU) - the maxi numtransm ssion unit, i.e., maxinmm
packet size in octets, that can be conveyed over a GRE tunne

wi t hout fragnmentation of any kind. The GMITU is equal to the PMIuU
associ ated with the path between the CGRE ingress and the CRE
egress nodes minus the GRE overhead.

Path MIU Di scovery (PMIUD) - a procedure for dynamically

di scovering the PMIU between two nodes on the Internet. PMIUD
procedures for IPv4 are defined in [RFC1191]. PMIUD procedures
for IPv6 are defined in [ RFC1981].

The following terns are introduced by this neno:

(o]

Fragment abl e Packet - a packet that can be fragnented by the GRE

i ngress node before being transported over a GRE tunnel. That is,
an | Pv4 packet with the Don't Fragnment (DF) bit equal to 0 and
whose payload is |arger than 64 bytes. |1Pv6 packets are not
fragment abl e.

| CMP Packet Too Big (PTB) nessage - an | CWPv4 [ RFC792] Destination
Unr eachabl e nmessage (Type = 3) with code equal to 4 (fragnentation
needed and DF set) or an | CWPv6 [ RFC4443] Packet Too Bi g nessage

(Type = 2).
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1.2. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. Solutions
2.1. RFC 4459 Sol utions

Section 3 of [RFC4459] identifies several tunnel fragnmentation
solutions. These solutions define procedures to be invoked when the
tunnel ingress router receives a packet so large that it cannot be
forwarded through the tunnel wi thout fragnmentation of any kind. When
applied to GRE, these procedures are:

1. Discard the incom ng packet and send an | CMP PTB nessage to the
i ncom ng packet’s source

2. Fragment the incom ng packet and encapsul ate each fragnment wthin
a conpl ete GRE header and GRE delivery header.

3. Encapsul ate the incom ng packet in a single GRE header and GRE
delivery header. Performsource fragnentation on the resulting
GRE del i very packet.

As per RFC 4459, Strategy 2 is applicable only when the i ncom ng
packet is fragnmentable. Al so as per RFC 4459, each strategy has its
relative merits and costs.

2.2. A Wdely Depl oyed Sol ution

Many vendors have inplenented a configurable GRE fragmentation
solution. In its default configuration, the solution behaves as
fol |l ows:

0 When the GRE ingress node receives a fragmentabl e packet with
Il ength greater than the GMIU, it fragnments the i ncom ng packet and
encapsul ates each fragnent within a conpl ete GRE header and GRE
delivery header. Fragnentation logic is as specified by the
payl oad pr ot ocol

0 When the GRE ingress node receives a non-fragnentabl e packet with

Il ength greater than the GWITYU, it discards the packet and sends an
| CMP PTB nmessage to the packet’s source
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0 \When the GRE egress node receives a GRE delivery packet fragnent,
it silently discards the fragment wi thout attenpting to reassenble
the GRE delivery packet to which the fragment bel ongs.

I'n non-default configurations, the GRE i ngress node can execute any
of the procedures defined in RFC 4459

The sol ution described above is widely deployed on the Internet in
its default configuration. However, the default configuration is not
al ways appropriate for GRE tunnels that carry |Pv6.

I Pv6 requires that every link in the Internet have an MU of 1280
octets or greater. On any link that cannot convey a 1280-octet
packet in one piece, link-specific fragmentation and reassenbly nust
be provided at a | ayer bel ow | Pv6.

Therefore, the default configuration is appropriate for tunnels that
carry IPv6 only if the network is engineered so that the GWMTU is
guaranteed to be 1280 bytes or greater. 1In all other scenarios, a
non-default configuration is required.

In the non-default configuration, when the GRE ingress router
recei ves a packet lager than the GMIU, the GRE ingress router
encapsul ates the entire packet in a single GRE and delivery header
It then fragments the delivery header and sends the resulting
fragments to the GRE egress node, where they are reassenbl ed.

3. Inplenentation Details

Thi s section describes how nmany vendors have inpl enented the sol ution
described in Section 2.2.

3.1. GCenera

The GRE ingress nodes satisfy all of the requirenents stated in
[ RFC2784] .

3.2. GRE MIU (GvrU) Estimation and Di scovery

GRE i ngress nodes support a configuration option that associates a
GWMTU with a GRE tunnel. By default, GWMITU is equal to the MIuU
associated with the next hop toward the GRE egress node m nus the GRE
over head.

Typically, GRE ingress nodes further refine their GMIU estimate by

executing PMIUD procedures. However, if an inplenentation supports
PMIUD for GRE tunnels, it also includes a configuration option that
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di sabl es PMIUD. This configuration option is required to mtigate
certain denial-of-service attacks (see Section 4).

The GRE ingress node’'s estimate of the GMIU will not al ways be
accurate. It is only an estimate. Wen the GMIU changes, the GRE

i ngress node will not discover that change i nmedi ately. Likew se, if
the GRE ingress node perforns PMIUD procedures and interior nodes
cannot deliver |1CW feedback to the GRE ingress node, GMIU estimates
may be inaccurate.

3.3. GRE Ingress Node Procedures

This section defines procedures that GRE i ngress nodes execute when
they receive a packet whose size is greater than the rel evant GVIU

3.3.1. Procedures Affecting the GRE Payl oad
3.3.1.1. |1Pv4 Payl oads

By default, if the payload is fragnentabl e, the GRE ingress node
fragments the incom ng packet and encapsul ates each fragment within a
conpl ete GRE header and GRE delivery header. Therefore, the GRE
egress node receives several conplete, non-fragnmented delivery
packets. Each delivery packet contains a fragnent of the GRE

payl oad. The GRE egress node forwards the payload fragnments to their
ultimte destination where they are reassenbl ed.

Al so by default, if the payload is not fragnentable, the GRE ingress
node di scards the packet and sends an | CMPv4 Destination Unreachabl e
message to the packet’'s source. The | CMPv4 Destinati on Unreachabl e
message code equals 4 (fragnmentation needed and DF set). The | Cwv4
Destinati on Unreachabl e message al so contains a next-hop MIU (as
specified by [RFC1191]), and the next-hop MU is equal to the GVIU
associ ated with the tunnel

The GRE ingress node supports a non-default configuration option that
i nvokes an alternative behavior. |f that option is configured, the
GRE ingress node fragments the delivery packet. See Section 3.3.2
for details.

3.3.1.2. |Pv6 Payl oads
By default, the GRE i ngress node discards the packet and sends an
| CMPv6 [ RFC4443] Packet Too Big message to the payl oad source. The

MIU specified in the Packet Too Big nessage is equal to the GJVIU
associated with the tunnel
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The GRE ingress node supports a non-default configuration option that
i nvokes an alternative behavior. |If that option is configured, the
GRE i ngress node fragments the delivery packet. See Section 3.3.2
for details.

3.3.1.3. MPLS Payl oads

By default, the GRE ingress node discards the packet. As it is
inmpossible to reliably identify the payl oad source, the GRE ingress
node does not attenpt to send an | CVP PTB nessage to the payl oad
source.

The GRE ingress node supports a non-default configuration option that
i nvokes an alternative behavior. |f that option is configured, the
GRE i ngress node fragments the delivery packet. See Section 3.3.2
for details.

3.3.2. Procedures Affecting the GRE Deliver Header
3.3.2.1. Tunneling GRE over |Pv4

By default, the GRE ingress node does not fragment delivery packets.
However, the GRE ingress node includes a configuration option that
al l ows delivery packet fragnentation

By default, the GRE ingress node sets the DF bit in the delivery
header to 1 (Don’t Fragnent). However, the GRE ingress node al so
supports a configuration option that invokes the follow ng behavior

0 Wen the GRE payload is I Pv6, the DF bit on the delivery header is
set to O (Fragnents All owed).

0 When the GRE payload is IPv4, the DF bit is copied fromthe
payl oad header to the delivery header

When the DF bit on an I Pv4 delivery header is set to 0, the GRE
delivery packet can be fragnented by any router between the GRE
i ngress and egress nodes.

If the GRE egress node is configured to support reassenbly, it wll

reassenbl e fragnented delivery packets. Qherw se, the GRE egress
node will discard delivery packet fragnents.
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3.3.2.2. Tunneling GRE over |Pv6

By default, the GRE ingress node does not fragnment delivery packets.
However, the GRE ingress node includes a configuration option that
al l ows this.

If the GRE egress node is configured to support reassenbly, it wll
reassenbl e fragnented delivery packets. Oherw se, the GRE egress
node wi |l discard delivery packet fragnents.

3.4. GRE Egress Node Procedures

By default, the GRE egress node silently discards GRE delivery packet
fragments without attenpting to reassenble the GRE delivery packets
to which the fragments bel ongs.

However, the GRE egress node supports a configuration option that
allows it to reassenble GRE delivery packets.

4. Security Considerations

In the GRE fragnentation solution described above, either the GRE
payl oad or the GRE delivery packet can be fragnented. |f the GRE
payl oad is fragnented, it is typically reassenbled at its ultinmate
destination. |If the GRE delivery packet is fragnmented, it is
typically reassenbl ed at the GRE egress node.

The packet reassenbly process is resource intensive and vulnerable to
several denial-of-service attacks. |In the sinplest attack, the
attacker sends fragnented packets nore quickly than the victimcan
reassenble them |In a variation on that attack, the first fragnent
of each packet is missing so that no packet can ever be reassenbl ed

G ven that the packet reassenbly process is resource intensive and
vul nerabl e to deni al -of -service attacks, operators shoul d decide
where the reassenbly process is best performed. Having nmade that
deci sion, they shoul d deci de whether to fragment the GRE payl oad or
GRE delivery packet accordingly.

Sone | P inplenmentations are vulnerable to the Overl appi ng Fragnent
Attack [RFC1858]. This vulnerability is not specific to GRE and
needs to be considered in all environments where |P fragnmentation is
present. [RFC3128] describes a procedure by which | Pv4

i npl ementations can partially mtigate the vulnerability. [RFC5722]
mandat es a procedure by which | Pv6-conpliant inplenmentations are
required to mtigate the vulnerability. The procedure described in
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5.

5.

RFC 5722 completely mitigates the vulnerability. Operators SHOULD
ensure that the vulnerability is mtigated to their satisfaction on
equi prrent that they depl oy.

PMIUD i s vul nerable to two denial -of-service attacks (see Section 8
of [RFC1191] for details). Both attacks are based upon on a
mal i ci ous party sending forged | CMPv4 Destination Unreachabl e or

| CMPv6 Packet Too Big nmessages to a host. |In the first attack, the
forged nmessage indicates an inordinately small PMIU. In the second
attack, the forged nessage indicates an inordinately large MIU. In
bot h cases, throughput is adversely affected. |In order to nitigate
such attacks, GRE inplementations include a configuration option to
di sabl e PMIUD on CRE tunnels. Also, they can include a configuration
option that conditions the behavior of PMIUD to establish a m ni num
PMTU.
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