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Abst ract

Thi s docunent specifies a nmeans to find authoritative RAD US servers
for a given realm It is used in conjunction with either RAD US over
Transport Layer Security (RADIUS/TLS) or RADI US over Datagram
Transport Layer Security (RADI US/ DTLS).

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for exam nation, experinental inplenmentation, and
eval uati on.

Thi s docunent defines an Experinmental Protocol for the Internet
community. This docunment is a product of the Internet Engineering
Task Force (IETF). It represents the consensus of the | ETF
community. It has received public review and has been approved for
publication by the Internet Engineering Steering Goup (IESG. Not
all docurments approved by the I ESG are a candi date for any |evel of
I nternet Standard; see Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/infol/rfc7585.
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1.

I nt roducti on

RADIUS in all its current transport variants (RADI US/ UDP, RAD US/ TCP
RADI US/ TLS, and RADI US/ DTLS) requires manual configuration of al
peers (clients and servers).

Where nore than one administrative entity collaborates for RADI US
aut hentication of their respective custoners (a "roam ng
consortiunt), the Network Access ldentifier (NA) [RFCr542] is the
suggested way of differentiating users between those entities; the
part of a usernane to the right of the "@ delimter in an NAl is
called the user’s "realn. Were nany realnms and RADI US forwardi ng
servers are in use, the nunber of realns to be forwarded and the
correspondi ng number of servers to configure may be significant.
VWhere new realns with new servers are added or details of existing
servers change on a regular basis, naintaining a single nonolithic
configuration file for all these details may prove too cunbersone to
be usef ul

Furthernmore, in cases where a roam ng consortium consists of

i ndependent |y wor ki ng branches (e.g., departnments and nationa
subsidiaries), each with their own forwardi ng servers, and who add or
change their realmlists at their own discretion, there is additiona
conmplexity in synchronizing the changed data across all branches.

Were real ms can be partitioned (e.g., according to their top-Ieve
domai n (TLD) ending), forwarding of requests can be realized with a

hi erarchy of RADI US servers, all serving their partition of the realm
space. Figure 1 shows an exanple of this hierarchical routing.
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Figure 1. RADI US Hierarchy Based on Top-Level Dorain Partitioning

However, such partitioning is not always possible. As an example, in
one real -life deploynment, the adm nistrative boundaries and RADI US
forwardi ng servers are organi zed al ong country borders, but generic
top-1evel donmmins such as .edu do not map to this choice of
boundaries (see [RFC7593] for details). These situations can benefit
significantly froma distributed nechanismfor storing real mand
server reachability information. This docunent describes one such
mechani sm storage of real mto-server mappings in DNS; real mbased
request forwarding can then be realized without a static hierarchy
such as in the following figure
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Figure 2: RADI US Hierarchy Based on Top-Level Domain Partitioning

Thi s docunent al so specifies various approaches for verifying that
server information that was retrieved from DNS was from an aut hori zed
party; for exanple, an organization that is not at all part of a
given roanming consortiummay alter its own DNS records to yield a
result for its own realm

1.1. Requirenents Language

In this docurment, several words are used to signify the requirenents
of the specification. The key words "MJST", "MJST NOI", "REQU RED',
"SHALL", "SHALL NOTr", "SHOULD', "SHOULD NOT", "RECOMMENDED', " MAY",
and "OPTIONAL" in this docunent are to be interpreted as described in
RFC 2119 [ RFC2119].
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1.2. Termi nol ogy

RADI US/ TLS Client: a RADI US/ TLS [ RFC6614] instance that initiates a
new connection

RADI US/ TLS Server: a RADI US/ TLS [ RFC6614] instance that listens on a
RADI US/ TLS port and accepts new connecti ons.

RADI US/ TLS Node: a RADI US/ TLS client or server

[ RFC7542] defines the terms NAI, realm and consortium
1.3. Docunent Status

Thi s docunent is an Experinental RFC

The communities expected to use this docunment are roam ng consortia
whose aut hentication services are based on the RADI US protocol

The duration of the experinment is undeterm ned; as soon as enough
experience is collected on the choice points nentioned below, it is
expected to be obsoleted by a Standards Track version of the
protocol, which trims down the choice points.

If that renoval of choice points obsoletes tags or service names as
defined in this docunment and all ocated by | ANA these items will be
returned to | ANA as per the provisions in [ RFC6335].

The docunent provides a discovery nmechani smfor RADI US, which is very
simlar to the approach that is taken with the D aneter protoco

[ RFC6733]. As such, the basic approach (using Nam ng Authority

Poi nter (NAPTR) records in DNS domains that match NAI real ns) is not
of a very experinmental nature.

However, the docunent offers a few choice points and extensions that
go beyond the provisions for Dianeter. The list of major additions/
deviations is

0 provisions for determining the authority of a server to act for
users of a real m(declared out of scope for D aneter)

o nmuch nore in-depth guidance on DNS regarding tinmeouts, failure
conditions, and alteration of Tinme-To-Live (TTL) information than
the Dianmeter counterpart

0 a partially correct routing error detection during DNS | ookups
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2. Definitions
2.1. DNS Resource Record (RR) Definition

DNS definitions of RADI US/ TLS servers can be either S-NAPTR records
(see [RFC3958]) or SRV records. Wen both are defined, the
resolution algorithmprefers S-NAPTR results (see Section 3.4 bel ow).

2.1.1. S-NAPTR
2.1.1.1. Registration of Application Service and Protocol Tags

This specification defines three S-NAPTR service tags:

| RADIUS Authentication, i.e., traffic as
| defined in [ RFC2865]
|--------------------
aaatacct | RADI US Accounting, i.e., traffic as
| defined in [ RFC2866]
| - - - - -
I
I

aaa+dynaut h

RADI US Dynami ¢ Aut hori zation, i.e.,
traffic as defined in [ RFC5176]
Figure 3: List of Service Tags

Thi s specification defines two S-NAPTR protocol tags:

o e e e e oo - o e e e e e e e e e e e e e e e e e e e e memao o +
| Protocol Tag | Use |
o e e e e oo T +
| radius.tls.tcp | RADIUS transported over TLS as defined |
| | in [RFC6614] |
| radius.dtls.udp | RADIUS transported over DTLS as defined |
| | in [RFC7360] |
o e e e e oo T +

Figure 4: List of Protocol Tags
Note wel | :

The S-NAPTR service and protocols are unrelated to the | ANA
"Service Nane and Transport Protocol Port Nunmber Registry".
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The delimter in the protocol tags is only a separator for

human readi ng conveni ence -- not for structure or nanespacing; it
MUST NOT be parsed in any way by the querying application or
resol ver.

The use of the separator is common also in other protocols’
protocol tags. This is coincidence and does not inply a shared
semantics with such protocols.

2.1.1.2. Definition of Conditions for Retry/Failure

RADIUS is a tinme-critical protocol; RADIUS clients that do not
receive an answer after a configurable, but short, amount of tinme
will consider the request failed. Due to this, there is little

| eeway for extensive retries.

As a general rule, only error conditions that generate an i mmedi ate

response fromthe other end are eligible for a retry of a discovered
target. Any error condition involving timeouts, or the absence of a
reply for nore than one second during the connection setup phase, is
to be considered a failure; the next target in the set of discovered
NAPTR targets is to be tried

Note that [ RFC3958] already defines that a failure to identify the
server as being authoritative for the realmis always considered a
failure; so even if a discovered target returns a wong credenti al
instantly, it is not eligible for retry.

Furthernore, the contacted RADI US/ TLS server verifies during
connection setup whether or not it finds the connecting RAD US/ TLS
client authorized. |If the connecting RAD US/ TLS client is not found
acceptable, the server will close the TLS connection imrediately with
an appropriate alert. Such TLS handshake failures are permanently
fatal and not eligible for retry, unless the connecting client has
more X.509 certificates to try; in this case, aretry with the

remai nder of its set of certificates SHOULD be attenpted. Not trying
all available client certificates potentially creates a DoS for the
end user whose authentication attenpt triggered the discovery; one of
the neglected certificates mght have led to a successful RAD US
connecti on and subsequent end-user authentication

If the TLS session setup to a discovered target does not succeed,
that target (as identified by the |IP address and port number) SHOULD
be ignored fromthe result set of any subsequent executions of the

di scovery algorithmat least until the target’s Effective TTL (see
Section 3.3) has expired or until the entity that executes the

al gorithm changes its TLS context to either send a new client
certificate or expect a different server certificate.
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2.1.1.3. Server ldentification and Handshake

After the algorithmin this docunent has been executed, a RADI US/ TLS
session as per [RFC6614] is established. Since the discovery

al gorithm does not have provisions to establish confidential keying
material between the RADI US/TLS client (i.e., the server that
executes the discovery algorithm and the RADI US/ TLS server that was
di scovered, Pre-Shared Key (PSK) ciphersuites for TLS cannot be used
in the subsequent TLS handshake. Only TLS ci phersuites using X 509
certificates can be used with this al gorithm

There are nunerous ways to define which certificates are acceptable
for use in this context. This docunent defines one mandatory-to-

i mpl ement nmechani smthat allows verification of whether the contacted
host is authoritative for an NAI realmor not. It also gives one
exanpl e of another nechanismthat is currently in w despread

depl oynent and one possi bl e approach based on DNSSEC, which is yet

uni npl enent ed.

For the approaches that use trust roots (see the follow ng two
sections), a typical deploynent will use a dedicated trust store for
RADI US/ TLS certificate authorities, particularly a trust store that

i s independent fromdefault "browser" trust stores. Oten, this wll
be one or a few Certification Authorities (CAs), and they only issue
certificates for the specific purpose of establishing RAD US server-
to-server trust. It is inmportant not to trust a |large set of CAs
that operate outside the control of the roam ng consortium since
their issuance of certificates with the properties inportant for

aut hori zation (such as NAl Real mand policyO D below) is difficult to
verify. Therefore, clients SHOULD NOT be preconfigured with a |ist
of known public CAs by the vendor or manufacturer. |Instead, the
clients SHOULD start off with an enpty CA list. The addition of a CA
SHOULD be done only when nmanual Iy configured by an adm ni strator

2.1.1.3.1. Mandatory-to-Inplenent Mechanism Trust Roots + NAI Real m

Verification of authority to provide Authentication, Authorization,
and Accounting (AAA) services over RADIUS/TLS is a two-step process.

Step 1 is the verification of certificate well-fornmedness and
validity as per [RFC5280] and whether it was issued froma root
certificate that is deenmed trustworthy by the RADI US/ TLS client.

Step 2 is to conpare the value of the algorithnis variable "R' after
the execution of step 3 of the discovery algorithmin Section 3.4.3
below (i.e., after a consortium nane mangling but before conversion
to a formusable by the nane resolution library) to all values of the
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contacted RADI US/ TLS server’'s X. 509 certificate property
"subj ect Al t ernati veNane: ot her Name: NAl Real ¥ as defined in
Section 2. 2.

2.1.1.3.2. Oher Mechanism Trust Roots + policydD

Verification of authority to provide AAA services over RAD US/TLS is
a two-step process.

Step 1 is the verification of certificate well-fornmedness and
validity as per [RFC5280] and whether it was issued froma root
certificate that is deenmed trustworthy by the RADI US/ TLS client.

Step 2 is to conpare the values of the contacted RADI US/ TLS server’s
X. 509 certificate’'s extensions of type "Policy OD' to a list of
configured acceptable Policy O Ds for the roam ng consortium |If one
of the configured ODs is found in the certificate’s Policy QD
extensions, then the server is considered authorized; if there is no
mat ch, the server is considered unauthorized.

This mechanismis inferior to the mandatory-to-inpl ement mechani smin
the previous section because all authorized servers are validated by
the sane O D val ue; the nechanismis not fine grained enough to
express authority for one specific real minside the consortium |f
the consortium contains nenbers that are hostil e agai nst other
menbers, this weakness can be exploited by one RAD US/ TLS server

i npersonating another if DNS responses can be spoofed by the hostile
menber .

The shortcomi ngs in server identification can be partially mtigated
by using the RADIUS infrastructure only with authentication payl oads
that provide nutual authentication and credential protection (i.e.,
Ext ensi bl e Aut hentication Protocol (EAP) types passing the criteria
of [RFC4017]): wusing rmutual authentication prevents the hostile
server frommmcking the real EAP server (it can't termi nate the EAP
aut henti cation unnoticed because it does not have the server
certificate fromthe real EAP server); protection of credentials
prevents the inpersonating server froml earning usernanes and
passwords of the ongoi ng EAP conversation (other RAD US attributes
pertaining to the authentication, such as the EAP peer’'s Calling-
Station-1D, can still be |earned though).

2.1.1.3.3. O her Mechani sm DNSSEC/ DANE
VWhere DNSSEC is used, the results of the algorithmcan be trusted;
that is, the entity that executes the algorithmcan be certain that

the realmthat triggered the discovery is actually served by the
server that was discovered via DNS. However, this does not guarantee
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that the server is also authorized (i.e., a recognized nenber of the
roam ng consortiun). The server still needs to present an X 509
certificate proving its authority to serve a particular realm

The aut hori zation can be sketched usi ng DNSSEC and DNS- Based

Aut hentication of Named Entities (DANE) as follows: DANE/ TLSA records
of all authorized servers are put into a DNSSEC zone that contains
all known and aut hori zed realns; the zone is rooted in a common,
consortium agreed branch of the DNS tree. The entity executing the
algorithmuses the realminformation fromthe authentication attenpt
and then attenpts to retrieve TLSA resource records (TLSA RRs) for
the DNS | abel "real mcomonroot”. It then verifies that the
presented server certificate during the RADI US/ TLS handshake mat ches
the information in the TLSA record.

Exanpl e:
Real m = "exanpl e. cont
Conmon Branch = "idp. roamni ng-consortium exanpl e.

| abel for TLSA query = "exanple.comidp.roam ng-
consortium exanpl e.

result of discovery algorithmfor real m"exanple.com =
192.0.2.1: 2083

( TLS certificate of 192.0.2.1:2083 matches TLSA RR ? " PASS'
"FAIL" )

2.1.1.3.4. dient Authentication and Authorization

Not e that RADI US/ TLS connections al ways mutual |y authenticate the
RADI US server and the RADIUS client. This specification provides an
algorithmfor a RADIUS client to contact and verify authorization of
a RADI US server only. During connection setup, the RADI US server

al so needs to verify whether it considers the connecting RAD US
client authorized; this is outside the scope of this specification
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2.1.2. SRV

Thi s specification defines two SRV prefixes (i.e., two values for the
" service. _proto" part of an SRV RR as per [RFC2782]):

. I N .. +

| SRV Label | Use |

o e e e e m e i oo o m m ot e e e e e e e e e e e e e e e e e e e e mmamomo +
_radiustls. _tcp RADI US transported over TLS as defined

in [ RFC6614]
RADI US transported over DTLS as defined
in [ RFC7360]

_radiusdtls. udp

Figure 5: List of SRV Labels

Just |ike NAPTR records, the | ookup and subsequent follow up of SRV
records may yield nore than one server to contact in a prioritized
list. [RFC2782] does not specify rules regarding "Definition of
Conditions for Retry/Failure" nor "Server ldentification and
Handshake". This specification states that the rules for these two
topics as defined in Sections 2.1.1.2 and 2.1.1.3 SHALL be used both
for targets retrieved via an initial NAPTR RR as well as for targets
retrieved via an initial SRV RR (i.e., in the absence of NAPTR RRs).

2.1.3. Optional Nanme Mangling

It is expected that in nost cases, the SRV and/ or NAPTR | abel used
for the records is the DNS A-label representation of the litera
real m name for which the server is the authoritative RADH US server
(i.e., the realmnanme after conversion according to Section 5 of

[ RFC5891]).

However, arbitrary other labels or service tags may be used if, for
exanmpl e, a roam ng consortium uses real mnames that are not

associ ated to DNS names or special -purpose consortia where a globally
valid discovery is not a use case. Such other labels require a
consorti umw de agreenent about the transformation fromreal mnanme to
| ookup | abel and/or which service tag to use.
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Exanpl es:

a. A general -purpose RADI US server for real mexanple.com m ght have
DNS entries as foll ows:

exanple.com I N NAPTR 50 50 "s" "aaa+auth:radius.tls.tcp" ""
_radiustls. _tcp.foobar. exanpl e. com

_radiustls. _tcp.foobar.exanple.com IN SRV 0 10 2083
radsec. exanpl e. com

b. The consortium"foo" provides roaming services for its nenbers
only. The realnms used are of the form enterprise-nane. exanpl e.
The consortium operates a special purpose DNS server for the
(private) TLD "exanple", which all RADIUS servers use to resolve
real m nanes. "Conpany, Inc." is part of the consortium On the
consortiunms DNS server, real mconpany. exanpl e nmight have the
following DNS entries:

company. exanple. | N NAPTR 50 50 "a"
"aaataut h: radi us. dtls.udp" "" roanserv.comnpany. exanpl e.

c. The eduroam consortium (see [ RFC7593]) uses real ns based on DNS
but provides its services to a closed community only. However, a
AAA donmain participating i n eduroam may al so want to expose AAA
services to other, general -purpose, applications (on the same or
other RADI US servers). Due to that, the eduroam consortium uses
the service tag "x-eduroant for authentication purposes and
eduroam RADI US servers use this tag to | ook up other eduroam
servers. An eduroam partici pant exanple.org that al so provides
gener al - purpose AAA on a different server uses the genera
"aaataut h" tag:

exanpl e.org. | N NAPTR 50 50 "s" "x-eduroamradius.tls.tcp" ""
_radiustls. tcp.eduroam exanpl e. org.

exanple.org. |N NAPTR 50 50 "s" "aaa+auth:radius.tls.tcp" ""
_radiustls. _tcp.aaa. exanpl e. org.

_radiustls. tcp.eduroamexanple.org. IN SRV 0 10 2083 aaa-
edur oam exanpl e. org

_radiustls. _tcp.aaa.exanple.org. IN SRV 0 10 2083 aaa-
def aul t. exanpl e. org.
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2.2. Definition of the X.509 Certificate Property
Subj ect Al t Nane: ot her Nane: NAI Real m

This specification retrieves | P addresses and port nunbers fromthe
Domai n Nane Systemthat are subsequently used to authenticate users
via the RADI US/ TLS protocol. Regardless whether the results from DNS
di scovery are trustworthy or not (e.g., DNSSEC in use), it is always
important to verify that the server that was contacted is authorized
to service requests for the user that triggered the discovery
process.

The input to the algorithmis an NAl realmas specified in

Section 3.4.1. As a consequence, the X 509 certificate of the server
that is ultimately contacted for user authentication needs to be able
to express that it is authorized to handle requests for that realm

Current subjectAltNane fields do not semantically allow an NAl realm
to be expressed; the field subjectAl tName: dNSNanme is syntactically a
good match but would inappropriately conflate DNS names and NAl realm
nanmes. Thus, this specification defines a new subjectAltNane field
to hold either a single NAI realmnane or a wildcard nane matching a
set of NAI real ns.

The subj ect Al t Nane: ot her Nane: sRVNane field certifies that a
certificate holder is authorized to provide a service; this can be
compared to the target of a DNS | abel’s SRV resource record. If the
Domai n Nanme Systemis insecure, it is required that the |abel of the
SRV record itself is known-correct. |In this specification, that

| abel is not known-correct; it is potentially derived froma
(potentially untrusted) NAPTR resource record of another |abel. |If
DNS i s not secured with DNSSEC, the NAPTR resource record may have
been altered by an attacker with access to the Domai n Name System
resolution, and thus the | abel used to | ook up the SRV record nmay
already be tainted. This nmakes subject Al t Nane: ot her Name: sRVNane not
a trusted conparison item

Further to this, this specification s NAPTR entries nmay be of type
"A", which does not involve resolution of any SRV records, which
agai n makes subj ect Al t Nane: ot her Nane: sRVNane unsuited for this

pur pose.

This section defines the NAl Real mnane as a form of otherNane from
the General Nane structure in subjectAltNane defined in [ RFC5280] .
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i d-on-nai Real m OBJECT IDENTIFIER ::={ id-on 8 }

ub- nai Real m | ength I NTEGER :: = 255

NAl Real m::= UTF8String (SIZE (1..ub-nai Real m|ength))
The NAIRealm if present, MJST contain an NAl realmas defined in
[ RFC7542]. It MAY substitute the | eftnost dot-separated | abel of the
NAI with the single character "*" to indicate a wildcard match for
"all labels in this part". Further features of regul ar expressions,

such as a nunber of characters followed by an "*" to indicate a
common prefix inside the part, are not permitted.

The conpari son of an NAIRealmto the NAl real mas derived fromuser
input with this algorithmis a byte-by-byte conparison, except for
the optional |eftnost dot-separated part of the val ue whose content
is asingle "*" character; such labels match all strings in the sane
dot-separated part of the NAIl realm |If at |east one of the

sAN: ot her Nane: NAl Real m val ues natch the NAl realm the server is
consi dered authorized; if none match, the server is considered

unaut hori zed.

Since multiple nanes and nultiple name forns may occur in the
subj ect Al t Nane extension, an arbitrary nunber of NAI Real n8 can be
specified in a certificate.

Exanpl es:
e R O +
| NAI realm (RADIUS) | NAIRealm (cert) | MATCH? |
T T I Fom e meeeeeemeecieaaaas +
f 0oo. exanpl e f 0o. exanpl e YES
f 0o. exanpl e * exanpl e YES
bar. f 0oo. exanpl e * . exanpl e NO

bar. *. exanpl e NO (NAl Real mi nval i d)
* *. exanpl e NO (NAl Real mi nval i d)
* *_ exanpl e NO (NAI Real m i nval i d)
* bar. foo. exanpl e YES

sub. bar . f oo. exanpl e

I I I I
| | | |
I : I I I
| bar.foo.exanpl e | *ar.foo.exanple | NO (NAlI Real minvalid)

I I I I
I I I I
I I I I
| sub. bar.foo.exanple | | |

Figure 6: Exanples for NAIl Realmvs. Certificate Mtching

Appendi x A contains the ASN.1 definition of the above objects.
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3.

3.

3.

3.

1.

2

3.

DNS- Based NAPTR/ SRV Peer Di scovery

Applicability

Dynam c server discovery as defined in this docunent is only
appl i cable for new AAA transactions and per service (i.e., distinct
di scovery is needed for Authentication, Accounting, and Dynanic

Aut hori zation) where a RADIUS entity that acts as a forwardi ng server
for one or nore realns receives a request with a realmfor which it
is not authoritative, and which no explicit next hop is configured.
It is only applicable for

a. new user sessions, i.e., for the initial Access-Request.
Subsequent messages concerning this session, for exanple, Access-
Chal | enges and Access- Accepts, use the previously established
communi cation channel between client and server

b. the first accounting ticket for a user session

c. the first RADI US DynAuth packet for a user session
Configuration Variabl es

The al gorithm contains various variables for timeouts. These

vari abl es are naned here and reasonabl e default val ues are provided.
I mpl enentati ons wi shing to deviate fromthese defaults shoul d nake

sure they understand the inplications of changes.

DNS_TI MEQUT: naxi mum anount of tinme to wait for the conplete set
of all DNS queries to conplete: Default = 3 seconds

M N_EFF_TTL: m ni mum DNS TTL of discovered targets: Default = 60
seconds

BACKOFF_TIME: if no conclusive DNS response was retrieved after
DNS TI MEQUT, do not attenpt dynam c di scovery before BACKOFF_TI MVE
has el apsed: Default = 600 seconds

Ter ns

Positive DNS response: A response that contains the RR that was
queried for.

Negati ve DNS response: A response that does not contain the RR that
was queried for but contains an SOA record along with a TTL
i ndi cating cache duration for this negative result.
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DNS Error: Were the algorithmstates "nane resolution returns with
an error", this shall nean that either the DNS request timed out or
it is a DNS response, which is neither a positive nor a negative
response (e.g., SERVFAIL).

Effective TTL: The validity period for discovered RAD US/ TLS tar get
hosts. Calculated as: Effective TTL (set of DNS TTL val ues) = nmax {
M N EFF _TTL, min { DNS TTL values } }

SRV | ookup: For the purpose of this specification, SRV | ookup
procedures are defined as per [RFC2782] but excluding that RFCs "A"
fall back as defined in the "Usage Rul es" section, final "else"

cl ause.

G eedy result evaluation: The NAPTR to SRV/ A/ AAAA resol ution may | ead
to a tree of results, whose leafs are the | P addresses to contact.
The branches of the tree are ordered according to their order/
preference DNS properties. An inplenentation is executing greedy
result evaluation if it uses a depth-first search in the tree al ong
the highest order results, attenpts to connect to the correspondi ng
resulting I P addresses, and only backtracks to other branches if the
hi gher ordered results did not end in successful connection attenpts.

3.4. Realmto RADIUS Server Resolution Al gorithm
3.4.1. Input

For RADI US Aut henticati on and RADI US Accounting server discovery,
input | to the algorithmis the RADIUS User-Nane attribute with
content of the form"user@ealni; the literal "@ sign is the
separator between a local user identifier within arealmand its
realm The use of multiple literal "@ signs in a User-Name is
strongly discouraged; but if present, the last "@ sign is to be
consi dered the separator. All previous instances of the "@ sign are
to be considered part of the |ocal user identifier.

For RADIUS DynAut h server discovery, input | to the algorithmis the
domai n nane of the operator of a RADI US real mas was comuni cat ed
during user authentication using the Operator-Nane attribute

([ RFC5580], Section 4.1). Only Qperator-Nane values with the
nanespace "1" are supported by this algorithm-- the input to the
algorithmis the actual domain name, preceded with an "@ (but

wi thout the "1" namespace identifier byte of that attribute).

Note well: The attribute User-Name is defined to contain UTF-8 text.
In practice, the content may or may not be UTF-8. Even if UTF-8, it
may or nmay not nap to a dommin nane in the realmpart. |nplenentors
MUST t ake possi bl e conversion error paths into consideration when
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parsing i ncom ng User-Nane attributes. This docunent describes
server discovery only for well-formed real ms mappi ng to DNS domain
nanmes in UTF-8 encoding. The result of all other possible contents
of User-Nanme is unspecified; this includes, but is not limted to:

Usage of separators other than "@.

Encodi ng of User-Name in |ocal encodings.

UTF-8 realns that fail the conversion rules as per [RFC5891].
UTF-8 realns that end with a "." ("dot") character.

For the last bullet point, "trailing dot", special precautions should
be taken to avoid problens when resolving servers with the algorithm
bel ow. they may resolve to a RADIUS server even if the peer RADI US
server only is configured to handle the realmw thout the trailing
dot. If that RADI US server again uses NAl discovery to deternine the
authoritative server, the server will forward the request to

| ocal host, resulting in a tight endl ess | oop.

3.4.2. CQutput
Qut put O of the algorithmis a two-tuple consisting of: O1) a set of
tupl es {hostnane; port; protocol; order/preference; Effective TTL} --
the set can be enpty -- and O-2) an integer. |If the set in the first
part of the tuple is enpty, the integer contains the Effective TTL

for backoff timeout; if the set is not enpty, the integer is set to 0
(and not used).

3.4.3. A gorithm

The algorithmto determi ne the RADIUS server to contact is as
fol | ows:

1. Determine P = (position of last "@ character) in I.
2. Generate R = (substring fromP+1 to end of 1I).

3. Modi fy R according to agreed consortium procedures if
appl i cabl e.

4. Convert Rto a representation usable by the nane resol ution
library if needed.

5. Initialize TIMER = 0; start TIMER If TIMER reaches
DNS_TI MEQUT, continue at step 20.
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Using the host’s name resolution library, performa NAPTR query
for R (see "Delay Considerations", Section 3.4.5, below). If
the result is a negative DNS response, O-2 = Effective TTL ( TTL
val ue of the SOA record ) and continue at step 13. |[If nane
resolution returns with error, O1 = { enpty set }, 02 =
BACKOFF_TI ME, and terninate.

Extract NAPTR records with service tags "aaatauth", "aaa+acct",
and "aaat+dynaut h" as appropriate. Keep note of the protocol tag
and remai ning TTL of each of the di scovered NAPTR records.

If no records are found, continue at step 13.

For the extracted NAPTRs, perform successive resolution as
defined in [ RFC3958], Section 2.2. An inplementation MAY use
greedy result evaluation according to the NAPTR order/preference
fields (i.e., can execute the subsequent steps of this algorithm
for the highest-order entry in the set of results and only | ook
up the renainder of the set if necessary).

If the set of hostnames is enpty, 01 = { enpty set }, O2 =
BACKCOFF_TI ME, and term nate.

O = (set of {hostnane; port; protocol; order/preference;
Effective TTL ( all DNS TTLs that led to this hostnane ) } for
all term nal |ookup results).

Proceed with step 18.

Generate R = (prefix Rwith " radiustls. _tcp." and/or

"_radiustls._udp.").

Using the host’s name resolution library, perform SRV | ookup
with R as |abel (see "Delay Considerations", Section 3.4.5,
bel ow) .

If nane resolution returns with error, G1 = { enpty set }, O2
= BACKCOFF_TI ME, and term nate.

If the result is a negative DNS response, O 1 = { enpty set },
O2=mn{ O2, Effective TTL ( TTL value of the SOA record )
}, and term nate.

O = (set of {hostnane; port; protocol; order/preference;
Effective TTL ( all DNS TTLs that led to this result ) } for all
host nanes) .
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18. Generate O 1 by resolving hostnames in O into corresponding A
and/ or AAAA addresses: O 1 = (set of {IP address; port;
protocol ; order/preference; Effective TTL ( all DNS TTLs that
led to this result ) } for all hostnanes ), OG2 =0

19. For each elenment in O1, test if the original request that
triggered dynam c discovery was received on {IP address; port}.
If yes, O1 = { enpty set }, O 2 = BACKOFF_TIME, |og error, and
term nate (see next section for a rationale). |If no, Ois the
result of dynamic discovery; termnate.

200 O1 ={ enpty set }, O2 = BACKOFF_TIMEg, log error, and
term nate.

3.4.4. Validity of Results

The di scovery algorithmis used by servers that do not have
sufficient configuration information to process an incom ng request

on their owm. |If the discovery algorithmresult contains the
server’s own listening address (I P address and port), then there is a
potential for an endless forwarding loop. |If the listening address

is the DNS result with the highest priority, the server will enter a
tight loop (the server would forward the request to itself,
triggering dynam c discovery again in a perpetual loop). If the
address has a lower priority in the set of results, there is a
potential loop with internediate hops in between (the server could
forward to another host with a higher priority, which mght use DNS
itself and forward the packet back to the first server). The
underlying reason that enables these |oops is that the server
executing the discovery algorithmis seriously msconfigured in that
it does not recognize the request as one that is to be processed by
itself. RADIUS has no built-in |loop detection, so any such | oops
woul d remain undetected. So, if step 18 of the algorithmdiscovers
such a possible-l1oop situation, the algorithm should be aborted and
an error logged. Note that this safeguard does not provide perfect
protection against routing |loops. One reason that mght introduce a
| oop includes the possibility that a subsequent hop has a statically
configured next hop that leads to an earlier host in the | oop

Anot her reason for occurring loops is if the al gorithmwas executed
with greedy result evaluation, and the server’s own address was in a
| ower-priority branch of the result set that was not retrieved from
DNS at all, and thus can’'t be detected.

After executing the above algorithm the RADIUS server establishes a
connection to a home server fromthe result set. This connection can
potentially remain open for an indefinite amount of tine. This
conflicts with the possibility of changing device and network
configurations on the receiving end. Typically, TTL values for
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records in the nanme resolution systemare used to indicate how | ong
it is safe torely on the results of the nane resolution. |If these
TTLs are very |low, thrashing of connections becones possible; the
Effective TTL mitigates that risk. Wen a connection is open and the
smal | est of the Effective TTL value that was | earned during

di scovering the server has not expired, subsequent new user sessions
for the real mthat corresponds to that open connecti on SHOULD reuse
the existing connection and SHOULD NOT re-execute the discovery

al gorithm nor open a new connection. To allow for a change of
configuration, a RAD US server SHOULD re-execute the discovery
algorithmafter the Effective TTL that is associated with this
connection has expired. The server SHOULD keep the session open
during this reassessnent to avoid closure and i medi ate reopeni ng of
the connection should the result not have changed.

Shoul d the al gorithm above terminate with O1 = { enpty set }, the
RADI US server SHOULD NOT attenpt another execution of this algorithm
for the same target realmbefore the tinmeout O 2 has passed.

3.4.5. Delay Considerations

The host’s nane resolution |ibrary nay need to contact outside
entities to performthe nane resolution (e.g., authoritative nane
servers for a domain), and since the NAl discovery algorithmis based
on uncontrol | abl e user input, the destination of the | ookups is out
of control of the server that performs NAl discovery. |I|f such
outside entities are msconfigured or unreachable, the algorithm
above may need an unacceptably long tine to termnate. Many RADI US
i npl ementations time out after five seconds of delay between Request
and Response. It is not useful to wait until the host nane
resolution library signals a tinmeout of its nane resol ution
algorithms. The algorithmtherefore controls execution time with
TIMER  Execution of the NAI discovery al gorithm SHOULD be non-

bl ocking (i.e., allow other requests to be processed in parallel to
the execution of the algorithny.

3.4.6. Exanple
Assune

a user fromthe Technical University of Minich, Gernany, has a
RADI US User - Nanme of "foobar @ u-n{ U+00FC] nchen. exanpl e".

The nane resolution library on the RADI US forwardi ng server does
not have the real mtu-nf W+00FC] nchen. exanple in its forwarding
configuration but uses DNS for name resol ution and has confi gured
the use of dynam c discovery to discover RADIUS servers.
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It is IPv6 enabl ed and prefers AAAA records over A records.

It is listening for incom ng RADI US/ TLS requests on 192.0. 2. 1,
TCP/ 2083.

May the configuration variables be
DNS TI MEQUT = 3 seconds
M N EFF_TTL = 60 seconds
BACKOFF_TI ME = 3600 seconds
If DNS contains the follow ng records
Xn--tu-mchen-t 9a. exanple. | N NAPTR 50 50 "s"
"aaatauth:radius.tls.tcp” "" _nyradius. _tcp.xn--tu-nmmchen-

t 9a. exanpl e.

Xn--tu-mchen-t9a. exanple. | N NAPTR 50 50 "s"
"fooservice: bar.dccp” ""

_nmyradi us. _tcp.xn--tu-mchen-t9a. exanple. |IN SRV 0 10 2083
radsecserver. xn--tu-mmchen-t 9a. exanpl e.

_nyradi us. _tcp. xn--tu-mchen-t9a. exanple. |IN SRV 0 20 2083
backupserver. xn--tu- mchen-t 9a. exanpl e.

radsecserver. xn--tu-mchen-t9a. exanple. | N AAAA
2001: 0DB8: : 202: 44f f: f eOa: f 704

radsecserver. xn--tu-mmchen-t9a. example. IN A 192.0.2.3
backupserver. xn--tu-mmchen-t9a. exanple. IN A 192.0.2.7

Then the al gorithm executes as follows, with | =

_abc123. _def. xn--tu-mchen-t9a. exanpl e.

"f oobar @ u- nf U+O0OFC] nchen. exanpl e", and no consortium nane mangli ng

in use:

1. P=7

2. R = "tu-nf WHOOFC] nchen. exanpl e"

3. NOOP

4. Nanme resolution library converts Rto xn--tu-mchen-t9a. exanpl e

5. TI MER starts.
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Resul t:
(TTL = 47) 50 50 "s" "aaatauth:radius.tls.tcp" ""
_myradi us. _tcp. xn--tu-mchen-t 9a. exanpl e.
(TTL = 522) 50 50 "s" "fooservice: bar.dccp" ""
_abc123. _def. xn--tu-mchen-t9a. exanpl e.
Resul t:
(TTL = 47) 50 50 "s" "aaatauth:radius.tls.tcp" ""
_nmyradi us. _tcp. xn--tu-mchen-t 9a. exanpl e.
NOCP
Successive resolution perforns SRV query for |abe

_nmyradi us. _tcp. xn--tu-mchen-t9a. exanpl e, which results in
(TTL 499) 0 10 2083 radsec. xn--tu-mchen-t 9a. exanpl e.

(TTL 2200) 0 20 2083 backup. xn--tu-mchen-t 9a. exanpl e.

(radsec. xn--tu-mmchen-t9a. exanpl e.; 2083; RADI US/ TLS; 10;
60),

(backup. xn--tu-nmchen-t 9a. exanpl e.; 2083; RADI US/ TLS; 20;
Y // mnimumTTL is 47, upped to M N _EFF_TTL
Conti nuing at 18.
(not execut ed)
(not execut ed)
(not execut ed)
(not execut ed)

(not execut ed)

2015

60)
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18. O1 = {
(2001: 0DBS: : 202: 44f f : f e0a: f 704; 2083; RADI US/TLS; 10; 60),
(192.0.2.7; 2083; RADI US/TLS; 20; 60)
}; 02 =0

19. No match with own |istening address; termnate with tuple (O 1,
O 2) from previous step

The inplementation will then attenpt to connect to two servers, with
preference to [2001: ODB8: : 202: 44ff: feOa: f 704] : 2083 usi ng the RADI US/
TLS pr ot ocol

4. Operations and Manageability Considerations

The di scovery algorithmas defined in this docunment contains severa
options: the major ones are use of NAPTR vs. SRV; how to determ ne
the authorization status of a contacted server for a given realnm and
whi ch trust anchors to consider trustworthy for the RAD US
conversation setup.

Random parties that do not agree on the sane set of options nay not
be able to interoperate. However, such a global interoperability is
not intended by this docunent.

Di scovery as per this docunent becones inportant inside a roam ng
consortium which has set up roam ng agreenents with the other
partners. Such roam ng agreenments require nmuch nore than a technica
means of server discovery; there are administrative and contractua
considerations at play (service contracts, back-office conpensations,
procedures, etc.).

A roam ng consortiunis roam ng agreenent nust include a profile of

whi ch choice points in this document to use. So as long as the

roam ng consortiumcan settle on one deploynent profile, they will be
able to interoperate based on that choice; this per-consortium
interoperability is the intended scope of this docunent.
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5

Security Considerations

When using DNS wit hout DNSSEC security extensions and validation for
all of the replies to NAPTR, SRV, and A/ AAAA requests as described in
Section 3, the result of the discovery process can not be trusted.
Even if it can be trusted (i.e., DNSSEC is in use), actua

aut hori zati on of the discovered server to provide service for the
given real mneeds to be verified. A mechanismfrom Section 2.1.1.3
or equival ent MJST be used to verify authorization

The al gorithm has a configurable conpletion timout DNS TI MEOUT
defaulting to three seconds for RADI US operational reasons. The

| ookup of DNS resource records based on unverified user input is an
attack vector for DoS attacks: an attacker nmight intentionally craft
bogus DNS zones that take a very long tinme to reply (e.g., due to a
particularly byzantine tree structure or artificial delays in
responses).

To mitigate this DoS vector, inplenentations SHOULD consider rate
limting either the amount of new executions of the discovery

al gorithm as a whole or the ampbunt of internediate responses to
track, or at |east the nunber of pending DNS queri es.

| mpl enent ati ons MAY choose | ower val ues than the default for

DNS TIMEQUT to limt the inpact of DoS attacks via that vector. They
MAY al so continue their attenpt to resolve DNS records even after
DNS_TI MEQUT has passed; a subsequent request for the sane real m m ght
benefit fromretrieving the results anyway. The anmount of tinme spent
waiting for a result will influence the inpact of a possible DoS
attack; the waiting tine value is inplenentation dependent and
outside the scope of this specification

Wth dynam c di scovery being enabled for a RAD US server, and
dependi ng on the depl oyment scenario, the server may need to open up
its target | P address and port for the entire Internet because
arbitrary clients may discover it as a target for their

aut hentication requests. |If such clients are not part of the roam ng
consortium the RADI US/ TLS connection setup phase will fail (which is
i ntended), but the computational cost for the connection attenpt is
significant. Wen the port for a TLS-based service is open, the

RADI US server shares all the typical attack vectors for services
based on TLS (such as HTTPS and SMIPS). Deploynments of RADI US/ TLS
with dynam c di scovery shoul d consider these attack vectors and take
appropri ate counterneasures (e.g., blacklisting known bad IPs on a
firewall, rate limting new connection attenpts, etc.).
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6. Privacy Considerations

The cl assic RADI US operational nodel (known, preconfigured peers,
shared secret security, and nostly plaintext comunication) and this
new RADI US dynani ¢ di scovery nodel (peer discovery with DNS, PK
security, and packet confidentiality) differ significantly in their

i mpact on the privacy of end users trying to authenticate to a RADI US
server.

Wth classic RADIUS, traffic in large environnents gets aggregated by
statically configured clearinghouses. The packets sent to those

cl eari nghouses and their responses are nostly unprotected. As a
consequence,

o Al internmediate IP hops can inspect nost of the packet payload in
clear text, including the User-Name and Calling-Station-Id
attributes, and can observe which client sent the packet to which
cl earinghouse. This allows the creation of nobility profiles for
any passive observer on the I P path.

o The existence of a central clearinghouse creates an opportunity
for the clearinghouse to trivially create the same nmobility
profiles. The clearinghouse nmay or nay not be trusted not to do
this, e.g., by sufficiently threatening contractual obligations.

0o In addition to that, with the clearinghouse being a RADI US
intermedi ate in possession of a valid shared secret, the
cl eari nghouse can observe and record even the security-critica
RADI US attributes such as User-Password. This risk may be
mtigated by choosing authentication payloads that are
cryptographically secured and do not use the attribute User-
Password -- such as certain EAP types.

0 There is no additional information disclosure to parties outside
the I P path between the RADIUS client and server (in particular,
no DNS servers |earn about real ns of current ongoing
aut henti cati ons).

Wth RADI US and dynam c di scovery,

0 This protocol allows for RADIUS clients to identify and directly
connect to the RADI US honme server. This can elimnate the use of
cl eari nghouses to do forwardi ng of requests, and it al so
elimnates the ability of the clearinghouse to then aggregate the
user information that flows through it. However, there are
reasons why cl earinghouses mght still be used. One reason to
keep a clearinghouse is to act as a gateway for nultiple backends
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in a conpany; another reason may be a requirenment to sanitize
RADI US datagranms (filter attributes, tag requests with new
attributes, etc.).

0 Even where internediate proxies continue to be used for reasons
unrel ated to dynani c di scovery, the number of such internediates
may be reduced by renoving those proxies that are only depl oyed
for pure request routing reasons. This reduces the number of
entities that can inspect the RADIUS traffic.

o0 RADIUS clients that nmake use of dynamic discovery will need to
query the Domain Nane System and use a user’'s real mnanme as the
query | abel. A passive observer on the | P path between the RADI US
client and the DNS server(s) being queried can learn that a user
of that specific realmwas trying to authenticate at that RAD US
client at a certain point intinme. This may or nmay not be
sufficient for the passive observer to create a nobility profile.
During the recursive DNS resolution, a fair nunber of DNS servers
and the I P hops in between those get to learn that infornmation.
Not every single authentication triggers DNS | ookups, so there is
no one-to-one relation of |eaked real minformation and the nunber
of authentications for that realm

0 Since dynam c di scovery operates on a RADH US hop-by-hop basis,
there is no guarantee that the RADI US payload is not transnitted
bet ween RADI US systens that do not make use of this algorithm and
they possibly use other transports such as RADI US/UDP. On such
hops, the enhanced privacy is jeopardized.

In summary, with classic RADIUS, few internediate entities |earn very

detail ed data about every ongoi ng authentication, while with dynamic

di scovery, many entities learn only very little about recently

aut henti cated real ns.

7. 1 ANA Consi derations

Per this docunment, | ANA has added the following entries in existing
registries:

0 S-NAPTR Application Service Tags registry
* aaatauth
* aaatacct

* aaa+dynauth
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0 S-NAPTR Application Protocol Tags registry
* radius.tls.tcp
* radius.dtls.udp
Thi s docunment reserves the use of the "radiustls" and "radiusdtls"”
service names. Registration information as per Section 8.1.1 of
[ RFC6335] is as follows:
Service Name: radiustls; radiusdtls
Transport Protocols: TCP (for radiustls), UDP (for radiusdtls)
Assi gnee: | ESG <i esg@etf.org>
Contact: |ETF Chair <chair@etf.org>
Descri ption: Authentication, Accounting, and Dynam c Authorization
via the RADI US protocol. These service nanes are used to

construct the SRV service labels " radiustls” and " _radiusdtls"”
for discovery of RADI US/ TLS and RADI US/ DTLS servers, respectively.

Ref erence: RFC 7585
Thi s specification makes use of the SRV protocol identifiers " _tcp"
and " _udp", which are nentioned as early as [RFC2782] but do not
appear to be assigned in an actual registry. Since they are in
wi despread use in other protocols, this specification refrains from
requesting a new registry "RADIUS/ TLS SRV Protocol Registry" and
continues to make use of these tags inplicitly.

Per this docunent, a nunber of Object ldentifiers have been assigned.
They are now under the control of |ANA follow ng [ RFC7299].

I ANA has assigned the follow ng identifiers:

85 has been assigned fromthe "SM Security for PKIX Mdul e
Identifier"” registry. The description is id-nod-nai-real maO08.

8 has been assigned fromthe "SM Security for PKI X Oher Nane
Forms" registry. The description is id-on-nai Realm
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Appendi x A ASN. 1 Syntax of NAI Real m
PKI XNai Real 08 {iso(1) identified-organization(3) dod(6)
internet (1) security(5) nechani sns(5) pkix(7) id-nod(0)
i d- nod- nai -real m 08(85) }
DEFI NI TIONS EXPLICI T TAGS :: =
BEG N
-- EXPORTS ALL --
| MPORTS
i d- pki x
FROM PKI X1Explicit-2009
{iso(1) identified-organization(3) dod(6) internet(1l)
security(5) mechani sns(5) pkix(7) id-nmod(0)
i d- nod- pki x1-explicit-02(51)}
-- from RFCs 5280 and 5912

OTHER- NAME
FROM PKI X11 npl i cit-2009
{iso(1) identified-organization(3) dod(6) internet(1l) security(5)
mechani sms(5) pkix(7) id-nod(0) id-nod-pkix1l-inplicit-02(59)}
-- from RFCs 5280 and 5912

-- Service Nanme (bject ldentifier
i d-on OBJECT IDENTIFIER ::= { id-pkix 8 }
i d-on-nai Real m OBJECT IDENTIFIER ::={ id-on 8 }

-- Service Nanme

nai Real m OTHER- NAME :: = { NAI Real m | DENTI FI ED BY { id-on-nai Real m}}
ub- nai Real m | ength | NTEGER ::= 255

NAl Real m :: = UTF8String (Sl ZE (1..ub-nai Real m| ength))

END
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