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Abst r act

A set of prior RFCs specify procedures for supporting nmulticast in
BGP/ MPLS | P VPNs. These procedures allow custoner rulticast data to
travel across a service provider’s backbone network through a set of
mul ticast tunnels. The tunnels are advertised in certain BGP
mul ti cast auto-di scovery routes, by means of a BGP attribute known

as the "Provider Multicast Service Interface (PMsSI) Tunnel"

attribute. Encodings have been defined that allow the PVSI Tunnel
attribute to identify bidirectional (rmultipoint-to-nultipoint)

mul ticast distribution trees. However, the prior RFCs do not provide
all the necessary procedures for using bidirectional tunnels to
support multicast VPNs. This docunment updates RFCs 6513, 6514, and
6625 by specifying those procedures. |In particular, it specifies the
procedures for assigning custoner nulticast flows (unidirectional or
bidirectional) to specific bidirectional tunnels in the provider
backbone, for advertising such assignnments, and for deternining which
fl ows have been assigned to which tunnels.

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by

the Internet Engineering Steering Goup (IESG. Further
informati on on Internet Standards is available in Section 2 of

RFC 5741.

I nformati on about the current status of this docunent, any
errata, and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc7582
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1.

I nt roducti on

The RFCs that specify nulticast support for BGP/ MPLS | P VPNs

([ RFC6513], [ RFC6514], and [ RFC6625]) allow custoner multicast data
to be transported across a service provider’'s network though a set of
mul ti cast tunnels. These tunnels are advertised in BGP multicast

aut o-di scovery (A-D) routes, by neans of a BGP attribute known as the
"Provider Multicast Service Interface (PMSl) Tunnel" attribute. The
base specifications allow the use of bidirectional (nultipoint-to-

mul tipoint) nmulticast distribution trees and descri be how to encode
the identifiers for bidirectional trees into the PVMSI Tunne
attribute. However, those specifications do not provide all the
necessary detailed procedures for using bidirectional tunnels; the
full specification of these procedures was considered to be outside
the scope of those docunments. The purpose of this docunent is to
provide all the necessary procedures for using bidirectional trees in
a service provider’'s network to carry the nulticast data of VPN

cust oners.

.1. Term nol ogy

Thi s docunent uses term nology from[RFC6513] and, in particular,

uses the prefixes "C" and "P-", as specified in Section 3.1 of
[ RFC6513], to distinguish addresses in the "custoner address space"
fromaddresses in the "provider address space". The follow ng

term nol ogy and acronyms are particularly inmportant in this docunent:
0 MPN

Mul ticast Virtual Private Network -- a VPN [ RFC4364] in which
mul ti cast service is offered.

o VRF
VPN Routing and Forwardi ng tabl e [ RFC4364].
o PE
A Provider Edge router, as defined in [ RFC4364].
o SP
Servi ce Provider.
o LSP

An MPLS Label Switched Path.
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P2MP

Poi nt-to-Mil ti point.

MP2 MP

Mul ti poi nt-to-nultipoint.
Uni directiona

Adj ective for a nulticast distribution tree in which all traffic
travel s downstreamfromthe root of the tree. Traffic can enter a
unidirectional tree only at the root. A P2MP LSP is one type of
unidirectional tree. Milticast distribution trees set up by

Prot ocol |ndependent Miulticast - Sparse Mdde (PIMSM [RFC4601]
are also unidirectional trees. Data traffic traveling along a
unidirectional nulticast distribution tree is sometimes referred
to in this docunent as "unidirectional traffic".

Bi di recti ona

Adj ective for a nulticast distribution tree in which traffic may
travel both upstream (towards the root) and downstream (away from
the root). Traffic may enter a bidirectional tree at any node.

An MP2MP LSP is one type of bidirectional tree. Milticast
distribution trees created by Bidirectional Protocol |ndependent
Multicast (BIDR-PIM [RFC5015] are also bidirectional trees

Data traffic traveling along a bidirectional multicast
distribution tree is sonetines referred to in this docunent as
"bidirectional traffic".

P-t unnel

A tunnel through the network of one or nore SPs. In this
docunent, the P-tunnels we speak of are instantiated as
bidirectional multicast distribution trees.

SSM

Sour ce- Specific Milticast. When SSM i s being used, a nulticast
distribution tree carries traffic fromonly a single source.

ASM
Any Source Miulticast. Wien ASMis being used, sone multicast

distribution trees ("share trees") carry traffic fromnultiple
sour ces.
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CS

Mul ti cast Source. A multicast source address, in the address
space of a custoner network.

GG

Mul ticast Goup. A nmulticast group address (destinati on address)
in the address space of a custonmer network. Wen used w thout
qualification, "C G may refer to either a unidirectional group
address or a bidirectional group address.

CGBIDR

A bidirectional nulticast group address (i.e., a group address
whose IP nmulticast distribution tree is built by BIDDR-PIM.

Cmulticast flow or Cflow

A customer nulticast flow A Cflowtravels through VPN customer
sites on a nulticast distribution tree set up by the custoner.
These trees may be unidirectional or bidirectional, dependi ng upon
the multicast routing protocol used by the custonmer. A C-flow
travel s between VPN custoner sites by traveling through P-tunnels.

A CGflow froma particular custoner source is identified by the
ordered pair (source address, group address), where each address
is in the custoner’s address space. The identifier of such a
Cflowis usually witten as (CGS,CGQ.

If a custonmer uses the ASM nodel, then some or all of the
customer’s C-flows may be traveling along the sane "shared tree".
In this case, we will speak of a "(CG*,C Q" flowto refer to a
set of C-flows that travel along the sane shared tree in the
custoner sites.

C-BIDR flow or bidirectional Cflow

A CGflowthat, in the VPN custonmer sites, travels along a
bidirectional nulticast distribution tree. The term"CBID R
flow' indicates that the custoner’s bidirectional tree has been
set up by BIDDR-PIM

RP

A Rendezvous Point, as defined in [ RFC4601].
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CRP

A Rendezvous Poi nt whose address is in the custoner’s address
space.

RPA

A Rendezvous Point Address, as defined in [ RFC5015].

C RPA

An RPA in the custoner’s address space.

P- RPA

An RPA in the SP's address space.

Sel ective P-tunnel

A P-tunnel that is joined only by PE routers that need to receive
one or nmore of the C-flows that are traveling through that

P-t unnel

I ncl usi ve P-tunne

A P-tunnel that is joined by all PE routers that attach to sites
of a given MVPN

PMS

Provider Multicast Service Interface. A PMSI is a conceptua
overlay on a Service Provider backbone, allowing a PE in a given
MVPN to nulticast to other PEs in the MVPN. PMSIs are
instantiated by P-tunnels.

| - PVSI

Inclusive PMSI. Traffic nmulticast by a PE on an I-PMSI is
received by all other PEs in the MWPN. [|-PMSIs are instantiated
by I nclusive P-tunnels.

S- PMS

Selective PMSI. Traffic nulticast by a PE on an S-PMSI is

recei ved by sonme (but not necessarily all) of the other PEs in the
MVPN. S-PMBls are instantiated by Sel ective P-tunnels.
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Intra-AS | -PMSI A-D route

Intra-AS (Autononmpbus Systen) Inclusive Provider Milticast Service
Interface Auto-Discovery route. Carried in BGP Update nessages,
these routes can be used to advertise the use of Inclusive
P-tunnels. See [RFC6514], Section 4.1.

S-PMBI A-D route

Sel ective Provider Miulticast Service Interface Auto-Di scovery
route. Carried in BGP Update nessages, these routes are used to
advertise the fact that a particular CGflow or a particular set of
C-flows is bound to (i.e., is traveling through) a particul ar
P-tunnel . See [ RFC6514], Section 4.3.

(CGS,CG S-PMSI A-Droute

An S-PMSI A-D route whose NLRI (Network Layer Reachability
Information) contains CGSinits "Milticast Source" field and GG
inits "Miulticast Goup" field.

(CG*,CG S-PMSI A-Droute

An S-PMSI A-D route whose NLRI contains the wildcard (CG*) inits
"Mul ticast Source" field and CGGin its "Milticast Goup" field.
See [ RFC6625].

(CG*,CGBIDR S-Pvsl A-Droute

An S-PMSI A-D route whose NLRI contains the wildcard (CG*) inits
"Multicast Source" field and CGGBIDIRin its "Milticast Goup"
field. See [RFC6625].

(CG*,C*) SSPMSI A-Droute

An S-PMSI A-D route whose NLRI contains the wildcard CG* inits
"Mul ticast Source" field and the wildcard CG* in its "Milticast
G oup" field. See [RFC6625].

(CG*,C*-BIDR) S-PMsl A-D route

An S-PMSI A-D route whose NLRI contains the wildcard CG* inits

"Mul ticast Source" field and the wildcard "C-*-BIDIR' inits
"Multicast Goup" field. See Section 2 of this docunent.
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o0 (GS CG*) S-Pvsl A-Droute

An S-PMSI A-D route whose NLRI contains CGSin its "Milticast
Source" field and the wildcard CG* inits "Milticast Goup" field.
See [ RFC6625] .

o Wldcard S-PMSI A-D route

A(C* CG SPMBI ADroute, a (C*,C*) S-PMSl A-Droute, a
(CS,C*) S-PMSI A-Droute, or a (C* C*-BIDIR) S-PMSI A-D route.

o PTA

PMSI Tunnel attribute, a BG attribute that identifies a P-tunnel.
See [ RFC6514], Section 8.

The term nol ogy used for categorizing S-PMSI A-Droutes will also be
used for categorizing the S-PMSIs advertised by those routes. For
exanple, the S-PMBl advertised by a (G*,CG S-PMSI A-Droute will
be known as a "(CG*,C G S-PMmsl".

Fam liarity with multicast concepts and term nol ogy [ RFC4601] is al so
pr esupposed.

This specification uses the terms "match for transm ssion” and "match
for reception” as they are defined in [RFC6625]. Wen it is clear
fromthe context whether we are tal king of transm ssion or reception,
we will sonmetimes talk sinply of a Cflow "matching" an |-PMSI or
S-PVsl A-D route.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent, when and only when appearing in all caps, are to be
interpreted as described in [ RFC2119].

1.2. Overview

The base docunents for MVPN ([ RFC6513] and [ RFC6514]) define a "PMSI
Tunnel attribute" (PTA). This is a BGP Path attribute that may be
attached to the BGP "I-PMSI A-D routes" and "S-PMSI A-D routes" that
are defined in those docunents. The base docunments define the way in
which the identifier of a bidirectional P-tunnel is to be encoded in
the PTA. However, those docunents do not contain the full set of
speci fications governing the use of bidirectional P-tunnels; rather,
those docunents declare the full set of specifications for using
bidirectional P-tunnels to be outside their scope. Simlarly, the
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use of bidirectional P-tunnels advertised in wldcard S-PMSI A-D
routes is declared by [ RFC6625] to be "outside the scope" of that
docunent .

Thi s docunent provides the specifications governing the use of
bidirectional P-tunnels to provide MVPN support. This includes the
procedures for assigning C-flows to specific bidirectional P-tunnels,
for advertising the fact that a particular Cflow has been assigned
to a particular bidirectional P-tunnel, and for determ ning the
bidirectional P-tunnel on which a given Cflow may be expected.

The C-flows carried on bidirectional P-tunnels may, thenselves, be
either unidirectional or bidirectional. Procedures are provided for
bot h cases.

Thi s docunent does not specify any new data encapsul ations for
bidirectional P-tunnels. Section 12 ("Encapsul ations") of [RFC6513]
appl i es unchanged.

Wth regard to the procedures for using bidirectional P-tunnels to
instantiate PMSIs, if there is any conflict between the procedures
specified in this docunent and the procedures of [RFC6513],

[ RFC6514], or [RFC6625], the procedures of this docunent take

pr ecedence.

The use of bidirectional P-tunnels to support extranets [ MVPN- XNET]
is outside the scope of this docunent. The use of bidirectiona
P-tunnel s as "segnmented P-tunnel s" (see Section 8 of [RFC6513] and
various sections of [RFC6514]) is also outside the scope of this
docunent .

1.2.1. Bidirectional P-Tunnel Technol ogies

Thi s docunent supports two different technol ogies for creating and
mai nt ai ni ng bi directional P-tunnels:

o Miltipoint-to-multipoint Label Switched Paths (MP2MP LSPs) t hat
are created through the use of the Label Distribution Protoco
(LDP) Multipoint-to-Miltipoint extensions [RFC6388].

0 Milticast distribution trees that are created through the use of
Bl DI R- PI M [ RFC5015] .

O her bidirectional tunnel technol ogies are outside the scope of this
docunent .
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1.2.2. Reasons for Using Bidirectional P-Tunnels

Bi directional P-tunnels can be used to instantiate |-PMsls and/ or
S- PMSI s.

An SP may decide to use bidirectional P-tunnels to instantiate
certain |-PMBls and/or S-PMSIs in order to provide its customers with
C-BID R support, using the "Partitioned Set of PEs" technique

di scussed in Section 11.2 of [RFC6513] and Section 3.6 of [RFC6517].
Thi s techni que can be used whether the CG-BID R flows are being
carried on an |-PMSI or an S-PMSI.

Even if an SP does not need to provide CBID R support, it may still
decide to use bidirectional P-tunnels, in order to save state in the
network’s transit nodes. For exanple, if an MVPN has n PEs attached
to sites with multicast sources, and there is an |I-PMSl for that
MVPN, instantiating the I-PMSI with unidirectional P-tunnels (i.e.,
with P2MP rulticast distribution trees) requires n multicast
distribution trees, each one rooted at a different PE. If the |-PNSI
is instantiated by a bidirectional P-tunnel, a single nulticast
distribution tree can be used, assum ng appropriate support by the
provi si oni ng system

An SP may decide to use bidirectional P-tunnels for either or both of
these reasons. Note that even if the reason for using bidirectional

P-tunnels is to provide CBID R support, the sane P-tunnels can al so
be used to carry unidirectional Gflows, if that is the choice of the
SP.

These two reasons for using bidirectional P-tunnels nmay appear to be
sonewhat in conflict with each other, since (as will be seen in
subsequent sections) the use of bidirectional P-tunnels for GBID R
support may require multiple bidirectional P-tunnels per VPN. Each
such P-tunnel is associated with a particular "distinguished PE', and
can only carry those CGBID R fl ows whose C-RPAs are reachabl e through
its distinguished PE. However, on platforns that support MPLS
upstream assi gned | abel s ([ RFC5331]), PE Distinguisher Labels
(Section 4 of [RFC6513] and Section 8 of [ RFC6514]) can be used to
aggregate multiple bidirectional P-tunnels onto a single outer
bidirectional P-tunnel, thereby allowi ng one to provide CG-BID R
support with mninal state at the transit nodes.

Since there are two fundanentally different reasons for using
bidirectional P-tunnels, and since many depl oyed router platfornms do
not support upstreamassigned |abels at the current tine, this
docunent specifies several different nethods of using bidirectional
P-tunnels to instantiate PMBIs. W refer to these as "PNSI
Instantiation Methods". The nethod or nethods depl oyed by any
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particular SP will depend upon that SP's goals and engi neering trade-
of fs and upon the set of platforns deployed by that SP.

The rules for using bidirectional P-tunnels in I-PMsl or S-PMSI A-D
routes are not exactly the sanme as the rules for using unidirectional
P-tunnels, and the rules are also different for the different PNSI
instantiation methods. Subsequent sections of this docunent specify
the rules in detail.

1.2.3. Know edge of Group-to-RP and/or G oup-to-RPA Mappi ngs

If a VPN custoner is naking use of a particular ASM group address,
the PEs of that VPN generally need to know the group-to-RP mappi ngs
that are used within the VPN. If a VPN custoner is making use of

Bl DI R-PI M group addresses, the PEs need to know the group-to-RPA
mappi ngs that are used within the VPN. Commonly, the PEs obtain this
know edge either through provisioning or by participating in a

dynani ¢ "group-to-RP(A) mappi ng di scovery protocol” that runs within
the VPN. However, the way in which this know edge is obtained is
out side the scope of this docunent.

The PEs al so need to be able to forward traffic towards the C RPs
and/ or C-RPAs and to deternine whether the next-hop interface of the
route to a particular GRP(A) is a VRF interface or a PMSI. This is
done by applying the procedures of [RFC6513], Section 5.1.

1.2. 4. PMSI I nstantiati on Met hods

Thi s docunent specifies three nethods for using bidirectional
P-tunnels to instantiate PMSIs: two partitioned nethods (the Flat
Partitioned Method and the Hierarchical Partitioned Method) and the
Unpartitioned Met hod.

o Partitioned Methods

In the Partitioned Methods, a particular PVMSI is instantiated by a
set of bidirectional P-tunnels. These P-tunnels may be aggregated
(as inner P-tunnels) into a single outer bidirectional P-tunne
("Hierarchical Partitioning”), or they may be unaggregated ("Fl at
Partitioning"). Any PE that joins one of these P-tunnels can
transmt a packet on it, and the packet will be received by al

the other PEs that have joined the P-tunnel. For each such
P-tunnel (each inner P-tunnel, in the case of Hierarchica
Partitioning) there is one PE that is its distinguished PE. Wen
a PE receives a packet froma given P-tunnel, the PE can determ ne
fromthe packet’s encapsul ation the P-tunnel it has arrived on,
and it can thus infer the identity of the distinguished PE

associ ated with the packet. This association plays an inportant
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role in the treatnent of the packet, as specified later on in this
docunent .

The nunber of P-tunnels needed (the nunber of inner P-tunnels
needed, if Hi erarchical Partitioning is used) depends upon a
nunber of factors that are described later in this docunent.

The Hierarchical Partitioned Method requires the use of upstream
assigned MPLS | abels (PE Distingui sher Labels) and requires the
use of the PE Distinguisher Labels attribute in BG. The Fl at
Partiti oned Method requires neither of these.

The Partitioned Method (either Flat or Hierarchical) is a
prerequisite for inplementing the "Partitioned Sets of PES"

techni que of supporting C-BID R as discussed in [ RFC6513],
Section 11.2. The Partitioned Method (either Flat or

Hi erarchical) is also a prerequisite for applying the "D scarding
Packets from Wong PE" technique, discussed in [RFC6513], Section
9.1.1, to a PMSl that is instantiated by a bidirectional P-tunnel.

The Flat Partitioned Method is a prerequisite for inplenmenting the
"Partial Mesh of MP2MP P-Tunnel s" technique for carrying custoner
bidirectional (CG-BIDIR) traffic, as discussed in [ RFC6513],
Section 11.2. 3.

The Hierarchical Partitioned Method is a prerequisite for

i mpl ementing the "Using PE Distingui sher Label s" technique of
carrying custoner bidirectional (CBIDR) traffic, as discussed in
[ RFC6513], Section 11.2.2.

Note that a particul ar depl oynent nay choose to use the
Partitioned Methods for carrying the CGBIDIR traffic on
bidirectional P-tunnels, while carrying other traffic either on
unidirectional P-tunnels or on bidirectional P-tunnels using the
Unpartitioned Method. Routers in a given depl oynent nust be
provi sioned to know which PMSI instantiation nmethod to use for
whi ch PMSI s.

There may be ways of inplenmenting the Partitioned Methods with
PMSIs that are instantiated by unidirectional P-tunnels. (See,
e.g., [WPN-BIDIR-1IR.) However, that is outside the scope of the
current docunent.

Unpartitioned Method
In the Unpartitioned Method, a particular PMSI can be instantiated

by a single bidirectional P-tunnel. Any PE that joins the tunnel
can transnmit a packet on it, and the packet will be received by
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all the other PEs that have joined the tunnel. The receiving PEs
can determ ne the tunnel on which the packet was transnitted, but
they cannot determ ne which PE transmitted the packet, nor can
they associate the packet with any particul ar distingui shed PE

When the Unpartitioned Method is used, this docunent does not
mandate that only one bidirectional P-tunnel be used to
instantiate each PMsl. It allows for the case where nore than one
P-tunnel is used. In this case, the transmtting PEs will have a
choi ce of which such P-tunnel to use when transmitting, and the
receiving PEs nmust be prepared to receive fromany of those
P-tunnels. The use of nmultiple P-tunnels in this case provides
addi tional robustness, but it does not provide additiona
functionality.

If bidirectional P-tunnels are being used to instantiate the PMBIs of
a given MWPN, one of these nethods nust be chosen for that MVPN. Al
the PEs of that MVPN nust be provisioned to know the nmethod that is
bei ng used for that MPN.

I-PMSIs may be instantiated by bidirectional P-tunnels using either
the Partitioned (either Flat or Hierarchical) Methods or the
Unpartitioned Method. The nethod used for a given MVPN i s deternined
by provisioning. It SHOULD be possible to provision this on a per-
MVPN basis, but all the VRFs of a single MV/PN MJST be provisioned to
use the sane method for the given MVPN s |- PNSI

If a bidirectional P-tunnel is used to instantiate an S-PMS
(including the case of a (C*,C*) S-PMsl), either the Partitioned
Met hods (either Flat or Hierarchical) or the Unpartitioned Method may
be used. The method used by a given VRF is determ ned by
provisioning. It is desirable to be able to provision this on a per-
MVPN basis. All the VRFs of a single MVPN MJUST be provisioned to use
the sane nmethod for those of their S-PMSIs that are instantiated by
bi directional P-tunnels.

If one of the Partitioned Methods is used, all the VRFs of a single
MVPN MUST be provisioned to use the sanme variant of the Partitioned
Met hods, i.e., either they nmust all use the Flat Partitioned Method
or they nmust all use the Hierarchical Partitioned Method.

It is valid to use the Unpartitioned Method to instantiate the
| -PMSIs, while using one of the Partitioned Methods to instantiate
the S-PMSIs.

It is valid to instantiate sone S-PMSIs by unidirectional P-tunnels
and others by bidirectional P-tunnels.
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The procedures for the use of bidirectional P-tunnels, specified in
subsequent sections of this docunent, depend on both the tunnel
technol ogy and the PMSI instantiation method. Note that this
docunent does not specify procedures for every possible conbination
of tunnel technology and PMSI instantiation nethod.

2. The Al BIDR-PIM W | dcard

[ RFC6514] specifies the method of encoding CGnmnulticast source and
group addresses into the NLRI of certain BGP routes. [RFC6625]
extends that specification by allow ng the source and/or group
address to be replaced by a wildcard. Wen an MPN custoner is using
BIDOR-PIM it is useful to be able to advertise an S-PMSI A-D route
whose senantics are "by default, all BIDDR PIMC rmnulticast traffic
(within a given VPN) that has not been bound to any other P-tunnel is
bound to the bidirectional P-tunnel identified by the PTA of this
route". This can be especially useful if one is using a
bidirectional P-tunnel to carry the CBIDIR flows while using
unidirectional P-tunnels to carry other Gflows. To do this, it is
necessary to have a way to encode a (C*,C*) wildcard that is
restricted to BIDI R PIM C groups.

Therefore, we define a special value of the group wildcard, whose
meaning is "all BID R PIMgroups". The "BID R PIMgroups wildcard"
is encoded as a group field whose length is 8 bits and whose value is
zero. That is, the "multicast group length" field contains the value
0x08, and the "multicast group” field is a single octet containing
the value 0x00. (This encoding is distinct fromthe group w ldcard
encodi ng defined in [ RFC6625]). W will use the notation
(G*,C*-BIDIR) to refer to the "all BID R-PIMgroups" wildcard.

3. Using Bidirectional P-Tunnels

A bidirectional P-tunnel nmay be advertised in the PTA of an Intra-AS
|-PMSI A-Droute or in the PTA of an S-PMSI A-D route. The
advertisenent of a bidirectional P-tunnel in the PTA of an Inter-AS
I-PMSI A-Droute is outside the scope of this docunent.

3.1. Procedures Specific to the Tunneling Technol ogy

Thi s section discusses the procedures that are specific to a given
tunneling technology (BID R-PIMor the MP2MP procedures of nlLDP
(Mul'tipoint LDP)) but that are independent of the nethod
(Unpartitioned, Flat Partitioned, or Hierarchical Partitioned) used
to instantiate a PMSI.
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3.1.1. Bl DI R-PI M P- Tunnel s

Each BIDIR-PIM P-tunnel is identified by a unique P-group address

([ RFC6513], Section 3.1). (The P-group address is called a
"P-Multicast Group" in [RFC6514]). Section 5 of [RFC6514] specifies
the way to identify a particular BIDIR-PIM P-tunnel in the PTA of an
|-PMSI or S-PMSI A-D route.

O dinary BIDIR-PIM procedures are used to set up the BIDIR-PIM
P-tunnels. A BIDIR-PIM P-group address is al ways associated with a
uni que Rendezvous Point Address (RPA) in the SP's address space. W
will refer to this as the "P-RPA". Every PE needing to join a
particular BIDIR-PIM P-tunnel nust be able to determ ne the P-RPA
that corresponds to the P-tunnel’s P-group address. To construct the
P-tunnel, PI M Join/Prune nmessages are sent along the path fromthe PE
to the P-RPA. Any P routers along that path nust also be able to
determne the P-RPA, so that they too can send PI M Joi n/ Prune
messages towards it. The method of nmapping a P-group address to an
RPA may be static configuration, or some automated means of RPA

di scovery that is outside the scope of this specification.

If a BIDOR-PIM P-tunnel is used to instantiate an |-PMSI or an
S-PMSI, it is RECOMENDED that the path fromeach PE in the tunnel to
the RPA consist entirely of point-to-point links. On a point-to-
point link, there is no anbiguity in determning which router is
upstream towards a particular RPA, so the BID R-PIM "Designat ed
Forwar der El ection” is very quick and sinmple. Use of a BIDR-PIM
P-tunnel containing nultiaccess links is possible, but considerably
nore conpl ex.

The use of BIDIR-PIMP-tunnels to support the Hierarchical
Partitioned Method is outside the scope of this docunent.

Wien the PTA of an Intra-AS |-PMSI A-D route or an S-PVMSI A-D route
identifies a BIDIR-PIMtunnel, the originator of the route SHOULD NOT
include a PE Distinguisher Labels attribute. |If it does, that
attribute MJST be ignored. Wen we say the attribute is "ignored",
we do not mean that its normal BGP processing is not done, but that
the attribute has no effect on the data plane. However, it MJST be
treated by BGP as if it were an unsupported optional transitive
attribute. (PE Distinguisher Labels are used for the Hi erarchical
Partitioning Method, but this docunment does not provide support for
the Hierarchical Partitioning Method with BID R-PIM P-tunnels.)
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3.1.2. MP2MP LSPs

Each MP2MP LSP is identified by a unique "MP2MP FEC ( Forwar di ng

Equi val ence O ass) elenent" [RFC6388]. The FEC el ement contains the
| P address of the root node, foll owed by an opaque val ue that
identifies the MP2MP LSP uniquely in the context of the root node’'s
| P address. This opaque value nay be configured or autogenerated,;
there is no need for different root nodes to use the sane opaque

val ue for a given MVPN

The nlDP specification supports the use of several different ways of
constructing the tunnel identifiers. The current specification does
not place any restriction on the type or types of tunnel identifier
that is used in a given deploynment. A given inplenentation is not
expected to be able to advertise (in the PTAs of |-PMSI or S-PMSI A-D
routes) tunnel identifiers of every possible type. However, an

i mpl ementati on SHOULD be able to accept and properly process a PTA
that uses any |l egal type of tunnel identifier

Section 5 of [RFC6514] specifies the way to identify a particul ar
MP2MP P-tunnel in the PTA of an I-PMSI or S-PMSI A-D route.

Ordinary nlLDP procedures for MP2MP LSPs are used to set up the MP2MP
LSP.

3.2. Procedures Specific to the PMSI Instantiation Method

Wien either the Flat Partitioned Method or the Hi erarchical
Partitioned Method is used to inplenent the "Partitioned Sets of PEs"
met hod of supporting C-BID R, as discussed in Section 11.2 of

[ RFC6513] and Section 3.6 of [RFC6517], a C-BIDIR flow MIST be
carried only on an I-PMsl or on a (CG*,CGCGBIDR), (CGC*,CG*-BIDR),
or (C*,CG*) S-PMBl. A PE MUST NOT originate any (CS,CGGBIDR)
S-PMSI A-D routes. (Though it may, of course, originate (GS CQ
S-PMSI A-Droutes for GG s that are not CGBIDI R groups.) Packets of
a CBIDR flow MIUST NOT be carried on a (CS,C*) S-PMsl.

Sections 3.2.1 and 3.2.2 specify additional details of the two
Partitioned Methods.

3.2.1. Flat Partitioning

The procedures of this section and its subsections apply when (and
only when) the Flat Partitioned Method is used. This nmethod is
introduced in [ RFC6513], Section 11.2.3, where it is called "Parti al
Mesh of MP2MP P-Tunnel s". This nethod can be used with MP2MP LSPs or
with Bl DI R-PI M P-tunnels.
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When a PE originates an |I-PMSI or S-PMSI A-D route whose PTA
specifies a bidirectional P-tunnel, the PE MJUST be the root node of
the specified P-tunnel

If BIDIR-PIM P-tunnels are used, each advertised P-tunnel MJST have a
di stinct P-group address. The PE advertising the tunnel wll be
considered to be the root node of the tunnel. Note that this creates
a uni que mapping from P-group address to root node. The assignnent

of P-group addresses to MVPNs is by provisioning.

If MP2MP LSPs are used, each P-tunnel MJST have a distinct MP2MP FEC
(i.e., a distinct conbination of root node and opaque value). The PE
advertising the tunnel MJST be the sane PE identified in the root
node field of the MP2MP FEC that is encoded in the PTA

It follows that two different PEs may not advertise the sane
bidirectional P-tunnel. Any PE that receives a packet fromthe
P-tunnel can infer the identity of the P-tunnel fromthe packet’s
encapsul ation. Once the identity of the P-tunnel is known, the root
node of the P-tunnel is also known. The root node of the P-tunnel on
whi ch the packet arrived is treated as the distinguished PE for that
packet .

The Flat Partitioned Method does not use upstreantassigned | abels in
the data plane, and hence does not use the BGP PE Distingui sher
Label s attribute. Wen this nethod is used, |I-PMSI and/or S-PMSI A-D
routes SHOULD NOT contain a PE Distinguisher Labels attribute; if
such an attribute is present in a received |-PVMSI or S-PMsl A-D
route, it MJIST be ignored. (Wen we say the attribute is "ignored",
we do not nmean that its nornmal BGP processing is not done, but that
the attribute has no effect on the data plane. It MJST, however, be
treated by BGP as if it were an unsupported optional transitive
attribute.)

When the Flat Partitioned Method is used to instantiate the I-PMSIs
of a given MVPN, every PE in that MVPN that originates an Intra-AS
I-PMSI A-D route MJUST include a PTA that specifies a bidirectiona
P-tunnel. If the intentionis to carry CGBIDIR traffic on the
I-PMSI, a PE MUST originate an Intra-AS |-PMSI A-D route if one of
its VRF interfaces is the next-hop interface on its best path to the
C-RPA of any bidirectional Cgroup of the MVPN

When the Flat Partitioned Method is used to instantiate a (C*,C*)
S-PMsl, a (G*,CG*-BIDIR) S-PMSI, or a (CG*,CGBIDR S-Pwsl, a PE
that originates the corresponding S-PMSlI A-D route MJST include in
that route a PTA specifying a bidirectional P-tunnel. Per the
procedures of [RFC6513] and [ RFC6514], a PE will originate such an
S-PMSI A-Droute only if one of the PEE's VRF interfaces is the next-
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hop interface of the PE's best path to the G RPA of a C-BID R group
that is to be carried on the specified S-PMSI.

PMSIs that are instantiated via the Flat Partitioned Method may carry
custonmer bidirectional traffic AND customer unidirectional traffic.
The rules of Sections 3.2.1.1 and 3.2.1.2 determ ne when a given
customer multicast packet is a match for transmission to a given
PMSI. However, if the "Partitioned Set of PEs" method of supporting
C-BIDIR traffic is being used for a given M/PN, the PEs nust be

provi sioned in such a way that packets froma CBID R fl ow of that
MVPN never match any PMSI that is not instantiated by a bidirectional
P-tunnel. (For exanple, if the given WPN's (C-*,C*) S-PMSI were
not instantiated by a bidirectional P-tunnel, one could nmeet this
requirenent by carrying all CGBIDIR traffic of that MVPN on a
(CG*,C*-BIDIR) S-PMSI.)

When a PE receives a custoner multicast data packet froma
bidirectional P-tunnel, it associates that packet with a

di stingui shed PE. The distinguished PE for a given packet is the
root node of the tunnel from which the packet is received. The rules
of Sections 3.2.1.1 and 3.2.1.2 ensure that:

o |If the received packet is part of a unidirectional Cflow, its
di stinguished PE is the PE that transnitted the packet onto the
P-tunnel .

o If the received packet is part of a bidirectional Gflow, its
di stinguished PE is not necessarily the PE that transmtted it,
but rather the transmitter’s upstream PE [ RFC6513] for the C RPA
of the bidirectional C group.

The rules of Sections 3.2.1.3 and 3.2.1.4 allow the receiving PEs to
determ ne the expected distingui shed PE for each C-flow, and ensure
that a packet will be discarded if its distinguished PE is not the
expect ed di stinguished PE for the Cflow to which the packet bel ongs.
This prevents duplication of data for both bidirectional and

uni di rectional C-flows.

3.2.1.1. Wen an S-PMSI Is a 'Match for Transm ssion’
Suppose a given PE, say PEl, needs to transmit mnulticast data packets
of a particular CGflow Section 3.1 of [RFC6625] gives a four-step

algorithmfor determining the S-PMSI A-D route, if any, that natches
that Gflow for transm ssion.
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If the CGflowis not a BIDDR PIM C-flow, those rules apply unchanged,;
the remai nder of this section applies only to CGBIDIR flows. |If a
C-BIDR flow has group address CGBIDIR the rules applied by PEl
are given bel ow

o If the GRPA for CGGBIDIRis a Gaddress of PE1, or if PEl' s
route to the GRPA is via a VRF interface, then:

* |If thereis a (CG*,CGBIDR) S-PMsI A-D route currently
originated by PE1, then the C-flow natches that route.

* Oherwise, if thereis a (G*,CG*-BIDR) S-PVMSl A-D route
currently originated by PE1, then the C-fl ow matches that
route.

* (Oherwise, if thereis a (G*,C*) S-PMSI A-Droute currently
originated by PE1, then the Cflow natches that route.

o |If PE1 determines the upstream PE for CGGBIDIR s CRPA to be sone
other PE, say PE2, then:

* |f there is an installed (CG*,CGBIDIR) S-PMSI A-D route
originated by PE2, then the Cflow natches that route.

* Oherwise, if thereis aninstalled (G*,CG*-BIDR) S-PMSI A-D
route originated by PE2, then the Cflow matches that route.

* (Oherwise, if thereis aninstalled (G*,C*) S PMSI A-D route
originated by PE2, then the Cflow natches that route.

If there is an S-PMSI A-D route that matches a given C-flow, and if
PE1 needs to transmt packets of that G flow or other PEs, then it
MJST transmt those packets on the bidirectional P-tunnel identified
in the PTA of the matching S-PMBSI A-D route.

3.2.1.2. Wen an |-PMSlI |Is a "Match for Transm ssion’

Suppose a given PE, say PEl, needs to transmit packets of a given
C-flow (of a given MWPN) to other PEs, but according to the
conditions of Section 3.2.1.1 and/or Section 3.1 of [RFC6625], that
C-fl ow does not match any S-PMSI A-D route. Then, the packets of the
C-flow need to be transmtted on the MVPN s |-PMSI.

If the CGflowis not a BIDRPIMC-flow, the P-tunnel on which the

C-flow MUST be transmtted is the one identified in the PTA of the
Intra-AS | -PMSI A-D route originated by PEL for the given MVPN.
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If the CGflowis a BIDR-PIMC-flow with group address CGGBIDI R the
rul es applied by PEl1 are:

0 Suppose that the CGRPA for CGGBIDIRis a C address of PE1l, or
that PE1l’s route to the CGRPA is via a VRF interface. Then, if
there is an I-PMSI A-D route currently originated by PE1l, the
C-flow MIUST be transmtted on the P-tunnel identified in the PTA
of that |I-PMSI A-D route.

o |f PEl1 determ nes the upstream PE for CGBIDIR s CRPA to be sone
other PE, say PE2, then if there is an installed |-PMSI A-D route
originated by PE2, the Cflow MIUST be transmtted on the P-tunnel
identified in the PTA of that route.

If there is no I-PVMSl A-D route neeting the above conditions, the
C-flow MUST NOT be transmtted.

3.2.1.3. Wen an S PMsSlI Is a 'Match for Reception’

Suppose a given PE, say PEl, needs to receive nulticast data packets
of a particular Gflow Section 3.2 of [RFC6625] specifies
procedures for determning the S-PMSI A-D route, if any, that nmatches
that C-flow for reception. Those rules apply unchanged for C-flows
that are not BIDIR-PIM C-flows. The renainder of this section
applies only to CGBID R fl ows.

The rul es of [RFC6625], Section 3.2.1, are not applicable to CGBID R
flows. The rules of [RFC6625], Section 3.2.2, are replaced by the
foll owi ng rul es.

Suppose PEl needs to receive (G*, CGBIDR) traffic. Suppose also
that PE1 has determined that PE2 is the upstream PE [ RFC6513] for the
C-RPA of GG BID R Then:

o |If PE1l is not the sane as PE2, and PEl has an installed (CG*,CG
BIDDR) S-PMsl A-D route originated by PE2, then (C*,C GBID R)
mat ches this route.

0 Oherwise, if PEl is the sane as PE2, and PEl1 has currently
originated a (G*,CGBIDR) S-PMsl A-Droute, then
(CG*,CGBIDIR matches this route.

o0 Oherwise, if PE1l is not the sane as PE2, and PEl1 has an install ed

(G*,C*-BIDR) S-PMSI A-D route originated by PE2, then
(G*,CGBIDIR) matches this route.
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0 Oherwise, if PEl is the sane as PE2, and PEl has currently
originated a (G*,C*-BIDR) S-PMsl A-D route, then
(G*,CGBIDR) matches this route.

o0 Oherwise, if PEl is not the same as PE2, and PEl1 has an installed
(CG*,C*) S-PMSI A-Droute originated by PE2, then (C*,C GBID R
mat ches this route.

0 Oherwise, if PEl is the sane as PE2, and PEl1 has currently
originated a (G*,C*) S PMsl A-Droute, then (G*,CGBIDR)
mat ches this route.

If there is an S-PMsl A-D route matching (G *, GG BID R), according
to these rules, the root node of that P-tunnel is considered to be
the distinguished PE for that (G*,CGBIDIR) flow |If a
(CG*,CGBIDR packet is received on a P-tunnel whose root node is
not the distinguished PE for the C-flow, the packet MJST be

di scar ded.

3.2.1.4. Wen an |-PMSI Is a 'Match for Reception’

Suppose a given PE, say PEl, needs to receive packets of a given
C-flow (of a given WPN) from anot her PE, but according to the
conditions of Section 3.2.1.3 and/or Section 3.2 of [RFC6625], that
C-flow does not match any S-PMSI A-D route. Then, the packets of the
C-flow need to be received on the MVPN s | -PNSI.

If the CGflowis not a BIDR PIMC-flow, the rules for deternining
the P-tunnel on which packets of the C-flow are expected are given in
[ RFC6513]. The renminder of this section applies only to CBID R
flows.

Suppose that PEl needs to receive (G*,CGBIDR) traffic from other
PEs. Suppose also that PEL has determ ned that PE2 is the upstream
PE [ RFC6513] for the CRPA of CGGBIDIR Then, PEl considers PE2 to
be the distinguished PE for (CG*,CGGBIDIR). |If PELlL has an installed
Intra-AS | -PMSI A-D route originated by PE2, PEL will expect to

recei ve packets of the C-flow fromthe tunnel specified in that
route’s PTA. (If all VRFs of the MVPN have been properly provisioned
to use the Flat Partitioned Method for the |-PVMSI, the PTA will
specify a bidirectional P-tunnel.) Note that if PEl is the sane as
PE2, then the relevant Intra-AS |-PMSI A-D route is the one currently
origi nated by PE1L.

If a (CGC*,CGCGBID R packet is received on a P-tunnel other than the
expected one, the packet MJST be di scarded.
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3.2.2. Hierarchical Partitioning

The procedures of this section and its subsections apply when (and
only when) the Herarchical Partitioned Method is used. This nethod
is introduced in [ RFC6513], Section 11.2.2. This docunent only
provi des procedures for using this nethod when using MP2MP LSPs as
the P-tunnel s.

The Hierarchical Partitioned Method provides the same functionality
as the Flat Partitioned Method, but it requires a smaller amount of
state to be maintained in the core of the network. However, it
requires the use of upstream assigned MPLS | abel s ("PE Di stingui sher
Label s"), which are not necessarily supported by all hardware

pl atforns. The upstream assigned | abels are used to provide an LSP
hi erarchy, in which an outer MP2MP LSP carries nultiple inner MP2MP
LSPs. Transit routers along the path between PE routers then only
need to maintain state for the outer MP2MP LSP

When this method is used to instantiate a particular PMSI, the

bi directional P-tunnel advertised in the PTA of the corresponding
I-PMSI or S-PMsl A-Droute is the outer P-tunnel. Wen a packet is
received froma P-tunnel, the PE that receives it can infer the
identity of the outer P-tunnel fromthe MPLS | abel that has risen to
the top of the packet’'s |abel stack. However, the packet’'s

di stingui shed PE is not necessarily the root node of the outer
P-tunnel. Rather, the identity of the packet’s distinguished PEis
inferred fromthe PE Distingui sher Label further down in the |abe
stack. (See [RFC6513], Section 12.3.) The PE Distinguisher Labe
may be thought of as identifying an i nner MP2MP LSP whose root is the
PE corresponding to that | abel

In the context of a given MVPN, if it is desired to use the

Hi erarchical Partitioned Method to instantiate an I-PMSI, a (C*,C*)
S-PMSI, or a (CG*,C*-BIDIR) S-PMSI, the corresponding A-D routes
MUST be originated by some of the PEs that attach to that MVPN. The
PEs that are REQU RED to originate these routes are those that
satisfy one of the follow ng conditions:

0o There is a CGBIDIR group for which the best path fromthe PE to
the CRPA of that C-group is via a VRF interface.

0 The PE might have to transmit unidirectional customer multicast
traffic on the PMSI identified in the route (of course this
condition does not apply to (G*,C*-BIDIR) or to (C*,CGCGBIDR)
S- PMVSI s) .

o The PE is the root node of the MP2MP LSP that is used to
instantiate the PMSI
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When the Hi erarchical Partitioned method is used to instantiate a
(G*,CGCGBIDR) S-PMsI, the corresponding (G *,CGBID R S PMSI
route MJUST NOT be originated by a given PE unless either (a) that
PE's best path to the CGRPA for CGBIDIRis via a VRF interface, or
(b) the CGCRPAis a Caddress of the PE. Further, that PE MJST be the
root node of the MP2MP LSP identified in the PTA of the S-PMsl A-D
route.

If any VRF of a given MVPN uses this method to instantiate an S-PMS
with a bidirectional P-tunnel, all VRFs of that MVPN nust use this
met hod.

Suppose that for a given M/PN, the Hierarchical Partitioned Method is
used to instantiate the I-PMSI. In general, nore than one of the PEs
inthe WPNw Il originate an Intra-AS |-PMSI A-D route for that
MVPN. This docunment allows the PTAs of those routes to all specify

the same MP2MP LSP as the "outer tunnel". However, it does not
require that those PTAs all specify the same MP2MP LSP as the outer
tunnel. By having all the PEs specify the sane outer tunnel for the

I -PMSI, one can minimze the amount of state in the transit nodes.
By allowing themto specify different outer tunnels, one uses nore
state, but may increase the robustness of the system

The considerations of the previous paragraph apply as well when the
Hi erarchical Partitioned Method is used to instantiate an S PMSI

3.2.2.1. Advertisenent of PE Distinguisher Labels

A PE Distinguisher Label is an upstream assi gned MPLS | abel [RFC5331]
that can be used, in the context of an MP2MP LSP, to denote a
particular PE that either has joined or may in the future join that
LSP.

In order to use upstream assigned MPLS | abels in the context of an
outer MP2MP LSP, there must be a convention that identifies a
particular router as the router that is responsible for allocating
the | abels and for advertising the labels to the PEs that may join
the MP2MP LSP. This document REQUI RES that the PE Distinguisher
Label s used in the context of a given MP2MP LSP be all ocated and
advertised by the router that is the root node of the LSP

Thi s convention accords with the rules of Section 7 of [RFC5331].
Note that according to Section 7 of [RFC5331], upstream assigned

| abel s are unique in the context of the |P address of the root node;
if two MP2MP LSPs have the sanme root node | P address, the upstream
assigned | abels used within the two LSPs cone fromthe sane | abe
space.
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Thi s document assunes that the root node address of an MP2MP LSP is
an | P address that is uniquely assigned to the node. The use of an
"anycast address" as the root node address is outside the scope of
t hi s docunent.

A PE Di stinguisher Labels attribute SHOULD NOT be attached to an
I-PMSI or S-PMSI A-D route unless that route also contains a PTA that
specifies an MP2MP LSP. (While PE Distinguisher Labels could in
theory al so be used if the PTA specifies a BID R-PIM P-tunnel, such
use is outside the scope of this docunent.)

The PE Distinguisher Labels attribute specifies a set of <MPLS | abel,
| P address> bindings. Wthin a given PE Distinguisher Labels
attribute, each such |IP address MJST appear at nost once, and each
MPLS | abel MJST appear only once. Oherwise, the attribute is
considered to be mal formed, and the "treat-as-wi thdraw' error-

handl i ng approach described in Section 2 of [BGP-ERROR] MJST be used.

When a PE Distingui sher Labels attribute is included in a given
I-PMSI or S-PMSl A-Droute, it MJST assign a |label to the I P address
of each of the follow ng PEs:

0o The root node of the MP2MP LSP identified in the PTA of the route.

0 Any PE that is possibly the ingress PE for a CGRPA of any G-BID R
group.

0 Any PE that may need to transmit non-C-BIDIR traffic on the MP2MP
LSP identified in the PTA of the route.

One sinple way to neet these requirenents is to assign a PE
Di stingui sher |abel to every PE that has originated an Intra-AS
|-PMSI A-D route.

3.2.2.2. Wen an S-PMSI Is a "Match for Transm ssion’

Suppose a given PE, say PEl, needs to transmit multicast data packets
of a particular Gflow Section 3.1 of [RFC6625] gives a four-step
algorithmfor determning the S-PMSI A-D route, if any, that matches
that C-flow for transm ssion.

If the CGflowis not a BIDDR PIM C-flow, those rules apply unchanged.
If there is a matching S-PMSI A-D route, the P-tunnel on which the
C-flow MIUST be transmtted is the one identified in the PTA of the
mat chi ng route. Each packet of the Cflow MIST carry the PE

Di stingui sher Label assigned by the root node of that P-tunnel to the
| P address of PEl. See Section 12.3 of [RFC6513] for encapsul ation
details.

Rosen, et al. St andards Track [ Page 25]



RFC 7582 MVPN: Using Bidirectional P-Tunnels July 2015

The renmai nder of this section applies only to CGBIDR flows. |If a
C-BIDR flow has group address CGBIDIR the rules applied by PEl
are the same as the rules given in Section 3.2.1. 1.

If there is a matching S-PMSl A-D route, PE1 MJST transnit the Cflow
on the P-tunnel identified in its PTA. Suppose PEl has determ ned
that PE2 is the upstream PE for the CGRPA of the given CGflow In
constructing the packet’s MPLS | abel stack, PEl nust use the PE

Di stingui sher Label that was assigned by the P-tunnel’s root node to
the I P address of "PE2", not the |abel assigned to the |IP address of
"PE1" (unless, of course, PEl is the sane as PE2). See Section 12.3
of [RFC6513] for encapsulation details. Note that the root of the
P-tunnel might be a PE other than PEl or PE2.

3.2.2.3. Wien an |-PMSlI |Is a 'Match for Transm ssion’

Suppose a given PE, say PEl, needs to transmit packets of a given
C-flow (of a given MPN) to other PEs, but according to the
conditions of Section 3.2.2.2 and/or Section 3.1 of [RFC6625], that
C-flow does not match any S-PMSI A-D route. Then the packets of the
C-flow need to be transmtted on the MVPN s | -PNSI.

If the Gflowis not a BIDIR-PIM C-flow, the P-tunnel on which the
C-flow MUST be transnmitted is the one identified in the PTA of the
Intra-AS |-PMSI A-D route originated by PE1 for the given M/PN. Each
packet of the Cflow MJST carry the PE Distingui sher Label assigned
by the root node of that P-tunnel to the |IP address of PEL.

If the Cflowis a BIDR-PIMC-flow with group address CGBIDI R, the
rules as applied by PE1L are the sanme as those given in Section
3.2.1. 2.

If there is a matching I-PMsl A-D route, PE1 MJST transnmit the Cflow
on the P-tunnel identified in its PTA. In constructing the packet’'s
MPLS | abel stack, it nust use the PE Distinguisher Label that was
assigned by the P-tunnel’s root node to the | P address of "PE2", not
the | abel assigned to the I P address of "PE1" (unless, of course, PEl
is the sanme as PE2). (Section 3.2.1.2 specifies the difference
between PE1 and PE2.) See Section 12.3 of [RFC6513] for

encapsul ation details. Note that the root of the P-tunnel nmight be a
PE ot her than PEl or PE2.

If, for a packet of a particular C-flow, there is no S-PMsSl A-D route

or |-PMSl A-Droute that is a match for transm ssion, the packet MJST
NOT be transmtted.
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3.2.2.4. \Vhen an S-PMSI |Is a "Match for Reception’

Suppose a given PE, say PEl, needs to receive nulticast data packets
of a particular CGflow. Section 3.2 of [RFC6625] specifies
procedures for determning the S-PMSI A-D route, if any, that natches
that C-flow for reception. Those rules require that the matching
S-PMSI A-D route has been originated by the upstream PE for the
C-flow The rules are nodified in this section, as follows:

Consider a particular Cflow. Suppose either:

o the CGflowis unidirectional, and PEl1 deternmines that its upstream
PE is PE2, or

o the Cflowis bidirectional, and PEl determ nes that the upstream
PE for its CRPAis PE2

Then, the C-flow may match an installed S-PMSI A-D route that was not
originated by PE2, as |ong as:

1. the PTA of that A-D route identifies an MP2\MP LSP,

2. there is an installed S-PVSlI A-D route originated by the root node
of that LSP, or PEl itself is the root node of the LSP and there
is acurrently originated S-PMSI A-D route from PE1 whose PTA
identifies that LSP, and

3. the latter S-PVMSI A-Droute (the one identified in 2 just above)
contains a PE Distinguisher Labels attribute that assigned an MPLS
| abel to the I P address of PE2.

However, a bidirectional C-flow never matches an S-PMSI A-D route
whose NLRI contains (G S CGGQ.

If a nulticast data packet is received over a matching P-tunnel, but
does not carry the value of the PE D stinguisher Label that has been
assigned to the upstream PE for its C-flow, then the packet MJST be
di scar ded.

3.2.2.5. Wwen an |-PMSI Is a 'Match for Reception’

If a PE needs to receive packets of a given Cflow (of a given M/PN)
fromanother PE, and if, according to the conditions of Section
3.2.2.4, that Cflow does not match any S-PMSlI A-D route, then the
packets of the C-flow need to be received on the MWWPN' s |-PMsl. The
P-tunnel on which the packets are expected to arrive is determ ned by
the Intra-AS |-PMsl A-D route originated by the distinguished PE for
the given C-flow. The PTA of that route specifies the "outer
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P-tunnel " and thus determines the top | abel that packets of that

C-floww |l be carrying when received. A PE that needs to receive
packets of a given Cflow nust determ ne the expected val ue of the
second | abel for packets of that Cflow. This will be the value of a

PE Di stingui sher Label, taken fromthe PE D stinguisher Labels
attribute of the Intra-AS |-PMSI A-D route of the root node of that
outer tunnel. The expected value of the second | abel on received
packets (corresponding to the "inner tunnel") of a given Cflowis
determ ned according to the follow ng rules.

First, the distinguished PE for the C-flow is determ ned:

o If the CGflowis not a BIDOR-PIMC-flow, the distinguished PE for
the Cflowis its upstream PE, as determ ned by the rul es of
[ RFC6513] .

o If the CGflowis a BIDR-PIMC-flow, the distinguished PE for the
Cflowis its upstream PE of the CGflow s C RPA, as determ ned by
the rules of [RFC6513].

The expected value of the second | abel is the value that the root PE
of the outer tunnel has assigned, in the PE D stinguisher Labels
attribute of its Intra-AS |I-PMSI A-Droute, to the |IP address of the
di stingui shed PE.

Packets addressed to C-G that arrive on other than the expected inner
and outer P-tunnels (i.e., that arrive with unexpected val ues of the
top two | abel s) MUST be di scarded.

3.2.3. Unpartitioned

When a particular MV/PN uses the Unpartitioned Method of instantiating
an |-PMSl with a bidirectional P-tunnel, it MJST be the case that at
| east one VRF of that MVPN originates an Intra-AS |-PMSI A-D route
that includes a PTA specifying a bidirectional P-tunnel. The

condi tions under which an Intra-AS |-PMSI A-D route nust be
originated froma given VRF are as specified in [RFC6514]. This
docunent allows all but one of such routes to omit the PTA. However,
each such route MAY contain a PTA. If the PTAis present, it MJST
specify a bidirectional P-tunnel. As specified in [RFC6513] and

[ RFC6514], every PE that inports such an Intra-AS |-PMSI A-D route
into one of its VRFs MJUST, if the route has a PTA join the P-tunnel
specified in the route’ s PTA

Packets received on any of these P-tunnels are treated as havi ng been

received over the I-PMSI. The disposition of a received packet MJST
NOT depend upon the particular P-tunnel over which it has been
recei ved.

Rosen, et al. St andards Track [ Page 28]



RFC 7582 MVPN: Using Bidirectional P-Tunnels July 2015

When a PE needs to transnit a packet on such an |-PMSI, then if that
PE advertised a P-tunnel in the PTA of an Intra-AS |-PMSI A-D route
that it originated, the PE SHOULD transmt the on that P-tunnel.
However, any PE that transmts a packet on the I-PVMSI MAY transmit it
on any of the P-tunnels advertised in any of the currently installed
Intra-AS | -PMSI A-D routes for its VPN

This allows a single bidirectional P-tunnel to be used to instantiate
the 1-PMSI, but also allows the use of nultiple bidirectiona
P-tunnels. There nay be a robustness advantage in having nultiple
P-tunnel s avail abl e for use, but the nunber of P-tunnels used does
not inpact the functionality in any way. |If there are, e.g., two
P-tunnel s avail able, these procedures all ow each P-tunnel to be
advertised by a single PE, but they also allow each P-tunnel to be
advertised by nultiple PEsS. Note that the PE advertising a given
P-tunnel does not have to be the root node of the tunnel. The root
node m ght not even be a PE router, and it mght not originate any
BGP routes at all.

In the Unpartitioned Method, packets received on the |-PMSI cannot be
associated with a distinguished PE, so duplicate detection using the
techni ques of Section 9.1.1 of [RFC6513] is not possible; the

techni ques of Sections 9.1.2 or 9.1.3 of [RFC6513] would have to be
used instead. Support for CGBIDIR using the "Partitioned set of PES"
techni que (Section 11.2 of [RFC6513] and Section 3.6 of [RFC6517]) is
not possible when the Unpartitioned Method is used. |If it is desired
to use that technique to support CBID R but also to use the
Unpartitioned Method to instantiate the I-PMSI, then all the CGBID R
traffic would have to be carried on an S-PVMSI, where the S-PMSI is
instanti ated using one of the Partitioned Methods.

When a PE, say PEl, needs to transmt multicast data packets of a
particular CGflow to other PEs, and PE1l does not have an S-PMSI that
is a match for transmssion for that Cflow (see Section 3.2.3.1),
PE1 transmits the packets on one of the P-tunnel(s) that instantiates
the I-PMSI. Wien a PE, say PEl, needs to receive nulticast data
packets of a particular Cflow from another PE, and PEl does not have
an S-PMSlI that is a match for reception for that Cflow (see Section
3.2.3.2), PEl expects to receive the packets on any of the P-tunnels
that instantiate the |-PMSl.

When a particular MVPN uses the Unpartitioned Method to instantiate a
(CG*,C*) S-PMSl or a (CG*,C*-BIDIR) S-PMsl using a bidirectional
P-tunnel, the sanme conditions apply as when an |-PMSlI is instantiated
via the Unpartitioned Method. The only difference is that a PE need
not join a P-tunnel that instantiates the S-PMSI unl ess that PE needs
to receive nulticast packets on the S-PMSI.
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When a particular M/PN uses bidirectional P-tunnels to instantiate
other S-PMsls, different S-PMSI A-D routes that do not contain
(G*,C*) or (G*,C*-BIDIR), originated by the same or by different
PEs, MAY have PTAs that identify the sane bidirectional tunnel, and
they MAY have PTAs that do not identify the sane bidirectional
tunnel .

VWil e the Unpartitioned Method MAY be used to instantiate an S-PVSI

to which one or nore GBIDIR fl ows are bound, it nust be noted that

the "Partitioned Set of PEs" nethod discussed in Section 11.2 of

[ RFC6513] and Section 3.6 of [RFC6517] cannot be supported using the
Unpartitioned Method. GC-BID R support would have to be provided by

the procedures of [RFC6513], Section 11.1.

3.2.3.1. Wen an S-PMSI Is a 'Match for Transm ssion’

Suppose a PE needs to transmit multicast data packets of a particul ar
customer C-flow. [RFC6625], Section 3.1, gives a four-step algorithm
for determining the S-PMSI A-D route, if any, that matches that
C-flow for transmi ssion. Wen referring to that section, please
recall that BID R-PIMgroups are al so ASM groups.

When bidirectional P-tunnels are used in the Unpartitioned Method,
the sane algorithmapplies, with one nodification, when the PTA of an
S-PMSl A-Droute identifies a bidirectional P-tunnel. One additional
step is added to the algorithm This new step occurs before the
fourth step of the algorithm and is as foll ows:

0 Oherwise, if thereis a (CG*,C*-BIDIR) S-PMsI A-D route
currently originated by PE1l, and if CGGis a BIDIR group, the
C-flow matches that route.

VWhen the Unpartitioned Method is used, the PE SHOULD transnit the
C-flow on the P-tunnel advertised in the in the matching S-PMSI A-D
route, but it MAY transnmit the C-flow on any P-tunnel that is
advertised in the PTA of any installed S-PMSI A-D route that contains
the sane (G-S, GG as the matching S-PMSI A-D route.

3.2.3.2. Wwen an S-PMSI Is a "Match for Reception’
Suppose a PE needs to receive nulticast data packets of a particular
custonmer C-flow Section 3.2 of [RFC6625] specifies the procedures
for determining the S-PMSI A-D route, if any, that advertised the
P-tunnel on which the PE should expect to receive that Cflow

When bidirectional P-tunnels are used in the Unpartitioned Method,
the sane procedures apply, with one nodification.
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The | ast paragraph of Section 3.2.2 of [RFC6625] begins:

If (G*,CG does not mtch a (CG*, GG S-PMSI A-D route from PE2,
but PE1 has an installed (CG*,C*) S-PMsl A-D route from PE2, then
(CG*, GG matches the (CG*,C*) route if one of the follow ng
condi tions hol ds:

This is changed to:

If (G*,CGQG does not match a (G*, GG S-PMsl A-D route from PE2,
but CGGis a BIDIR group and PE1l has an installed (G *,CG*-BID R)
S-PMSI A-Droute, then (G*,C G nmatches that route. O herwi se,
if PE1l has an installed (CG*,C*) S-PMSI A-D route fromPE2, then
(G*, GG matches the (CG*,C*) route if one of the foll ow ng
condi ti ons hol ds:

When the Unpartitioned Method is used, the PE MJST join the P-tunnel
that is advertised in the matching S-PMSI A-D route, and it MJST al so
join the P-tunnels that are advertised in other installed S-PMSI A-D
routes that contain the same (G-S, GG as the matching S-PMSI A-D
rout e.

3.2.4. Mnimal Feature Set for Conpliance

| mpl enentati on of bidirectional P-tunnels is OPTIONAL. |f
bidirectional P-tunnels are not inplenmented, the issue of conpliance
to this specification does not arise. However, for the case where
bidirectional P-tunnels ARE inplenented, this section specifies the
m ni mal set of features that MJUST be inplenented in order to claim
conpliance to this specification.

In order to be conpliant with this specification, an inplenmentation
that provides bidirectional P-tunnels MJST support at |east one of
the two P-tunnel technol ogies nentioned in Section 1.2.1.

A PE that does not provide C-BID R support using the "partitioned set
of PEs" method is deermed conpliant to this specification if it
supports the Unpartitioned Method, using either MP2MP LSPs or BI D R-
PIMmul ticast distribution trees as P-tunnels.

A PE that does provide CBID R support using the "partitioned set of
PEs" nethod MJUST, at a mininmum be able to provide C BID R support
using the "Partial Mesh of MP2MP P-tunnel s" variant of this nethod
(see Section 11.2 of [RFC6513]). An inplenentation will be deemned
compliant to this mninumrequirenment if it can carry all of a VPN s
CBIDR traffic on a (CG*,C*-BIDIR) S-PMSI that is instantiated by a
bidirectional P-tunnel, using the Flat Partitioned Method.
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4. Security Considerations

There are no additional security considerations beyond those of
[ RFC6513] and [ RFC6514], or any that may apply to the particul ar
protocol used to set up the bidirectional tunnels ([ RFC5015],

[ RFC6388] ) .

5. Ref er ences
5.1. Normative References

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119,
DA 10.17487/ RFC2119, March 1997,
<http://ww. rfc-editor.org/info/rfc2119>.

[ RFC4364] Rosen, E. and Y. Rekhter, "BGP/MPLS IP Virtual Private
Net wor ks (VPNs)", RFC 4364, DO 10.17487/ RFC4364,
February 2006, <http://www.rfc-editor.org/info/rfc4364>.

[ RFC4601] Fenner, B., Handley, M, Hol brook, H, and |I. Kouvel as,
"Protocol |ndependent Multicast - Sparse Mdde (PIMSM:
Pr ot ocol Specification (Revised)", RFC 4601,
DA 10.17487/ RFC4601, August 2006,
<http://ww. rfc-editor.org/info/rfc4601>.

[ RFC5015] Handl ey, M, Kouvelas, |I., Speakman, T., and L. Vicisano,
"Bi directional Protocol |ndependent Multicast (BID R-
PIM", RFC 5015, DO 10.17487/RFC5015, Cctober 2007,
<http://ww. rfc-editor.org/info/rfc5015>.

[ RFC6388] Wjnands, 1J., Ed., Mnei, |I., Ed., Konpella, K., and B.
Thomas, "Label Distribution Protocol Extensions for
Poi nt-to-Miltipoint and Multipoint-to-Miltipoint Label
Swi t ched Pat hs", RFC 6388, DO 10.17487/ RFC6388, Novenber
2011, <http://www.rfc-editor.org/info/rfc6388>.

[ RFC6513] Rosen, E., Ed., and R Aggarwal, Ed., "Multicast in
MPLS/ BGP | P VPNs", RFC 6513, DO 10. 17487/ RFC6513,
February 2012, <http://www.rfc-editor.org/info/rfc6513>.

[ RFC6514] Aggarwal, R, Rosen, E., Morin, T., and Y. Rekhter, "BGP
Encodi ngs and Procedures for Multicast in MPLS/BGP IP
VPNs", RFC 6514, DA 10.17487/ RFC6514, February 2012,
<http://ww. rfc-editor.org/info/rfc6514>.

Rosen, et al. St andards Track [ Page 32]



RFC 7582

5.

2.

[ RFC6625]

I nf ormat i

[ BGP- ERROR]

[ W\VPN- BI DI R-

[ MVPN- XNET]

[ RFC5331]

[ RFC6517]

Rosen, et al.

MVPN: Using Bidirectional P-Tunnels July 2015

Rosen, E., Ed., Rekhter, Y., Ed., Hendrickx, W, and R
Qu, "Wldcards in Miulticast VPN Auto-Di scovery Routes",
RFC 6625, DO 10.17487/ RFC6625, May 2012,

<http://ww. rfc-editor.org/info/rfc6625>.

ve References

Chen, E., Ed., Scudder, J., Ed., Mhapatra, P., and K
Patel, "Revised Error Handling for BGP UPDATE Messages",
Work in Progress, draft-ietf-idr-error-handling-19, April
2015.

I R]

Zhang, Z., Rekhter, Y., and A Dol ganow, "Simulating
"Partial Mesh of MP2MP P-Tunnel s’ with Ingress
Replication", Wrk in Progress,
draft-ietf-bess-mvpn-bidir-ingress-replication-00,
January 2015.

Rekhter, Y., Ed., Rosen, E., Ed., Aggarwal, R, Cai, Y.,
and T. Morin, "Extranet Miulticast in BG/ 1P MPLS VPNs",
Work in Progress, draft-ietf-bess-m/pn-extranet-02, My
2015.

Aggarwal , R, Rekhter, Y., and E. Rosen, "MPLS Upstream
Label Assignment and Context-Specific Label Space", RFC
5331, DA 10.17487/ RFC5331, August 2008,

<http://ww. rfc-editor.org/info/rfc5331>.

Morin, T., Ed., N ven-Jenkins, B., Ed., Kamte, Y.,

Zhang, R, Leymann, N., and N. Bitar, "Mandatory Features
in a Layer 3 Multicast BGP/ MPLS VPN Sol ution", RFC 6517,
DO 10.17487/ RFC6517, February 2012,

<http://ww. rfc-editor.org/info/rfc6517>.

St andards Track [ Page 33]



RFC 7582 MVPN: Using Bidirectional P-Tunnels July 2015

Acknowl edgrent s

The authors wi sh to thank Karthi k Subramani an, Raj esh Sharma, and
Apoorva Karan for their input. W also thank Yakov Rekhter for his
val uabl e critique.

Speci al thanks go to Jeffrey (zZhaohui) Zhang for his careful review,
probi ng questions, and useful suggestions.

Aut hors’ Addr esses

Eric C. Rosen

Juni per Networks, Inc.
10 Technol ogy Park Drive
Westford, MA 01886
United States

Emai | : erosen@ uni per. net
I Jsbrand W j nands

Cisco Systens, Inc.

De kl eetl aan 6a

D egem 1831

Bel gi um

Email: i ce@i sco.com

Yi qun Cai

M crosoft

1065 La Aveni da

Mountain View, CA 94043
United States

Emai | : yi qunc@ri crosoft.com

Arjen Boers

Enmai | : arj en@oers.com

Rosen, et al. St andards Track [ Page 34]






