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Abstract

In the past, Mandatory Access Control (MAC) systens have used very
rigid policies that were inplenented in particular protocols and
platforns. As MAC systens beconme nore wi dely depl oyed, additiona
flexibility in mechanismand policy will be required. Wile
traditional trusted systems inplemented Multi-Level Security (MYS)
and integrity nodels, nbdern systens have expanded to include such
technol ogi es as type enforcenent. Due to the w de range of policies
and nmechani snms that need to be accommpdated, it is unlikely that the
use of a single security label format and nodel will be viable.

To allow nultiple MAC nechani sns and | abel formats to co-exist in a
network, this docunment creates a registry of |abel format
specifications. This registry contains |abel format identifiers and
provi des for the association of each such identifier with a
correspondi ng extensive docunment outlining the exact syntax and use
of the particular |abel format.

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it may be obtained at
http://ww.rfc-editor.org/info/rfc7569
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Copyri ght Notice

Copyright (c) 2015 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

Wth the acceptance of security labels in several nainstream
operating systens, the need to comruni cate | abel s between these
systens beconmes nore inportant. |In a typical client-and-server
scenario, the client request to the server acts as a subject trying
to access an object on the server [ RFC7204]. Unfortunately, these
systens are diverse enough that attenpts at establishing one conmmon
| abel format have been unsuccessful. This is because systens

i mpl ement different Mandatory Access Control (MAC) nodels, which
typically do not share any common ground.

One solution mght be to define a single |abel format that consists
of the union of the requirenents of all MAC nodel s/inpl enent ati ons,
known at a given tinme. This approach is not desirable, because it

i ntroduces an environment where either (1) many MAC nodel s woul d
have bl ank fields for many of the | abel’s conponents or (2) nmany

i npl ementations would ignore altogether many of the values that are
present. The resulting complexity would be likely to result in a
confusing situation in which the interaction of fields that are
derived fromdifferent MAC nodels is never clearly specified and the
addi ti on of new npdels or extensions of existing nodels is unduly
difficult.

An additional consideration is that if a policy authority or
identifier field is specified in the label format, it would require
a robust description that woul d encompass mul tiple MAC nodel s where
an i nplenmentation would | ock policy adnministration into the

descri bed nodel .

I deally, a mechanismto address this problemshould allow the nost
flexibility possible in terns of policy adm nistration while
providing a specification that is sufficient to allow for

i mpl ementation of the |abel format and understandi ng of the
semantics of the label. This neans that the |abel format
specification would ideally contain a syntactic description of the

| abel format and a description of the semantics for each conponent
in the label. This allows protocols to specify the type of |abe

and | abel semantics that it requires while [eaving policy and policy
adm nistration to the individual organizations using the protocol in
their environnent.

Policy administration within an organi zation is a difficult problem
Thi s should not be nmade even nore difficult by having to request
perm ssion fromexternal entities when crafting new policy or just
maki ng departnment specific nodifications to existing policies. The
policy authority field would allow a | abel format specification to
specify a schene for policy adninistration without forcing it on al
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users of security labels. However, by agreeing to inplenment a
particul ar |abel format specification, the protocol agrees to that
policy adm ni strati on mechani smwhen processing | abels of that type.

Thi s docunent creates a registry of |abel format specifications to
allow nul tiple MAC mechani sms and | abel formats to co-exist in a
network. While the initial use of this registry is for the Network
File System (NFS) protocol, it mght also be referenced and used by
other I ETF protocols in the future.

2. Definitions

Label Format Specifier: an identifier used by the client to
establish the syntactic format of the security |abel and the
semanti c neaning of its conponents.

Label Format Specification: a reference to a stable, public docunent
that specifies the | abel fornmat.

Multi-Level Security (M.S): a traditional nodel where subjects are
given a security level (Unclassified, Secret, Top Secret, etc.)
and objects are given security |labels that nandate the access of
the subject to the object (see [BL73] and [ RFC2401]).

(Al though RFC 2401 has been obsol eted by RFC 4301, RFC 2401 is
still the definitive reference for MLS as discussed in this
docunent .)

object: a passive resource within the systemthat we wish to
protect. Objects can be entities such as files, directories,
pi pes, sockets, and nany other systemresources relevant to the
protection of the system state.

subject: an active entity, usually a process, user, or client, that
is requesting access to an object.

3. Existing Label Format Specifications
3.1. IP Security Option (IPSO, Basic Security Option (BSO

The "I P Security Option (IPSO" |abel format is defined in [ RFC1108].
I ANA has assigned | Pv4 Option 130 to the I PSO Basic Security Option
(BSO). IPSOis the only IPvd sensitivity |abel option inplenmented in
comrercial IP routers. [|PSO BSO continues to have w despread

i mpl ementation in hosts, and w despread depl oynent. For the purposes
of this docunment, only the BSO | abels in Table 1 on Page 3 of

[ RFC1108] are used.
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In some | ocales, the BSO value "(Reserved 2)" is used for marking
information that is considered "Restricted" by l|ocal policy, where
"Restricted" is less sensitive than "Confidential" but nore sensitive
than "Uncl assified"

3.2. Comercial IP Security Option (ClPSO

The "Comrercial |P Security Option (CIPSO" |abel format is
docunented in [CIPSQ and in [FIPS-188]. While [CIPSQ is |ong
expired, it is widely supported in deployed M.S systens that support
I Pv4. | ANA has assigned | Pv4 option nunber 134 to CIPSO CIPSOis
defined ONLY as an | Pv4 option. |ANA has never assigned any |Pv6
option value to Cl PSO

3.3. Common Architecture Label IPv6 Security Option (CALI PSO

The " Common Architecture Label 1Pv6 Security Option (CALIPSO" |abe
format is specified in [RFC5570] and is defined for IPv6. As noted
in Section 10 of [RFC5570], CALIPSO is a direct derivative of the

I Pv4 "Son of I PSO" (SIPSO; therefore, CALIPSO is NOT derived from
CIPSO in any way.

3.4. Flux Advanced Security Kernel (FLASK)

The Fl ux Advanced Security Kernel (FLASK) [FLASK99] is an

i mpl ementation of an architecture to provide flexible support for
security policies. Section 2.1 of [FLASK99b] summarizes the
architecture of FLASK and descri bes:

1. the interactions between a subsystemthat enforces security
policy decisions and a subsystemthat nakes those deci sions.

2. the requirenents on the conponents wthin each subsystem
4. Security Considerations

Thi s docunment defines a nmechanismto associate the Label Format
Specifier identifier with a docurment outlining the syntax and format
of a label. There are no security considerations for such an
association. The |abel specification docunents referenced by each
registration entry should state security considerations for the | abe
mechani smit specifies.

5. | ANA Consi derati ons
Thi s section provides guidance to the Internet Assigned Nunbers

Authority (1 ANA) regarding the creation of a new registry in
accordance with [ RFC5226] .
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Per this docunent, | ANA has created a new registry called "Security
Label Format Sel ection Registry". The new registry has the follow ng
fields:

Label Format Specifier: An integer that maps to a particular | abe
format, e.g., the CALIPSO | abel format defined by [ RFC5570]. The
namespace of this identifier has the range of 0..65535.

Label Description: A human-readable ASCI|I [RFC20] text string that
describes the | abel format, e.g., "Comon Architecture Label |Pv6
Security Option (CALIPSO". The length of this fieldis limted
to 128 byt es.

Status: A short ASCI| text string indicating the status of an entry
in the registry. The status field for nost entries should have
the value "active". In the case where a | abel format sel ection
entry is obsolete, the status field of the obsoleted entry should
be "obsol eted by entry NNN'.

Label Format Specification: A reference to a stable, public docunent
that specifies the label format, e.g., a URL to [ RFC5570].

5.1. Initial Registry

The initial assignments of the registry are as foll ows:

T o e e e e e oo - Fomm oo o e e e +
| Label Format | Description | Status | Reference |
| Specifier | | | |
o o e e e e oo s T o e e oo +
| O | Reserved | - | - |
| 1 - 127 | Private Use | - | - |
| 128 - 255 | Experinental Use | - | - |
| 256 | CIPSO (tag type #1) | active | [FIPS-188] |
| 257 | CALI PSO [ RFC5570] | active | [RFC5570] |
| 258 | FLASK Security | active | [FLASK99] |
| | Context | | |
| 259 | 1PSO | active | [RFC1108] |
| 260 - 65535 | Available for 1ANA | - | - |
| | Assignnent | | |
oo Fom e e e e e oo s T o e e e e o s +

Label Format Specifier Ranges

Table 1
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5.2. Adding a New Entry to the Registry

A | abel format specification docunment is required to add a new entry
to the "Security Label Format Sel ection Registry". |If the |abe
format docunent is inside the RFC path, then the | ANA Consi derations
section of the label format docunment should clearly reference the
"Security Label Format Sel ection Registry" and request allocation of
a new entry. The well-known | ANA policy Specification Required, as
defined in Section 4.1 of [RFC5226], will be used to handl e such
requests. Note that the "Specification Required" policy inplies that
this process requires a Designhated Expert, i.e., adding a new entry
to this registry requires both a published | abel fornmat specification
and a Designated Expert review

In reviewing the published | abel format specification, the Designated
Expert shoul d consi der whether or not the specification provides
sufficient semantics for the object and subject |abels to enforce the
MAC nodel and policy administration when deployed within an

organi zation. Another consideration is if the label fornmat allows a
correct and conplete inplenmentation of the protocol to process and
enforce | abels as a policy admnistration mechanism Finally, to
reduce interoperability issues, the reviewer nust determne if the
new | abel format specification has clearly defined syntax and
semantics for the proposed new | abel s.
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5.3. (Obsoleting a Label Format Specifier

In the case where a | abel format selector nunber is assigned to a

| abel format and the | abel format specification is changed |ater, a
new sel ector assignment should be requested. The same Specification
Required | ANA policy applies to such requests. The | ANA

Consi derations section of the updated |abel format specification
shoul d be explicit regarding which old | abel selector assignment it
obsoletes. Below is an exanple of an obsoleted entry in the
registry

oo s o e e oo Fom e oo o e e oo s +
| Label Format | Description | Status | Reference |
| Specifier | | | |
o e e - o e e e R o e e e o +
| O | Reserved | - | - |
| 1 - 127 | Private Use | - | - |
| 128 - 255 | Experinental Use | - | - |
| 256 | CIPSO (tag type | active | [FIPS-188] |
I | #1) I I I
| 257 | CALIPSO [ RFC5570] | active | [ RFC5570] |
| 258 | FLASK Security | obsoleted | [FLASK99] |
| | Context | by 263 | |
| ... I I I I
| 263 | FLASK Security | active | [new spec URL] |
| | Context (v2) | | |
| 264 - 65535 | Available for 1ANA | - | - |
| | Assignnent | | |
oo s o e e e e o s Fom e o e e o s +

Exanpl e Label Format Specifier Updated Ranges
Table 2
5.4. Mdifying an Existing Entry in the Registry

A request to nodify either the Description or the published | abe
format specification will also require the Specification Required

| ANA policy to be applied. The Designated Expert reviewer will need
to determine if the published | abel format specification either

obsol etes the Label Format Specifier or updates the |abel syntax and/
or nmodel. |If the Label Format Specifier is obsoleted, then the
reviewer will follow the process defined in Section 5.3. Oherw se,
for the update of the | abel syntax and/or the nodel, the reviewer

wi || approve the change.
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