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Abstract

This meno presents recomrendations to the Internet comunity
concerning neasures to inprove and preserve Internet performance. It
presents a strong recomendation for testing, standardization, and

wi despread depl oynent of active queue managerment (AQVW) in network
devices to inprove the performance of today’'s Internet. It also
urges a concerted effort of research, neasurenment, and ultinmate

depl oynent of AQM nechanisns to protect the Internet fromflows that
are not sufficiently responsive to congestion notification.

Based on 15 years of experience and new research, this docunent
repl aces the recomendati ons of RFC 2309.

Status of This Meno
This nmenp docunents an Internet Best Current Practice.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the I ETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
BCPs is available in Section 2 of RFC 5741.

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc7567.
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1.

1.

I nt roducti on

The Internet protocol architecture is based on a connectionl ess end-
to-end packet service using the Internet Protocol, whether |Pv4

[ RFC791] or |Pv6e [RFC2460]. The advantages of its connectionl ess
design -- flexibility and robustness -- have been anply denonstrat ed.
However, these advantages are not w thout cost: careful design is
required to provide good service under heavy load. 1In fact, |ack of
attention to the dynam cs of packet forwarding can result in severe
service degradation or "Internet neltdown". This phenonenon was
first observed during the early growh phase of the Internet in the
md 1980s [ RFC896] [RFCO70]; it is technically called "congestion
col l apse" and was a key focus of RFC 2309

Al t hough wi de-scal e congestion collapse is not common in the
Internet, the presence of |ocalized congestion collapse is by no
means rare. It is therefore inportant to continue to avoid
congestion col | apse.

Si nce 1998, when RFC 2309 was witten, the Internet has become used
for a variety of traffic. 1In the current Internet, lowlatency is
extrenely inportant for many interactive and transaction-based
applications. The sane type of technology that RFC 2309 advocated
for conbating congestion collapse is also effective at limting

del ays to reduce the interaction delay (latency) experienced by
applications [Bril5]. H gh or unpredictable |atency can inpact the
performance of the control |oops used by end-to-end protocols
(including congestion control algorithns using TCP). There is now
al so a focus on reducing network | atency using the sane technol ogy.

The mechani sns described in this docunent nay be inplenented in

net wor k devi ces on the path between endpoints that include routers,
swi tches, and other network m ddl eboxes. The nethods may al so be

i npl emented in the networking stacks wi thin endpoint devices that
connect to the network.

1. Congestion Col |l apse

The original fix for Internet neltdown was provided by Van Jacobsen
Begi nning in 1986, Jacobsen devel oped the congesti on avoi dance
mechani sns [ Jacobson88] that are now required for inplenentations of
the Transport Control Protocol (TCP) [RFC793] [RFC1122]. ([RFC7414]
provides a roadnap to help identify TCP-rel ated docunents.) These
mechani sms operate in Internet hosts to cause TCP connections to
"back off" during congestion. W say that TCP flows are "responsive"
to congestion signals (i.e., packets that are dropped or marked with
explicit congestion notification [RFC3168]). It is primarily these
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TCP congestion avoi dance al gorithns that prevent the congestion
coll apse of today’s Internet. Simlar algorithnms are specified for
ot her non-TCP transports.

However, that is not the end of the story. Considerable research has
been done on Internet dynam cs since 1988, and the Internet has
grown. It has becone clear that the congestion avoi dance nechani sns
[ RFC5681], while necessary and powerful, are not sufficient to
provi de good service in all circunstances. Basically, there is a
limt to how nmuch control can be acconplished fromthe edges of the
networ k. Sone nechani sns are needed in network devices to conpl enent
t he endpoi nt congestion avoi dance mechani sms. These nechani sns nmay
be inplemented in network devices.

1.2. Active Queue Managenent to Manage Latency

Internet |atency has becone a focus of attention to increase the
responsi veness of Internet applications and protocols. One mgjor
source of delay is the buildup of queues in network devices.

Queuei ng occurs whenever the arrival rate of data at the ingress to a
devi ce exceeds the current egress rate. Such queueing is normal in a
packet -swi tched network and is often necessary to absorb bursts in
transm ssion and performstatistical nultiplexing of traffic, but
excessive queueing can |lead to unwanted del ay, reducing the
performance of sone Internet applications.

RFC 2309 introduced the concept of "Active Queue Managenment” (AQV), a
class of technol ogies that, by signaling to commpon congesti on-
controll ed transports such as TCP, nanages the size of queues that
build in network buffers. RFC 2309 al so describes a specific AQM

al gorithm Random Early Detection (RED), and recomends that this be
wi dely inplemented and used by default in routers.

Wth an appropriate set of paraneters, RED is an effective algorithm
However, dynanically predicting this set of paraneters was found to
be difficult. As a result, RED has not been enabled by default, and
its present use in the Internet is limted. Oher AQMValgorithms
have been devel oped since RFC 2309 was published, sone of which are
self-tuning within a range of applicability. Hence, while this neno
continues to reconmend the deploynment of AQM it no | onger recomends
that RED or any other specific algorithmis used by default. It

i nstead provides recommendati ons on | ETF processes for the selection
of appropriate algorithms, and especially that a reconmended
algorithmis able to automate any required tuning for conmon

depl oynent scenari os.
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Depl oying AQMin the network can significantly reduce the | atency
across an Internet path, and, since the witing of RFC 2309, this has
becone a key motivation for using AQMin the Internet. 1In the
context of AQM it is useful to distinguish between two related
classes of algorithns: "queue nanagenment" versus "schedul i ng"
algorithms. To a rough approxinmation, queue nmanagenent al gorithns
manage the |l ength of packet queues by nmarking or dropping packets
when necessary or appropriate, while scheduling algorithnms determ ne
whi ch packet to send next and are used primarily to manage the

al | ocati on of bandw dth anong flows. Wile these two nechanisns are
closely related, they address different performance issues and
operate on different tinmescales. Both nmay be used in conbination

1.3. Document Overvi ew

The discussion in this neno applies to "best-effort"” traffic, which
is to say, traffic generated by applications that accept the

occasional |oss, duplication, or reordering of traffic in flight. It
al so applies to other traffic, such as real-tine traffic that can
adapt its sending rate to reduce | oss and/or delay. It is npst

ef fecti ve when the adaption occurs on tinescales of a single Round-
Trip Time (RTT) or a snmall nunber of RTTs, for elastic traffic
[ RFC1633] .

Two perfornmance issues are highlighted:

The first issue is the need for an advanced form of queue nmanagenent
that we call "Active Queue Managenent", AQM Section 2 summarizes
the benefits that active queue managenent can bring. A nunber of AQM
procedures are described in the literature, with different
characteristics. This docunent does not recomend any of themin
particular, but it does make reconmrendations that ideally would

af fect the choice of procedure used in a given inplenentation.

The second issue, discussed in Section 4 of this menmo, is the
potential for future congestion collapse of the Internet due to flows
that are unresponsive, or not sufficiently responsive, to congestion
i ndications. Unfortunately, while scheduling can mtigate sone of
the side effects of sharing a network queue with an unresponsive
flow, there is currently no consensus solution to controlling the
congestion caused by such aggressive flows. Methods such as
congesti on exposure (ConEx) [RFC6789] offer a framework [ CONEX] that
can update network devices to alleviate these effects. Significant
research and engineering will be required before any solution will be
available. It is inperative that work to mitigate the inpact of
unresponsive flows is energetically pursued to ensure acceptable
performance and the future stability of the Internet.
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Section 4 concludes the meno with a set of reconmendations to the
Internet community on the use of AQM and recomrendati ons for defining
AQM al gori t hms.

1.4. Changes to the Recomendati ons of RFC 2309

This menmo repl aces the recomendations in [ RFC2309], which resulted
from past discussions of end-to-end performance, |nternet congestion,
and RED in the End-to-End Research G oup of the Internet Research
Task Force (IRTF). It results fromexperience with RED and ot her

al gorithms, and the AQM di scussion within the | ETF [ AQM WG .

Whereas RFC 2309 described AQMin terns of the length of a queue,
this meno uses AQMto refer to any method that allows network devices
to control the queue |length and/or the nean tinme that a packet spends
in a queue.

This menmo al so explicitly obsoletes the recommendati on that Random
Early Detection (RED) be used as the default AQM nechani smfor the
Internet. This is replaced by a detailed set of recommendations for
sel ecting an appropriate AQM algorithm As in RFC 2309, this meno

illustrates the need for continued research. It also clarifies the
research needed with exanpl es appropriate at the tine that this neno
i s published.

1.5. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

2. The Need for Active Queue Managenent

Active Queue Managenent (AQM is a nethod that allows network devices
to control the queue length or the nean tine that a packet spends in
a queue. Although AQM can be applied across a range of depl oynent
envi ronments, the reconmendations in this docunent are for use in the
general Internet. It is expected that the principles and gui dance
are also applicable to a wide range of environnents, but they may
require tuning for specific types of links or networks (e.g., to
acconmodate the traffic patterns found in data centers, the

chal  enges of wireless infrastructure, or the higher delay
encountered on satellite Internet links). The renainder of this
section identifies the need for AQM and t he advant ages of depl oyi ng
AQM net hods.
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The traditional technique for nmanagi ng the queue length in a network
device is to set a maximumlength (in ternms of packets) for each
queue, accept packets for the queue until the maximumlength is
reached, then reject (drop) subsequent incom ng packets until the
queue decreases because a packet fromthe queue has been transnitted.
This technique is known as "tail drop", since the packet that arrived
nmost recently (i.e., the one on the tail of the queue) is dropped
when the queue is full. This method has served the Internet well for
years, but it has four inportant drawbacks:

1. Full Queues
The "tail drop" discipline allows queues to maintain a full (or,

al most full) status for long periods of time, since tail drop
signal s congestion (via a packet drop) only when the queue has

becone full. It is inportant to reduce the steady-state queue
size, and this is perhaps the nost inportant goal for queue
managenent .

The nai ve assunption mght be that there is a sinple trade-off
bet ween del ay and throughput, and that the recomrendation that
queues be nmaintained in a "non-full" state essentially translates
to a recommendation that | ow end-to-end delay is nore inportant
than hi gh throughput. However, this does not take into account
the critical role that packet bursts play in Internet

performance. For exanple, even though TCP constrains the
congestion wi ndow of a flow, packets often arrive at network
devices in bursts [Leland94]. |If the queue is full or al nost
full, an arriving burst will cause multiple packets to be dropped
fromthe same flow Bursts of loss can result in a globa
synchroni zation of flows throttling back, followed by a sustained
period of lowered link utilization, reducing overall throughput

[ Fl 094] [ zha90].

The goal of buffering in the network is to absorb data bursts and
to transmit themduring the (hopefully) ensuing bursts of
silence. This is essential to permt transm ssion of bursts of
data. Queues that are normally small are preferred in network
devices, with sufficient queue capacity to absorb the bursts.
The counterintuitive result is that nmaintaining queues that are
normal ly small can result in higher throughput as well as | ower
end-to-end delay. In summary, queue linmts should not reflect
the steady-state queues we want to be maintained in the network;
instead, they should reflect the size of bursts that a network
devi ce needs to absorb
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2. Lock-CQut

In sone situations tail drop allows a single connection or a few
fl ows to nonopolize the queue space, thereby starving other
connections, preventing themfromgetting roomin the queue

[ Fl 092].

3. Mtigating the Inpact of Packet Bursts

A large burst of packets can del ay ot her packets, disrupting the
control loop (e.g., the pacing of flows by the TCP ACK cl ock),
and reducing the performance of flows that share a common

bottl eneck.

4. Control Loop Synchronization

Congestion control, |ike other end-to-end nechani sns, introduces
a control | oop between hosts. Sessions that share a comon
network bottl eneck can therefore become synchroni zed, introducing
periodic disruption (e.g., jitter/loss). "Lock-out" is often

al so the result of synchronization or other timng effects

Besides tail drop, two alternative queue managenent di sciplines that

can be applied when a queue becones full are "random drop on full" or
"head drop on full". Wen a new packet arrives at a full queue using
the "random drop on full" discipline, the network device drops a

random y sel ected packet fromthe queue (this can be an expensive
operation, since it naively requires an QCN) wal k through the packet
queue). Wien a new packet arrives at a full queue using the "head
drop on full" discipline, the network device drops the packet at the
front of the queue [Lakshnman96]. Both of these solve the | ock-out
probl em but neither solves the full-queues probl em described above.

In general, we know how to solve the full-queues problemfor
"responsive" flows, i.e., those flows that throttle back in response
to congestion notification. In the current Internet, dropped packets
provide a critical mechanismindicating congestion notification to
hosts. The solution to the full-queues problemis for network
devices to drop or ECN-mark packets before a queue becones full, so
that hosts can respond to congestion before buffers overflow. W
call such a proactive approach AQM By droppi ng or ECN narki ng
packets before buffers overflow, AQM all ows network devices to
control when and how many packets to drop

Baker & Fairhurst Best Current Practice [ Page 9]



RFC 7567 Active Queue Managenent Recommendati ons July 2015

In summary, an active queue managenent nechani sm can provide the
foll owi ng advant ages for responsive fl ows.

1.

Reduce nunber of packets dropped in network devices

Packet bursts are an unavoi dabl e aspect of packet networks

[WIlinger95]. |If all the queue space in a network device is
already commtted to "steady-state" traffic or if the buffer
space i s inadequate, then the network device will have no ability
to buffer bursts. By keeping the average queue size snmall, AQMV

will provide greater capacity to absorb naturally occurring
bursts wi thout dropping packets.

Furthermore, without AQV nore packets will be dropped when a
queue does overflow. This is undesirable for several reasons.
First, with a shared queue and the "tail drop" discipline, this
can result in unnecessary gl obal synchroni zation of fl ows,
resulting in | owered average link utilization and, hence, |owered
networ k throughput. Second, unnecessary packet drops represent a
wast e of network capacity on the path before the drop point.

Wi | e AQM can manage queue | engths and reduce end-to-end | atency
even in the absence of end-to-end congestion control, it will be
abl e to reduce packet drops only in an environnent that continues
to be dom nated by end-to-end congestion control

Provide a | ower-delay interactive service

By keeping a snmall average queue size, AQMw || reduce the del ays
experienced by flows. This is particularly inportant for
interactive applications such as short web transfers, POP/| MAP
DNS, ternminal traffic (Telnet, SSH, Msh, RDP, etc.), gaming or

i nteractive audi o-vi deo sessions, whose subjective (and

obj ective) perfornmance is better when the end-to-end delay is

| ow.

Avoi d | ock-out behavi or

AQM can prevent | ock-out behavior by ensuring that there will

al nrost al ways be a buffer available for an incom ng packet. For
the sane reason, AQM can prevent a bias against | ow capacity, but
hi ghly bursty, flows.

Lock-out is undesirable because it constitutes a gross unfairness
anong groups of flows. However, we stop short of calling this
benefit "increased fairness", because general fairness anong
flows requires per-flow state, which is not provided by queue
managenent. For exanple, in a network device using AQMwith only
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FI FO scheduling, two TCP flows nay receive very different shares
of the network capacity sinply because they have different RTTs
[ Fl oyd91], and a flow that does not use congestion control may
receive nore capacity than a flow that does. AQV can therefore
be conbined with a scheduli ng nechani smthat divides network
traffic between multiple queues (Section 2.1).

4. Reduce the probability of control |oop synchronization

The probability of network control |oop synchronization can be
reduced i f network devices introduce randomess in the AQM
functions that trigger congestion avoidance at the sending host.

2.1. AQM and Multiple Qeues

A network device may use per-flow or per-class queueing with a
scheduling algorithmto either prioritize certain applications or
classes of traffic, linmt the rate of transmi ssion, or provide

i solation between different traffic flows within a common cl ass. For
exanple, a router may naintain per-flow state to achi eve genera
fairness by a per-flow scheduling al gorithm such as various forns of
Fair Queueing (FQ [DenB0] [Sut99], including Wighted Fair Queueing
(WFQ, Stochastic Fairness Queueing (SFQ [MK90], Deficit Round
Robin (DRR) [Shr96] [Nicl2], and/or a C ass-Based Queue scheduling
al gorithm such as CBQ [ Fl oyd95]. Hierarchical queues may al so be
used, e.g., as a part of a Hierarchical Token Bucket (HTB) or

Hi erarchical Fair Service Curve (HFSC) [Sto97]. These nethods are
al so used to realize a range of Quality of Service (QS) behaviors
designed to neet the need of traffic classes (e.g., using the
integrated or differentiated service nodel s).

AQM i s needed even for network devices that use per-flow or per-class
queuei ng, because scheduling algorithms by thensel ves do not contro
the overall queue size or the sizes of individual queues. AQM
mechani sns might need to control the overall queue sizes to ensure
that arriving bursts can be acconmodat ed w t hout dropping packets.
AQM shoul d al so be used to control the queue size for each individua
flow or class, so that they do not experience unnecessarily high

del ay. Using a conbination of AQM and schedul i ng between multiple
queues has been shown to offer good results in experinental use and
sonme types of operational use.

In short, scheduling algorithnms and queue nmanagenment shoul d be seen
as conpl enentary, not as replacenents for each other.
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2.2. AQM and Explicit Congestion Marking (ECN)

An AQM et hod may use Explicit Congestion Notification (ECN)

[ RFC3168] instead of dropping to mark packets under mld or noderate
congestion. ECN-nmarking can allow a network device to signha
congestion at a point before a transport experiences congestion |oss
or additional queueing delay [ECN-Benefit]. Section 4.2.1 describes
some of the benefits of using ECN with AQM

2.3. AQM and Buffer Size

It is inportant to differentiate the choice of buffer size for a
queue in a switch/router or other network device, and the

threshol d(s) and ot her paraneters that determ ne how and when an AQMV
al gorithm operates. The optimum buffer size is a function of
operational requirenents and should generally be sized to be
sufficient to buffer the largest nornmal traffic burst that is
expected. This size depends on the anmpbunt and burstiness of traffic
arriving at the queue and the rate at which traffic |eaves the queue.

One objective of AQMis to mnimze the effect of |ock-out, where one
fl ow prevents other flows fromeffectively gaining capacity. This

need can be illustrated by a sinple exanple of drop-tail queueing
when a new TCP flow i njects packets into a queue that happens to be
alnost full. A TCP flow s congestion control algorithm[RFC5681]

increases the flowrate to maxinize its effective window This
builds a queue in the network, inducing latency in the flow and ot her
flows that share this queue. Once a drop-tail queue fills, there
will also be loss. A new flow, sending its initial burst, has an

enhanced probability of filling the remaining queue and dropping
packets. As a result, the new fl ow can be prevented fromeffectively
sharing the queue for a period of many RTTs. 1In contrast, AQM can

m nimze the mean queue depth and therefore reduce the probability
that conpeting sessions can nmaterially prevent each other from
performng well.

AQM frees a designer fromhaving to limt the buffer space assigned
to a queue to achi eve acceptabl e performance, allow ng allocation of
sufficient buffering to satisfy the needs of the particular traffic
pattern. Different types of traffic and depl oynent scenarios wll
lead to different requirenents. The choice of AQM al gorithm and
associ ated paranmeters is therefore a function of the way in which
congestion is experienced and the required reaction to achieve
acceptabl e performance. The latter is the primary topic of the

foll owi ng secti ons.
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3.

Managi ng Aggressive Fl ows

One of the keys to the success of the Internet has been the
congesti on avoi dance nechani sns of TCP. Because TCP "backs of f"
during congestion, a |arge nunmber of TCP connections can share a
single, congested link in such a way that |ink bandwi dth is shared
reasonably equitably anong simlarly situated flows. The equitable
sharing of bandwi dth anobng fl ows depends on all flows running
compati bl e congesti on avoi dance algorithns, i.e., nethods conformant
with the current TCP specification [ RFC5681].

In this docurment, a flowis known as "TCP-friendly" when it has a
congesti on response that approxi mates the average response expected
of a TCP flow. One example method of a TCP-friendly scheme is the
TCP-Friendly Rate Control algorithm[RFC5348]. In this docunment, the
termis used nore generally to describe this and other algorithns
that neet these goals.

There are a variety of types of network flow. Some convenient

cl asses that describe flows are: (1) TCP-friendly flows, (2)
unresponsive flows, i.e., flows that do not slow down when congestion
occurs, and (3) flows that are responsive but are | ess responsive to
congestion than TCP. The last two classes contain nore aggressive
flows that can pose significant threats to Internet perfornmance

1. TCP-friendly flows

A TCP-friendly flow responds to congestion notification within a
smal | nunmber of path RTTs, and in steady-state it uses no nore
capacity than a conformant TCP runni ng under conparabl e
conditions (drop rate, RTT, packet size, etc.). This is
described in the remai nder of the docunent.

2. Non-responsive flows

A non-responsive flow does not adjust its rate in response to
congestion notification within a small nunmber of path RTTs; it
can al so use nore capacity than a conformant TCP runni ng under
comparabl e conditions. There is a growing set of applications
whose congestion avoi dance al gorithns are inadequate or

nonexi stent (i.e., a flow that does not throttle its sending rate
when it experiences congestion).

The User Datagram Protocol (UDP) [RFC768] provides a m nimal,
best-effort transport to applications and upper-|ayer protocols
(both sinply called "applications" in the remainder of this
docunent) and does not itself provide nechanisns to prevent
congestion col |l apse or establish a degree of fairness [ RFC5405].
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Exanpl es that use UDP include sone streanmi ng applications for
packet voice and video, and sone nulticast bulk data transport.
O her traffic, when aggregated, may al so becone unresponsive to
congestion notification. |If no action is taken, such
unresponsive flows could | ead to a new congestion coll apse

[ RFC2914]. Sone applications can even increase their traffic
vol ume in response to congestion (e.g., by adding Forward Error
Correction when loss is experienced), with the possibility that
they contribute to congestion coll apse.

In general, applications need to incorporate effective congestion
avoi dance nmechani sns [ RFC5405]. Research continues to be needed
to identify and devel op ways to acconplish congestion avoi dance
for presently unresponsive applications. Network devices need to
be able to protect thensel ves agai nst unresponsive flows, and
mechani sns to acconplish this nust be devel oped and depl oyed.

Depl oynent of such nmechani sns woul d provide an incentive for al
applications to beconme responsive by either using a congestion-
controll ed transport (e.g., TCP, SCTP [ RFC4960], and DCCP

[ RFC4340]) or incorporating their own congestion control in the
application [ RFC5405] [ RFC6679].

3. Transport flows that are | ess responsive than TCP

A second threat is posed by transport protocol inplenentations
that are responsive to congestion, but, either deliberately or
through faulty inplenmentation, reduce the effective w ndow | ess
than a TCP fl ow woul d have done in response to congestion. This
covers a spectrum of behaviors between (1) and (2). |If
applications are not sufficiently responsive to congestion
signals, they may gain an unfair share of the avail abl e network
capacity.

For exanple, the popularity of the Internet has caused a
proliferation in the nunber of TCP inplenentations. Sone of
these may fail to inplenent the TCP congestion avoi dance
mechani sms correctly because of poor inplementation. Ohers may
deliberately be inplemented with congesti on avoi dance al gorithns
that are nmore aggressive in their use of capacity than other TCP
i mplementations; this would allow a vendor to claimto have a
"faster TCP". The |ogical consequence of such inplenentations
woul d be a spiral of increasingly aggressive TCP inplenentations,
| eadi ng back to the point where there is effectively no
congestion avoi dance and the Internet is chronically congested.

Anot her exanpl e could be an RTP/UDP video fl ow that uses an

adaptive codec, but responds inconpletely to indications of
congestion or responds over an excessively long tine period.
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Such flows are unlikely to be responsive to congestion signals in
a tinme frame conmparable to a small nunber of end-to-end
transm ssi on del ays. However, over a |longer tinescale, perhaps
seconds in duration, they could noderate their speed, or increase
their speed if they deternine capacity to be avail abl e.

Tunnel ed traffic aggregates carrying multiple (short) TCP flows
can be nore aggressive than standard bul k TCP. Applications
(e.g., web browsers primarily supporting HITP 1.1 and peer-to-
peer file-sharing) have exploited this by opening nultiple
connections to the sane endpoint.

Lastly, sone applications (e.g., web browsers primarily
supporting HTTP 1.1) open a | arge numbers of successive short TCP
flows for a single session. This can |lead to each individua
flow spending the majority of tine in the exponential TCP slow
start phase, rather than in TCP congestion avoi dance. The
resulting traffic aggregate can therefore be nmuch | ess responsive
than a single standard TCP fl ow.

The projected increase in the fraction of total Internet traffic for
nore aggressive flows in classes 2 and 3 could pose a threat to the
performance of the future Internet. There is therefore an urgent
need for nmeasurements of current conditions and for further research
into the ways of managi ng such flows. This raises nany difficult
issues in finding nmethods with an acceptabl e overhead cost that can
identify and isolate unresponsive flows or flows that are |ess
responsive than TCP. Finally, there is as yet little neasurenent or
simul ati on evidence avail abl e about the rate at which these threats
are likely to be realized or about the expected benefit of algorithns
for managi ng such fl ows.

Anot her topic requiring consideration is the appropriate granularity
of a "flow' when considering a queue managenent nethod. There are a
few "natural" answers: 1) a transport (e.g., TCP or UDP) flow (source
address/ port, destination address/port, protocol); 2) Dfferentiated
Servi ces Code Point, DSCP;, 3) a source/destination host pair (IP
address); 4) a given source host or a given destination host, or
various conbi nations of the above; 5) a subscriber or site receiving
the Internet service (enterprise or residential).

The source/ destination host pair gives an appropriate granularity in
many circunmstances. However, different vendors/providers use
different granularities for defining a flow (as a way of

"di stingui shing” thenselves fromone another), and different
granularities may be chosen for different places in the network. It
may be the case that the granularity is less inportant than the fact
that a network device needs to be able to deal with nore unresponsive
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flows at *some* granularity. The granularity of flows for congestion
managenent is, at least in part, a question of policy that needs to
be addressed in the wi der |ETF conmunity.

4. Concl usions and Recommendati ons

The I RTF, in producing [ RFC2309], and the | ETF in subsequent

di scussi on, have devel oped a set of specific recommendations
regarding the inplenentati on and operational use of AQM procedures
The recomendati ons provided by this docunment are summari zed as:

1. Network devices SHOULD i npl ement sone AQM nechani smto nmanage
queue | engths, reduce end-to-end | atency, and avoid | ock-out
phenonmena within the Internet.

2. Deployed AQM al gorithns SHOULD support Explicit Congestion
Notification (ECN) as well as loss to signal congestion to
endpoi nts.

3. AM algorithms SHOULD NOT require tuning of initial or
configuration parameters in conmpn use cases

4. AQM al gorithms SHOULD respond to neasured congestion, not
application profiles.

5. AQM al gorithms SHOULD NOT interpret specific transport protoco
behavi ors.

6. Congestion control algorithns for transport protocols SHOULD
maxi m ze their use of avail able capacity (when there is data to
send) without incurring undue [oss or undue round-trip del ay.

7. Research, engineering, and neasurenent efforts are needed
regardi ng the design of nmechanisnms to deal with flows that are
unresponsi ve to congestion notification or are responsive, but
are nore aggressive than present TCP

These recommendati ons are expressed using the word "SHOULD'. This is
in recognition that there may be use cases that have not been

envi saged in this docunent in which the recommendati on does not

apply. Therefore, care should be taken in concluding that one's use
case falls in that category; during the life of the Internet, such
use cases have been rarely, if ever, observed and reported. To the
contrary, avail able research [Choi 04] says that even hi gh-speed |inks
in network cores that are normally very stable in depth and behavi or
experience occasional issues that need noderation. The
recomendations are detailed in the foll owi ng sections.
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4.

4.

1.

2

Oper ational Depl oynents SHOULD Use AQM Procedures

AQM procedures are designed to minimze the delay and buffer
exhaustion induced in the network by queues that have filled as a
result of host behavior. Marking and | oss behaviors provide a signa
that buffers within network devices are becom ng unnecessarily ful
and that the sender would do well to noderate its behavior.

The use of scheduling nechani sns, such as priority queueing, classfu
queuei ng, and fair queueing, is often effective in networks to help a
network serve the needs of a range of applications. Network
operators can use these nethods to nanage traffic passing a choke
point. This is discussed in [RFC2474] and [ RFC2475]. \hen
scheduling is used, AQM shoul d be applied across the classes or flows
as well as within each class or flow

0 AQM mechani snms need to control the overall queue sizes to ensure
that arriving bursts can be accommvodat ed wi t hout droppi ng packets.

0o AQM mechani sms need to all ow combi nati on with other nechani sns,
such as scheduling, to allow inplenmentation of policies for
providing fairness between different flows.

0 AQM should be used to control the queue size for each individua
flow or class, so that they do not experience unnecessarily high
del ay.

Signaling to the Transport Endpoints

There are a nunber of ways a network device may signal to the
endpoint that the network is becom ng congested and trigger a
reduction in rate. The signaling nmethods include:

0 Delaying transport segnents (packets) in flight, such as in a
gueue.

o Dropping transport segnents (packets) in transit.

o Marking transport segnents (packets), such as using Explicit
Congestion Control [RFC3168] [RFC4301] [RFC4774] [ RFC6040]
[ RFC6679] .

Increased network latency is used as an inmplicit signal of

congestion. For example, in TCP, additional delay can affect ACK
clocking and has the result of reducing the rate of transm ssion of
new data. |In the Real-tinme Transport Protocol (RTP), network | atency
i npacts the RTCP-reported RTT, and increased |atency can trigger a
sender to adjust its rate. Methods such as Low Extra Del ay
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Background Transport (LEDBAT) [RFC6817] assune increased |atency as a
primary signal of congestion. Appropriate use of del ay-based nethods
and the inplications of AQV presently remain an area for further
research.

It is essential that all Internet hosts respond to | oss [ RFC5681]

[ RFC5405] [ RFC4960] [ RFC4340]. Packet dropping by network devices
that are under |load has two effects: It protects the network, which
is the primary reason that network devices drop packets. The
detection of |loss also provides a signal to a reliable transport
(e.g., TCP, SCTP) that there is incipient congestion, using a
pragmati c but anbi guous heuristic. Wereas, when the network

di scards a message in flight, the loss may inply the presence of
faulty equiprment or nmedia in a path, or it may inmply the presence of
congestion. To be conservative, a transport nust assume it may be
the latter. Applications using unreliable transports (e.g., using
UDP) need to simlarly react to | oss [ RFC5405].

Net wor k devi ces SHOULD use an AQM al gorithmto neasure |oca
congestion and to determ ne the packets to mark or drop so that the
congestion i s nanaged.

In general, dropping nultiple packets fromthe sane sessions in the
same RTT is ineffective and can reduce throughput. Al so, dropping or
mar ki ng packets fromnultiple sessions sinultaneously can have the

ef fect of synchronizing them resulting in increasing peaks and
troughs in the subsequent traffic |oad. Hence, AQM al gorithns SHOULD
random ze dropping in tinme, to reduce the probability that congestion
i ndications are only experienced by a small proportion of the active
flows.

Loss due to dropping also has an effect on the efficiency of a flow
and can significantly inmpact sonme classes of application. 1In
reliable transports, the dropped data nust be subsequently
retransmitted. Wiile other applications/transports may adapt to the
absence of lost data, this still inplies inefficient use of available
capacity, and the dropped traffic can affect other flows. Hence,
congestion signaling by loss is not entirely positive; it is a
necessary evil

4.2.1. A and ECN
Explicit Congestion Notification (ECN) [ RFC4301] [RFCA774] [ RFC6040]
[ RFC6679] is a network-layer function that allows a transport to

recei ve network congestion information froma network device without
incurring the uni ntended consequences of |oss. ECN includes both
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transport mechani sms and functions inplenented in network devices;
the latter rely upon using AQMto deci de when and whet her to ECN
mar k.

Congestion for ECN- capable transports is signaled by a network device
setting the "Congestion Experienced (CE)" codepoint in the |IP header
Thi s codepoint is noted by the renmote receiving endpoint and signal ed
back to the sender using a transport protocol nechanism allow ng the
sender to trigger timely congestion control. The decision to set the
CE codepoint requires an AQM al gorithm configured with a threshold
Non- ECN capabl e flows (the default) are dropped under congestion

Net wor k devi ces SHOULD use an AQM al gorithm that marks ECN- capabl e
traffic when maki ng deci si ons about the response to congestion

Net wor k devi ces need to inplenment this nethod by marki ng ECN-capabl e
traffic or by dropping non-ECN-capable traffic.

Saf e depl oynment of ECN requires that network devices drop excessive
traffic, even when marked as originating froman ECN capabl e
transport. This is a necessary safety precauti on because:

1. A non-conformant, broken, or nmlicious receiver could conceal an
ECN mark and not report this to the sender;

2. A non-conformant, broken, or nalicious sender could ignore a
reported ECN mark, as it could ignore a |l oss w thout using ECN

3. A mal functioning or non-conform ng network device nmay "hide" an
ECN mark (or fail to correctly set the ECN codepoint at an egress
of a network tunnel).

In normal operation, such cases should be very uncomon; however,
overload protection is desirable to protect traffic from

m sconfigured or malicious use of ECN (e.g., a denial-of-service
attack that generates ECN-capable traffic that is unresponsive to CE-
mar ki ng) .

When ECN i s added to a schene, the ECN support MAY define a separate
set of paraneters fromthose used for controlling packet drop. The
AQM al gorithm SHOULD still auto-tune these ECN specific paraneters.
These paraneters SHOULD al so be nmanual |y confi gurabl e.

Net wor k devi ces SHOULD use an algorithmto drop excessive traffic

(e.g., at sone |level above the threshold for CE-marking), even when
the packets are marked as originating froman ECN capabl e transport.
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4.3. AQM Al gorithm Depl oynent SHOULD NOT Require Operational Tuning

A nunber of AQM al gorithns have been proposed. Many require sone
formof tuning or setting of paraneters for initial network
conditions. This can nake these algorithnms difficult to use in
operational networKks.

AQM al gorithms need to consider both "initial conditions" and
"operational conditions". The former includes values that exist
bef ore any experience is gathered about the use of the algorithm
such as the configured speed of interface, support for full-duplex
communi cation, interface MIU, and other properties of the link

O her properties include information observed fromnonitoring the
size of the queue, the queuei ng del ay experienced, rate of packet
di scard, etc.

Thi s docunent therefore specifies that AQMal gorithns that are
proposed for deploynment in the Internet have the follow ng
properties:

0 AQM al gorithm depl oyment SHOULD NOT require tuning. An algorithm
MUST provide a default behavior that auto-tunes to a reasonabl e
performance for typical network operational conditions. This is
expected to ease depl oynent and operation. Initial conditions,
such as the interface rate and MIU size or other val ues derived
fromthese, MAY be required by an AQM al gorithm

0 AQM al gorithm depl oyment MAY support further manual tuning that
could inmprove performance in a specific deployed network.
Al gorithms that |ack such variables are acceptable, but, if such
vari abl es exist, they SHOULD be externalized (made visible to the
operator). The specification should identify any cases in which
auto-tuning is unlikely to achieve acceptabl e performance and gi ve
gui dance on the parametric adjustnments necessary. For exanpl e,
the expected response of an algorithmmay need to be configured to
acconmpdat e the | argest expected Path RTT, since this value cannot
be known at initialization. This guidance is expected to enable
the algorithmto be deployed in networks that have specific
characteristics (paths with variable or |arger del ay, networks
where capacity is inpacted by interactions with | ower-|ayer
mechani sns, etc).
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0 AQM al gorithm depl oyment MAY provide |ogging and alarmsignals to
assist in identifying if an algorithmusing manual or auto-tuning
is functioning as expected. (For exanmple, this could be based on
an internal consistency check between input, output, and mark/drop
rates over tinme.) This is expected to encourage depl oynent by
default and all ow operators to identify potential interactions
with other network functions.

Hence, self-tuning algorithnms are to be preferred. A gorithns
recommended for general Internet deploynment by the | ETF need to be
designed so that they do not require operational (especially nanual)
configuration or tuning.

4.4. AQM Al gorithms SHOULD Respond to Measured Congestion, Not
Application Profiles

Not all applications transnit packets of the sane size. Although
applications nmay be characterized by particular profiles of packet
size, this should not be used as the basis for AQM (see Section 4.5).
O her methods exist, e.g., Differentiated Services queueing, Pre-
Congestion Notification (PCN) [ RFC5559], that can be used to
differentiate and police classes of application. Network devices may
conbine AQMwith these traffic classification nmechani sns and perform
AQM only on specific queues within a network device.

An AQM al gorithm should not deliberately try to prejudice the size of
packet that performs best (i.e., preferentially drop/mark based only
on packet size). Procedures for selecting packets to drop/ mark
SHOULD observe the actual or projected tine that a packet is in a
queue (bytes at a rate being an analog to tine). Wen an AQV

al gorithm deci des whether to drop (or mark) a packet, it is
RECOMVENDED t hat the size of the particul ar packet not be taken into
account [RFC7141].

Applications (or transports) generally know the packet size that they
are using and can hence nmake their judgnents about whether to use
smal |l or |arge packets based on the data they wish to send and the
expected i nmpact on the delay, throughput, or other performance
paraneter. VWen a transport or application responds to a dropped or
mar ked packet, the size of the rate reduction should be proportionate
to the size of the packet that was sent [RFC7141].

An AQwt enabl ed system MAY instantiate different instances of an AQM
algorithmto be applied within the same traffic class. Traffic
cl asses may be differentiated based on an Access Control List (ACL),
the packet DSCP [ RFC5559], enabling use of the ECN field (i.e., any
of ECT(0), ECT(1l) or CE) [RFC3168] [RFCA774], a multi-field (M)
classifier that conbines the values of a set of protocol fields
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(e.g., | P address, transport, ports), or an equival ent codepoint at a
| ower layer. This reconmmendati on goes beyond what is defined in RFC
3168 by allowing that an inplenentati on MAY use nore than one
instance of an AQM al gorithmto handl e bot h ECN capabl e and non- ECN-
capabl e packets.

4.5. AQM Al gorithms SHOULD NOT Be Dependent on Specific Transport
Pr ot ocol Behavi ors

I n depl oying AQM network devices need to support a range of Internet
traffic and SHOULD NOT rmake inplicit assunptions about the
characteristics desired by the set of transports/applications the
network supports. That is, AQM methods shoul d be opaque to the

choi ce of transport and application

AQM al gorithnms are often eval uated by considering TCP [RFC793] with a
limted nunber of applications. Al though TCP is the predoni nant
transport in the Internet today, this no |longer represents a
sufficient selection of traffic for verification. There is
significant use of UDP [RFC768] in voice and video services, and some
applications find utility in SCTP [ RFC4960] and DCCP [ RFC4340] .

Hence, AQM al gorithns shoul d denpbnstrate operation with transports
other than TCP and need to consider a variety of applications. Wen
sel ecting AQM al gorithns, the use of tunnel encapsul ati ons that may
carry traffic aggregates needs to be consi dered.

AQM al gorithms SHOULD NOT target or derive inplicit assunptions about
the characteristics desired by specific transports/applications.
Transports and applications need to respond to the congestion signals
provided by AQM (i.e., dropping or ECN-marking) in a tinely manner
(within a few RTTs at the |atest).

4.6. Interactions with Congestion Control Algorithns

Applications and transports need to react to received inplicit or
explicit signals that indicate the presence of congestion. This
section identifies issues that can inpact the design of transport
prot ocol s when using paths that use AQMV

Transport protocols and applications need tinmely signals of
congestion. The tine taken to detect and respond to congestion is

i ncreased when network devi ces queue packets in buffers. It can be
difficult to detect tail |osses at a higher layer, and this my
sometines require transport tiners or probe packets to detect and
respond to such loss. Loss patterns may al so inpact tinely
detection, e.g., the tine may be reduced when network devices do not
drop long runs of packets fromthe sane fl ow
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A common obj ective of an elastic transport congestion contro

protocol is to allow an application to deliver the maxi numrate of
data w thout inducing excessive del ays when packets are queued in
buffers within the network. To achieve this, a transport should try
to operate at rate below the inflection point of the |oad/delay curve
(the bend of what is sonetines called a "hockey stick" curve)

[Jai n94] . Wen the congestion wi ndow allows the |oad to approach
this bend, the end-to-end delay starts to rise -- a result of
congestion, as packets probabilistically arrive at non-overl appi ng
times. On the one hand, a transport that operates above this point
can experience congestion |loss and could also trigger operator
activities, such as those discussed in [ RFC6057]. On the other hand,
a flow may achi eve both near-maxi mum t hroughput and | ow | at ency when
it operates close to this knee point, with mnimal contribution to
router congestion. Choice of an appropriate rate/congestion w ndow
can therefore significantly inpact the | oss and del ay experienced by
a flow and will inpact other flows that share a combn network queue.

Sone applications may send data at a |l ower rate or keep |l ess segnents
out standi ng at any given tine. Exanples include multimedia codecs
that stream at some natural rate (or set of rates) or an application
that is naturally interactive (e.g., sone web applications,
interactive server-based gam ng, transaction-based protocols). Such
applications may have different objectives. They may not wish to
maxi m ze throughput, but nmay desire a |lower loss rate or bounded

del ay.

The correct operation of an AQW enabl ed network device MJST NOT rely
upon specific transport responses to congestion signals.

4.7. The Need for Further Research

The second recomendati on of [RFC2309] called for further research
into the interaction between network queues and host applications,
and the nmeans of signaling between them This research has occurred,
and we as a community have |earned a lot. However, we are not done.

We have | earned that the problenms of congestion, |atency, and buffer-
si zing have not gone away and are beconming nore inportant to nmany
users. A nunber of self-tuning AQM al gorithns have been found that
of fer significant advantages for depl oyed networks. There is also
renewed i nterest in deploying AQM and the potential of ECN

Traffic patterns can depend on the network depl oynent scenario, and

Internet research therefore needs to consider the inplications of a
di verse range of application interactions. This includes ensuring

Baker & Fairhurst Best Current Practice [ Page 23]



RFC 7567 Active Queue Managenent Recommendati ons July 2015

that conbi nati ons of nechanisns, as well as combinations of traffic
patterns, do not interact and result in either significantly reduced
flow throughput or significantly increased |atency.

At the time of witing (in 2015), an obvious exanple of further
research is the need to consider the many-to-one comruni cation
patterns found in data centers, known as incast [Renl2], (e.g.,
produced by Map/ Reduce applications). Such analysis needs to study
not only each application traffic type but al so combinations of types
of traffic.

Research al so needs to consider the need to extend our taxonomny of
transport sessions to include not only "nice" and "el ephants”, but

"l emmings". Here, "lenm ngs" are flash crowds of "nice" that the
network inadvertently tries to signal to as if they were "el ephant”
flows, resulting in head-of-line blocking in a data center depl oynent
scenari o.

Exanpl es of other required research include

o new AQM and scheduling al gorithns

0 appropriate use of del ay-based nmethods and the inplications of AQWV

o suitable algorithnms for marki ng ECN-capabl e packets that do not
require operational configuration or tuning for commopn use

0 experience in the deploynent of ECN al ongsi de AQW

o tools for enabling AQM (and ECN) depl oynment and neasuring the
perf or mance

o nmethods for mtigating the inmpact of non-conformant and mali cious
fl ows

o inplications on applications of using new network and transport
nmet hods

Hence, this docunment reiterates the call of RFC 2309: we need
continuing research as applications devel op
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5

7

7

Security Considerations

Wil e security is a very inportant issue, it is largely orthogonal to
the performance i ssues discussed in this neno.

Thi s reconmendation requires algorithms to be independent of specific
transport or application behaviors. Therefore, a network device does
not require visibility or access to upper-layer protocol information
to inmplenent an AQM algorithm This ability to operate in an

appl i cation-agnostic fashion is an exanple of a privacy-enhancing
feature.

Many depl oyed network devices use queuei ng nmet hods that all ow
unresponsive traffic to capture network capacity, denying access to
other traffic flows. This could potentially be used as a deni al - of -
service attack. This threat could be reduced in network devices that
depl oy AQM or sone form of scheduling. W note, however, that a

deni al -of -service attack that results in unresponsive traffic flows
may be indistinguishable fromother traffic flows (e.g., tunnels
carrying aggregates of short flows, high-rate isochronous
applications). New nmethods therefore may remain vul nerable, and this
docunent recomends that ongoing research consider ways to nitigate
such attacks.

Privacy Consi derations

Thi s docunent, by itself, presents no new privacy issues.
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