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Abst ract

In this paper a new nethod for distributing and updati ng host
nane/ address information in | arge conputer networks is descri bed.
The techni que uses datagrans to provide a sinple
transacti on-based query/response service. A provisional service
is being provided by the Arpanet Network Information Center (N Q)
and is used by mobil e packet radio terminals, as well as by
several Arpanet DEC- 10 hosts. Extensions to the service are
suggested that woul d expand the query functionality to allow nore
flexible query formats as well as queries for service addresses.
Several architectural approaches with potential for expansion
into a distributed internet environnment are proposed. This
techni que may be utilized in support of other distributed
applications such as user identification and group distribution
for conputer based nuail.

1. 1 NTRODUCTI ON

In | arge computer networks, such as the Arpanet [1],
net wor k- wi de standard host-addressi ng i nformati on nust be
mai ntai ned and distributed. To fulfill that need, the Arpanet
Network Information Center (NIC) at SRI International has
mai nt ai ned, admi ni stered, and distributed the host addressing
data base to Arpanet hosts since 1972 [2].

The nost common net hod for maintaining an up-to-date copy on
each host is to bulk-transfer the entire data base to each host
individually. This technique satisfies nost host addressing
needs on the Arpanet today. However, sonme hosts maintain neither
a conplete nor a current copy of the data base because of limted
menory capacity and infrequent processing of updates. In
addition, with the expansion of the Arpanet into the internet
environment [3, 4], a strong need has arisen for new techni ques
to augnent the distribution of name/address information

One nethod currently being investigated is the dynamc
distribution of host-address information via a transaction-based,
i nquiry-response process called the Nane Server [5, 6]. To
support this investigation, the NI C has devel oped a provisiona
Nanme Server that is conpatible with a level of service specified
in the Defense Advanced Research Projects Agency (DARPA) Internet
experinment [5]. The basic Nanme Server is described in this paper
and a set of additional functions that such a service might be
expected to support is proposed.

The discussion is structured as follows: Section 1 describes
the NIC Nane Server and howit is derived fromthe N C data base
service. Section 2 describes extensions of the nane server which
all ow a richer syntax and queries for service addresses. Section
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3 discusses architectural issues, and presents some prelimnary
t houghts on how to evolve fromthe current centralized,
hi erarchic service to a distributed Nanme Server service

2. THE NI C NAME SERVER

A Name Server service has been installed on SRI-KA an Arpanet
DEC-10. Inquiry-response access is via the Internet Nane Server
protocol [5], which in turn enploys the DARPA Internet Protocol,
P4 [7].

To denonstrate the service a sinple interactive facility is
provided to format user input into name server requests--e.g. a
query of the form ! ARPANET! FOO- TENEX returns an address such as
"10 2 0 9" (NET=10, HOST=2, LOG CALHOST=0, | MP=9; for details of
host address formats see [8]).

User access to the nane server has been inplenmented on severa
Arpanet DEC-10 TENEX and Packet Radi o Network LSI-11 Term na
Interface Unit (TIU) hosts [9, 10]. Wile the TENEX program
serves primarily as a denonstration vehicle, the LSI-11 program
provi des a val uabl e augnentation of the TIUs host table. A
typical scenario is that when the packet radio TIUis initiated
or initialized, it contains only a mnimal host table, with the
addresses of a few candi date nanme servers. The user queries the
nane server with a sinple manual query process, and then uses the
address obtained to open a TELNET connection to the desired host.

The information to support the name server originates fromthe
NI C s Arpanet host address data base. An optim zed version of
this data base is presented to the nane server upon program
initiation as an input file.

3. NAME SERVER | SSUES

The basi ¢ name server provides a sinple address-binding service
[5]. In response to a datagram query [7, 11], the nanme server
returns either an address, a list of simlar nanmes if a unique
match is not found, or an error indication. Several usefu
addi tional functions can be envisioned for the nanme server such
as service queries and broader access to host-rel ated
i nformation.

3.1. Sinmlar Nanes
An inmportant issue to be resolved is that of the interpretation
given to the "simlar nanes" response. A standard definition

shoul d be given and not be |eft to inplenentors’ whins.
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If the "simlar nanes" response is used primarily to provide
hel pful information to a human-interface process, then it may be
useful to nodel the behavior of the nane server on the behavi or
of other known processes that present host nane information on
demand. An exanple of this is a common inplenentation of virtua
term nal access on the Arpanet, User TELNET [12], in which three
di fferent functions occur

1. Upon term nation of host name input (e.g. <CR>), the
user is warned only with an audible alarmif the nane
used is not unique. |If the nane is unique, the nane is
conpl eted, and the requested operation is initiated.

2. In response to <ESC>, either the nane will be conpleted
i f unique or the user will be warned with an audi bl e
alarmif the name is not unique.

3. Only in response to "?" will a list of sinmilar names be
printed. "Simlar names", in this case, neans al
nanes that begin with the sane character string. The
list is al phabetized.

In support of this style of user interface, it nmay be
appropriate to return the "simlar names" response only when
requested. Two ways to achieve this might be either to set an
option bit or to use "?" to force the simlar nanes response.

3.2. Query Syntax

A second issue in the provision of nane server service is that
of query syntax. The basic |evel of service previously described
allows only a few query functions. Wth nore intelligent nane
servers, conplex queries can be support ed.

The current Internet name server requires two fields in the
query string--a network nanme field and a host nane field. If the
network field is non-existent, a |ocal network query is assuned.

Si nce network i ndependent queries are desirable, an expanded
query functionality nmust be specified. One way this m ght be
done is to add to the notion of "missing field", which means
"local", the notion of a special character like "*", which neans
"all".

The semantic range of queries afforded by adopting this
convention is listed below (Note: ~ is used to nean "null". |If

bot h network and host fields are null the representation is "~
~".  "N' neans "network" and "H' means "host"):
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~ -~ | ocal net, local host (validity check?)

~ | ocal net, all hosts
~ H | ocal net, nanmed host
*o~ all nets, local host (inverse search)
* ok all nets, all hosts (probably prohibited)
* H all nets, named host
N ~ naned net, |ocal host (inverse search)
N * named net, all hosts
N H named net, nanmed host
By conbi ning the on-demand sinilar-names function, "all" and
"local", and by allowing "*" to be prefixed or appended to the

query string as a wild card character, one can query as foll ows:

~ SRI*? Al'l hosts naned SRI* on | ocal net
* SRl *? Al'l hosts naned SRI* on all nets
* Y UNIX*? Al hosts naned *UNI X* on all nets

3.3. Service Queries

It has been suggested that the nanme server be generalized into

a binding function [13, 14]. 1In this context, allow ng service
queries is a very useful extension. One application of this
service, that exists within the Packet Radio Project at SR, is

the need to find the addresses of Hosts that support the
Loader Server service--a service that allows packet radio TIUs to
recei ve executabl e prograns via downline | oading.

Servi ce querying, unlike host nanmes querying, requires a
mul tiple response capability. The querying process woul d, upon
receiving nmultiple service descriptors, attenpt to establish
access to each service, one at a tine, until successful

Servi ce descriptors consist of an official name, a |ist of
al i as nanmes, and a network-dependent address. |In the case of
Arpanet Internet services, this address field would consist of
the host address(32 bits), port(32 bits), and protocol nunber(8
bits). For Arpanet NCP services, the address would consist of a
host address(24 bits) and a socket (32 bits).
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Syntactically, service queries can be derived from host queries
by the addition of a service nanme field, as bel ow

NET HOST SERVI CE

A networ k-i ndependent service query, for exanple, can be
represented as:

* * SERVI CE

3.4. Name Server Options

The concept of options has been introduced in the discussion of
the "simlar names" function. Another group of options may be
used to specify the format of the reply. At one extrene is the
conpact, binary, style such as exists in the basic |evel of
service. At the other extreme is an expanded, textual, style
such as is represented by a NIC host table record with officia
and alias nanmes included. Options can be envisioned that
speci fy:

- Binary versus text fornat

Inclusion of each field in the reply

I nclusion of official name, per field, in the reply

I nclusion of alias nanes, per field, in the reply

I ncl usi on of other mscellaneous information, such as
operating system machine type, access restrictions,
and so on.

O her options can be envisioned that specify the scope of the
search, such as "find SERVER hosts only". An alternate formfor
specifying formats m ght be to settle on several standard ones,
and allow an option to select ampng them

Certainly, not all nanme servers can support all such options,
and not all options are equally useful. Thus, the proposed |ist
will be expanded or contracted to fit the actual needs of
processes using the nane server service.

3.5. MORE DATA Protocol
It should be noted that sone of the proposed nane server

extensions have the potential for generating nore than a single
datagrami s worth of reply, since the current DARPA Internet

Protocol limts the size which all networks nust support to 576
octets [15]. In spite of this, the size of such replies need not
require a full-blown stream protocol. Several alternatives
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exi st :
1. Disallow options that inply large replies.
2. Truncate the packet for large replies.
3. lgnore the reconmended naxi num dat agram si ze
4. Wilize an alternate base protocol for such requests.
5. Devel op a MORE DATA pr ot ocol

If alternative 1 is chosen, the potential for overflow exists,
even with the basic | evel of service. Aternative 2 inmplies
unpr edi ct abl e behavior to the user of the name server service.
Alternative 3 reduces the availability of the service.
Alternative 4 is certainly possible, but may be overkill.

Alternative 5 appears to be a reasonabl e solution and could be
i mpl emented very sinply. The name server could return, as part
of the reply, a code of the follow ng form

where I D NEXT is a nane-server-chosen quantity that allows the
nane server to find the next block of reply, the next tine it is
queried. This quantity may be an internal pointer, a block
nunber, or whatever the name server chooses. Follow on queries
may be inplenented by reconputing the entire original query and
di scardi ng output until the I D NEXT block is reached, or by
efficiently storing the entire reply in a cache, fragnented into
bl ocks (with appropriate decay al gorithns).

3. 6. Dynanic Updates

In the previous discussion, the host nane data base was assuned
to have been a static or slowy changing entity with an
adm ni strative and manual update authority. This nodel reflects
nmost of the network needs in the Arpanet and | nternet
communities. However, dynam c autonated updating of the host
table may be needed in the future, especially in nobile
environments such as the Packet Radi o Network.

In a closed user group comunity (such as a | ocal network of
mutual Iy trusting hosts), dynam ¢ updating becones sinply a
techni cal question concerning packet formats. In w der
comrunities, a mechanismto authenticate the change request nust
be devel oped; however, the authentication issue is outside the
scope of this paper
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4. ARCH TECTURE

The Nane Server concept is invaluable for allow ng hosts with
i nconpl ete know edge of the network address space to obtain ful
access to network services. Wiether for reasons of insufficient
kernel space or of dynanically changi ng environments, the need
for the service is little questioned. However, significant
design issues revol ve around the nmethods for providing the
service and for adm nistering and updating the data base.

In the current NIC Name Server, the service is centralized, and
is supported by a data base admi nistered by a single authority.
In the long range, other architectures are possible that present
more flexible ways to distribute host information wthin and
bet ween networks and administrative entities. These present
opportunities for dynam c, autommted, approaches to the
mai nt enance and sharing of data--particularly host nanme data.

From an evol utionary point of view, initial Name Server
services will likely exist as a centralized service, possibly
with one | arge Name Server that has know edge of multiple
networks. Fromthis beginning, an expansion in two orthogona
directions can be envi si oned.

- In the direction of internal distribution, the name
server can be partitioned into multiple, cooperating
processes on separate hosts. The data base can be
replicated exactly or managed as a distributed data
base.

- In the direction of adninistrative distribution,
mul ti pl e aut ononbus nanme servers nay exi st that
exchange data in an appropriate fashion, on a per
network or other adm nistrative basis.

For hosts with small host tables, caching night be used,
whereby | ocal, tenmporary copies would be naintai ned of subsets of
the addressing data base. Such copies may be obtained either by
remenbering previous queries made of name servers, or by
receiving automatic distributions of data fromnane servers. For
mobi | e hosts, in which even the hone network is unknown, it would
be possible to nmaintain a very sparse table with the addresses of
only a few nanme servers

For hosts | acking even the know edge of nane server addresses,
a very primtive nane server function can be provided by al
network hosts that would allow real nanme servers to be |ocated;
e.g., a query of the form"* * Real NameServer" addressed to an
arbitrarily selected host could elicit the address of a real Nane
Server.

Finally, the possibility exists for nmultiple nane servers to
conmmuni cate dynamically in attenpting to resolve queries. |If,
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for exanple, a name server on the Arpanet receives a query for a
host on the Packet Radi o Network, then the Arpanet name server
can concei vably query the Packet Radi o Network Name Server to
resol ve the reply.

5. FUTURE WORK

The techni ques di scussed in this paper for providing dynamc
access to and nmai ntenance of host address information are
generally applicable to other infornmation-providing services.
Two possibilities currently under investigation at SR include
user identification servers [16] and time servers, which offer
peopl e/ address and time-stanp information, respectively, as
datagramdriven information utilities.

Further work is needed to refine the inplenentation of the nane
server and its using query processes. Two itens in particular
are direct systemcalls into the NIC data base managenent system
for general access to host information and process-1|evel query
interfaces for using processes. The design issues for efficient
i npl ementation are conplex and involve sone trade-offs. The nost
obvi ous trade-off is volume of network traffic versus "freshness"
of information. The |local host table handler can either send a
message to the nane server for every address request, or it can
use sonme type of |ocal cache to remenber frequently requested
nanes. SRl is exploring both the process-level interface for the
LSI-11 TIU and the problens of |ocal host table nmanagenent in
smal | machi nes operating in a dynam c environnent.

I nformation services such as the Nanme Server are integra
components of distributed systens and applications. However, the
effective utilization of such services is a relatively unstudied
and unexplored area. One area in which SRI plans to study their
i mpact on distributed architectures is in conputer based nail
applications. Information utilities in this environment can
range fromthe support of sinple nail box address queries to
compl ex address |ist managenent needed for inter-organizationa
and group resol ution

6. CONCLUSI ON

A provisional Nane Server service, based on the N C host
address data base was described in this paper. In addition, a
coll ection of design ideas for an internet Nane Server service
has been presented.

Wirk is continuing on the refinenent of the NI C nane server
service. New requirenents and opportunities for functiona
distribution are being investigated. Many questions have been
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rai sed in exploring an expansi on of the existing service. Such an
expansion is expected to result in nore useful support of
internet (and intranet) capability.
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