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Thi s docunent defines the encoding of extensions to the Babel routing
protocol, as specified in RFC 6126.
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Thi s docunent is not an Internet Standards Track specification; it is
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i mpl ement ati on or depl oynent. Docunents approved for publication by
the RFC Editor are not a candidate for any | evel of Internet

St andard; see Section 2 of RFC 5741
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http://ww.rfc-editor.org/info/rfc7557
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publication of this docunment. Please review these docunments
carefully, as they describe your rights and restrictions with respect
to this docunent.

Chr oboczek Experi ment al [ Page 1]



RFC 7557 Babel Extension Mechani sm May 2015

Tabl e of Contents

1. Introduction e e e e

2. Mechanisns for Extending the Babel Protocol

.1. New Versions of the Babel Protocol

2. New TLVs

3. Sub-TLVs . . . .

.4. The Flags Field .

5. Packet Trailer

3. Format of Sub-TLVs . . . . . . . . . .

.1. Sub-TLVs Specified in This Docunent

. 2. Unknown Sub-TLVs e e
Choosi ng between Extension Mechanisns .

| ANA Consi der ations .

Security Considerations . e e

. References . . . . . . . . . . . . . . . . . . . . ... .. 10
7.1. Normative References . . . . . . . . . . . . . . . . . . 10
7.2. Informative References . . . . . . . . . . . . . . . . . 10

Acknowl edgnments . . . . . . . . . . . . . . . . . . . . . . ... 10

Author’'s Address . . . . . . . . . . . . . . . . .. ... ... 1

NISESESEN

w w
O~NOOGUUORArDWWWN

No ok

1. Introduction

A Babel packet [RFC6126] contains a header followed by a sequence of
TLVs, each of which is a sequence of octets having an explicit type
and | ength. The original Babel protocol has the follow ng provisions
for including extension data:

0 A Babel packet with a version nunber different from2 MJST be
silently ignored ([RFC6126], Section 4.2).

0 An unknown TLV MJST be silently ignored ([RFC6126], Section 4.3).

0 Except for Padl and PadN, all TLVs are self-term nating, and any
extra data included in a TLV MJST be silently ignored ([RFC6126],
Section 4.2).

o The Flags field of the Update TLV contains 6 undefined bits that
MJST be silently ignored ([ RFC6126], Section 4.4.9).

0 Any data following the last TLV of a Babel packet MJUST be silently
i gnored ([RFC6126], Section 4.2).

Each of these provisions provides a place to store data needed by
ext ensi ons of the Babel protocol. However, in the absence of any
further conventions, independently devel oped extensions to the Babel
protocol m ght nake conflicting uses of the avail able space, and
therefore lead to inplenentations that would fail to interoperate.
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Thi s docunent fornalises a set of rules for extending the Babel
protocol that are designed to ensure that no such inconpatibilities
arise, and that are currently respected by a nunber of depl oyed

ext ensi ons.

In the rest of this docunent, we use the term"original protocol" for
the protocol defined in [ RFC6126], and "extended protocol" for any
ext ensi on of the Babel protocol that follows the rules set out in
this docunent.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in
this docunent are to be interpreted as described in [ RFC2119].

2. Mechanisns for Extending the Babel Protoco

Thi s section describes each of the nechani sns avail abl e for extending
t he Babel protocol

2. 1. New Ver si ons of the Babel Protoco

The header of a Babel packet contains an eight-bit protocol version
The current version of the Babel protocol is version 2; any packets
contai ning a version nunber different from2 MJST be silently

i gnor ed.

Versions 0 and 1 were earlier experinmental versions of the Babe
protocol that have seen sonme nodest depl oynent; these version nunbers
SHOULD NOT be reused by future versions of the Babel protocol

Versi on nunbers |arger than 2 might be used by a future inconpatible
pr ot ocol

2.2. New TLVs

An extension may carry its data in a new TLV type. Such new TLVs
will be silently ignored by inplenentations of the original Babel
protocol, as well as by other extended inpl enentati ons of the Babe
protocol, as long as the TLV types do not collide.

Al new TLVs MJUST have the format defined in [ RFC6126], Section 4. 3.
New TLVs SHOULD be self-terminating, in the sense defined in the next
section, and any data found after the main data section of the TLV
SHOULD be treated as a series of sub-TLVs.

TLV types 224 through 254 are reserved for Experimental Use

[ RFC3692]. TLV type 255 is reserved for expansion of the TLV type
space, in the unlikely event that eight bits turn out not to be
enough.
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2.3. Sub-TLVs

Wth the exception of the Padl TLV, all Babel TLVs carry an explicit
length. Wth the exception of Padl and PadN, all TLVs defined by the
original protocol are self-ternminating, in the sense that the length
of the meani ngful data that they contain (the "natural |ength") can
be determined without reference to the explicitly encoded length. In
some cases, the natural length is trivial to determne: for exanple,
a HELLO TLV always has a natural length of 2 (4 including the Type
and Length fields). |In other cases, determning the natural |ength
is not that easy, but this needs to be done anyway by an

i npl ementation that interprets the given TLV. For exanple, the
natural length of an Update TLV depends on both the prefix | ength and
the amount of prefix conpression being perforned.

If the explicit length of a TLV defined by the original protocol is
larger than its natural length, the extra space present in the TLV is
silently ignored by an inplenmentation of the original protocol;
extended inpl enentations MAY use it to store arbitrary data and
SHOULD structure the additional data as a sequence of sub-TLVs.
Unl i ke TLVs, the sub-TLVs thensel ves need not be self-term nating.

An extensi on MAY be assigned one or nore sub-TLV types. Sub-TLV
types are assigned independently from TLV types: the sane nuneric
type can be assigned to a TLV and a sub-TLV. Sub-TLV types are
assigned gl obally: once an extension is assigned a given sub-TLV
nunber, it MAY use this nunber within any TLV. However, the
interpretation of a given sub-TLV type can depend on which particul ar
TLV it is enbedded within.

Sub-TLV types 224 through 254 are reserved for Experinental Use

[ RFC3692]. TLV type 255 is reserved for expansion of the sub-TLV
type space, in the unlikely event that eight bits turn out not to be
enough. The format of sub-TLVs is defined in Section 3 bel ow.

2.4. The Flags Field

The Flags field is an eight-bit field in the Update TLV. Bits 0 and
1 (the bits with values 80 and 40 hexadecimal) are defined by the
original protocol and MUST be recogni sed and used by every

i npl ementation. The remaining six bits are not currently used and
are silently ignored by inplenentations of the original protocol

Due to the small size of the Flags field, it is NOT RECOMVENDED t hat
one or nmore bits be assigned to an extension; a sub-TLV SHOULD be
assigned instead. An inplenentation MJST ignore any bits in the
Flags field that it does not know about and MUST send them as zero.
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2. 5. Packet Trail er

A Babel packet carries an explicit length in its header. A Babel
packet is carried by a UDP datagram which in turn contains an

explicit length inits header. It is possible for a UDP datagram
carrying a Babel packet to be larger than the size of the Babe
packet. In that case, the extra space after the Babel packet, known

as the packet trailer, is silently ignored by an inplenentation of
the original protocol

The packet trailer was originally intended to be used as a
cryptographic trailer. However, the authentication extension to
Babel [RFC7298] ended up using a pair of new TLVs, and no currently
depl oyed extensi on of Babel uses the packet trailer. The format and
pur pose of the packet trailer is therefore currently |eft undefined.

3. Format of Sub-TLVs

A sub-TLV has exactly the same structure as a TLV. Except for Padl
(Section 3.1.1), all sub-TLVs have the follow ng structure:

0 1 2 3
01234567890123456789012345678901
T S o T o S T St S S S i S

| Type | Lengt h | Body. . .
i i A TSI YR S Y S S S S S S S S S S S

Fi el ds:
Type The type of the sub-TLV.

Lengt h The I ength of the body, in octets, exclusive of the Type
and Length fields.

Body The sub-TLV body, the interpretation of which depends on
both the type of the sub-TLV and the type of the TLV within
which it is enbedded.

3.1. Sub-TLVs Specified in This Docunent
Thi s docunent defines two types of sub-TLVs, Padl and PadN. These

two sub-TLVs MUST be correctly parsed and ignored by any extended
i mpl ement ati on of the Babel protocol that uses sub-TLVs.
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3.1.1. Padl

0

01234567

R i i i

|  Type =0 I

R e i i i

Fi el ds:

Type Set to 0 to indicate a Padl sub-TLW.

This sub-TLV is silently ignored on reception.
3.1.2. PadN

0 1 2 3
012345678901234567890123456789¢01

L e i S e I S ek i S N SR S
| Type =1 | Lengt h | MBZ. . .

i T S S T sl o S S I S S S S

Fi el ds:

Type Set to 1 to indicate a PadN sub- TLV.

Length The I ength of the body, in octets, exclusive of the Type
and Length fields.

MBZ Set to O on transni ssion.
This sub-TLV is silently ignored on reception.
3.2. Unknown Sub-TLVs

Any unknown sub-TLV MJST be silently ignored by an extended
i npl ementation that uses sub-TLVs.

4. Choosi ng between Extension Mechani snms

New versions of the Babel protocol should only be defined if the new
version is not backwards conpatible with the original protocol.

In many cases, an extension could be inplenmented either by defining a
new TLV or by adding a new sub-TLV to an existing TLV. For exanpl e,
an extension whose purpose is to attach additional data to route
updat es can be inplenented either by creating a new "enriched" Update
TLV or by adding a sub-TLV to the Update TLV.
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The two encodings are treated differently by inplenmentations that do
not understand the extension. 1In the case of a new TLV, the whole
unknown TLV is ignored by an inplementation of the original protocol,
while in the case of a new sub-TLV, the TLV is parsed and acted upon,
and the unknown sub-TLV is silently ignored. Therefore, a sub-TLV
shoul d be used by extensions that extend the Update in a conpatible
manner (the extension data nmay be silently ignored), while a new TLV
must be used by extensions that make inconpatible extensions to the
meani ng of the TLV (the whole TLV nmust be thrown away if the
extension data is not understood).

Using a new bit in the Flags field is equivalent to defining a new
sub- TLV whil e using | ess space in the Babel packet. Due to the
limted Flags space, and the doubtful space savings, we do not
recomrend the use of bits in the Flags field -- a new sub-TLV shoul d
be used instead.

We refrain from naki ng any recomendati ons about the usage of the
packet trailer due to the | ack of inplenmentation experience.

5. | ANA Consi derations
| ANA has created three new registries, called "Babel TLV Types",
"Babel Sub-TLV Types", and "Babel Flags Values". The allocation

policy for each of these registries is Specification Required
[ RFC5226] .
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The initial values in the "Babel TLV Types" registry are as foll ows:

Fomm e e oo oo m m e e e e e e e e e e e e m e e eao——— oo Fom e o +
| Type | Nane | Reference |
R e - +
| O | Padl | [ RFC6126] |
I 1 I PadN I [ RFC6126] I
} 2 } Acknowl edgnment Request } [ RFC6126] }
I 3 I Acknow edgnrent I [ RFC6126] I
I 4 I Hel | o I [ RFC6126] I
} 5 } I HU } [ RFC6126] }
I 6 I Router-1d I [ RFC6126] I
I 7 I Next Hop I [ RFC6126] I
} 8 } Updat e } [ RFC6126] }
I 9 I Rout e Request I [ RFC6126] I
I 10 I Segno Request I [ RFC6126] I
} 11 } TS/ PC } [ RFC7298] }
I 12 I HVAC I [ RFC7298] I
I 13 I Sour ce-speci fi c Update I [ BABEL- SS] I
} 14 } Sour ce- speci fi ¢ Request } [ BABEL- SS] }
I 15 I Sour ce-speci fi ¢ Seqgno Request I [ BABEL- SS] I
I 224- 254 I Reserved for Experimental Use I this docunent I
} 255 } Reserved for expansion of the type } t hi s docunent }
I | space I I
R o m o e oo R +
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The initial values in the "Babel Sub-TLV Types" registry are as

fol | ows:

R T S +
| Type | Nare | Reference |
S o m e e e e e e e e e e e e e e e e eeoe—o - o +
| O | Padl | this document |
I I I I
| 1 | PadN | this document |
I I I I
| 2 | Diversity | [ BABEL- DI V] |
I I I I
| 3 | Timestanmp | [ BABEL- RTT] |
I I I I
| 224-254 | Reserved for Experinental Use | this document |
I I I I
| 255 | Reserved for expansion of the type | this docunent |
I | space I I
S o m m e e e e e e e e e e e e e e e e eo— oo - oo +

The initial values in the "Babel Flags Values" registry are as

foll ows:
+o-m o - o e e oo s Fom e oo +
| Bit | Name | Reference |
Fomm - - o e e e e oo oo N +
| O | Default prefix | [RFC6126] |
I I I I
| 1 | Default router-id | [RFC6126] |
I I I I
| 2-7 | Unassigned | |
Fomm - - o e e e e oo oo N +

6. Security Considerations

Thi s docunent specifies the structure of fields that are already
present in the original Babel protocol and does not, by itself, raise
any new security considerations. Specific extensions may change the
security properties of the protocol, for exanple, by adding security
mechani sns [ RFC7298] or by enabling new kinds of attack.
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