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Abstract

Thi s docunent describes Resource Reservation Protocol (RSVP)
extensions to bind two point-to-point unidirectional Label Switched
Pat hs (LSPs) into an associated bidirectional LSP. The association

i s achieved by defining new Associ ati on Types for use in ASSOCI ATI ON
and in Extended ASSOCI ATI ON Ohj ects. One of these types enabl es

i ndependent provisioning of the associated bidirectional LSPs on both
sides, while the other enabl es single-sided provisioning. The
REVERSE _LSP (bject is also defined to enable a single endpoint to
trigger creation of the reverse LSP and to specify paraneters of the
reverse LSP in the single-sided provisioning case.

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it may be obtained at
http://ww.rfc-editor.org/info/rfc7551
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1. Introduction

The MPLS Transport Profile (MPLS-TP) requirements docunent [ RFC5654]
specifies that MPLS-TP MJST support associ ated bidirectional point-
to-point Label Switched Paths (LSPs). These requirenents are given
in Section 2.1 ("CGeneral Requirenents") of that document and are
partially rephrased bel ow

7. MPLS- TP MUST support associ ated bidirectional point-to-point
LSPs.

11. The end points of an associated bidirectional LSP MIST be aware
of the pairing relationship of the forward and reverse LSPs used
to support the bidirectional service.

12. Nodes on the LSP of an associ ated bidirectional LSP where both
the forward and backward directions transit the sanme node in the
same (sub)layer as the LSP SHOULD be aware of the pairing
relationship of the forward and the backward directions of the
LSP.

50. The MPLS-TP control plane MJST support establishing associated
bidirectional P2P LSP including configuration of protection
functions and any associ ated nai ntenance functions.

The above requirenents are al so repeated in [ RFC6373].

Furthernore, an associated bidirectional LSP is also useful for
protection-switching for Operations, Adm nistration, and Mi ntenance
(OAM nessages that require a return path.

A variety of applications, such as Internet services and the return
pat hs of OAM messages, exist and may have different upstream and
downstream bandwi dth requirements. [RFC5654] specifies an asymmetric
bandwi dth requirenent in Section 2.1 ("General Requirenents"), and it
i s repeated bel ow

14. MPLS-TP MUST support bidirectional LSPs with asymretric
bandwi dth requirenents, i.e., the amunt of reserved bandw dth
differs between the forward and backward directions.

The approach for supporting asymmetric bandw dth co-routed
bidirectional LSPs is defined in [ RFC6387].

The nethod of association and the correspondi ng Resource Reservation
Prot ocol (RSVP) ASSCCI ATI ON Obj ect are defined in [ RFC4872],

[ RFC4873], and [ RFC6689]. |In that context, the ASSCOCH ATI ON Object is
used to associate a recovery LSP with the LSP it is protecting. This
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obj ect al so has broader applicability as a nechanismto associate
RSVP states. [RFC6780] defines the Extended ASSOCI ATI ON Obj ects that
can be nore generally applied for this purpose. This docunent uses
the term " (Ext ended) ASSOCI ATION (hjects" to refer collectively to
the ASSCOCI ATI ON Obj ects defined in [ RFC4872] and the Extended
ASSCCI ATI ON Obj ects defined in [ RFC6780] .

Thi s docunent specifies nmechanisns for binding two reverse
unidirectional LSPs into an associated bidirectional LSP. The
association is achieved by defining new Associ ati on Types for use in
(Ext ended) ASSOCI ATI ON Ohj ects. One of these types enables

i ndependent provisioning of the associ ated bidirectional LSPs, while
the ot her enabl es singl e-sided provisioning. The REVERSE LSP (bject
is also defined to enable a single endpoint to trigger creation of
the reverse LSP and to specify parameters of the reverse LSP in the
si ngl e-si ded provisioning case. For exanple, the REVERSE LSP (hject
al | ow asymmetric upstream and downstream bandwi dths for the

associ ated bidirectional LSP.

2. Conventions Used in This Docunent

2.1. Key Word Definitions
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

2.2. Reverse Unidirectional LSPs
Two reverse unidirectional LSPs are setup in the opposite directions
between a pair of source and destination nodes to forman associ ated
bidirectional LSP. A reverse unidirectional LSP originates on the
same node where the forward unidirectional LSP termnates, and it
term nates on the sanme node where the forward unidirectional LSP
ori gi nat es.

2.3. Message Formats

Thi s docunent uses the Routing Backus-Naur Form (RBNF) to define
message formats as defined in [ RFC5511].
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3. Overview
3.1. Provisioning Mddel Overview

Thi s section provides an overview and definition of the nodels for
provi sioni ng associ ated bidirectional LSPs.

The associated bidirectional LSP's forward and reverse unidirectiona
LSPs are established, nonitored, and protected independently as
specified by [RFC5654]. Configuration information regardi ng the LSPs
can be provided at one or both endpoints of the associated
bidirectional LSP. Depending on the nmethod chosen, there are two
nmodel s of creating an associ ated bidirectional LSP -- single-sided
provi si oni ng and doubl e-si ded provi si oni ng.

3.1.1. Single-Sided Provisioning

For the single-sided provisioning, the Traffic Engineering (TE)

tunnel is configured only on one endpoint. An LSP for this tunnel is
initiated by the initiating endpoint with the (Extended) ASSOCI ATI ON
and REVERSE LSP (bjects inserted in the Path nessage. The ot her
endpoi nt then creates the correspondi ng reverse TE tunnel and signals
the reverse LSP in response using information fromthe REVERSE LSP
oj ect and other objects present in the received Path nessage.

3.1.2. Doubl e-Si ded Provi sioning
For the doubl e-sided provisioning, two unidirectional TE tunnels are
configured i ndependently, one on each endpoint. The LSPs for the
tunnel s are signaled with (Extended) ASSOCI ATION hjects inserted in
the Path nmessage by both endpoints to indicate that the two LSPs are
to be associated to forma bidirectional LSP

3.2. Association Signaling Overview

This section provides an overview of the association signaling
met hods for the associ ated bidirectional LSPs.

Three scenarios exist for binding two unidirectional LSPs together to
forman associated bidirectional LSP. These are:

1) Neither unidirectional LSP exists, and both nust be established.

2) Both unidirectional LSPs exist, but the association nmust be
est abl i shed.

3) One LSP exists, but the reverse associated LSP nust be
est abl i shed.
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The foll owi ng sections describe the applicable provisioning nodel s
for each of these scenari os.

Pat h Conputation El ement (PCE)-based approaches [ RFC4655] may be used
for path conputation of an associated bidirectional LSP. However,
t hese approaches are outside the scope of this docunent.

Consi der the topol ogy described in Figure 1. LSP1 fromnode Ato B
takes the path A D,B, and LSP2 fromnode B to A takes the path
B,D, C A These two LSPs, once established and associ ated, form an
associ ated bidirectional LSP between nodes A and B.

Figure 1: An Exanpl e of Associated Bidirectional LSP
3.2.1. Single-Sided Provisioning

For the single-sided provisioning nodel, creation of reverse LSP1
shown in Figure 1 is triggered by LSP2, or creation of reverse LSP2
is triggered by LSP1. Wen creation of reverse LSP2 is triggered by
LSP1, LSP1 is provisioned first (or refreshed, if LSP1l already
exists) at node AL LSP1 is then signaled with an (Extended)
ASSCOCI ATI ON, and REVERSE LSP Objects are inserted in the Path
message. The Association Type indicates single-sided provisioning.
Upon receiving this Path message for LSP1l, node B establishes reverse
LSP2. The (Extended) ASSOCI ATI ON Object inserted in LSP2's Path
message is the sane as that received in LSP1’s Pat h message.

A simlar procedure is used if LSP2 is provisioned first at node B
and the creation of reverse LSP1 at node A is triggered by LSP2. In
both scenarios, the two unidirectional LSPs are bound together to
form an associ ated bidirectional LSP based on identical (Extended)
ASSCOCI ATION hjects in the two LSPs’ Path nessages.

3.2.2. Doubl e-Si ded Provi sioning

For the doubl e-sided provisioning nodel, both LSP1 and LSP2 shown in
Figure 1 are signal ed i ndependently with (Extended) ASSOCI ATI ON
hjects inserted in the Path nmessages, in which the Association Type
i ndi cating doubl e-sided provisioning is included. In this case, the
two unidirectional LSPs are bound together to forman associ ated
bidirectional LSP based on identical (Extended) ASSOCI ATI ON bjects
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in the two LSPs’ Path nessages. In all three scenarios described in
Section 3.2, the LSPs to be selected for the association are
provi sioned by the managenent action applied at both endpoints.

3.3. Asynmetric Bandwi dth Signaling Overview

This section provides an overview of the methods for signaling
asymetric upstream and downstream bandw dths for the associ ated
bi directional LSPs.

3.3.1. Single-Sided Provisioning

A new REVERSE_LSP Ohj ect for use in the single-sided provisioning
nmodel is defined in this docunment, in Section 4.4. The REVERSE LSP
hject allows the initiating node of the single-sided provisioned LSP
to trigger creation of the reverse LSP on the renpote node. \When the
si ngl e-si ded provisioning nodel is used, a SENDER TSPEC Obj ect can be
added in the REVERSE LSP Cbject as a subobject in the initiating
LSP's Path message to specify a different bandwi dth for the reverse
LSP. As described in Section 4.4, addition of the REVERSE LSP bj ect
also allows the initiating node to control other aspects of the
reverse LSP (such as its path) by including other objects in a
REVERSE_LSP Obj ect .

Consi der again the topol ogy described in Figure 1, where the creation
of reverse LSP2 is triggered by LSP1. Node A signals LSP1 with the
(Ext ended) ASSCOCI ATI ON Obj ect with Association Type indicating

singl e-si ded provisioning and i nserts a SENDER TSPEC subobj ect for
use by LSP2 in the REVERSE LSP Ohject in the Path nessage. Node B
then establishes the LSP2 in the reverse direction using the
asymetric bandwi dth thus specified by LSP1 and all ows node A to
control the reverse LSP2.

3.3.2. Doubl e-Si ded Provi sioning

When t he doubl e-si ded provisioning nodel is used, the two
unidirectional LSPs are established with separate bandw dt hs, which
may or may not be identical. However, these LSPs are associ ated
purely based on the identical contents of their (Extended)
ASSOCI ATI ON Obj ect s.

3.4. Recovery LSP Overview
Recovery of each unidirectional LSP form ng the bidirectional LSP is

i ndependent [ RFC5654] and is based on the paraneters signaled in
their respective RSVP Pat h nessages.
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4.

4.

4.

Recovery LSP association is based on the identical content of the
(Ext ended) ASSOCI ATI ON Obj ects signaled in their Path nessages during
the initial LSP setup for both single-sided and doubl e-si ded
provisioning. As defined in [RFC6780], multiple ASSOCI ATI ON Obj ects
may be present in the signaling of a single LSP.

Message and Cbject Definitions
1. RSVP Message Formats

This section presents the RSVP nessage-rel ated formats as nodified by
this docunment. Unnodified RSVP nessage formats are not |isted.

The format of a Path message is as foll ows:

<Path Message> ::= <Commobn Header> [ <INTEGRI TY> ]
[ [ <MESSAGE | D ACK> | <MESSAGE I D NACK>] ... ]
[ <MESSACE_I D> ]
<SESSI ON> <RSVP_HOP>
<TlI ME_VALUES>
[ <EXPLICI T_ROUTE> ]
<LABEL_REQUEST>

<PROTECTI ON> ]

<LABEL_SET> ... ]

<SESSI ON_ATTRI BUTE> ]

<NOTI FY_REQUEST> ... ]

<ADM N_STATUS> ]

<ASSCCI ATI ON> ... ]

<REVERSE_LSP> ... ]

<POLI CY_DATA> ... ]

<sender descri ptor>

— e — — —

The format of the <sender descriptor> is not nodified by this
docunent .

2. ASSCCI ATI ON nj ect
The ASSOCI ATI ON Obj ect is popul ated using the rul es defined bel ow for
associating two reverse unidirectional LSPs to forman associ at ed
bi di rectional LSP.
Associ ation Types:
In order to bind two reverse unidirectional LSPs to be an

associ ated bidirectional LSP, the Association Type MJST be set to
i ndi cate either single-sided or doubl e-si ded LSPs.
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The new Associ ation Types are defined as foll ows:

Val ue Type
3 Doubl e- Si ded Associ ated Bidirectional LSP (D)
4 Si ngl e- Si ded Associ ated Bidirectional LSP (A)

Associ ation | D

For both single-sided and doubl e-si ded provisioning, Association
I D MUST be set to a val ue assigned by the node that originates the
association for the bidirectional LSP

Associ ati on Source

Associ ati on Source MJST be set to an address sel ected by the node
that originates the association for the bidirectional LSP. For
exanmpl e, this nmay be a managenent entity or, in the case of

si ngl e-si ded provisioning, an address assigned to the node that
originates the LSP

4.3. Extended ASSCCI ATI ON Ohj ect
The Extended ASSCOCI ATI ON Obj ect is popul ated using the rules defined
bel ow for associating two reverse unidirectional LSPs to forma
bi di rectional LSP.

The Associ ation Type, Association ID, and Association Source MJST be
set as defined for the ASSOCI ATI ON Ohject in Section 4.1

A obal Associ ation Source:
For both single-sided and doubl e-si ded provisioning, G oba
Associ ati on Source, when used, MJST be set to the dobal _ID
[ RFC6370] of the node that originates the association for the
bi directional LSP

Ext ended Associ ation |D:
For both single-sided and doubl e-si ded provisioning, Extended

Associ ation I D, when used, MJST be set to a value selected by the
node that originates the association for the bidirectional LSP
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4.4. REVERSE LSP Object Definition

4.4.1. REVERSE LSP hject Fornmat
The REVERSE LSP bject is carried in the Path nessage of a forward
LSP to provide information to be used by the reverse LSP. The object
also indicates that the LSP is the forward LSP of a single-sided
associ ated bidirectional LSP.

The Object has the followi ng format:

1.

Class_Num = 203, C Type

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
I I
/1 (Subobj ect s) /1
I I

T S i T o S T i S SEp S A S

4.4.2. REVERSE_LSP Subobjects

Subobj ects are used to override the default contents of a Path
message of a reverse LSP; see Section 5.2. The contents of a
REVERSE LSP (bject is zero or nore variabl e-1 ength subobjects that
have the same format as RSVP Obj ects; see Section 3.1.2 of [RFC2205].
Any object that may be carried in a Path nessage MAY be carried in
the REVERSE LSP Obj ect. Subobject ordering MJST foll ow any Path
message hject ordering requirenents.

Exanpl es of the Path nessage Objects that can be carried in the
REVERSE LSP Cbject are (but not limted to):

- SENDER_TSPEC [ RFC2205]

- EXPLI O T_ROUTE (bj ect (ERO) [ RFC3209]

- SESSI ON_ATTRI BUTE Obj ect [ RFC3209]

- ADM N_STATUS Obj ect [ RFC3473]

- LSP_REQUI RED ATTRI BUTES bj ect [ RFC5420]
- PROTECTI ON Obj ect [ RFC3473] [ RFCA4872]
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5. Processing Rul es

In general, the processing rules for the ASSOCI ATI ON Ohject are as
specified in [RFC4872], and those for the Extended ASSOCI ATI ON Obj ect
are as specified in [RFC6780]. The follow ng sections describe the
rul es for processing (Extended) ASSOCI ATI ON Obj ects for both doubl e-
si ded and si ngl e-si ded associ ated bidirectional LSPs and REVERSE LSP
nj ects for single-sided associ ated bidirectional LSPs.

5.1. Rules for ASSCCI ATI ON Ohj ect

This section defines the processing for the association of two
unidirectional LSPs to form an associated bidirectional LSP. Such
association is based on the use of an (Extended) ASSCCI ATI ON Obj ect .

The procedures related to the actual identification of associations
bet ween LSPs based on (Extended) ASSOCI ATI ON Obj ects are defined in

[ RFC6780]. [RFC6780] specifies that in the absence of rules for
identifying the association that are specific to the Association
Type, the included (Extended) ASSOCI ATI ON Cbjects in the LSPs MJST be
identical in order for an association to exist. This docunent adds
no specific rules for the new Associ ati on Types defined, and the
identification of an LSP association therefore proceeds as specified
in [ RFC6780] .

As described in [ RFC6780], association of LSPs can be upstream or
downstreaminitiated, as indicated by (Extended) ASSCCI ATI ON (bj ects
in Path or Resv Messages. The association of bidirectional LSPs is
al ways upstreaminitiated; therefore, the Association Types defined
in this docunent are only to be interpreted in Path Messages. These
types SHOULD NOT be used in ASSOCI ATI ON Objects carried in Resv
messages and SHOULD be ignored if present.

To indicate an associated bidirectional LSP, an ingress node MJST
insert an (Extended) ASSCCI ATI ON Object into the Path nessage of the
unidirectional LSP that is part of the associated bidirectional LSP
it initiates. |If either G obal Association Source or Extended
Associ ation Address is required, then an Extended ASSOCI ATI ON Obj ect
[ RFC6780] MUST be inserted in the Path nessage. O herw se, an
ASSQOCI ATI ON Chj ect MAY be used. (Extended) ASSOCI ATI ON Ohjects with
bot h singl e-si ded and doubl e-si ded Associ ati on Types MJST NOT be
added or sent in the same Path nessage.

The ingress node MIST set the Association Type field in the

(Ext ended) ASSCOCI ATI ON Obj ect to "Singl e-Si ded Associ at ed

Bi di rectional LSP' when single-sided provisioning is used, and to
"Doubl e- Si ded Associ ated Bidirectional LSP" when doubl e-sided
provisioning is used.
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A transit node MAY identify the unidirectional LSPs of an associated
bidirectional LSP based on (Extended) ASSOCI ATION bjects, with the
Associ ati on Type val ues defined in this docunment, carried in Path
messages. Cearly, such associations are only possi ble when the LSPs
transit the node. As nentioned above, such associations are nade per
the rules defined in [ RFC6780] .

Egress nodes that support the Association Types defined in this
docunent identify the unidirectional LSPs of an associ ated
bidirectional LSP based on (Extended) ASSOCI ATION (bjects carried in
Pat h nessages. Note that an ingress node will normally be the
ingress for one of the unidirectional LSPs that make up an associ ated
bidirectional LSP. Wen an egress node receives a Path nessage
cont ai ni ng an ( Ext ended) ASSOCI ATI ON Cbj ect with one of the

Associ ation Types defined in this document, it MJST attenpt to
identify other LSPs (including ones for which it is an ingress node)
with which the LSP being processed is associated. As defined above,
such associations are nade per the rules defined in [RFC6780]. An
LSP not being associated at the tine of signaling (for exanple,
during rerouting or re-optimzation) on an egress node is not
necessarily considered an error condition

Associ ated bidirectional LSP teardown follows the standard procedures
defined in [ RFC3209] and [ RFC3473] either without or with the

adm nistrative status. Cenerally, the teardown procedures of the

uni directional LSPs formi ng an associated bidirectional LSP are

i ndependent of each other, so it is possible that while one LSP
follows graceful teardown with admi nistrative status, the reverse LSP
is torn down without adnministrative status (using

Pat hTear/ ResvTear/PathErr with state renoval). See Section 5.2 for
additional rules related to LSPs established using single-sided
provi si oni ng.

When an LSP signaled with a Path nessage contai ning an ( Ext ended)
ASSCOCI ATI ON hj ect with an Association Type defined in this docunent
is torn down, the processing node SHALL renove the binding of the LSP
to any previously identified associated bidirectional LSP

No additional processing is needed for Path nessages with an

(Ext ended) ASSCOCI ATI ON Ohj ect contai ning an Associ ation Type field
set to "Doubl e-Si ded Associ ated Bi directional LSP"
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5.1.1. Compatibility for ASSCCI ATI ON (bj ect

The ASSOCI ATI ON Obj ect has been defined in [ RFC4872] and the Extended
ASSQOCI ATI ON hj ect has been defined in [RFC6780], both with class
nunbers in the form 11lbbbbbb, which ensures conpatibility with non-
supporting nodes. Per [RFC2205], such nodes will ignore the object
but forward it w thout nodification.

Operators wishing to use a function supported by a particul ar
Associ ati on Type SHOULD ensure that the type is supported on any node
that is expected to act on the association [ RFC6780].

An egress node that does not support the Association Types defined in
this document is expected to return a PathErr with Error Code

"Admi ssion Control Failure" (1) [RFC2205] and Sub-code "Bad

Associ ation Type" (5) [RFC4872].

LSP recovery as defined in [RFC4872] and [ RFC4873] is not inpacted by
this docunent. The recovery nechanisns defined in [ RFC4872] and

[ RFC4873] rely on the use of the (Extended) ASSCCI ATI ON hjects, but
they use a different value for Association Type; multiple ASSOCI ATI ON
oj ects can be present in the LSP Path nmessage and can coexist with
the procedures defined in this docunent.

5.2. Rules for REVERSE LSP hj ect

VWhen a node initiates setup of an LSP using a Path nmessage contai ni ng
an ASSOCI ATI ON or Ext ended ASSOCI ATI ON hject, and the Association
Type set to "Single-Sided Associated Bidirectional LSP', the Path
message MJST carry the REVERSE LSP Cbhject to trigger creation of a
reverse LSP on the egress node.

The REVERSE LSP subobj ect MAY contain any of the objects that the
initiating node desires to have included in the Path nessage for the
associ ated reverse LSP. The REVERSE LSP Obj ect SHOULD NOT be
included in a REVERSE LSP nj ect.

A transit node receiving a valid Path message containing a
REVERSE LSP (bj ect MJST forward the REVERSE LSP (hject unchanged in
t he out goi ng Path nessage.

An egress node, upon receiving a Path nessage containing an

REVERSE _LSP (bj ect MJUST verify that the Path message contains an
ASSQOCI ATI ON or Ext ended ASSOCI ATI ON (bject with the Association Type
set to "Single-Sided Associated Bidirectional LSP*. |If it does not,
the Path message MJUST NOT trigger a reverse LSP. This verification
failure SHOULD NOT trigger any RSVP nessage but can be | ogged

| ocal ly, and perhaps reported through network nanagenment nechani sns.
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Once validated, the egress node MJST create an LSP in the reverse
direction or reject the Path message. |If the creation of a reverse
LSP fails, the egress node MJST return a PathErr with Error Code
"Admi ssion Control Failure" (1) [RFC2205] and Sub-code "Reverse LSP
Failure" (6) defined in this docunent. Note that normal Resv
processi ng SHOULD NOT be inpacted by the presence of an ASSOCI ATI ON
oject with an Association Type set to "Single-Sided Associ at ed

Bi di rectional LSP".

The egress node MJUST use the subobjects contained in the REVERSE LSP
ohject for initiating the reverse LSP. Wen a subobject is not
present in the received REVERSE LSP Object, the egress node SHOULD
initiate the reverse LSP based on the information contained in the
recei ved Path nmessage of the forward LSP as foll ows:

0 The egress node SHOULD copy the information fromthe received
SESSI ON_ATTRI BUTE, CLASS TYPE, LABEL_REQUEST, ASSCCI ATI ON
ADM N_STATUS, and PROTECTI ON Objects in the forward LSP Path
message to formthe Path nessage of the reverse LSP when the
object is not present in the received REVERSE LSP (bject.

0 The IP address in the reverse LSP's SESSI ON Obj ect SHOULD be set
to the I P address carried in the received SENDER TEMPLATE Obj ect ;
and conversely, the I P address in the SENDER TEMPLATE hj ect
SHOULD be set to the | P address carried in the received SESSI ON
hject. There are no additional requirenments related to the IDs
carried in the SESSI ON and SENDER TEMPLATE (bj ect s.

0 When the forward LSP Path nessage contai ns a RECORD ROUTE Obj ect,
the egress node SHOULD include the received RECORD ROUTE (bject in
the reverse LSP Path nessage. Local node information SHOULD al so
be recorded per standard Path nessage processing.

o0 There are no specific requirenents related to other objects.

The resulting Path nessage is used to create the reverse LSP. From
this point on, standard Path nessage processing is used in processing
the resulting Path nessage.

Note that the contents of a forward LSP, including a carried

REVERSE LSP (bj ect, may change over the life of an LSP, and such
changes MJST result in corresponding changes in the reverse LSP. In
particul ar, any object or subobject that was copied during the
creation of the initial reverse LSP's Path nessage MJUST be copi ed
when nodified in the forward LSP, and a trigger Path nessage MJST be
pr ocessed.

Zhang, et al. St andards Track [ Page 15]



RFC 7551 RSVP- TE Extensions for Associated LSP May 2015

The renoval of the REVERSE LSP hject in the received Path nessage
SHOULD cause the egress node to tear down any previously established
reverse LSP.

When the egress node receives a PathTear nessage for the forward LSP
or whenever the forward LSP is torn down, the node MJST renove the
associ ated reverse LSP using standard Pat hTear nessage processi ng.
Teardown of the reverse LSP for other reasons SHOULD NOT trigger
renoval of the initiating LSP, but it SHOULD result in the egress
node sending a PathErr with Error Code "Adm ssion Control Failure"
(1) [ RFC2205] and Sub-code "Reverse LSP Failure" (6) defined in this
docunent .

5.2.1. Conpatibility for REVERSE LSP (bj ect

The REVERSE LSP Obhject is defined with class nunbers in the form
11bbbbbb, which ensures conpatibility with non-supporting nodes. Per
[ RFC2205], such nodes will ignore the object but forward it w thout
nmodi fi cation.

6. | ANA Consi der ations

| ANA has registered values for the nanmespace defined in this docunent
and summari zed in this section.

6.1. Association Types

I ANA mai ntains the "Generalized Miulti-Protocol Label Switching
(QWPLS) Signaling Paraneters" registry (see
<http://ww.iana. org/ assi gnment s/ gnpl s-si g- paraneters>). The
"Associ ation Type" subregistry is included in this registry.

This registry has been updated by new Associ ati on Types for
ASSCOCI ATI ON and Ext ended ASSCCI ATI ON Obj ects defined in this docunent
as foll ows:

Val ue Nare Ref er ence
3 Doubl e- Si ded Associ ated Bidirectional LSP (D) Section 4.2
4 Si ngl e- Si ded Associ ated Bidirectional LSP (A Section 4.2

6.2. REVERSE_LSP bj ect
I ANA nai ntains the "Resource Reservation Protocol (RSVP) Paraneters”
registry (see <http://ww.iana. org/assi gnnents/rsvp-paraneters>).

The "C ass Nanes, C ass Nunbers, and C ass Types" subregistry is
included in this registry.
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This registry has been extended for new O ass Nunmber (C ass-Nun) and
Class Type (Ctype) for RSVP REVERSE LSP (bj ect requested in the
11bbbbbb range defined in this docunment as foll ows:

Cl ass Nunber Cl ass Nane Ref er ence
203 REVERSE LSP Section 4.4

0 REVERSE LSP : Cdass Type or Ctype =1
6.3. Reverse LSP Failure PathErr Sub-code

I ANA nai ntains the "Resource Reservation Protocol (RSVP) Paraneters”
registry (see <http://ww.iana.org/assi gnnents/rsvp-paraneters>).
The "Error Codes and d obal | y-Defined Error Val ue Sub- Codes"
subregistry is included in this registry.

This registry has been extended for the new PathErr Sub-code defined
in this docunent as foll ows:

Error Code = 01: "Admi ssion Control Failure" (see [RFC2205])

0 "Reverse LSP Failure" (6)

7. Security Considerations

Thi s docunent introduces two new Associ ation Types for the (Extended)
ASSQOCI ATI ON hj ect, Doubl e- Si ded Associ ated Bidirectional LSP and

Si ngl e- Si ded Associated Bidirectional LSP. These types, by

t hensel ves, introduce no additional information to signaling.

Rel ated security considerations are already covered for this in RFC
6780.

The REVERSE LSP (bject is carried in the Path nessage of a forward
LSP of the single-sided associated bidirectional LSP. 1t can carry
paraneters for the reverse LSP. This does allow for additiona

i nformati on to be conveyed, but this information is not fundanmentally
different fromthe information that is already carried in a

bi directional LSP nmessage. The processing of such nessages is

al ready subject to local policy as well as security considerations

di scussions. For a general discussion on MPLS- and GWPLS-rel at ed
security issues, see the MPLS/ GWPLS security framework [RFC5920].
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