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1.

I nt roducti on

The Advanced Encryption Standard (AES -- [FIPS-197]) has becone the
gol d standard in encryption. |Its efficient design, w despread

i npl ementation, and hardware support allow for high performance in
many areas. On nost nodern platforns, AES is anywhere fromfour to
ten tinmes as fast as the previous nost-used cipher, Triple Data
Encryption Standard (3DES -- [SP800-67]), which makes it not only the
best choice, but the only practical choice.

There are several problenms with this. |f future advances in
cryptanal ysis reveal a weakness in AES, users will be in an

unenvi abl e position. Wth the only other w dely supported cipher
bei ng the nmuch slower 3DES, it is not feasible to reconfigure

depl oynents to use 3DES. [ Standby-Ci pher] describes this issue and
the need for a standby cipher in greater detail. Another problemis
that while AES is very fast on dedicated hardware, its performance on
platforns that |ack such hardware is considerably |ower. Yet another
problemis that many AES inpl enentations are vul nerable to cache-
collision tinmng attacks ([Cache-Collisions]).

Thi s docunent provides a definition and inplenentation guide for
three al gorithns:

1. The ChaCha20 cipher. This is a high-speed cipher first described
in [ChaCha]. It is considerably faster than AES in software-only
i npl ementations, making it around three times as fast on
platforns that |ack specialized AES hardware. See Appendix B for
sonme hard nunbers. ChaCha20 is also not sensitive to timng
attacks (see the security considerations in Section 4). This
algorithmis described in Section 2.4

2. The Polyl1305 authenticator. This is a high-speed nessage
aut hentication code. |Inplenentation is also straightforward and
easy to get right. The algorithmis described in Section 2.5.

3. The CHACHA20- POLY1305 Aut henticated Encryption with Associ ated
Dat a (AEAD) construction, described in Section 2.8.

Thi s docunent does not introduce these new algorithns for the first
time. They have been defined in scientific papers by

D. J. Bernstein, which are referenced by this docunment. The purpose
of this docunent is to serve as a stable reference for | ETF docunents
maki ng use of these al gorithns.

These al gorithns have undergone rigorous analysis. Several papers
di scuss the security of Salsa and ChaCha ([LatinDances],
[ Lati nDances2?2], [Zhengi ng2012]).
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Thi s docunent represents the consensus of the Crypto Forum Research
G oup (CFRG .

1.1. Conventions Used in This Document

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

The description of the ChaCha algorithmw Il at various tine refer to
the ChaCha state as a "vector" or as a "matrix". This follows the
use of these terms in Professor Bernstein's paper. The matrix
notation is more visually convenient and gives a better notion as to
why sone rounds are called "columm rounds" while others are called

"di agonal rounds". Here’'s a diagramof how the matrices relate to
vectors (using the C | anguage convention of zero being the index
origin).

0 1 2 3
4 5 6 7
8 9 10 11
12 13 14 15

The elements in this vector or matrix are 32-bit unsigned integers.

The al gorithmnname is "ChaCha". "ChaCha20" is a specific instance
where 20 "rounds" (or 80 quarter rounds -- see Section 2.1) are used.
Gt her variations are defined, with 8 or 12 rounds, but in this
docunent we only describe the 20-round ChaCha, so the nanes "ChaCha"
and "ChaCha20" will be used interchangeably.

2. The Al gorithns

The subsections bel ow describe the al gorithns used and the AEAD
constructi on.

2.1. The ChaCha Quarter Round
The basic operation of the ChaCha algorithmis the quarter round. It

operates on four 32-bit unsigned integers, denoted a, b, c, and d.
The operation is as follows (in Clike notation):

1. a +=b; d = a; d <<= 16;
2. c +=d; b *=1¢c; b <<= 12;
3. a+=Db; d "= a; d <<= §;
4, c +=d; b *=c; b <<= 7;
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.1

2

Where "+" denotes integer addition nodulo 2732, "~" denotes a bitw se
Exclusive OR (XOR), and "<<< n" denotes an n-bit left rotation
(towards the high bits)

For exanple, let's see the add, XOR, and roll operations fromthe
fourth line with sanpl e nunbers:

o a = 0x11111111

o b = 0x01020304

0 C = OxX77777777

o d = 0x01234567

0O c =c +d = 0x77777777 + 0x01234567 = 0x789abcde
0o b =Db " c = 0x01020304 N 0x789abcde = 0x7998bf da
0 b =Db <<< 7 = 0x7998bfda <<< 7 = 0Oxcchfed3c

1. Test Vector for the ChaCha Quarter Round

For a test vector, we will use the same nunbers as in the exanple,
addi ng somet hi ng random for c.

o a = 0x11111111
o b = 0x01020304
0 ¢ = 0x9b8d6f43
o d = 0x01234567

After running a Quarter Round on these four numbers, we get these:

0 a = 0Oxea2a92f4
0 b = Oxcblcf8ce
0 € = 0x4581472e
0o d = 0x5881c4bb

A Quarter Round on the ChaCha State

The ChaCha state does not have four integer nunbers: it has 16. So
the quarter-round operation works on only four of them-- hence the
nane. Each quarter round operates on four predeterm ned nunbers in
the ChaCha state. W will denote by QUARTERROUND(X,Yy,z,w) a quarter-
round operation on the nunbers at indices x, y, z, and w of the
ChaCha state when viewed as a vector. For exanple, if we apply
QUARTERROUND( 1, 5,9,13) to a state, this nmeans running the quarter-
round operation on the elements marked with an asterisk, while

| eavi ng the others al one:

0 *a 2 3
4 *b 6 7
8§ *c 10 11
12 *d 14 15

Nir & Langl ey I nf or mat i onal [ Page 5]



RFC 7539 ChaCha20 & Pol y1305 May 2015

Note that this run of quarter round is part of what is called a
"col um round".

2.2.1. Test Vector for the Quarter Round on the ChaCha State

For a test vector, we will use a ChaCha state that was generated
random y:

Sanpl e ChaCha State

879531e0 cbecf37d 516461bl c9a62f8a

44c20ef 3 3390af 7f d9f c690b 2a5f 714c

53372767 b00a5631 974c541a 359e9963

5¢971061 3d631689 2098d9d6 91dbd320
W will apply the QUARTERROUND( 2, 7,8, 13) operation to this state.
For obvi ous reasons, this one is part of what is called a "diagona
round":
After applying QUARTERROUND( 2, 7, 8, 13)

879531e0 cb5ecf37d *bdb886dc c9a62f 8a

44c20ef 3 3390af 7f d9f c690b *cfacaf d2

*e46bea80 b00a5631 974c541la 359e9963

5¢971061 *ccc07c79 2098d9d6 91dbd320
Note that only the nunmbers in positions 2, 7, 8, and 13 changed.

2.3. The ChaCha20 Bl ock Function

The ChaCha bl ock function transforns a ChaCha state by running
mul tiple quarter rounds.

The inputs to ChaCha20 are:

0 A 256-bit key, treated as a concatenation of eight 32-bit little-
endi an i ntegers.

0 A 96-bit nonce, treated as a concatenation of three 32-bit little-
endi an i ntegers.

0 A 32-bit block count paraneter, treated as a 32-bit little-endian
i nt eger.

The output is 64 random | ooki ng bytes.
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The ChaCha al gorithm described here uses a 256-bit key. The origina
al gorithm al so specified 128-bit keys and 8- and 12-round variants,
but these are out of scope for this docunment. 1In this section, we
descri be the ChaCha bl ock function

Note al so that the original ChaCha had a 64-bit nonce and 64-bit

bl ock count. W have nodified this here to be nore consistent with
recomrendations in Section 3.2 of [RFC5116]. This limts the use of
a single (key,nonce) combination to 2732 bl ocks, or 256 GB, but that
is enough for nobst uses. |In cases where a single key is used by
multiple senders, it is inportant to nmake sure that they don't use
the sane nonces. This can be assured by partitioning the nonce space
so that the first 32 bits are unique per sender, while the other 64
bits cone froma counter.

The ChaCha20 state is initialized as foll ows:

o The first four words (0-3) are constants: 0x61707865, 0x3320646e,
0x79622d32, 0x6b206574.

o The next eight words (4-11) are taken fromthe 256-bit key by
reading the bytes in little-endian order, in 4-byte chunks.

o Wrd 12 is a block counter. Since each block is 64-byte, a 32-bit
word is enough for 256 gigabytes of data.

0 Wirds 13-15 are a nonce, which should not be repeated for the same
key. The 13th word is the first 32 bits of the input nonce taken
as a little-endian integer, while the 15th word is the |last 32
bits.

ccccecccc  cccccccc  ccccceccec  cccceccece
kkkkkkkk kkkkkkkk kkkkkkkk kkkkkkkk
kkkkkkkk kkkkkkkk kkkkkkkk kkkkkkkk
bbbbbbbb nnnnnnnn  nnnnnnnn  nnnnnnnn

c=const ant k=key b=bl ockcount n=nonce

ChaCha20 runs 20 rounds, alternating between "colum rounds” and
"di agonal rounds". Each round consists of four quarter-rounds, and
they are run as follows. Quarter rounds 1-4 are part of a "colum"
round, while 5-8 are part of a "diagonal" round:

QUARTERROUND ( 0, 4, 8,12)
QUARTERROUND ( 1, 5, 9,13)
QUARTERROUND ( 2, 6,10, 14)
QUARTERROUND ( 3, 7,11, 15)
QUARTERROUND ( 0, 5,10, 15)

agrwNE
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6. QUARTERRCUND ( 1, 6,11,12)
7. QUARTERROUND ( 2, 7, 8,13)
8. QUARTERRCUND ( 3, 4, 9, 14)

3 3

At the end of 20 rounds (or 10 iterations of the above list), we add
the original input words to the output words, and serialize the
result by sequencing the words one-by-one in little-endian order

Note: "addition" in the above paragraph is done nodulo 2732. In sone
machi ne | anguages, this is called carryless addition on a 32-bit
wor d.

2.3.1. The ChaCha20 Bl ock Function in Pseudocode

Note: This section and a few others contain pseudocode for the

al gorithmexplained in a previous section. Every effort was nade for
the pseudocode to accurately reflect the algorithmas described in
the preceding section. If a conflict is still present, the textual
expl anation and the test vectors are normative.

i nner _bl ock (state):

Qound(state, 0, 4, 8,12)
Qound(state, 1, 5, 9,13)
Qound(state, 2, 6,10, 14)
Qound(state, 3, 7,11, 15)
Qound(state, 0, 5,10, 15)
Qound(state, 1, 6,11,12)
Qound(state, 2, 7, 8,13)
Qound(state, 3, 4, 9,14)

end

chacha20_bl ock(key, counter, nonce):
state = constants | key | counter | nonce
working state = state
for i=1 upto 10
i nner _bl ock(working_state)
end
state += working_state
return serialize(state)
end
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2. 3.

2

Test Vector for the ChaCha20 Bl ock Function

For a test vector, we will use the follow ng inputs to the ChaCha20
bl ock function:

(o]

(o]

(0]

Key = 00:01: 02: 03: 04: 05: 06: 07: 08: 09: Oa: Ob: Oc: 0d: Oe: Of : 10: 11: 12: 13:
14:15:16:17:18:19: 1a: 1b: 1c: 1d: 1e: 1f . The key is a sequence of
octets with no particular structure before we copy it into the
ChaCha state.

Nonce = (00: 00: 00: 09: 00: 00: 00: 4a: 00: 00: 00: 00)

Bl ock Count = 1.

After setting up the ChaCha state, it |ooks like this:

ChaCha state with the key setup

61707865 3320646e 79622d32 6b206574
03020100 07060504 0b0a0908 0f 0e0dOc
13121110 17161514 1b1al918 1fleldlc
00000001 09000000 4a000000 00000000

After running 20 rounds (10 colunn rounds interleaved with 10
"di agonal rounds"), the ChaCha state | ooks |ike this:

ChaCha state after 20 rounds

837778ab e238d763 a67ae2le 5950bb2f
c4f 2d0c7 fc62bb2f 8fa0l1l8fc 3f5ec7b7
335271c2 29489f3 eabda8fc 82e46ebd
d19c12b4 b0O4el6de 9e83d0cb 4e3c50a2

Finally, we add the original state to the result (sinple vector or
matri x addition), giving this:

ChaCha state at the end of the ChaCha20 operation

e4e7f 110 15593bdl 1fddOf 50 c47120a3
c7f4d1lc7 0368c033 9Qaaa2204 4e6cd4c3
466482d2 09aa9f 07 05d7c214 a2028bd9
d19c12b5 b94el6de e883d0cb 4e3c50a2
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2

After we serialize the state, we get this

Serialized Bl ock:

0
0
0
0

4.

00 10 f1 e7 e4 dl1 3b 59 15 50 Of dd 1f a3 20 71 c4 ..... Y.P.... ¢

16 c¢7 dl1 f4 ¢c7 33 cO 68 03 04 22 aa 9a c3 d4 6¢c 4e ....3.h.."....IN

32 d2 82 64 46 07 9f aa 09 14 c2 d7 05 d9 8b 02 a2 ..dF............

48 b5 12 9c dl1 de 16 4e b9 cb dO 83 e8 a2 50 3c 4e ...... N ..... P<N
The ChaCha20 Encryption Al gorithm

ChaCha20 is a streamci pher designed by D. J. Bernstein. It is a
refinement of the Sal sa20 algorithm and it uses a 256-bit key.

ChaCha20 successively calls the ChaCha20 bl ock function, with the
same key and nonce, and with successively increasing bl ock counter
paraneters. ChaCha20 then serializes the resulting state by witing
the nunbers in little-endian order, creating a keystream bl ock

Concat enati ng the keystream bl ocks fromthe successive blocks forns a
keystream The ChaCha20 function then perfornms an XOR of this
keystreamwith the plaintext. Alternatively, each keystream bl ock
can be XORed with a plaintext block before proceeding to create the
next bl ock, saving some nenory. There is no requirenment for the
plaintext to be an integral multiple of 512 bits. |If there is extra
keystream fromthe last block, it is discarded. Specific protocols
MAY require that the plaintext and ci phertext have certain | ength.
Such protocols need to specify how the plaintext is padded and how
much padding it receives

The inputs to ChaCha20 are:

0 A 256-bit key

0 A 32-bit initial counter. This can be set to any nunber, but wll
usual ly be zero or one. It nakes sense to use one if we use the
zero block for sonething else, such as generating a one-tine
aut henticator key as part of an AEAD al gorithm

0 A 96-bit nonce. 1In sone protocols, this is known as the
Initialization Vector.

0 An arbitrary-length plaintext

The output is an encrypted nessage, or "ciphertext”, of the same
| engt h.
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Decryption is done in the sanme way. The ChaCha20 bl ock function is
used to expand the key into a keystream which is XORed with the
ci phertext giving back the plaintext.

2.4.1. The ChaCha20 Encryption Al gorithmin Pseudocode

chacha20_encrypt (key, counter, nonce, plaintext):

for j = 0 upto floor(len(plaintext)/64)-1
key_stream = chacha20_bl ock(key, counter+j, nonce)
block = plaintext[(]j*64)..(]*64+63)]
encrypted_nessage += bl ock * key_stream
end

if ((len(plaintext) %64) != 0)
j = floor(len(plaintext)/64)
key_stream = chacha20_bl ock(key, counter+j, nonce)
block = plaintext[(j*64)..1en(plaintext)-1]
encrypt ed_nessage += (bl ock"key _stream[O0.. | en(pl ai ntext) %%4]
end

return encrypted_nessage

end

2.4.2. Exanple and Test Vector for the ChaCha20 C pher

For a test vector, we will use the followi ng inputs to the ChaCha20
bl ock functi on:

0 Key = 00:01:02:03: 04: 05: 06: 07: 08: 09: Oa: Ob: Oc: 0d: Oe: Of : 10: 11: 12: 13:
14:15:16: 17: 18: 19: 1a: 1b: 1c: 1d: 1e: 1f.

o Nonce = (00:00: 00: 00: 00: 00: 00: 4a: 00: 00: 00: 00) .
o Initial Counter = 1.

We use the following for the plaintext. It was chosen to be |ong
enough to require nore than one bl ock, but not so long that it would
make this exanpl e cunbersome (so, |ess than 3 bl ocks):

Pl ai nt ext Sunscr een:

000 4c 61 64 69 65 73 20 61 6e 64 20 47 65 6e 74 6¢ Ladies and Gentl
016 65 6d 65 6e 20 6f 66 20 74 68 65 20 63 6¢ 61 73 enmen of the clas
032 73 20 6f 66 20 27 39 39 3a 20 49 66 20 49 20 63 s of "99: If | ¢
048 6f 75 6¢c 64 20 6f 66 66 65 72 20 79 6f 75 20 6f ould offer you o
064 6e 6¢c 79 20 6f 6e 65 20 74 69 70 20 66 6f 72 20 nly one tip for
080 74 68 65 20 66 75 74 75 72 65 2c 20 73 75 6e 73 the future, suns
096 63 72 65 65 6e 20 77 6f 75 6¢ 64 20 62 65 20 69 creen would be i
112 74 2e t.
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The following figure shows four ChaCha state natrices
1. First block as it is set up

2. Second block as it is set up. Note that these bl ocks are only
two bits apart -- only the counter in position 12 is different.

3. Third block is the first block after the ChaCha20 bl ock
operati on.

4. Final block is the second bl ock after the ChaCha20 bl ock
operation was appli ed.

After that, we show the keystream

First block setup
61707865 3320646e 79622d32 6b206574
03020100 07060504 0b0a0908 O0f 0e0dOc
13121110 17161514 1bl1al918 1fleldlc
00000001 00000000 4a000000 00000000

Second bl ock set up:
61707865 3320646e 79622d32 6b206574
03020100 07060504 0b0a0908 O0f 0e0dOc
13121110 17161514 1blal918 1fleldlc
00000002 00000000 4a000000 00000000

First block after bl ock operation
f 3514f 22 e1d91b40 6f27de2f ed1d63b8
821f138c e2062c3d eccadf7e 78cff39e
a30a3b8a 920a6072 c¢d7479b5 34932bed
40ba4c79 cd343ec6 4c2c2lea b7417df0

Second bl ock after block operation
9f 74a669 410f 633f 28feca22 7ec4d4dec
6d34d426 738chb970 3acb5e9f3 45590cc4
da6e8b39 892c831a cdea67cl 2b7el1d90
037463f3 alla2073 e8bcfb88 edc49139

Keyst ream

22: 4f : 51: f3: 40: 1b: d9: el: 2f : de: 27: 6f : b8: 63: 1d: ed: 8c: 13: 1f: 82: 3d: 2c: 06
e2: 7e: 4f :ca: ec:9e: f3:cf: 78: 8a: 3b: 0a: a3: 72: 60: Oa: 92: b5: 79: 74: cd: ed: 2b
93: 34: 79: 4c: ba: 40: c6: 3e: 34: cd: ea: 21: 2c: 4c: f0: 7d: 41: b7: 69: a6: 74: of : 3f
63: 0f : 41: 22: ca: fe: 28: ec: 4d: c4: 7e: 26: d4: 34: 6d: 70: b9: 8c: 73: f 3: €9: c5: 3a
c4:0c: 59: 45: 39: 8b: 6e: da: 1a: 83: 2c: 89:cl: 67: ea: cd: 90: 1d: 7e: 2b: f 3: 63
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Finally, we XOR the keystreamw th the plaintext, yielding the
ci phertext:

Ci phertext Sunscreen

000 6e 2e 35 9a 25 68 f9 80 41 ba 07 28 dd 0d 69 81 n.5.%..A .(..i.
016 €9 7e 7a ec 1d 43 60 c2 Oa 27 af cc fd 9f ae Ob .~z..C .. ......
032 f9 1b 65 c5 52 47 33 ab 8f 59 3d ab cd 62 b3 57 ..e.RG..Y=..b. W
048 16 39 d6 24 e6 51 52 ab 8f 53 Oc 35 9f 08 61 d8 .9.%5. QR .S.5..a.

064 07 ca 0d bf 50 0d 6a 61 56 a3 8e 08 8a 22 b6 5e ....P.jav...."."
080 52 bc 51 4d 16 cc f8 06 81 8c €9 la b7 79 37 36 R QM ........ y76
096 5a f9 Ob bf 74 a3 5b e6 b4 Ob 8e ed f2 78 5e 42 Z. ..t.[...... x"B
112 87 4d . M

5. The Pol y1305 Al gorithm

Pol y1305 is a one-tine authenticator designed by D. J. Bernstein.
Pol y1305 takes a 32-byte one-tine key and a nessage and produces a
16-byte tag. This tag is used to authenticate the nessage.

The original article ([Polyl1305]) is titled "The Pol y1305- AES
message- aut hentication code", and the MAC function there requires a
128-bit AES key, a 128-bit "additional key", and a 128-bit (non-
secret) nonce. AES is used there for encrypting the nonce, so as to
get a unique (and secret) 128-bit string, but as the paper states,
"There is nothing special about AES here. One can replace AES with
an arbitrary keyed function froman arbitrary set of nonces to
16-byte strings."

Regardl ess of how the key is generated, the key is partitioned into
two parts, called "r" and "s". The pair (r,s) should be uni que, and
MUST be unpredictable for each invocation (that is why it was
originally obtained by encrypting a nonce), while "r" MAY be
constant, but needs to be nodified as foll ows before being used: ("r"
is treated as a 16-octet little-endi an nunber):

o r[3], r[7], r[11], and r[15] are required to have their top four
bits clear (be smaller than 16)

o r[4], r[8], and r[12] are required to have their bottomtwo bits
clear (be divisible by 4)
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The foll owi ng sanple code clanps "r" to be appropriate:
/*

Adapt ed from pol y1305aes_test _cl anp.c versi on 20050207
D. J. Bernstein

Publ i c domai n.

*/
#i ncl ude "pol y1305aes_test. h"
voi d pol y1305aes_t est cl anp(unsi gned char r[16])

r[3] &= 15;
r[7] &= 15;
r[11] &= 15;
r[ 15] &= 15;
r[4] &= 252;
r[8] &= 252;
r[12] &= 252;
}

The "s" should be unpredictable, but it is perfectly acceptable to
generate both "r" and "s" uniquely each tinme. Because each of them
is 128 bits, pseudorandomy generating them (see Section 2.6) is also
accept abl e.

The inputs to Pol y1305 are:

0 A 256-bit one-tine key

0 An arbitrary |length nmessage

The output is a 128-bit tag.

First, the "r" value should be clanped.

Next, set the constant prine "P' be 27130-5:
fffffffffffffffffffffffffffffffb. Al so set a variable "accunul ator"”

to zero.

Next, divide the nessage into 16-byte blocks. The |ast one night be
shorter:

0 Read the block as a littl e-endi an nunber.
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0 Add one bit beyond the nunber of octets. For a 16-byte bl ock,
this is equivalent to adding 272128 to the nunber. For the shorter
bl ock, it can be 27120, 27112, or any power of two that is evenly
divisible by 8, all the way down to 2"8.

o If the block is not 17 bytes long (the last block), pad it with
zeros. This is nmeaningless if you are treating the bl ocks as
number s.

0 Add this nunber to the accunul at or
o Miltiply by "r".

0 Set the accumulator to the result modulo p. To summarize: Acc =
((Acc+bl ock) *r) % p.

Finally, the value of the secret key "s" is added to the accunul ator,

and the 128 least significant bits are serialized in little-endian

order to formthe tag.

2.5.1. The Poly1305 Al gorithms in Pseudocode

clamp(r): r &= OxOffffffcOffffffcOffffffcOfffffff
pol y1305 mac(nsg, key):
r = (le_bytes_to_num(key[O..15])
clamp(r)
s = | e_nunm(key[ 16. . 31])
accurmul ator = 0
p = (1<<130)-5
for i=1 upto ceil (nmsg length in bytes / 16)
n =1le bytes to numnsg[((i-1)*16)..(i*16)] | [0x01])
a +=n
a=(r *a %p
end
a +=s
return numto 16 | e bytes(a)
end

2.5.2. Polyl305 Exanpl e and Test Vector

For our exanmple, we will dispense with generating the one-tine key
usi ng AES, and assune that we got the follow ng keying materi al

0 Key Material: 85:d6:be: 78:57:55: 6d: 33: 7f: 44: 52: fe: 42: d5: 06: a8: 01: 0
3:80: 8a:fb:0d: b2: fd: 4a: bf: f6: af : 41: 49: f5: 1b

0 s as an octet string:
01: 03: 80:8a:fbh:0d: b2: fd: 4a: bf: f6: af : 41: 49: f5: 1b

Nir & Langl ey I nf or mat i onal [ Page 15]



RFC 7539 ChaCha20 & Pol y1305 May 2015

0 s as a 128-bit nunber: 1bf54941aff 6bf4af db20df b8a800301

o r before clamping: 85:d6:be: 78:57: 55: 6d: 33: 7f: 44:52: fe: 42: d5: 06: a8
0 Canped r as a nunber: 806d5400e52447c036d555408bed685

For our nessage, we’'ll use a short text:

Message to be Aut henti cat ed:

000 43 72 79 70 74 6f 67 72 61 70 68 69 63 20 46 6f Cryptographic Fo
016 72 75 6d 20 52 65 73 65 61 72 63 68 20 47 72 6f rum Research Go
032 75 70 up

Si nce Pol y1305 works in 16-byte chunks, the 34-byte nmessage divides
into three blocks. In the follow ng cal culation, "Acc" denotes the
accunul ator and "Bl ock" the current bl ock

Bl ock #1

Acc = 00
Bl ock = 6f4620636968706172676f 7470797243
Bl ock with 0x01 byte = 016f4620636968706172676f 7470797243
Acc + bl ock = 016f4620636968706172676f 7470797243
(Acc+Block) * r =
b83f €991¢ca66800489155dcd69e8426ba2779453994ac90ed284034da565ecf
Acc = ((Acc+Block)*r) % P = 2c88c77849d64ae9147ddeb88e69c83f c

Bl ock #2

Acc = 2¢88c77849d64ae9147ddeb88e69¢c83f ¢

Bl ock = 6f 7247206863726165736552206d7572

Bl ock with 0x01 byte = 016f7247206863726165736552206d7572

Acc + bl ock = 437f ebea505¢820f 2ad5150db0709f 96e

(Acc+Block) * r =
21dcc992d0c659ba4036f 65bb7f 88562ae59b32¢c2b3b8f 7ef c8b00f 78e548a26

Acc = ((Acc+Bl ock)*r) % P = 2d8adaf 23b0337f a7cccf b4ea344b30de

Last Bl ock

Acc = 2d8adaf 23b0337f a7cccf b4ea344b30de
Bl ock = 7075
Bl ock with 0x01 byte = 017075
Acc + block = 2d8adaf 23b0337f a7cccf bd4ea344cals3
(Acc + Block) * r =
16d8e08a0f 3f elde4df e4al5486aca7a270a29f 1e6¢c849221e4a6798b8e45321f
((Acc + Block) * r) %P = 28d31b7caff946¢c77¢c8844335369d03a7
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Adding s, we get this nunber, and serialize if to get the tag:
Acc + s = 2a927010caf 8b2bc2c6365130c11d06a8
Tag: a8:06: 1d: cl: 30: 51: 36: c6: c2: 2b: 8b: af : Oc: 01: 27: a9

2.6. Cenerating the Polyl1305 Key Usi ng ChaCha20

As said in Section 2.5, it is acceptable to generate the one-tine
Pol y1305 pseudorandomy. This section defines such a nethod.

To generate such a key pair (r,s), we will use the ChaCha20 bl ock
function described in Section 2.3. This assunes that we have a
256-bit session key for the Message Authenticati on Code (MAC)
function, such as SK ai and SK ar in Internet Key Exchange Protoco
version 2 (1 KEv2) ([RFC7296]), the integrity key in the Encapsul ating
Security Payload (ESP) and Aut hentication Header (AH), or the
client_wite MAC key and server wite MAC key in TLS. Any docunent
that specifies the use of Polyl305 as a MAC al gorithm for sone
protocol nust specify that 256 bits are allocated for the integrity
key. Note that in the AEAD construction defined in Section 2.8, the
same key is used for encryption and key generation, so the use of

SK a* or * wite MAC key is only for stand-al one Pol y1305

The nmethod is to call the block function with the foll ow ng
par anet er s

0 The 256-bit session integrity key is used as the ChaCha20 key.
0 The block counter is set to zero.

o0 The protocol will specify a 96-bit or 64-bit nonce. This MIST be
uni que per invocation with the sane key, so it MJST NOT be
random y generated. A counter is a good way to inplenent this,
but other nethods, such as a Linear Feedback Shift Register (LFSR)
are al so acceptable. ChaCha20 as specified here requires a 96-bit
nonce. So if the provided nonce is only 64-bit, then the first 32
bits of the nonce will be set to a constant nunber. This wll
usual ly be zero, but for protocols with nmultiple senders it may be
different for each sender, but should be the same for al
i nvocations of the function with the sane key by a particul ar
sender.

After running the block function, we have a 512-bit state. W take
the first 256 bits or the serialized state, and use those as the one-
time Polyl305 key: the first 128 bits are clanped and form"r", while
the next 128 bits becone "s". The other 256 bits are di scarded.
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Note that while many protocols have provisions for a nonce for
encryption algorithns (often called Initialization Vectors, or 1Vs),
they usually don’t have such a provision for the MAC function. In
that case, the per-invocation nonce will have to come from sonewhere
el se, such as a nmessage counter

2.6.1. Polyl305 Key Generation in Pseudocode

pol y1305_key_gen(key, nonce):
counter = 0
bl ock = chacha20_bl ock(key, count er, nonce)
return bl ock[O..31]
end

2.6.2. Polyl305 Key Generation Test Vector
For this exanple, we'll set:

Key:
000 80 81 82 83 84 85 86 87 88 89 8a 8b 8c 8d 8e 8f ................
016 90 91 92 93 94 95 96 97 98 99 9a 9b 9c 9d 9e Of ... ... ... . ... ..

Nonce:
000 00 OO0 00 00 OO0 01 02 03 04 05 06 O7 L . ...

The ChaCha state setup with key, nonce, and bl ock counter zero:
61707865 3320646e 79622d32 6b206574
83828180 87868584 8b8a8988 8f8e8d8c
93929190 97969594 9b9a9998 9f 9e9d9c
00000000 00000000 03020100 07060504

The ChaCha state after 20 rounds:
8ba0d58a c¢c815f90 27405081 7194b24a
37b633a8 a50df de3 e2b8db08 46a6d1lfd
7da03782 9183a233 148ad271 b46773d1
3ccl875a 8607defl ca5c3086 7085eb87

Qut put bytes:
000 8a d5 a0 8b 90 5f 81 cc 81 50 40 27 4a b2 94 71 ..... ...P@J..q
016 a8 33 b6 37 e3 fd 0d a5 08 db b8 e2 fd d1 a6 46 .3.7........... F
And that output is also the 32-byte one-tine key used for Pol y1305.
2.7. A Pseudorandom Function for Crypto Suites based on ChaCha/ Pol y1305
Some protocols, such as | KEv2 ([ RFC7296]), require a Pseudorandom

Function (PRF), nostly for key derivation. In the IKEv2 definition,
a PRF is a function that accepts a variable-length key and a
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variabl e-length input, and returns a fixed-length output. Mbst
commonl y, Hashed MAC (HMAC) constructions are used for this purpose,
and often the same function is used for both nessage authentication
and PRF.

Pol y1305 is not a suitable choice for a PRF. Polyl305 prohibits
usi ng the sane key twi ce, whereas the PRF in IKEv2 is used nultiple
times with the same key. Additionally, unlike HVAC, Poly1305 is

bi ased, so using it for key derivation would reduce the security of
the symmetric encryption

Chacha20 coul d be used as a key-derivation function, by generating an
arbitrarily I ong keystream However, that is not what protocols such
as |KEv2 require
For this reason, this docunent does not specify a PRF and recomends
that crypto suites use sone other PRF such as PRF_HMAC SHA2 256 (see
Section 2.1.2 of [RFC4868]).

2.8. AEAD Construction

AEAD CHACHA20 PCLY1305 is an authenticated encryption with additiona
data algorithm The inputs to AEAD CHACHA20 POLY1305 are:

0 A 256-bit key

0 A 96-bit nonce -- different for each invocation with the same key
0 An arbitrary length plaintext

o Arbitrary length additional authenticated data (AAD)

Sone protocol s may have uni que per-invocation inputs that are not 96
bits in length. For exanple, |Psec may specify a 64-bit nonce. In
such a case, it is up to the protocol docunent to define howto
transformthe protocol nonce into a 96-bit nonce, for exanple, by

concatenating a constant val ue.

The ChaCha20 and Pol y1305 primtives are conbined into an AEAD t hat
takes a 256-bit key and 96-bit nonce as foll ows:

o First, a Polyl305 one-tine key is generated fromthe 256-bit key
and nonce using the procedure described in Section 2.6.

0 Next, the ChaCha20 encryption function is called to encrypt the

pl ai ntext, using the sane key and nonce, and with the initial
counter set to 1.
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Finally, the Polyl305 function is called with the Pol yl1305 key
cal cul ated above, and a nmessage constructed as a concatenation of
the foll ow ng:

*  The AAD

* paddingl -- the padding is up to 15 zero bytes, and it brings
the total length so far to an integral multiple of 16. If the
I ength of the AAD was already an integral multiple of 16 bytes,
this field is zero-I|ength.

* The ciphertext

* padding2 -- the padding is up to 15 zero bytes, and it brings
the total length so far to an integral multiple of 16. If the
| ength of the ciphertext was already an integral nultiple of 16
bytes, this field is zero-Iength.

* The length of the additional data in octets (as a 64-bit
littl e-endian integer).

* The length of the ciphertext in octets (as a 64-bit little-
endi an i nteger).

The output fromthe AEAD is twofold:

(0]

(o]

A ciphertext of the same length as the plaintext.

A 128-bit tag, which is the output of the Pol y1305 function

Decryption is simlar with the followi ng differences:

(0]

The rol es of ciphertext and plaintext are reversed, so the
ChaCha20 encryption function is applied to the ciphertext,
produci ng the plaintext.

The Pol y1305 function is still run on the AAD and the ci phertext,
not the plaintext.

The calculated tag is bitwi se conpared to the received tag. The
message is authenticated if and only if the tags natch.

A few notes about this design

1.

The anmount of encrypted data possible in a single invocation is
2732-1 bl ocks of 64 bytes each, because of the size of the bl ock
counter field in the ChaCha20 bl ock function. This gives a tota
of 247,877,906, 880 bytes, or nearly 256 GB. This should be
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enough for traffic protocols such as | Psec and TLS, but may be
too small for file and/or disk encryption. For such uses, we can
return to the original design, reduce the nonce to 64 bits, and
use the integer at position 13 as the top 32 bits of a 64-bit

bl ock counter, increasing the total nessage size to over a
mllion petabytes (1,180,591, 620, 717, 411, 303, 360 bytes to be
exact) .

2. Despite the previous item the ciphertext length field in the
construction of the buffer on which Polyl1305 runs linmts the
ci phertext (and hence, the plaintext) size to 2"64 bytes, or
si xteen thousand petabytes (18, 446, 744,073, 709, 551, 616 bytes to
be exact).

The AEAD construction in this section is a novel conposition of
ChaCha20 and Pol y1305. A security analysis of this conposition is
given in [Procter].

Here is a list of the paraneters for this construction as defined in
Section 4 of RFC 5116:

o0 K LEN (key length) is 32 octets.

o P_MAX (maxi mum size of the plaintext) is 247,877,906, 880 bytes, or
nearly 256 CB

o]

A MAX (mexi mum size of the associated data) is set to 2"64-1
octets by the length field for associ ated dat a.

o NMN=NMX=12 octets.
o CMX =P MAX + tag length = 247,877,906, 896 octets.

Di stinct AAD inputs (as described in Section 3.3 of RFC 5116) shal

be concatenated into a single input to AEAD CHACHA20 POLY1305. It is
up to the application to create a structure in the AADinput if it is
needed.

2.8.1. Pseudocode for the AEAD Construction

padl6(x):
if (len(x) % 16)==
then return NULL
el se return copies(0, 16-(len(x)%6))
end
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chacha20_aead_encrypt (aad, key, iv, constant, plaintext):
nonce = constant | iv
otk = pol y1305_key_gen(key, nonce)
ci phertext = chacha20 encrypt (key, 1, nonce, plaintext)
mac_data = aad | padl6(aad)
mac_data | = ci phertext | padl6(ciphertext)
mac_data |= numto_4 | e_bytes(aad.| ength)
mac_data |= numto_4 | e_bytes(ciphertext.|ength)
tag = pol y1305_rmac(nac_data, otk)
return (ciphertext, tag)

2.8.2. Exanple and Test Vector for AEAD CHACHA20 POLY1305

For a test vector, we will use the following inputs to the
AEAD _CHACHA20_POLY1305 functi on:

Pl ai nt ext :

000 4c 61 64 69 65 73 20 61 6e 64 20 47 65 6e 74 6¢c Ladies and Gentl
016 65 6d 65 6e 20 6f 66 20 74 68 65 20 63 6¢ 61 73 enen of the clas
032 73 20 6f 66 20 27 39 39 3a 20 49 66 20 49 20 63 s of '99: If | c
048 6f 75 6¢c 64 20 6f 66 66 65 72 20 79 6f 75 20 6f ould offer you o
064 6e 6¢ 79 20 6f 6e 65 20 74 69 70 20 66 6f 72 20 nly one tip for
080 74 68 65 20 66 75 74 75 72 65 2c 20 73 75 6e 73 the future, suns
096 63 72 65 65 6e 20 77 6f 75 6¢ 64 20 62 65 20 69 creen would be i
112 74 2e t.

AAD:
000 50 51 52 53 c0 c1 c2 ¢c3 c4 c5 c6 c7 PORS. .......

Key:
000 80 81 82 83 84 85 86 87 88 89 8a 8b 8c 8d 8e 8f ................
016 90 91 92 93 94 95 96 97 98 99 9a 9b 9c 9d 9e Of ... ... ... ... ..

| V:
000 40 41 42 43 44 45 46 47 @\BCDEFG

32-bit fixed-comon part:
000 07 00 00 00

Setup for generating Polyl305 one-tine key (sender id=7):
61707865 3320646e 79622d32 6b206574
83828180 87868584 8b8a8988 8f 8e8d8c
93929190 97969594 9b9a9998 9f 9e9d9c
00000000 00000007 43424140 47464544
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After generating Polyl305 one-tine key:
af 47b42d 557ab609
ebd97510 7875932a
e49c17d1
8b7d4b4b 3927f67d

252bac7b
73d6el0a
decc7ea?
8c94b7bc

Pol y1305 Key:
000 7b ac
016 Oa el

Pol y1305 r
Pol y1305 s

2b
deé

b44ddbad

25 2d b4 47 af 09 b6
73 10 75 d9 eb 2a 93

8455e
ff53d
d8430

9a4
53e
bc9

1669a432

7a 55 a4 e9 55 84
75 78 3e d5 53 ff

455e9a4057ab6080f 47b42c052bac7b
ff53d53e7875932aebd9751073d6e10a

keystream byt es:

of :
cl:
4e:
75:
fc:
8e:
5c:
15:

7b:
cO:
9e:
04:
b1:
db:
86:
38

e9: 5d

88:
ch:
b2:
c4:
41:
bb:

3f:
38:
6e:
5f:
c4:
95:

Ci phertext:

000
016
032
048
064
080
096
112

AEAD

000
016
032
048
064
080
096
112
128
144

d3
a4
3d
la
92
fa
3f

61

50
d3
a4
3d
la
92
fa
3f

61
Oc

la
ad
be
71
dd
b3
f4
16

51
la
ad
be
71
dd
b3
fa
16
00

8d
ed
a4
de
bd
24
de

52
8d
ed
a4
de
bd
24
de
00
00

1 01:

09:
ac:
be:
42:
9c:
e0:

34
51
5e
Oa
7f

e4
fo

53
34
51
5e
Oa
7f

e4
fo
00
00

f d:
01:
8e:
69:
19:
a3:
6b:

64
29
8c
9e
2d
fa
8e

cO
64
29
8c
9e
2d
fa
8e
00
00

Note the four zero

128
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40:
6e:
5e:
6d:
ee:
01:
0d:

8e
6e
a9
06
77
d6
4b

Construction for

cl
8e
6e
a9
06
77
d6
4b
00
00

by

ba:
de:
2b:
Af
ac:
el:
f2:

60
08
67
Ob
8b
75
7a

15:
dd:
b8:

1 60:

ec:
27:
90:

db
fe
12
29
8c
94
ad

ez2:
8a:
da:
a4:
6a:
e0:
la:

7b
a9
82
05
98
55
e5

Pol y1305:

c2
60
08
67
Ob
8b
75
7a
00
00

tes

c3
db
fe
12
29
8c
94
ad
00
00

in

c4
7b
a9
82
05
98
55
eb5
00
72

l'i ne 000

8f :
do:
b2:
85:
de:
ac:
b6:

86
e2
fa
d6
03
85
76

c5
86
e2
fa
dé
03
85
76
00
00

f b: 36:
87: 55:
of: fa:
cf:11:
c3: 4e:
ab: 3b:
45: e4.

af bc
b5 a7
fb 69
a5 b6
ae e3
80 8b
d2 65

c6 c7
af bc
b5 a7
fb 69
ab5 b6
ae e3
80 8b
d2 65
00 00
00 00

81:
82:
db:
b8:
66:
44:
ab:

53
36
da
Te
28
48
86

00
53
36
da
Te
28
48
86
00
00

I nf or mat i onal

Oa:
03:
52:
1b:
69:
b9:
e6:

ef

ee
92
cd
09
31
ce

00
ef

ee
92
cd
09
31
ce
00
00

ae:
ab:
e8:

78:
cf:
22:

7e
62
72
3b
1b
d7
c6

00
7e
62
72
3b
1b
d7
c6
00
00

c2
dé
8b
36
58
bc
4b

00
c2
d6
8b
36
58
bc
4b
00
00

and the 14 zero

May 2015

{.+% .G ..zU. . U
...S.U..*, ux>. S,

4d. . {...S ~

Qn...... 6.b
=."M.0. i..r.
Q... ) ~.;6
e WL (..X

PQRS. ...........
coo4d UL LS~
Qn...... 6.b
=."M.0. i..r.
Q... ) ~.;6
e WL (..X

bytes in line
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Tag:
la: el: Ob: 59: 4f : 09: e2: 6a: 7e: 90: 2e: cb: dO: 60: 06: 91

3. Inplenentation Advice

Each bl ock of ChaCha20 involves 16 nove operations and one increnent
operation for |loading the state, 80 each of XOR, addition and Rol
operations for the rounds, 16 nore add operations and 16 XOR
operations for protecting the plaintext. Section 2.3 describes the
ChaCha bl ock function as "adding the original input words". This
inplies that before starting the rounds on the ChaCha state, we copy
it aside, only to add it in later. This is correct, but we can save
a few operations if we instead copy the state and do the work on the
copy. This way, for the next block you don’'t need to recreate the
state, but only to increnent the block counter. This saves

approxi mately 5.5% of the cycles.

It is not recoormended to use a generic big nunber library such as the
one in QpenSSL for the arithmetic operations in Polyl305. Such
libraries use dynamc allocation to be able to handl e an integer of
any size, but that flexibility comes at the expense of perfornmance as
wel | as side-channel security. Mre efficient inplenentations that
run in constant time are available, one of themin D. J. Bernstein’s
own library, NaCl ([NaCl]). A constant-time but not optinmal approach
woul d be to naively inplement the arithmetic operations for 288-bit

i ntegers, because even a naive inplenentation will not exceed 27288
in the nultiplication of (acc+block) and r. An efficient constant-
time inplenmentation can be found in the public domain library

pol y1305- donna ([ Pol y1305_Donna]).

4. Security Considerations
The ChaCha20 ci pher is designed to provide 256-bit security.

The Pol y1305 authenticator is designed to ensure that forged nessages
are rejected with a probability of 1-(n/(27102)) for a 16n-byte
message, even after sending 2764 |legitimate nessages, so it is

SUF- CMA (strong unforgeability agai nst chosen-nessage attacks) in the
term nol ogy of [AF].

Proving the security of either of these is beyond the scope of this
docunent. Such proofs are available in the referenced acadenic
papers ([ ChaCha], [Poly1305], [LatinDances], [LatinbDances2], and

[ Zhenqi ng2012]).

The nost inportant security consideration in inplenmenting this

docunent is the uni queness of the nonce used in ChaCha20. Counters
and LFSRs are both acceptabl e ways of generating uni que nonces, as is
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encrypting a counter using a 64-bit cipher such as DES. Note that it
is not acceptable to use a truncation of a counter encrypted with a
128-bit or 256-bit cipher, because such a truncation may repeat after
a short tinme.

Consequences of repeating a nonce: |If a nonce is repeated, then both

the one-time Polyl305 key and the keystream are identical between the
messages. This reveals the XOR of the plaintexts, because the XOR of
the plaintexts is equal to the XOR of the ciphertexts.

The Pol y1305 key MUST be unpredictable to an attacker. Randomy
generating the key would fulfill this requirement, except that

Pol y1305 is often used in conmuni cations protocols, so the receiver
shoul d know t he key. Pseudorandom nunber generati on such as by
encrypting a counter is acceptable. Using ChaCha with a secret key
and a nonce is al so acceptabl e.

The al gorithns presented here were designed to be easy to inplenent
in constant tinme to avoid side-channel vulnerabilities. The
operations used in ChaCha20 are all additions, XORs, and fixed
rotations. Al of these can and should be inplenented in constant
time. Access to offsets into the ChaCha state and the nunber of
operations do not depend on any property of the key, elimnating the
chance of information about the key |eaking through the tining of
cache mi sses.

For Pol y1305, the operations are addition, multiplication. and

nmodul us, all on nunbers with greater than 128 bits. This can be done
in constant time, but a naive inplenentation (such as using sone
generic big nunber library) will not be constant time. For exanple,
if the nultiplication is performed as a separate operation fromthe
modul us, the result will sonetinmes be under 27256 and soneti nmes be
above 27256. Inmplenenters should be careful about timng side-
channel s for Pol y1l305 by using the appropriate inplenentation of

t hese operations.

Validating the authenticity of a nmessage involves a bitw se
comparison of the calculated tag with the received tag. |In nost use
cases, nonces and AAD contents are not "used up" until a valid
message is received. This allows an attacker to send nultiple

i dentical nessages with different tags until one passes the tag
conparison. This is hard if the attacker has to try all 27128
possi bl e tags one by one. However, if the timng of the tag

compari son operation reveals how |l ong a prefix of the cal cul ated and
received tags is identical, the nunber of messages can be reduced
significantly. For this reason, with online protocols,

Nir & Langl ey I nf or mat i onal [ Page 25]



RFC 7539 ChaCha20 & Pol y1305 May 2015

i mpl ement ati on MUST use a constant-tinme conparison function rather
than relying on optimzed but insecure library functions such as the
C I anguage’ s mencnp() .

5. | ANA Consi derations

I ANA has assigned an entry in the "Authenticated Encryption with
Associ ated Data (AEAD) Paraneters" registry with 29 as the Nuneric
I D, "AEAD CHACHA20 PCLY1305" as the nane, and this docunent as

ref erence.
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Appendi x A, Additional Test Vectors

The subsections of this appendix contain nore test vectors for the
algorithms in the sub-sections of Section 2

A.1. The ChaCha20 Bl ock Functions

Test Vector #1:

Key:
000 00 00 00 OO OO0 OO OO 00 00 OO OO0 00 OO0 OO OO0 OO0 ...t
016 00 00 00 OO OO OO OO OO0 OO OO OO0 00 OO0 OO0 OO0 OO0 ...........o....

Nonce:
000 00 00 00 00 OO0 00 OO OO0 OO OO0 OO OO L .

Bl ock Counter = 0

ChaCha state at the end
ade0Ob876 903df 1a0 e56a5d40 28bd8653
b819d2bd 1l1laed8da0 ccef36a8 ¢70d778b
7c5941da 8d485751 3fe02477 374ad8b8
f 4b8436a 1call815 69b687c3 8665eeb?2

Keystream

000 76 b8 e0 ad a0 f1 3d 90 40 5d 6a e5 53 86 bd 28 v..... = @).S. . (
016 bd d2 19 b8 a0 8d ed 1la a8 36 ef cc 80 77 0d ¢c7 ......... 6...W..
032 da 41 59 7c 51 57 48 8d 77 24 e0 3f b8 d8 4a 37 .AY| QH ws. ?..J7
048 6a 43 b8 f4 15 18 al 1c ¢3 87 b6 69 b2 ee 65 86 jC......... i..e.
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Test

Key:
000
016

Vect or #2:

00 00 00 00 00 00 00
00 00 00 00 00 00 00

Nonce:

000

00 00 00 00 00 00 00

Bl ock Counter =1

ChaCha state at the end

bee7079f
a0290f cb
7621b729
281f ed31

7a385155
6965e348
434ee69c
45f bOab1

Keystream

000
016
032
048

Key:
000
016

9f 07 e7 be
cb Of 29 a0
29 b7 21 76
31 ed 1f 28

55
48
9c
51

51
e3
eb
Oa

38
65
4e
fb

Vect or #3:

00 00 00 OO
00 00 00 OO

00
00

00
00

00
00

Nonce:

000

00 00 00 00 00 00 00

Bl ock Counter =1

ChaCha state at the end

2452eb3a 9249f 8ec
e8252083 60818b01
bb00ca8e da3ba7b4
4436274e 2561b3c8
Keystream
000 3a eb 52 24 ec f8 49
016 83 20 25 e8 01 8b 81
032 8e ca 00 bb b4 a7 3b
048 4e 27 36 44 c8 b3 61

Nir & Langl ey

ChaCha20 & Pol y1305

00 00 00 00 00 00 0O 00 OO
00 00 00 00 00 00 0O 00 00

00 00 00 00 00

7c97ba98
3e53c612
b03371d5
1f Oaelac

ba
c6
71
el

7a
69
43
45

98
12
d5
ac

00
00

00
00

00
00

00 00 00

8d829d9b
f 38422b8
c4b592d1
ebdd4aab

92 9b 9d
60 b8 22
da dl1 92
25 a6 4a

I nf or mat i onal

0d082d73
ed7aee32
d539d874
6f 4d794b

97
53
33
Oa

00
00

00

ddd4cebl
5aaa49c9
f df 2732f
a0136¢00

7c
3e
b0
1f

00
00

00

73
32
74
4b

00
00

2d
ee
ds
79

00
00

82 8d bl ce
84 f3 c9 49
b5 c4 2f 73
dd eb 00 6¢C

08
7a
39
4d

00
00

d4
aa
f2
13

May 2015
od ...UBz. .. |s-.
ed ..).Hei..S2. z.
d5 ).!v..NC. g3.t.09.
6f 1..(Q.E ...KyM
00 ...... ... ...
01 ...... . ... ...
dd RE
5a %..."."...1.Z
fd ...... P /s..
a0 N6D..a%J...1|..
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Test Vector #4:

Key:

000. 00 ff 00 00 00 00 00
016 00 00 00 00 00 00 00

Nonce:

000 00 00 00 00 00 00 00

Bl ock Counter = 2

ChaCha state at the end

f b4dd572
a78deas8f
a25ab213
546ca624

Keystream

000 72 d5 4d fb
016 8f ea 8d a7 39
032 13 b2 5a a2 6¢
048 24 a6 6¢ 54 d5

fl

Vect or #5:

Key:
000 00 00 00 00
016 00 00 00 00

00
00

Nonce:
000 00 00 00 00 00

Bl ock Counter =0

2e
90
b4
45

00
00

00

4bc42ef 1
5269039
48a6b46¢c
1bec45d5

c4
26
ab
ec

00
00

00

ChaCha state at the end

ChaCha20 & Pol y1305

00 00 00 00 00 00 0O 00 OO
00 00 00 00 00 00 0O 00 00

00 00 00 00 00

df 922636
albebbcl
1b9d9bcb
87f47473

4b
5e
48
1b

00
00

00

36
cl
cb
73

00
00

00

26
bb
9b
74

00
00

00

b904e24a
5b76ab72
1b748ea8
398al19f a

37 4a e2

96 72 ab

374dc6c2 3736d58c

88228bla 96a4df b3

0e0e978a f3145c95

99c28f 5f 628314e8
Keystream
000 c2 c6 4d 37 8c d5 36
016 1la 8b 22 88 b3 df a4
032 8a 97 Oe Oe 95 5¢c 14 f3 a8 8e
048 5f 8f c2 99 e8 14 83

Nir & Langl ey

62 fa 19

327f 1394
caf 09aae
092c5beb
96f 0992e

92
be
a9d
fa

00
00

00

cd3f 93ef
c727eeb4
f 786¢c297
6ded1b53

df
al
1b
87

00
00

02

94
ae
eb
2e

00
00

13
9a

99

00
00

04 b9 ef 93
76 5b 54 ee
74 1b 97 c2
8a 39 53 1b

I nf or mat i onal

7f
fo
2C
fo

00
00

May 2015
32 r.M...KB& .... 2
ca L9.&N L
09 Z.l..H.... [,.
96 $.IT.E .st......
00 ... .
00 ... ... ...
cd M. .67J..... ?.
c7 o r.v[T.’
f7 ..... LA A
6d _...... b...9S..m
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A 2.

Test Vector #1:

Key:

000 00 00 00
016 00 00 00

Nonce:
000 00 00 00

Initial

Bl ock

Pl ai nt ext:

000
016
032
048

G phertext:

000
016
032
048

Key:
000

00
00
00
00

76
bd
da
6a

00
00
00
00

b8
d2
41
43

00
00
00
00

el
19
59
b8

ChaCha20 Encryption

00 00 00 00
00 00 00 00

00 00 00 OO

Counter =0

00
00
00
00

ad
b8
7c
fa

Vect or #2:

00 00 00
016 00 00 00

Nonce:
000 00 00 00

Initial

Bl ock

Pl ai nt ext:

000
016
032
048
064
080
096
112
128

Nir & Langl ey

41
6f

64
69
63
20
20
6f

74

6e
20
65
62
61
70
49
72
61

79
74
64
75
74
61
6e
20
74

00

00
00
00
00

a0
a0
51
15

00
00

00

00 00
00 00
00 00
00 00

f1 3d
8d ed
57 48
18 al

00 00
00 00

00 00

Counter =1

20
68
20
74
69
72
74
52
65

73
65
62
6f

6f

74
65
46
6d

75 62
20 49
79 20
72 20
6e 20
20 of
72 6e
43 20
65 6e

ChaCha20 & Pol y1305

00
00

00

00
00

00

90
la
8d
1c

00

00

6d
45
74
66
61
66
65
61
74

00
00

00

00
00

00

40
a8
77
c3

00

00

69
54
68

73
20
74
6e
20

I nf or mat i onal

00
00

00

00
00

00
5d
36

24
87

00

00

73
46
65

20
61
2d

6d

00
00

00

00
00

00

6a
ef

e0
b6

00

00

73
20
20
20
61
6e
44
20
61

00
00

00

00
00

00

eb
cc
3f

69

00

02

69
69
43
70
6¢C
20
72
61
64

00
00

00
00

00

53
8b
b8
b2

00

6f
6e
6f
75
6¢C
49
61
6e
65

00
00

00
00

00

86
77
ds
ee

00

6e
74
6e

20
45
66

20

00
00

00
00

00

bd
od
4a
65

00

20
65
74
6¢C
6f

54
74
20
77

00
00

00
00

00

28
c7
37
86

00

74
6e
72
69
72
46
20

69

May 2015
V... .. = @j.S. . (
......... 6...W..
LAY QMH we. ?. . J7
JC i..e

Any subm ssion t
o the IETF inten
ded by the Contr
i butor for publi
cation as all or
part of an | ETF
I nternet-Draft

or RFC and any s
tatement nmade wi
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144 74 68 69 6e 20 74 68 65 20 63 6f 6e 74 65 78 74 thin the context
160 20 6f 66 20 61 6e 20 49 45 54 46 20 61 63 74 69 of an | ETF acti
176 76 69 74 79 20 69 73 20 63 6f 6e 73 69 64 65 72 vity is consider
192 65 64 20 61 6e 20 22 49 45 54 46 20 43 6f 6e 74 ed an "I ETF Cont
208 72 69 62 75 74 69 6f 6e 22 2e 20 53 75 63 68 20 ribution". Such

224 73 74 61 74 65 6d 65 6e 74 73 20 69 6e 63 6¢c 75 statenments inclu
240 64 65 20 6f 72 61 6¢c 20 73 74 61 74 65 6d 65 6e de oral statenen
256 74 73 20 69 6e 20 49 45 54 46 20 73 65 73 73 69 ts in | ETF sess

272 6f 6e 73 2¢c 20 61 73 20 77 65 6¢ 6C 20 61 73 20 ons, as well as

288 77 72 69 74 74 65 6e 20 61 6e 64 20 65 6¢c 65 63 witten and el ec
304 74 72 6f 6e 69 63 20 63 6f 6d 6d 75 6e 69 63 61 tronic communica
320 74 69 6f 6e 73 20 6d 61 64 65 20 61 74 20 61 6e tions made at an
336 79 20 74 69 6d 65 20 6f 72 20 70 6¢c 61 63 65 2c y tinme or place,
352 20 77 68 69 63 68 20 61 72 65 20 61 64 64 72 65 whi ch are addre

368 73 73 65 64 20 74 6f ssed to
Ci phertext:
000 a3 fb fO 7d f3 fa 2f de 4f 37 6¢c a2 3e 82 73 70 ..}.. .07 .>. sp

016 41 60 5d Of 4f 4f 57 bd 8c ff 2c 1d 4b 79 55 ec A'].COW..,.KyU.
032 2a 97 94 8b d3 72 29 15 ¢8 f3 d3 37 f7 d3 70 05 *....r)....7..p.

048 0Oe 9e 96 d6 47 b7 c3 9f 56 e0 31 ca 5e h6 25 0d ....G..V.1."%
064 40 42 e0 27 85 ec ec fa 4b 4b b5 e8 ea d0 44 0e @B.'....KK ...D
080 20 b6 e8 db 09 d8 81 a7 c6 13 2f 42 0e 52 79 50 ......... / B. RyP

096 42 bd fa 77 73 d8 a9 05 14 47 b3 29 1c el 41 1c B..ws....G)..A
112 68 04 65 55 2a a6 c4 05 b7 76 4d 5e 87 be a8 5a h.eU....vM'...Z

128 dO Of 84 49 ed 8f 72 dO d6 62 ab 05 26 91 ca 66 ...l..r..b..& .f
144 42 4b c8 6d 2d f8 Oe a4 1f 43 ab f9 37 d3 25 9d BKm....C.7.%
160 c4 b2 dO df b4 8a 6¢c 91 39 dd d7 f7 69 66 e9 28 ...... [.9...if.(
176 e6 35 55 3b a7 6¢c 5¢ 87 9d 7b 35 d4 9e b2 e6 2b .5U;.I\..{5....+
192 08 71 cd ac 63 89 39 e2 5e 8a 1le 0Oe f9 d5 28 Of .qg..c.9.M..... (.
208 a8 ca 32 8b 35 1c 3c 76 59 89 cb cf 3d aa 8b 6¢c ..2.5.<vY...=..

224 cc 3a af 9f 39 79 c9 2b 37 20 fc 88 dc 95 ed 84 .:..9y.+7 ......
240 al be 05 9c 64 99 b9 fd a2 36 e7 €8 18 b0 4b Ob ....d....6....K
256 ¢3 9c le 87 6b 19 3b fe 55 69 75 3f 88 12 8¢ c0 ....k.;.Uu?. ..

272 8a aa 9b 63 dl1 al 6f 80 ef 25 54 d7 18 9c 41 1f ...c..o0..%...A
288 58 69 ca 52 ¢5 b8 3f a3 6f f2 16 b9 ¢1 d3 00 62 Xi.R .?.0...... b
304 be bc fd 2d ¢5 bc e0 91 19 34 fd a7 9a 86 f6 e6 ...-..... 4......
320 98 ce d7 59 c3 ff 9b 64 77 33 8f 3d a4 f9 ¢d 85 ...Y...dw3.=...

336 14 ea 99 82 cc af b3 41 b2 38 4d d9 02 f3 d1 ab ....... A 8M....

352 7a c6 1d d2 9c 6f 21 ba 5b 86 2f 37 30 e3 7c fd z....ol.[./70.].
368 c4 fd 80 6¢c 22 f2 21 R
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Test Vector #3:

Key:
000 1c 92 40 a5 eb 55 d3 8a f3 33 88 86 04 f6 b5 f0 .. @.U...
016 47 39 17 cl1 40 2b 80 09 9d ca 5¢c bc 20 70 75 cO0 &D..@....\. pu.

Nonce:
000 00 00 00 00 OO0 00 OO 00 OO0 00 OO0 02 ..

Initial Block Counter = 42

Pl ai nt ext:

000 27 54 77 61 73 20 62 72 69 6¢c 6C 69 67 2c 20 61 ’'Twas brillig, a
016 6e 64 20 74 68 65 20 73 6¢c 69 74 68 79 20 74 6f nd the slithy to
032 76 65 73 Oa 44 69 64 20 67 79 72 65 20 61 6e 64 ves.Di d gyre and
048 20 67 69 6d 62 6¢ 65 20 69 6e 20 74 68 65 20 77 ginble in the w
064 61 62 65 3a 0a 41 6¢ 6¢ 20 6d 69 6d 73 79 20 77 abe:. Al mnmy w
080 65 72 65 20 74 68 65 20 62 6f 72 6f 67 6f 76 65 ere the borogove
096 73 2c Oa 41 6e 64 20 74 68 65 20 6d 6f 6d 65 20 s,.And the none

112 72 61 74 68 73 20 6f 75 74 67 72 61 62 65 2e rat hs out grabe.
Ci phertext:

000 62 e6 34 7f 95 ed 87 a4 5f fa e7 42 6f 27 al df b.4..... _..Bo.
016 5f b6 91 10 04 4c 0d 73 11 8e ff a9 5b 01 e5 c¢f _....L.s....[...
032 16 6d 3d f2 d7 21 ca f9 b2 1le 5f bl 4c 61 68 71 .me..!...._.Llahqg
048 fd 84 c5 4f 9d 65 b2 83 19 6¢c 7f e4 f6 05 53 eb ...Qe...1....S
064 f3 9c 64 02 c4 22 34 e3 2a 35 6b 3e 76 43 12 a6 ..d.."4.*5k>vC. .
080 1la 55 32 05 57 16 ea d6 96 25 68 f8 7d 3f 3f 77 .U2.W...%.}??w
096 04 c6 a8 dl bc dl bf 4d 50 d6 15 4b 6d a7 31 bl ....... MP. . Km 1.
112 87 b5 8d fd 72 8a fa 36 75 7a 79 7a cl1 88 dl ....r..6uzyz...

A. 3. Polyl1305 Message Authentication Code

Notice how, in test vector #2, r is equal to zero. The part of the
Pol y1305 al gorithm where the accunmulator is nultiplied by r neans
that with r equal zero, the tag will be equal to s regardl ess of the
content of the text. Fortunately, all the proposed mnethods of
generating r are such that getting this particular weak key is very
unli kel y.
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Test Vector #1:

One-tinme Pol y1305 Key:

000
016

Text
000
016
032
048

Tag:
000

00
00

to
00
00
00
00

00

00 00 00 00 00
00 00 00 00 00

MAC:

00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00

00 00 00 00 00

Nir & Langl ey

00
00

00

00

00

00

ChaCha20 & Pol y1305

00
00

00

00

00

00

00
00

00

00

00

00

I nf or mat i onal

00
00

00

00

00

00

00
00

00

00

00

00

00
00

00

00

00

00

00
00

00

00

00

00

00
00

00

00

00

00

00
00

00

00

00

00

00
00

00

00

00

00
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Test Vector #2:

One-tinme Pol y1305 Key:
000 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ................
016 36 e5 f6 b5 c5 e0 60 70 fO ef ca 96 22 7a 86 3e 6..... ‘p...."z.>

Text to MAC

000 41 6e 79 20 73 75 62 6d 69 73 73 69 6f 6e 20 74 Any subm ssion t
016 6f 20 74 68 65 20 49 45 54 46 20 69 6e 74 65 6e o0 the |ETF inten
032 64 65 64 20 62 79 20 74 68 65 20 43 6f 6e 74 72 ded by the Contr
048 69 62 75 74 6f 72 20 66 6f 72 20 70 75 62 6¢ 69 ibutor for publ
064 63 61 74 69 6f 6e 20 61 73 20 61 6¢ 6¢C¢ 20 6f 72 cation as all or
080 20 70 61 72 74 20 6f 66 20 61 6e 20 49 45 54 46 part of an | ETF
096 20 49 6e 74 65 72 6e 65 74 2d 44 72 61 66 74 20 Internet-Draft
112 6f 72 20 52 46 43 20 61 6e 64 20 61 6e 79 20 73 or RFC and any s
128 74 61 74 65 6d 65 6e 74 20 6d 61 64 65 20 77 69 tatenent nade w
144 74 68 69 6e 20 74 68 65 20 63 6f 6e 74 65 78 74 thin the context
160 20 6f 66 20 61 6e 20 49 45 54 46 20 61 63 74 69 of an | ETF acti
176 76 69 74 79 20 69 73 20 63 6f 6e 73 69 64 65 72 vity is consider
192 65 64 20 61 6e 20 22 49 45 54 46 20 43 6f 6e 74 ed an "I ETF Cont
208 72 69 62 75 74 69 6f 6e 22 2e 20 53 75 63 68 20 ribution". Such
224 73 74 61 74 65 6d 65 6e 74 73 20 69 6e 63 6¢c 75 statenments inclu
240 64 65 20 6f 72 61 6¢c 20 73 74 61 74 65 6d 65 6e de oral statenen
256 74 73 20 69 6e 20 49 45 54 46 20 73 65 73 73 69 ts in | ETF sess
272 6f 6e 73 2c 20 61 73 20 77 65 6¢ 6C 20 61 73 20 ons, as well as
288 77 72 69 74 74 65 6e 20 61 6e 64 20 65 6¢c 65 63 witten and el ec
304 74 72 6f 6e 69 63 20 63 6f 6d 6d 75 6e 69 63 61 tronic communica
320 74 69 6f 6e 73 20 6d 61 64 65 20 61 74 20 61 6e tions made at an
336 79 20 74 69 6d 65 20 6f 72 20 70 6¢c 61 63 65 2c y tine or place,
352 20 77 68 69 63 68 20 61 72 65 20 61 64 64 72 65 whi ch are addre

368 73 73 65 64 20 74 6f ssed to
Tag:
000 36 e5 f6 b5 c5 e0 60 70 fO ef ca 96 22 7a 86 3e 6..... ‘p...."z.>
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Test Vector #3:

One-tinme Pol y1305 Key:
000 36 e5 f6 b5 c5 e0 60 70 fO ef ca 96 22 7a 86 3e 6..... ‘p...."z.>
016 00 00 00 00 00 OO 00 00 OO0 00 OO0 00 00 OO0 00 OO ................

Text to MAC

000 41 6e 79 20 73 75 62 6d 69 73 73 69 6f 6e 20 74 Any subm ssion t
016 6f 20 74 68 65 20 49 45 54 46 20 69 6e 74 65 6e o0 the |ETF inten
032 64 65 64 20 62 79 20 74 68 65 20 43 6f 6e 74 72 ded by the Contr
048 69 62 75 74 6f 72 20 66 6f 72 20 70 75 62 6¢ 69 ibutor for publ
064 63 61 74 69 6f 6e 20 61 73 20 61 6¢ 6¢C¢ 20 6f 72 cation as all or
080 20 70 61 72 74 20 6f 66 20 61 6e 20 49 45 54 46 part of an | ETF
096 20 49 6e 74 65 72 6e 65 74 2d 44 72 61 66 74 20 Internet-Draft
112 6f 72 20 52 46 43 20 61 6e 64 20 61 6e 79 20 73 or RFC and any s
128 74 61 74 65 6d 65 6e 74 20 6d 61 64 65 20 77 69 tatenent nade w
144 74 68 69 6e 20 74 68 65 20 63 6f 6e 74 65 78 74 thin the context
160 20 6f 66 20 61 6e 20 49 45 54 46 20 61 63 74 69 of an | ETF acti
176 76 69 74 79 20 69 73 20 63 6f 6e 73 69 64 65 72 vity is consider
192 65 64 20 61 6e 20 22 49 45 54 46 20 43 6f 6e 74 ed an "I ETF Cont
208 72 69 62 75 74 69 6f 6e 22 2e 20 53 75 63 68 20 ribution". Such
224 73 74 61 74 65 6d 65 6e 74 73 20 69 6e 63 6¢c 75 statenments inclu
240 64 65 20 6f 72 61 6¢c 20 73 74 61 74 65 6d 65 6e de oral statenen
256 74 73 20 69 6e 20 49 45 54 46 20 73 65 73 73 69 ts in | ETF sess
272 6f 6e 73 2c 20 61 73 20 77 65 6¢ 6C 20 61 73 20 ons, as well as
288 77 72 69 74 74 65 6e 20 61 6e 64 20 65 6¢c 65 63 witten and el ec
304 74 72 6f 6e 69 63 20 63 6f 6d 6d 75 6e 69 63 61 tronic communica
320 74 69 6f 6e 73 20 6d 61 64 65 20 61 74 20 61 6e tions made at an
336 79 20 74 69 6d 65 20 6f 72 20 70 6¢c 61 63 65 2c y tine or place,
352 20 77 68 69 63 68 20 61 72 65 20 61 64 64 72 65 whi ch are addre

368 73 73 65 64 20 74 6f ssed to
Tag:
000 f3 47 7e 7c d9 54 17 af 89 a6 b8 79 4c¢ 31 0Oc fO .G-|.T..... yL1.
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Test Vector #4:

One-tinme Pol y1305 Key:
92 40 a5 eb 55
39 17 cl1 40 2b

000
016

Text
000
016
032
048
064
080
096
112

Tag:
000

1c
47

to
27
6e
76
20
61
65
73
72

45

MAC:

54
64
65
67
62
72
2c
61

41

77
20
73
69
65
65
Oa
74

66

Test Vector

61
74
Oa
6d
3a
20
41
68

9a

#5:

handl e t he case

reduced?

R

02 00 00 00
S

00 00 00 00
dat a:

FF FF FF FF
t ag:

03 00 00 00

Test Vector

R

02 00 00 00
S

FF FF FF FF
dat a:

02 00 00 00
t ag:

03 00 00 00

Nir & Langl ey

00

00

FF

00

#6:

00

FF

00

00

73
68
44
62
Oa
74
6e
73

Te

20
65
69
6¢C
41
68
64
20

aa

d3
80

62
20
64
65
6¢C
65
20
6f

ee

ChaCha20 & Pol y1305

8a
09

72
73
20
20
6¢C
20
74
75

61

f3
od

69
6C
67
69
20
62
68
74

e7

33
ca

6C
69
79
6e
6d
6f

65
67

08

88
5c

6C
74
72
20
69
72
20
72

dc

86
bc

69
68
65
74
6d
6f

6d
61

7c

04
20

67
79
20
68
73
67
6f

62

bc

f6
70

2c
20
61
65
79
6f

6d
65

c5

b5
75

20
74
6e
20
20
76
65
2e

eb

fo
cO

61
6f

64
77
77
65
20

62

May 2015

"Twas brillig, a
nd the slithy to
ves.Did gyre and
ginble in the w
abe: . All mimsy w
ere the borogove
S, . And the none
rat hs out grabe.

EAf.~..a...|...b

If on
wher e

00 00
00 00
FF FF
00 00

What

00 00
FF FF
00 00
00 00

e uses 130-bit partial reduction, does the code
partially reduced final result is not fully

00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
FF FF FF FF FF FF FF FF FF
00 00 00 00 00 00 00 00 00

happens if addition of s overflows nodul o 271287

00 00 00 00 00 00 00 00 00
FF FF FF FF FF FF FF FF FF
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
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Test Vector #7: \What happens if data linb is all ones and there is
carry fromlower |inb?

R

01 00 00 00 OO 00 OO OO0 OO OO0 OO0 OO0 00 00O 00 00
S
00 00 00 00 00O 00 OO 00 OO0 00O 00 00 00 00 00 00
dat a:

FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FO FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
11 00 00 00 00 OO 00 OO0 OO0 00 OO 00 OO 00 00 00
t ag:

05 00 00 00 OO0 00 OO OO0 OO0 OO0 OO0 OO 00 00 00 00

Test Vector #8: What happens if final result from polynom al part is
exactly 27130-5?

R

01 00 00 00 00 00 OO OO0 OO OO OO OO OO OO 00 00
S
00 00 00 00 00 00 OO 00O OO OO OO OO OO 00O 00 0O
dat a:

FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FB FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE
01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01
t ag:

00 00 00 00 00 00 OO 00O OO OO OO OO 00O 00 00 0O

Test Vector #9: What happens if final result frompolynonmial part is
exactly 27130-67?

gé 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
gb 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
ggtgh FF FF FF FF FF FF FF FF FF FF FF FF FF FF
nghF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
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Test Vector #10: \Wat happens if 5*H+L-type reducti on produces
131-bit internediate result?

R

01 00 00 00 OO 00 OO 00 04 00 00 00 00 00 00 0O
S
00 00 00 00 00O 00 OO 00 OO0 00O 00 00 00 00 00 00
dat a:

E3 35 94 D7 50 5E 43 B9 00 00 00 00 00 00 00 00
33 94 D7 50 5E 43 79 CD 01 00 00 00 00 00 00 0O
00 00 00 00 OO 00 OO OO0 OO OO0 OO0 00 00 00O 00 00
01 00 00 00 OO 00 OO 00 OO 00 OO0 OO0 00 00 00 00
t ag:

14 00 00 00 00 OO0 00 00 55 00 00 00 OO 00 00 00

Test Vector #11: What happens if 5*H+L-type reduction produces
131-bit final result?

R

01 00 00 00 00 00 00O 00O 04 00 00O 00O 00 00 00 0O
S
00 00 00 00 00 00 OO OO OO OO OO OO OO 00O 00O 0O
dat a:

E3 35 94 D7 50 5E 43 B9 00 00 00 00 00 00 00 0O
33 94 D7 50 5E 43 79 CD 01 00 00 00 00 00 00 0O
00 00 00 00 00 00 00 00O OO OO OO OO OO 00 00 00
t ag:

13 00 00 00 00 OO0 OO0 OO OO0 OO0 OO OO OO 00 00 00

A 4. Polyl305 Key Generation Using ChaCha20

Test Vector #1:

The key:
000 00 00 00 00 00 OO0 00 00 OO0 00 OO0 00 OO0 OO0 00 OO ................
016 00 00 00 00 00 OO 00 OO 00 00 OO0 00 00 OO0 00 OO ................

The nonce:
000 00 00 00 00O OO0 OO OO OO OO OO OO OO ..

Pol y1305 one-tine key:

000 76 b8 e0 ad a0 f1 3d 90 40 5d 6a e5 53 86 bd 28 v..... = @j.S. . (
016 bd d2 19 b8 a0 8d ed 1la a8 36 ef cc 8b 77 0d ¢c7 ......... 6...wW.
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Test Vector #2:

The key:
000 00 00 00 00 00 00 00 OO OO0 00 OO 00 OO OO0 00 OO ................
016 00 00 00 00 00 OO0 00 00 00 00 OO0 00 00 OO0 00 01 ................

The nonce:
000 00 00 00 00O OO0 OO0 OO0 OO0 OO0 OO0 OO0 02 ..

Pol y1305 one-tinme key:
000 ec fa 25 4f 84 5f 64 74 73 d3 cb 14 0d a9 e8 76 ..%0 _dts...... v
016 06 cb 33 06 6¢c 44 7b 87 bc 26 66 dd e3 fb b7 39 ..3.ID[..& ....9

Test Vector #3:

The key:
000 1c 92 40 a5 eb 55 d3 8a f3 33 88 86 04 f6 b5f0 .. @.U..
016 47 39 17 cl1 40 2b 80 09 9d ca 5¢c bc 20 70 75 c0 &P..@....\. pu.

The nonce:
000 00 00 00 00 00 OO0 00 OO0 OO0 00 OO0 02 ...

Pol y1305 one-tine key:

000 96 5e 3b c6 f9 ec 7e d9 56 08 08 f4 d2 29 f9 4b .7, ...~ V....).

016 13 7f f2 75 ca 9b 3f cb dd 59 de aa d2 33 10 ae ...u..?2..Y...3.
A. 5. ChaCha20-Pol y1305 AEAD Decryption

Bel ow we see decrypting a nessage. W receive a ciphertext, a nonce,
and a tag. W know the key. We will check the tag and then

(assumng that it validates) decrypt the ciphertext. 1In this
particular protocol, we'll assune that there is no paddi ng of the
pl ai nt ext.
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The key:
000 1c 92
016 47 39

Ci phertext:
000 64 a0
016 b5e 80
032 4c 6¢
048 bd b7
064 33 2f
080 14 ad
096 97 97
112 36 06
128 b9 16
144 90 40
160 af 45
176 0d 07
192 O0b b2
208 ce bhb
224 49 e6
240 30 5b
256 a6 ad

The nonce:
000 00 00

The AAD:
000 f3 33

40
17

86
5c
fc
b7
83
17
a0
90
6¢C
c5
34
2b
31
4e
17
ea
5c

00

88

Recei ved Tag:

000 ee ad

Nir & Langl ey

od

ab
cl

15
fd
18
3c
Oe
6e
6e
7b
76
a4
d7
04

46
do
ba
b4

00

86

67

eb
40

75
34
75
32
71
00
fa
6a

04
f8
b3
6d
1d

2e
02

01

00

89

55
2b

86
5c
5d
1b
Ob

fo
7c
80
33
3f

56
fa
ae
36
da
2b

02

00

Oc

d3
80

la
f3
43
01
97
33
ef

02
4d
22
al
4e
76
5a
10
04
02

03

00

bb

ChaCha20 & Pol y1305

8a
09

f4
89
ee
00
ce
bd
61
b0

5e
15
ea
10
94

df
70

04

00

22

f3
9d

60

a0
d4
98
60
cl
fo
ab
e2
5b
1b

73
fa
99
9b

05

00

39

I nf or mat i onal

33
ca

fo
08
9e
fo
c8

86
f6
9b
82
00
42
55
a6
68
7b

06

00

23

88
5c

62
67
e9
3b
a8

32
15
52
al
47
22
eb
72
fo
71

07

4e

36

86
bc

08

91

fe

04 f6
20 70

9b eb
c7 6¢C
38 2d
35 58
bd Ob
ff 37
2b 35
53 ¢8
cd e7
a0 6¢
8c bc
f5 48

27 09

77 98
6c 6f

al 85

b5
75

43
8c
26
94
94
c8
06
67
a4
52
54
27
43
7a
71
2c

1f

fo
cO

bd
b2
b0
cf
81

38
e4
e9
3e
6a
la
4e
10
30
29

38
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First,

@@ ChaCha state with key setup

61707865 3320646e
8ad355eb 868833f3
c1173947 09802b40 bchcca9d
00000000 00000000 04030201

ab540921c

ChaCha20 & Pol y1305

79622d32

@@ ChaCha state after 20 rounds
89dee45c

a94af Obd
508f 4726
11ble514
e8a4a850

@@ out byt es:
bd: f 0: 4a: a9: 5¢

26: 47: 8f:50:c0

aObaccOf

d9dcbbd6 4c2de33a

b64bb195
63f 554c0 1lea2c0db
828a6015

6b206574
f Ob5f 604
c0757020
08070605

af ec8f al
aa721526
d7825481
f8ccd912

we cal cul ate the one-tinme Pol y1305 key

:e4:de: 89:95: bl: 4b: b6: al: 8f: ec: af :

:54:1f5:63:db: c0: a2: 1e: 26: 15: 72: aa

Pol y1305 one-tine key:
000 bd fO 4a a9 5c e4 de 89
016 26 47 8f 50 c0 54 f5 63

Next ,

Pol y1305 | nput:

000
016
032
048
064
080
096
112
128
144
160
176
192
208
224
240
256
272
288

f3 33 88
64 a0 86
5e 80 5c¢
4c 6¢C fcC
bd b7 b7
33 2f 83
14 ad 17
97 97 a0
36 06 90
b9 16 6¢C
90 40 c5
af 45 34
0d 07 2b
Ob b2 31
ce bb 4e
49 e6 17
30 5b ea
a6 ad 5c
Oc 00 00

Nir & Langl ey

86
15
fd
18
3c
Oe
6e
6e
7b
76
a4
d7
04
60
46
do
ba
b4
00

00
75
34
75
32
71
00
fa
6a
7b
04
f8
b3
53
6d
1d
2e
02
00

00
86
5c
5d
1b
Ob
8d
fo
7c
80
33
3f

56
fa
ae
36
da
2b
00

00
la
f3
43
01
97
33
ef

02
4d
22
al
4e
76
5a
10
04
02
00

we construct the AEAD

00
fa
89
ee
00
ce
bd
61
b0
46
5e
15
ea
99
10
94
df

70
00

95 bl 4b b6 al
db cO0 a2 le 26

buf fer

00
60
f1l
a0
d4
98
60
cl
fo
ab
e2
5b
1b
19
73
fa
99
9b
09

00
fo
08
9e
fo
c8
fo
86
foé
9b
82
00
42
55
ab
68
7b
00
01

4e 91 00
62 c7 9b
67 Oa c7
e9 4e 38
3b 7f 35
a8 4a bd

32 4e 2b
15 7b 53
52 16 cd

47 71 8c
22 73 15
eb d6 31

fo ff 77
71 4d 6¢C
00 00 00
00 00 00

I nf or mat i onal

8f
15

00
eb
6C
2d
58
Ob

35
c8
e’
6¢C
bc
48
59

98
6f

00
00

ec
72

00
43
8c
26
94
94
c8
06
67
a4

54
27
43
7a
71
2c
00
00

aa

00
bd
b2
b0
cf

81
55
38
e4
e9
3e
6a
la
4e

30
29
00
00
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We cal cul ate the Polyl1305 tag and find that it natches

Cal cul at ed Tag:
000 ee ad 9d 67 89 Oc bb 22 39 23 36 fe al 85 1f 38 ...Q..."9#6....8

Finally, we decrypt the ciphertext

Pl ai nt ext : :

000 49 6e 74 65 72 6e 65 74 2d 44 72 61 66 74 73 20 Internet-Drafts

016 61 72 65 20 64 72 61 66 74 20 64 6f 63 75 6d 65 are draft docune
032 6e 74 73 20 76 61 6¢c 69 64 20 66 6f 72 20 61 20 nts valid for a

048 6d 61 78 69 6d 75 6d 20 6f 66 20 73 69 78 20 6d maxi num of six m
064 6f 6e 74 68 73 20 61 6e 64 20 6d 61 79 20 62 65 onths and may be
080 20 75 70 64 61 74 65 64 2c 20 72 65 70 6¢ 61 63 updat ed, replac
096 65 64 2c 20 6f 72 20 6f 62 73 6f 6¢C 65 74 65 64 ed, or obsoleted
112 20 62 79 20 6f 74 68 65 72 20 64 6f 63 75 6d 65 by ot her docune
128 6e 74 73 20 61 74 20 61 6e 79 20 74 69 6d 65 2e nts at any tine.
144 20 49 74 20 69 73 20 69 6e 61 70 70 72 6f 70 72 It is inappropr
160 69 61 74 65 20 74 6f 20 75 73 65 20 49 6e 74 65 iate to use Inte
176 72 6e 65 74 2d 44 72 61 66 74 73 20 61 73 20 72 rnet-Drafts as r
192 65 66 65 72 65 6e 63 65 20 6d 61 74 65 72 69 61 eference nateria
208 6¢ 20 6f 72 20 74 6f 20 63 69 74 65 20 74 68 65 | or to cite the
224 6d 20 6f 74 68 65 72 20 74 68 61 6e 20 61 73 20 mother than as

240 2f e2 80 9c 77 6f 72 6b 20 69 6e 20 70 72 6f 67 /...work in prog
256 72 65 73 73 2e 2f e2 80 9d ress./...

Appendi x B. Performance Measurenents of ChaCha20

The foll owi ng neasurenents were nade by Adam Langl ey for a bl og post
publ i shed on February 27th, 2014. The original blog post was
available at the tine of this witing at

<https://wwv i nmperial vi ol et.org/2014/02/27/tl ssymetriccrypto. htm >.

oo e e e e e e i oo oo oo S o e e e e oo +
| Chip | AES-128-GCM | ChaCha20- Pol y1305

. . R +
| OVAP 4460 | 24.1 MB/s | 75.3 MB/s |
| Snapdragon S4 Pro | 41.5 MB/s | 130.9 MB/s |
| Sandy Bridge Xeon (AES-N) | 900 MB/s | 500 MB/s |
oo e e e e e e i oo oo oo S o e e e e oo +

Table 1. Speed Conpari son
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