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Abst r act

AS112 provides a nechanismfor handling reverse | ookups on |IP
addresses that are not unique (e.g., RFC 1918 addresses). This
docunent describes nodifications to the depl oynent and use of AS112
infrastructure that will allow zones to be added and dropped nuch
nore easily, using DNAME resource records.

Thi s approach nakes it possible for any DNS zone administrator to
sink traffic relating to parts of the gl obal DNS nanmespace under
their control to the AS112 infrastructure wi thout coordination with
the operators of AS112 infrastructure.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publi shed for informational purposes.

This docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Not all docunents
approved by the I ESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc7535
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Copyri ght Notice

Copyright (c) 2015 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1.

I nt roducti on

Many sites connected to the Internet make use of |Pv4 addresses that
are not globally unique. Exanples are the addresses designated in
[ RFC1918] for private use within individual sites.

Devi ces in such environnents may occasionally originate Domai n Nane
System (DNS) queries (so-called "reverse | ookups") corresponding to
those private-use addresses. Since the addresses concerned have only
| ocal significance, it is good practice for site admnistrators to
ensure that such queries are answered locally. However, it is not
uncommon for such queries to follow the normal delegation path in the
public DNS instead of being answered within the site.

It is not possible for public DNS servers to give useful answers to
such queries. In addition, due to the wi de depl oynent of private-use
addresses and the continuing growh of the Internet, the volune of
such queries is large and growing. The AS112 project ains to provide
a distributed sink for such queries in order to reduce the | oad on
the I N-ADDR. ARPA aut horitative servers. The AS112 project is named
after the Autononmous System Nunber (ASN) that was assigned to it.

Prior to inplenentation of this technique, the AS112 project did not
accommpdat e the addition and removal of DNS zones el egantly. Since
addi tional zones of definitively local significance are known to
exist, this presents a problem This docunment describes

nmodi fications to the depl oynment and use of AS112 infrastructure that
will allow zones to be added and dropped nmuch nore easily.

The AS112 project is described in detail in [RFC7534].

The AS112 nanmeservers (PRI SONER | ANA. ORG BLACKHOLE- 1.1 ANA. ORG, and
BLACKHOLE- 2. | ANA. ORG are required to answer authoritatively for each
and every zone that is delegated to them |If a zone is delegated to
AS112 naneservers wi thout those naneservers being configured ahead of
time to answer authoritatively for that zone, there is a detrinmental
impact on clients following referrals for queries within that zone.
This misconfiguration is colloquially known as a "l anme del egati on"

AS112 naneserver operators are only |oosely coordi nated, and hence
addi ng support for a new zone (or, correspondingly, renmpbving support
for a zone that is no | onger delegated to the AS112 naneservers) is
difficult to acconplish with accuracy. Testing AS112 naneservers
renotely to see whether they are configured to answer authoritatively
for a particular zone is simlarly challenging, since AS112 nodes are
di stributed using anycast [RFC4786].
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Thi s docunent defines a nore flexible approach for sinking queries on
AS112 infrastructure that can be depl oyed al ongsi de unnodifi ed,

exi sting AS112 nodes. |Instead of del egating additional zones
directly to AS112 nameservers, DNAME [ RFC6672] redirection is used.
Thi s approach has the advantage that query traffic for arbitrary
parts of the nanespace can be directed to AS112 servers without those
servers having to be reconfigured every tine a zone is added or
renoved.

Thi s approach nakes it possible for any DNS zone adninistrator to
sink traffic relating to parts of the global DNS namespace under
their control to the AS112 infrastructure without coordination with
the operators of AS112 infrastructure.

2. Design Overview

A new zone, EMPTY.AS112. ARPA, is delegated to a single naneserver
BLACKHOLE. AS112. ARPA (I Pv4 address 192.31.196.1, |Pv6 address
2001: 4:112::1).

The 1 Pv4 address 192.31.196.1 has been selected fromthe prefix
assigned by the I ANA such that the address is coverable by a single

I Pv4 /24 prefix, and that no other address covered by that prefix is
in use. The |IPv6 address 2001:4:112::1 has been simlarly assigned
such that no other address within a covering /48 is in use. This
addr essi ng pl an accommodat es the anycast distribution of the
BLACKHOLE. AS112. ARPA service using a single IPv4 service prefix and a
single 1 Pv6 service prefix. See [RFC4786] for nore di scussion of
anycast service distribution; see Section 8 for the specific actions
conpl eted by | ANA per this docunent.

Sone or all of the existing AS112 nodes shoul d be extended to support
these new nameserver addresses and to host the EMPTY. AS112. ARPA zone.
See [ RFC7534] for revised guidance to AS112 server operators.

Each part of the DNS nanespace for which it is desirable to sink
queries at AS112 naneservers should be redirected to the

EMPTY. AS112. ARPA zone usi ng DNAME [ RFC6672]. See Section 3.2 for
gui dance to zone adm ni strators.
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3. AS112 Qperations
3.1. Extensions to Support DNAME Redirection

Gui dance to operators of AS112 nodes is extended to include
configuration of the 192.31.196.1 and 2001: 4:112::1 addresses, and
t he correspondi ng announcenent of covering routes for those
addresses, and to host the EMPTY. AS112. ARPA zone.

| Pv4-only AS112 nodes should only configure the 192.31.196.1
naneserver address; |Pv6-only AS112 nodes should only configure the
2001: 4: 112::1 naneserver address.

It is only necessary for a single AS112 server operator to inplenent
these extensions for this nechanismto function as intended. It is
beneficial if many nore than one AS112 server operator nakes these
changes, however, since that provides for greater distribution and
capacity for the naneservers serving the EMPTY. AS112. ARPA zone. |t
is not necessary for all AS112 server operators to nmake these changes
for the nechanismto be viable.

Detailed instructions for the inplenentation of these extensions are
included in [ RFC7534].

3.2. Redirection of Query Traffic to AS112 Servers

Once the EMPTY. AS112. ARPA zone has been depl oyed using the
naneservers described in Section 3.1, redirections may be installed
in the DNS namespace for queries that are intended to be answered by
the AS112 infrastructure.

For exanple, reverse queries corresponding to TEST-NET-1
(192.0.2.0/24) [RFC5737] could be redirected to AS112 naneservers by
installing a DNAME resource record in the 192.1 N- ADDR. ARPA zone, as
illustrated in Figure 1.

$ORI G N 192. | N- ADDR. ARPA.

2.0 I'N DNAVE ~ EMPTY. AS112. ARPA.

Figure 1
There is no practical limt to the nunber of redirections that can be

configured in this fashion. Redirection of a particular part of the
nanespace to EMPTY. AS112. ARPA can be renpoved at any tine, under the
control of the adnministrators of the corresponding part of the DNS
nanespace. No changes to depl oyed AS112 nodes incorporating the
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ext ensi ons described in this docunment are required to support
additional redirections. A list of possible candidates for AS112
redirection can be found in Section 5

DNAME resource records deployed for this purpose can be signed with
DNSSEC [ RFC4033], providing a secure neans of authenticating the
I egitimacy of each redirection

4. Continuity of AS112 Operations

Exi sting gui dance to AS112 server operators to accept and respond to
queries directed at the PRI SONER. | ANA. ORG, BLACKHOLE- 1. | ANA. ORG and
BLACKHOLE- 2. | ANA. ORG naneservers shoul d continue to be foll owed, and
no changes to the del egati on of existing zones hosted on AS112
servers should occur. These neasures are intended to provide
continuity of operations for zones currently delegated to AS112
servers and avoi d any accidental client inpact due to the changes
proposed in this docunent.

Once it has becone enpirically and quantitatively clear that the
EMPTY. AS112. ARPA zone is well hosted to the extent that it is thought
that the existing, unnodified AS112 servers host 10.| N ADDR ARPA, the
deci sion m ght be nade to replace the del egation of those [ RFC1918]
zones with DNAME redirection. Once inplenmented, the

PRI SONER. | ANA. ORG, BLACKHOLE- 1. | ANA. ORG, and BLACKHOLE- 2. | ANA. ORG
naneservers could be retired. This document gives no such direction
to the | ANA, however.

5. Candi date Zones for AS112 Redirection
Al'l zones listed in [RFC6303] are candidates for AS112 redirection.
Since no pre-provisioning is required on the part of AS112 operators
to facilitate sinking of any nanme in the DNS nanespace by AS112
infrastructure, this nmechani sm supports AS112 redirection by any zone
owner in the DNS
Thi s docunent is sinply concerned with provision of the AS112

redirection service and does not specify that any particul ar AS112
redirection be put in place.
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6

DNAME Depl oynent Consi derati ons

DNAME was specified years after the original inplenentations of

[ RFC1035], and hence universal deploynment cannot be expected.

[ RFC6672] specifies a fallback nechani smthat makes use of

synt hesi sed CNAME RRSets for this reason. The expectation that

desi gn choices in the DNAME specification ought to mitigate any |ack
of deploynent is reviewed bel ow Experinental validation of those
expectations is included in Appendi x A

It is a fundanental design requirenent of AS112 service that
responses be cached. W can safely decl are DNAME support on the
authoritative server to be a prerequisite for DNAME redirection, but
the cases where individual elements in resolver chains do not support
DNAME processi ng deserve cl oser exam nation

The expected behavi our when a DNAME response is supplied to a
resol ver that does not support DNAME is that the acconpanying,

synt hesi sed CNAME wi Il be accepted and cached. Re-query frequency
will be determned by the TTLs (Tine to Live) returned by the
DNAME-r espondi ng aut horitative servers.

Resol ution of the CNAMVE target is straightforward and functions
exactly as the AS112 project has operated since it was deployed. The
negative caching [ RFC2308] of the CNAME target follows the paraneters
defined in the target zone, EMPTY.AS112. ARPA. This has the side
effects that all redirected nanes ultimately | anding on an AS112 node
wi Il be negatively cached with the sane paraneters, but this |ack of
flexibility seenms non-controversial; the effect of reducing the
negative cache TTL woul d be increased query volune on the AS112 node
operator concerned, and hence controls seemwell aligned with

operati on.

Validating resolvers (i.e., those requesting and processi ng DNSSEC

[ RFC4033] netadata) are required to inplenent DNAME and hence shoul d
not make use of synthesised CNAME RRs. The lack of signature over a
recei ved CNAME RR shoul d hence not linit the ability to sign the
(DNAME) redirection point, and for those (DNAME) signatures to be
val i dat ed.

In the case where a recursive server inplenents DNAME but DNAME is
not inplemented in a stub resolver, CNAME synthesis will again
provi de a viabl e path.

DNAME support on AS112 nodes thensel ves is never required under this
proposal
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7. | AB Statement Regarding This . ARPA Request

Wth the publication of this docunent,
in the ARPA dormmi n.
| ANA del egate and provision "AS112. ARPA" as

the | AB does not take any
position about this specification

del egati on of
has requested that
specified in this specification
archi tectural

" AS112’

or technica

8. | ANA Consi der ations

8. 1.

Per this docunent,

Addr ess Assi gnnent

However ,

Under

in conformance with Section 4 of [RFC2860].

May 2015

the 1 AB approves of the
[ RFC3172],

the |1 AB

I ANA has assigned | Pv4 and | Pv6 nunber resources

The | ANA has assigned one | Pv4 /24 netblock and registered its use in

the "I ANA | Pv4 Speci al - Pur pose Address Registry”

f ol

Abl ey,

| ows:

et al.

Address Bl ock
Nane

RFC

Al | ocation Date
Termination Date
Sour ce

Desti nation

For war dabl e

d oba

192. 31. 196. 0/ 24
AS112-v4

RFC 7535
2014-12

N A

True

True

True

True

Fal se
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I ANA has assigned one | Pv6 /48 netbl ock and registered its use in the

"I ANA | Pv6 Speci al - Purpose Address Registry"”

Abl ey,

et al.

Addr ess Bl ock
Nanme

RFC

Al'l ocation Date
Termi nation Date
Sour ce

Desti nati on

For war dabl e

d oba

2001: 4: 112::/48
AS112-v6

RFC 7535
2014-12

N A

True

True

True

True

Fal se

I nf or mat i onal

[ RFC6890] as foll ows:
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8.2. Hosting of AS112. ARPA

The |1 ANA hosts and signs the zone AS112. ARPA usi ng naneservers and
DNSSEC si gning infrastructure of their choosing, as shown in
Figure 2. SOA RDATA nay be adjusted by the IANA to suit their
operational requirenents.

$ORI G N AS112. ARPA

$TTL 3600
@ I'N SOA BLACKHOLE. AS112. ARPA. NCC. DNS. | CANN. ORG. (
1 ; serial
10800 ; refresh
3600 ; retry
1209600 ; oexpire
3600 ) ; hegative cache TTL
NS A. | ANA- SERVERS. NET.
NS B. | ANA- SERVERS. NET.
NS C. | ANA- SERVERS. NET.
BLACKHOLE A 192.31.196.1
AAAA 2001: 4:112::1
HOSTNAME NS BLACKHOLE
EMPTY NS BLACKHOLE
Figure 2

8.3. Delegation of AS112. ARPA

The | ANA has arranged del egation fromthe ARPA zone according to
normal | ANA procedure for ARPA zone nanagenent, to the nameservers
used in carrying out the direction in Section 8.2. The whois contact
information for the new record is specified by the | AB under

[ RFC3172] .

9. Security Considerations

Thi s docunent presents no known additional security concerns to the
I nternet.

For security considerations relating to AS112 service in general, see
[ RFC7534] .
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Appendi x A, Assessing Support for DNAME in the Real Wrld

To nmeasure the extent to which the DNAME construct is supported in
the Internet, we have used an experinmental technique to test the DNS
resol vers used by end hosts and derive fromthe test a neasurenent of
DNAME support within the Internet.

A. 1. Methodol ogy

The test was conducted by loading a user’s browser with four URLs
to retrieve. The first three conprise the test setup, while the
final URL communicates the result to the experinent controller
The URLs are:

A http://a.<unique_string>. dnane. exanpl e. com 1x1. png?
a. <uni que_string>. dnane

B http://b.dname. exanpl e. com 1x1. png?
b. <uni que_stri ng>. dnane

C http://c.<unique_string>.target.exanple. net/1x1. png?
C. <uni que_string>.target

D http://results.recorder. exanple.net/1x1. png?
resul ts. <uni que_string>?za=<a_resul t>&b=<b_result>&zc=<c_result>

The A URL is designed to test the end user’s capability to resolve a
name that has never been seen before, so that the resolution of this
domain nane will reliably result in a query at the authoritative
naneserver. This is intended to test the use of donmain names where
there is a dynam c conponent that al so uses the DNAME construct.

The B URL is deliberately designed to be cached by caching resol vers
that are used in the process of resolving the domain nane.

The C URL is a control URL. This is a unique URL, simlar to A but
does not refer to a DNAME structure.

The D URL uses a static cacheabl e domai n nane.
The <uni que_string> value is common to the four URLs used in each

i ndi vidual instance of this test but varies fromtest to test. The
result is that each end user is presented with a unique string.
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The contents of the EXAMPLE. COM TARCET. EXAMPLE. NET, and
RECORDER. EXAMPLE. NET zones are shown in Figure 3.
$ORI G N EXAMPLE. COM

bNANE. IN DNAME TARGET. EXAMPLE. NET.

$ORI G N TARGET. EXAMPLE. NET.

B IN A 192.

0.2.0

* IN A 192.0.2.0

$ORI G N RECORDER EXAVPLE. NET.

RESULTS IN A 192.0.2.0
Figure 3

The first three URLs (A, B, and C) are |oaded as tasks into the
user’'s browser upon execution of the test’s script. The script
starts a tiner with each of these URLs to neasure the el apsed tinme to
fetch the URL. The script then waits for the three fetches to

compl ete, or 10 seconds, whichever occurs first. The script then

| oads the results of the three tiners into the GET argunents of the
D URL and perforns a fetch to pass these results back to the
experinent’s server

Logs on the web server reached at RESULTS. RECORDER. EXAMPLE. NET wi | |

include entries of the formshown in Figure 4. [If any of the URLs
fail to load within 10 seconds, the D URL will report the failure as
a "null" tinmer val ue.

GET /1x1. png?resul ts. <uni que_stri ng>?za=18228&8zb=16748&8zc=1582
GET /1x1. png?resul ts. <uni que_string>?za=nul | &b=nul | &c=161

Figure 4

The script has been encoded in Adobe Flash with a sinple inmage in the
formof an online advertisement. An online advertisenent network has
been used to distribute the script. The script is invoked when the
advertisenent is presented in the end user’s browser or application
and does not require the user to click on the supplied image in any
way. The advertisenent placenent paraneters were set to the broadest
possi bl e scope to sanple users fromacross the entire Internet.
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A.2. Results

The test was | oaded into an advertisenent distributed on 2013-10-10
and 2013-10-11.

o e e oo S Fom e e o - +
| | Count | Percentage |
Fom e e e e oo o B Fomm e oo - +
| Recorded Results: | 338,478 | |
I I I I
| A or B Loaded: | 331,896 | 98. 1% |
I I I I
| A Fail and B Fail: | 6, 492 | 1.9% |
I I I

| A Fail and B Load: | 4,249 | 1.3% |
I I I I
| A Load and B Fail: | 1,624 | 0.5% |
I I I

| C Fail | 9, 355 | 2.8% |
Fom e e e e oo o B Fomm e oo - +

Table 1

These results indicate that at nost 1.9% of tested clients use DNS
resolvers that fail to resolve a domain name that contains a DNAME
redirection. However, the failure rate of slightly | ower than 3% for
the control URL indicates that the failure rate for the DNAME
construct lies within the bounds of error within the experinental
franework. We conclude that there is no evidence of a consistent
failure on the part of deployed DNS resolvers to correctly resolve a
DNAME construct.

Thi s experinent was conducted by Geoff Huston and George M chael son.
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