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PREFACE

This is the first edition of this specification and should be treated as
a request for coments, advice, and suggestions. A great deal of prior
wor k has been done on conputer aided nessage systens and sone of this is
listed in the reference section. This specification was shaped by nany
di scusions with nenbers of the ARPA research comunity, and others
interested in the devel opnent of conputer aided nmessage systens. This
docunent was prepared as part of the ARPA sponsored | nternetwork
Concepts Research Project at 1SI, with the assistance of G eg Finn, Al an
Katz, Paul Mockapetris, and Mam e Chew.
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I NTERNET MESSAGE PROTOCOL

1. 1 NTRODUCTI ON

Thi s docunent describes an internetwork nessage system The systemis
designed to transnit messages between nessage processi ng nodul es
according to formats and procedures specified in this docunment. The
nmessage processing nodul es are processes in host conputers. Mssage
processing nodul es are located in different networks and together
constitute an internetwork nessage delivery system

Thi s docunent is intended to provide all the information necessary to
i npl ement a conpati bl e cooperating nodul e of this internetwork nmessage
system

1.1. Motivation

As conputer supported message processing activities grow on individua
host conputers and in networks of conputers, there is a natural desire
to provide for the interconnection and interworking of such systens.
Thi s specification describes the formats and procedures of a genera
pur pose i nternetwork nmessage system which can be used as a standard
for the interconnection of individual nmessage systenms, or as a nessage
systemin its own right.

We al so provide for the comuni cation of data itens beyond the scope
of contenporary nessage systems. Messages can include typed segnents
whi ch coul d represent draw ngs, or facsinile inmages, or digitized
speech. One can inmagi ne nessage stations equi pped with speakers and

m crophones (or tel ephone hand sets) where the body of a nessage or a
portion of it is recorded digitized speech. The output term nal could
i nclude a graphics display, and the nessage nmight present a draw ng on
the display, and verbally (via the speaker) describe certain features
of the drawing. This specification provides basic data el enents for
the transm ssion of structured binary data, as well as providing for
text transm ssion.

1.2. Scope

The I nternet Message Protocol is intended to be used for the
transm ssi on of nessages between networks. It may al so be used for
the | ocal message systemof a network or host. This specification was
devel oped in the context of the ARPA work on the interconnection of
networks, but it is anticipated that it has a nore general scope.
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The focus here is on the internal nmechanisnms to transnmt nessages,
rather than the external interface to users. It is assumed that a
nunber of user interface prograns will exist. These will be both new
progranms designed to work with system and ol d prograns designed to
work with earlier systens.

1.3. The Internetwork Environnent

The internetwork nessage environnent consists of processes which run
in hosts which are connected to networks which are interconnected by
gateways. Each individual network consists of many different hosts.
The networks are tied together through gateways. The gateways are
essentially hosts on two (or nore) networks and are not assuned to
have much storage capacity or to "know' which hosts are on the
networks to which they are attached [5].

1.4. QOperation

The nodel of operation is that this protocol is inplenented in a
process. Such a process is called a Message Processi ng Mbdul e or MPM
The MPMs exchange nessages by establishing full duplex comunication
and sending the messages in a fixed format described in this docunent.
The MPM may al so conmuni cate ot her information by neans of conmands
descri bed here.

A nmessage is forned by a user interacting with a User Interface
Programor U P. The user nmay utilize several commands to create
various fields of the message and nmay i nvoke an editor programto
correct or format some or all of the nmessage. Once the user is
satisfied with the nessages it is "sent" by placing it in a data
structure shared with the MPM

The MPM di scovers the unprocessed input data (either by a specific
request or by a general background search), examines it, and using
routing tables determ nes which outgoing |link to use. The destination
may be anot her user on this host, a user on another host in this
network, or a user in another network.

In the first case, another user on this host, the MPM pl aces the
message in a data structure shared with the destination user, where
that user’s UP wll look for incom ng nessages.

In the second case, the user on another host in this network, the MPM
transmts the nmessage to the MPM on that host. That MPMthen repeats
the routing decision, and discovering the destination is local toit,
pl aces the nmessages in the data structure shared with the destination
user.
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In the third case, the user on a host in another network, the MPM
transmts the nmessages to an MPMin that network if it knows how to
establish a connection directly to it, otherwise the MPMtransnmits the
message to an MPMthat is "closer” to the destination. An MPM m ght
not know of direct connections to MPMs in all other networks, but it
nmust be able to select a next MPMto handl e the nmessage for each
possi bl e destinati on networKk.

A MPM i ght know a way to establish direct connections to each of a
few MPMs i n other nearby networks, and send all other nmessages to a
particul ar big brother MPMthat has a wi der know edge of the internet
envi ronnent .

A individual network’s nessage systemmay be quite different fromthe
i nternet nmessage system In this case, intranet nessages wll be
delivered using the network’s own nmessage system |If a nessage is
addressed outside the network, it is given to a MPM whi ch then sends
it through the appropriate gateways via internet procedures and format
to (or toward) the MPMin the destination network. Eventually, the
message gets to a MPM on the network of the recipient of the nmessage
The nessage is then sent via the | ocal nmessage systemto that host.

When | ocal nessage protocols are used, special conversion prograns are
required to transformlocal nessages to internet format when they are
going out, and to transforminternet nessages to |ocal format when
they come into the local environment. Such transformations are
potentially information lossy. The internet nessage format attenpts
to provide features to capture all the information any | ocal nessage
system m ght use. However, a particular |ocal nessage systemis
unlikely to have features equivalent to all the possible features of
the internet nessage system Thus, in sone cases the transformation
of an internet nmessage to a | ocal nessage discard of sonme of the
information. For exanmple, if an internet nmessage carrying m xed text
and speech data in the body is to be delivered in a |ocal system which
only carries text, the speech data may be replaced by the text string

"There was sone speech here". Such discarding of information is to be
avoi ded when at all possible, and to be defered as | ong as possibl e,
still the possibility remains, that in some cases, it is the only

reasonabl e thing to do
1.5. Interfaces

The MPM calls on a reliable conmunication procedure to conmunicate
with other MPMs. This is a Transport Level protocol such as the TCP
[20]. The interface to such a procedure conventionally provides calls
to open and cl ose connections, send and receive data on a connection,
and sone neans to signal and be notified of special conditions (i.e.,
interrupts).

Post el [ Page 3]



March 1979
I nternet Message Protoco
I ntroduction

The MPM receives input and produces output through data structures
that are produced and consuned respectively by user interface (or
ot her) prograns.
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2. FUNCTI ONAL DESCRI PTI ON
2.1. Term nol ogy

The basic unit transferred between networks is called a nessage. A
message is made up of a transaction identifier (a nunber which
uniquely identifies the nessage), a command |ist (which contains the
necessary information for delivery), and the docunent list. The
docunent |ist consists of a header and a body, which contains the
actual data of the nessage

For a personal letter the docunment body corresponds to the contents
the a letter, the docunment header corresponds to the the address and
return address on the envel ope.

For an inter-office meno the docunent body corresponds to the text,
the docunent header corresponds to the header of the neno.

The commands correspond to the informati on used by the Post O fice or
the mail roomto route the letter or neno.

The nessages are routed by a process called the nessage processing
modul e or MPM  Messages are created and consuned by User Interface
Programs (U Ps) in conjunction with users.

Pl ease see the d ossary section for a nore conplete |ist of
term nol ogy.

2.2. Assunptions
The foll owi ng assunptions are nade about the internetwork environnent:

It is in general not known what format intranet addresses will assune.
Si nce no standard addressing schene would suit all networks, it is
safe to assunme there will be several and that they will change with
time. Thus, frequent software nodification throughout all internet
MPMs woul d be required if such MPMs were to know about the formats on
many networks. Therefore, each MPM which handl es i nternet nessages is
required to know only the mni mum necessary to deliver them

We require each MPMto know conpletely only the addressing format of
its own network. In addition, the MPM nust be able to select an
output link for each nessage addressed to anot her network or host.
Thi s does not preclude nore intelligent behavior on the part of a
given MPM but at least this minimumis necessary. Each network has a
uni que nanme and numnber.

Each MPM wi || have a unique internet address. This feature wll
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enabl e every MPMto place a unique "handling-stanp” on a nessage whi ch
passes through it en-route to delivery.

2.3. Ceneral Specification

There are several aspects to a distributed service to be specified.
First there is the service to be provided, that is, the
characteristics of the service as seen by its users. Second there is
the service it uses, that is, the characteristics it assunes to be
provi ded by some | ower |evel service. And, third there is the

prot ocol used between the nodul es of the distributed service.

User User
\ /
\ /
\ /
R e +-- Service
! \ / I Interface
| YO + Fommmaaaa +
! I Module ! <--Protocol-->1! Mdule ! !
[ - + SRR + |
I \ / I
| e e e e e e e e e e e e e - + |
! I Communi cation Service ! !
| oo e e e e e e e e e + |
| |
o m m e e e e e e e e e e e me— oo - +

Message Service
Fi gure 1.
The User/ Message Service Interface

The service the nmessage delivery systemprovides is to accept
messages conformng to a specified format and to attenpt to deliver
those nessages, and to report on the success or failure of the
delivery attenpt. This service is provided in the context of an

i nterconnected system of networks, and may involve relaying a
message through several intermediate MPMs utilizing different
communi cati on services.

The Message/ Comuni cation Service Interface
The nessage delivery systemcalls on a communication service to

transfer information fromone MPMto another. There may be
di fferent conmmuni cation services used between different pairs of
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MPMs, though all communication services nmust neet the follow ng
service characteristics.

It is assuned that the comuni cation service provides a reliable two
way data stream Such a data stream can usually be obtained in
conputer networks fromthe transport |evel protocol, for exanple,
the Transm ssion Control Protocol (TCP) [20]. |In any case the
properties the comruni cation service nust provide are:

0 Logical connections for two way sinultaneous data fl ow of
arbitrary data (i.e., no forbidden codes). Data is delivered
in the order sent with no gaps.

o Sinple commands to open and cl ose the connections, and to send
and receive data on the connections.

0o A way to signal and be notified "out-of-band" (such as TCP' s
urgent) is available so that some nessages can be | abeled "nore
i mportant” than ot hers.

o0 Controlled flow of data so that data is not transnitted faster
that the receiver chooses to consune it (on the average).

o Transmi ssion errors are corrected w thout user notification or
i nvol venent. Conpl ete breakdown on comruni cation is reported
to the user.

The Message- Message Prot ocol

The protocol used between the distributed nodul es of the nessage
delivery system that is, the MPMs is a snmall set of commands which
convey requests and replies. These commands are encoded in a highly
structured and rigidly specified format.

2. 4. Mechani sns

MPMs are processes which use sone comruni cation service. A pair of
MPMs whi ch can comuni cate reside in a common interprocess

communi cati on environment. A MPM might exist in two (or nore)

i nt erprocess conmuni cati on environments, and such an MPM nmight act to
rel ay nmessages between MPMs in the environments.
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User User
\ /
\ /

\ /
T +
I \ / I
! +--m o= + +--m o= + +--m o= + 1
! I MM! <--Protocol-->1! MPM! <--Protocol-->1! MPM! !
! +--- - - + +--- - - + +--- - - +
1 1 / \ 1 1
| o e e e e + o e e e e + |
I I'Communi cation Service Al I Communi cation Service B! !
! e + e + 1
| |
o m m e e e e e e e e e e e e e e e e e e e e e e e e e ee oo +

Message Service with Internal Relaying
Fi gure 2.
The transfer of data between U Ps and MPMs is conceived of as the
exchange of data structures which encode nmessages. The transfer of

data between MPMs is also in terns of the transm ssion of structured
dat a.
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+----- + DATA +----- +
USER-->! U P !-->STRUCTURES-->! MPM ! -->0t her
+--- - - + +--- - - + +----- + MPMs
[ [
[ +
+- -1 |
[ S R +
+--1 |
| |
+----- +
+----- + DATA +----- +
other-->! MPM!-->STRUCTURES-->! U P !-->USER
MPMVs S + S + S +
| |
| +----- +
+- -1 |
[ +
+--1 |
| |
+----- +

Message Fl ow
Fi gure 3.

In the followi ng, a nessage will be described as a structured data
obj ect represented in a particular kind of typed data elements. This
is how a nessage is presented when transmtted between MPMs or
exchanged between an MPMand a UP. Internal to a MVPM(or a UP), a
message nmay be represented in any convenient form As the follow ng
figure shows, when a nessage is ready for transm ssion, it noves from
the processing routines to be encoded in the typed data el ements and
then to a data compression routine, and is finally transmtted. On
the receiving side, the nessage is first deconpressed then decoded
fromthe data el ement representation to the local representation for
the processing routines.

Post el [ Page 9]



March 1979
I nternet Message Protocol
Functi onal Description

o m o oo ieoiaoo---. +
! !
! processing DATA DATA !
I routines ---> ENCODER ---> COVWPRESSOR ---> |
! !
i +
Send MPM
Fo m o oo eiaaao-- +
! !
! DATA DATA processing !
! ---> DECOWRESSOR ---> DECODER ---> routines !
! !
o m o o e ieoiooo--- +
Recei ve MPM

Detail ed View

Fi gure 4.
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2.5. Relation to G her Protocols

The followi ng diagramillustrates the place of the nessage protocol in
the protocol hierarchy:

S + oo + 4eaeeann + oo + . +
!Telnet! ! FTP ! ! Message! !Voice! ... | ! Application Level
oo + - R SIS + - + Hoomm- +
\ ! / ! !
+--- - - + +--- - - + +--- - - +
I TCP | ' RTP I ... ! ! Host Level
. + . + . +
| | |
e T +
! I nternet Protocol ! Gat eway Level
o e e e e e e e e e e aa o - +
!
e +
! Local Network Protocol ! Net wor k Level
e +

Prot ocol Rel ationshi ps
Fi gure 5.

The nessage protocol interfaces on one side to user interface prograns
and on the other side to a reliable transport protocol such as TCP.
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3. DETAI LED SPECI FI CATI ON

The presentation of the information in this section is difficult since
everyt hi ng depends on everything, and since this is a linear nedia it
has to come in some order. In this attenpt, a very brief overview of
the message structure is given, then a radical switch is made to
defining the basic building blocks, and finally using the building

bl ocks to reach the overall structure again.

3.1. Overview of Message Structure

In general a nessage is conposed of three parts: the identification,
the command, and the docunent. Each part is in turn conposed of
message objects.

The identification part is conposed of a transacti on nunber assigned
by the originating MPM and the internet host number of that MPM

The command part is conposed of an operation type, an operation code,
an argunment list, an error list, the destination mailbox, and a stanp.
The stamp is a list of the MPMs that have handl ed this nmessage.

The docurent part is composed of a header and a body. The nessage
delivery system does not depend on the contents of the document part,
but this specification does nake sonme recommendati ons for the docunent
header .

The foll owi ng sections define the representation of a nmessage as a
structured object conmposed of other objects. Objects in turn are
represented using a set of basic data el enents.

3.2. Data El enents

The data el enents defined here are simlar to the data structure and
encodi ng used in NSW]18].

Each of the diagrans which follow represent a sequence of octets.

Fi el d boundaries are denoted by the "!" character, octet boundaries by
the "+" character. The diagrans are presented in left to right order
Each el enent begins with a one octet code.
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Code Type Repr esent ati on
B S +
0 No Operation 1 !
Fomm o - +
R R R R R
1 Padding 10 ! octet count ! Data ...
Femmm o - Femmm o - Femmm o - Femmm o - Femmm o -
Fom e e - - Fom e e - - +
2 Bool ean 12 1 1/0 !
+o-m - - +o-m - - +
S S S +
3 I ndex 13 ! Dat a !
R R R +
Fomm o - Fomm o - Fomm o - Fomm o - Fomm o - +
4 | nteger I 4 ! Dat a !
Fom e e - - Fom e e - - Fom e e - - Fom e e - - Fom e e - - +
Femmm o - Femmm o - Femmm o - Femmm o - Femmm o -
5 Bit String ' 5 ! bit count ! Data ...
S S S S S
+o-m - - +o-m - - +o-m - - +o-m - - +o-m - -
6 Text String 1 6 ! octet count ! Data ...
Fomm o - Fomm o - Fomm o - Fomm o - Fomm o -
R R R R R R +--m - -
7 List 17 ! octet count ! itemcount ! Data
Femmm o - Femmm o - Femmm o - Femmm o - Femmm o - Femmm o - +--m o=
Fom e e - - Fom e e - - Fom e e - - Fom e e - - Fom e e - -
8 Proplist ! 8 ! octet count ! Data ...
+o-m - - +o-m - - +o-m - - +o-m - - +o-m - -
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El ement code O (NOP) is an enpty data el enent used for paddi ng when it
is necessary. It is ignored.

El ement code 1 (PAD) is used to transmt |arge anmounts of data with a
message for test or padding purposes. No action is taken with this
data but the count of dummy octets nust be correct to indicate the
next el enent code.

El ement code 2 (BOOLEAN) is a bool ean data el ement which has the val ue
1 for True and 0 for Fal se.

El ement code 3 (INDEX) is a 16-bit unsigned integer datum El enent
code 3 occupies only 3 octets.

El ement code 4 (INTEGER) is a signed 32-bit integer datum This wll
al ways occupy five octets. Representation is two's conpl enent.

El ement code 5 (BITSTR) is a bit string elenent for binary data. The
bit string is padded on the right with zeros to fill out the |ast
octet if the bit string does not end on an octet boundary. This data
type nmust have the bit-count in the two octet count field instead of
the nunber of octets.

El ement code 6 (TEXT) is used for the representation of text. Seven
bit ASCI| characters are used, right justified in the octet. The high
order bit in the octet is zero.

El ement code 7 (LIST) can be used to create structures conposed of
other elenents. The itemcount contains the nunber of el enents which
follow. Any elenent may be used including List itself. The octet
count specifies the nunber of octets in the whole list. A null or
enpty List, one with no elements, has an itemcount of zero (0).
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El ement code 8 (PROPLIST) is the Property-List element. It has the
following form

[ S, [ S, [ S, [ S, [ S, +

! 8 | oct et I pair !

! ! count ! count!

S PR S PR S PR S PR S PR +
Fommmm - Fommmm - Fommmm - S IR S IR +
I nane ! val ue I nane I val ue !

r epeat ed I count! count ! o] o]

[ [ [ R S —— R S —— +

The Property-List structure consists of a set of unordered nane/val ue
pairs. The pairs are a one octet nane count and a two octet val ue
count followed by the nane and value strings. The counts specify the
length in octets of the name and val ue strings. Each string has a
length in octets which agrees with its respective count. The count of
octets until the next pair in the property list is 1 + 2 + name count
+ val ue count octets. The entire Property-List is of course equal in
length to the octet count of the element itself. Inmediately
followi ng the octet count for the entire element is a one octet pair
count field which contains the total nunber of name/value pairs in the
Proplist.

3.3. Message bjects

In the conposition of messages we use a set of objects such as
address, or date. These objects are encoded in the basic data
el ements. The nessage objects are built of data el enents.

Wil e data el enents are typed, nessage objects are not. This is
because messages are structured to the extent that only one kind of
message object may occur in any position of a nessage structure.

The following is a list of sone of the objects used in nessages. The

obj ect descriptions are grouped by the section of the nmessage in which
they nornally occur.
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I dentification

I nternet Host Nunber (ihn)
This identifies a host in the internetwork environment. Wen used
as a part of tid, it identifies the originating host of a nmessage.
The ihn is a 32 bit nunber, the higher order 8 bits identify the
network, and the |lower order 24 bits identify the host on that
net wor k.
| NTEGER

Transaction ldentifier (tid)

This is the transaction identifier associated with a particul ar
command. It is a list of the transaction number and the internet
host nunmber of the originating host.
LIST ( tn, ihn)

Transacti on Nunber (tn)

This is a nunber which is uniquely associated with this

transaction by the originating host. It identifies the
transaction. (A transaction is a nessage and acknow edgnent, this
is discussed in nore detail in later sections.) A tn nust be

uni que for the tinme which the nessage (a request or reply)
containing it could be active in the network.

I NDEX
Command

Addr ess
This is very simlar to Mailbox in that it also is the "address"
of a user. However, Address is intended to contain the m nimm
i nformati on necessary for delivery, and no nore.
PROPLI ST ( --- )

Answer
A yes (true) or no (false) answer to a question

BOOLEAN
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Argunent s
This is the argument to many of the operations. It consists of a
List of different data types. The List will have form and data

rel evant with the particul ar operation.
LIST ( --- )
Conmand- Type
G ves the type of a command (e.g., request, reply, alarn.
I NDEX

Error-List

The error list contains information concerning an error which has

occured. It is a List conprised of the two objects error-class
and error-string.

LI ST ( error class, error string)
Error-d ass

A code for the class of the error.

| NDEX

Error-String
A text string explaining the error.
TEXT

How Del i ver ed

A comment on the delivery of a nessages, for instance a nessage
coul d be delivered, forwarded, or turned over to general delivery.

LI ST ( TEXT )
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Mai | box

This is the "address" of a user of the internetwork mail system
Mai | box contains information such as net, host, |ocation, and

| ocal user-id of the recipient of the nessage. Some information
contained in Mail box may not be necessary for delivery.

As an exanpl e, when one sends a nessage to soneone for the first

time, he may include nmany itens which are not necessary sinply to
insure delivery. However, once he gets a reply to this nmessage,

the reply could contain an Address (as opposed to Mil box) which

the user will use fromthen on.

A mailbox is a PROPLIST. A nmilbox mght contain the follow ng
nane-val ue pairs:

nane el ement description
1A | NTEGCER internet address
NET TEXT net wor k nane
HOST TEXT host nane
USER TEXT user nane
aTy TEXT city
COUNTRY TEXT country
STATE  TEXT state
ZI P TEXT Zi p code
PHONE  TEXT phone numnber
PROPLI ST ( --- )
Qperation

Thi s names the operation or procedure to be perforned.
TEXT
Opt i ons
REGULAR for normal delivery, FORWARD for nessage forwarding,
GENDEL for general delivery, or other options which may be defined

| ater.

LIST ( TEXT, ... )
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Reasons
These coul d be mail box does not exist, mailbox full, etc.
LI ST ( TEXT )

St anp

Each MPM t hat handl es the nessage nust add a unique identifier

(i hn, see above) to the list. This will prevent nessages from
bei ng sent back and forth through the internet mail system w thout
eventual ly either being delivered or returned to the sender

LIST ( ihn, ihn, ... )
Trai l

When a nessage is sent through the internetwork environnent, it
acquires a list of MPMs that have handl ed the nessage in "Stanp".
This list is then carried as "Trail" upon reply or acknow edgnent
of that nmessage. More sinply, requests and replies always have a
"Stanp" and each MPM adds its ihn to this "Stanp." Replies, in
addition, have a "Trail" which is the conplete "Stanp" of the
ori gi nal nessage

LIST ( ihn, ihn, ... )
Type
The command type, e.g., request or reply.
I NDEX
Docunent
In this section, we define sonme objects useful in nmessage docunent
headers. The ones we use are taken fromthe current ARPANET nessage
syntax standard [6, 8].
CcC
When copies of a nmessage are sent to others in addition to the
addresses in the To object, those to whomthe copies are sent wll
have their addresses recorded here. CCwill be a single TEXT

el enent.

TEXT
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Dat e

The date and time are represented according to the Internationa
St andards Organi zation (1SO reconmrendations [13,14,15]. Taken
together the | SO recomrendati ons 2014, 3307, and 4031 result in
the follow ng representation of the date and ti ne:

yyyy- mm dd- hh: mm ss, f f f +hh: mm

VWhere yyyy is the 4 digit year, nmis the two digit nmonth, dd is
the two digit day, hh is the two digit hour in 24 hour time, nmis
the two digit mnute, ss is the two digit second, and fff is the
deci mal fraction of the second. To this basic date and tine is
appended the offset from Greenwi ch as plus or nminus hh hours and
mm mi nut es.

TEXT
Docurnent - Body

The docurent body will contain that portion of the nessage
commonly thought of as the text portion. It will be conposed of a
list of elements. This will allow transm ssion of data other than
pure text if such capabilities are needed. W can, for instance,
envi sion digital voice conmunication through the transm ssion of

Bl TSTR el enent, or transm ssion of graphic data, etc. Infornmation
regardi ng control of such features could be included in the header
for cooperating sites, or in the body itself but such protocols
woul d depend upon agreenent anong those sites involved. It is
expected of course that the mpjority of nessages will contain body
portions conprised of TEXT el enents.

LIST ( ---)

Docurnent - Header
The docunent header contains the nenp header presented to the
user. In principle this may be of any style or structure. In
this specification it is reconmended that a PROPLI ST be used and
that the nane-value pairs correspond to the header fields of
RFC 733 [ 6].

PROPLIST ( --- )
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From
The Fromis neant to be the nane of the author of a docunent. It
wi |l be one TEXT el enent.
TEXT

Repl y-To
Sonetimes it will be desired to direct the replies of a message to
sonme address other than the Fromor the Sender. |I|In such a case

the Reply-To object can be used.
TEXT

Sender
The Sender will contain the address of the individual who sent the
message. I n sonme cases this is NOT the sane as the author of the
message. Under such a condition, the author should be specified in
the From object. The Sender is a single TEXT el enent.
TEXT

Subj ect
The subject of the nessage.
TEXT

To

To identifies the addressees of the message. The To object is one
TEXT el enent.

TEXT
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3.4. Command
Thi s section describes the commands which processes in the internet
message system can use to conmuni cate. Several aspects of the conmmand

structure are based on the NSW Transaction Protocol [19]. The
conmmands cone in pairs, with each request having a correspondi ng

reply.
A comand is a list:
LI ST ( mail box, stamp, type, operation, argunents, error-list )

The argunments are described generally here and nore specifically, if
necessary, in the description of each comand.

mai | box:  PROPLI ST
This is the "to" specification of the nmessage. Mailbox takes the
formof a property list of general information, sone of which is
the essential information for delivery, and sone of which could be
extra information which may be hel pful for delivery. Milbox is
different fromaddress in that address is a very specific |ist
wi t hout extra information.

stanp: LIST ( INTEGER, ... )

This is a list of the MPMs that have handl ed the nmessage. Each
MPM rmust add its 32 bit Internet Host Number (ihn) to the LIST

type: | NDEX
type=1 a REQUEST operati on.
type=2 a REPLY operati on.
type=3 an ALARM operation. (A high priority nmessage.)
type=4 a RESPONSE to an al arm operati on.
operation: TEXT
Qperation is the nane of the operation or procedure to be

performed. This string nust be interpreted in an upper/|ower case
i ndependent manner.
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argunents: LIST
This is a list of argunents to the above operation
error-list: LIST
If message is type 1 or 3 (a request or an alarny:
LIST () (a zero length list)
If message is a type 2 or 4 (a response or response to alarm

LIST ( error-class, error-string ) indicates what,if any, error
occur ed

error-class: | NDEX

=0: indicates success, no error

=1: partial results returned.
This error class is used when several steps are perforned by
one operation and sonme of themfail

=2: failure, resources unavail abl e.

=3: failure, user error.

=4: failure, MPMerror. Recoverable

=5: failure, MPMerror. Fatal

=6: User abort requested

error-string: TEXT
This is a human readabl e character string describing the error

Possi bl e errors:

error-string error-cl ass
No errors 0
Conmand not i npl enent ed 2
Syntax error, conmmand unrecogni zed 3
Syntax error, in arguments 3
Server error, try again |later 4
No service avail able 5
User requested abort 6
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comrand: DELI VER
type: 1
function: Sends message to a mail box
reply: The reply is ACKNONEDGE
argunents: LIST ( options )
options: one or nore of the follow ng
"REGULAR' regul ar delivery
"FORWARD' nessage forwarding
" GENDEL" general delivery
ot her options which may be defined | ater
argument structure:

LIST ( LIST ( TEXT, ... ))
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conmmand: ACKNOW.EDGE
type: 2

function: reply to DELIVER

March 1979

argunents: LIST ( tid, trail, answer, reasons, howdelivered )

tid: tid of the originating nessage
trail: the stanp fromthe deliver command

answer: yes if delivered successfully,
no if error in delivery.

reasons: if the answer is yes, the reason is "ok", if the answer
is no the reason could be one of "no such user"”, "no such host",
"no such network", "address anbi guous", or a sinmilar response

howdel i vered: one or nore of the follow ng:
"FORWARD' nessage was accepted for forwarding
" GENDEL" message was accepted for general delivery
" ACCEPT" message was accepted for nornal delivery
other types of delivery may be defined | ater
argunment structure:
LIST ( LIST ( INDEX, |NTEGER ),
LIST ( INTEGER ... ),
BOOLEAN,

LI ST ( TEXT ),
LI ST ( TEXT ))
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conmand: PROBE
type: 1

function: finds out if specified mailbox (specified in mail box of
the conmand) exists at a host

reply: the reply i s RESPONSE
argunents: LIST ( --none-- )
argunent structure:

LIST ()
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comrand: RESPONSE
type: 2
function: reply to PROBE
argunents: LIST ( tid, trail, answer, address OR reasons )
tid: the tid which came fromthe originati ng PROBE
trail: the stanp which cane fromthe originati ng PROBE
answer: Yes if mailbox found, or no for invalid mail box

if answer is yes the fourth argunment is address
if answer is no it is reasons

address: a specific address in the network
reasons: a reason why nmailbox is invalid
Possi bl e reasons incl ude:
"Mai | box doesn’t exist"
"Mail box full"
"Mai | box has noved, try this new | ocation", address
address is a new address to try
argument structure:
if answer is yes

LIST ( LIST ( INDEX, INTEGER ),

LIST ( INTEGER, ... ),
BOOLEAN,
PROPLI ST )

if answer is no

LIST ( LIST ( INDEX, INTEGER ),
LIST ( INTEGER, ... ),
BOOLEAN,

LI ST ( TEXT ))
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command:  CANCEL
type: 3
function: abort request for specified transaction
reply: The reply is CANCELED
argunents: LIST ( tid)
tid of transaction to be cancelled
argument structure:

LI ST ( LIST ( INDEX, |NTEGER ))
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comrand:  CANCELED
type: 4
function: reply to CANCEL
argunents: LIST ( tid, trail, answer )
tid: tid of transaction to be cancelled
trail: the stanp of the CANCEL command
answer: yes if the command was canceled, no if not.
argument structure:
LI ST ( LIST ( INDEX, |NTEGER ),

LIST ( INTEGER, ... ),
BOOLEAN )
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To summari ze again, a comand consists of a LIST of the follow ng
obj ect s:

nane el enment

mai | box PROPLI ST

stanp LI ST ( INTEGER, ... )
type | NDEX

operation TEXT
argunent s LIST ( ---
error LI ST ( I NDEX, TEXT )

3. 5. Docurrent

The actual document follows the conmand list. |t contains a header
whi ch usual |y contains such information as From To, Date, CC, etc.
and the actual body of the nessage. The message delivery system does
not depend on the docunent. The follow ng section should be taken as
a recomendation for common practice, not as a requirenent.

Docunment Header

For the sane reason that it is inmpossible to for see the many forns
that intranet addresses will take, standardizing of docunent headers
woul d al so be a m stake. The approach we suggest is to lay the
groundwork for a set of basic docunment header functions and provide
for enough extensibility to allow nets to add what ever header
features they desire. Features added in this fashion, however, may
not be understood by other networks. It is suggested that subset
defined here be inplenented by all networks.

This subset is taken fromthe current ARPANET standard for nessage
headers in the text oriented conputer message system /|6, 8].

The docunent header will precede the docunment body portion of the
message and will consist of a proplist data elenent. The docunent
header is neant to be used by individual networks to tailor the
header to suit their individual needs. As an exanple, consider the
ARPA network. Typically, the receiver’s nane is taken to be his
network address. It often prints in the docunment header in just
that form Frank@l TEX. Such a salutation is unacceptable in some
nmore formal nodes of conmunication. Some network might choose to
pl ace into header proplist the nane-value pair ("SALUTATION. ", "M.
Frank Hacker"). Upon receipt of the message, the docunent handling
program woul d then be able to scan the header proplist |ooking for
such a pair and so be able to correctly address the recipient by
nanme instead of by network address. However, other networks or
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sites within the network nay not understand such specific
informati on. Under such a condition it should be ignored.

The ni ni mum header is a PROPLI ST of the foll ow ng name-val ue pairs:
Nane Val ue

DATE TEXT
FROM TEXT

A normal header is a PROPLI ST containing the foll owi ng name-val ue

pairs:
Nane Val ue
DATE TEXT
SENDER  TEXT
FROM TEXT
TO TEXT
CcC TEXT

SUBJECT TEXT
Docurnent Body
The Body of the nmessage is just a sequence of data el ements which
contains the actual docunent. Mich of the tine this will be a
singl e TEXT el ement, but for some applications other data el enents
may be utilized.

LIST ( --- )
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3.6. Message Structure

An internet nmessage is conposed of three parts. The first is the tid
which identifies the transaction; the second is the Conmand List; and
the third part is the Docunent List, which is itself conprised of a
Docunent - Header and a Docunent - Body.

When shi pped between two MPMs, a nessage will take the formof a LIST:
Message i s:
LI ST ( tid, Conmmand-List, Docunent-List )

It is convenient to batch several nessages together shipping them as
a unit fromone MPMto another. Such a group of nessages is called
a message- bag.

A nmessage-bag will be a LIST of Messages, each Message is of the
form descri bed above.

Thus, a message-bag is:
LI ST ( Messagel, Message2, ... )
Message Sharing

When nessages are batched for delivery, it may often be the case
that the sane Docunment will be sent to nore than one recipient.

Si nce the Docunment portion can usually be expected to be the major
parts of the message, nuch repeated data would be sent if a copy of
the Mail for each recipient were to be shipped in the nessage-bag.

To avoid this redundancy, nessages are assenbled in the nessage-bag
so that actual data appears first and references to it appear |ater
in the nessage-bag. Since each nessage has a unique tid, the
references will indicate the tid of the actual data. In this sense,
all references to copied data nay be thought of as pointing earlier
in the nessage-bag. The data to be retrieved can be thought of as

i ndexed by tid. Note that the semantics require such references to
point to data al ready seen.

When a portion is Shared, that portion is determined by its position
within a nmessage, i.e., if the Command list was to be Shared, then
its position within a Message would contain the tid of the nessage
al ready seen whose Command |ist was identical to it. The same is
true of the Docunent Header and the Docunent Body. Only a conplete
Conmand, Header, or Body nmay be Shared, never a partial one.
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If an encryption schene is used, that portion of the nessage which
is encrypted can not be shared. This is due to the fact that
encrypting keys will be specific between two individuals.

I nternal Message Organi zation
The tid

This is the transaction identifier. It is assigned by the
ori gi nati ng MPM

The Command Li st

The command-list is a LI ST which contains two el enents, content
and command.

Content is one itemof element type INDEX. |If content=0, the item
is not shared and the next element of the LIST is the command. |If
content=1 the itemis shared. 1In this case, the second el enent

will contain the tid of the command to share from The tid nust
be of a prior nmessage in the current nmessage-bag. O her values of
content may be defined |later for different data structures.
Thus, command-list is:

LI ST ( content, tid) if content=1
Q ’

LI ST ( content, conmmand ) if content=0

content is:

I NDEX which is 0 if there is no sharing
and is 1 if sharing occurs

tidis:
the tid of the nmessage to be shared from
conmmand i s:
LI ST ( mail box, stanmp, type, operation, argunents, error-list )
The docunent -1 st
The docunent portion of an internet message is optional and when

present is conprised of a LIST containing two el enents:
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docunent-list is:
LI ST ( header-list, body-list )

VWile either the header-list or the body-list may be shared, both
el ements nust appear in the m

The docunent - header
The header-list will be a List which will always contain two
el ements. The first elenent will be content to indicate whether
or not the header is to be shared. The second elenent will either
be the tid of the header to be copied (if content=1) or it will be
t he docunent - header (which is a PROPLI ST) containing the actua
header information (if content=0). The tid rmust point to a
docunent - header al ready seen in the message- bag.
The header-list is either:
LI ST ( content, tid) if content=1
Q ’
LI ST ( content, docunent-header ) if content=0
docunent - header is:
PROPLI ST whi ch contains header infornmation
The docunent - body

The body-list will be a LIST of two elenents. The first el enent
wi Il again be content, indicating whether or not the body is to be

shared. If it is shared, the second elenent will be tid
i ndi cating which body to copy. This tid nust be of a nessage
al ready seen in the message-bag. |f content indicates no sharing,

then the second itemis a docunent-body.
body-list is:

LI ST ( content, tid) if content=1
o,

LI ST ( content, docurment-body ) if content=0

Post el [ Page 35]



March 1979

I nternet Message Protocol
Speci fication

3.

docunent - body i s:

LIST ( itens conprising the body ... )

Message Fi el ds

7.

message := ( tid, command-list, docunent-list )
tid :=( tn, ihn)
command-list := ( content, commuand )

command := ( nmmil box, stanp, type, operation,
argunents, error-list )

docunent-list := ( header-list, body-list )
header-list := ( content, docunent-header )
body-list := ( content, docunent-body )

MPM Or gani zat i on

I ntroduction

The heart of the internet nessage systemis the MPM which is
responsi ble for routing and delivering nmessage between the networks.
Each network nust have at | east one MPM These MPMs are connected
together, and internet mail is always transferred al ong channel s
between them The systeminterfaces with the already existent |ocal
message system

Since the | ocal network nmessage system may be very different from
the internet system special prograns may be necessary to convert
incom ng internet nmessages to the local format. Likew se, nessages
outgoing to other networks nmay be converted to the internet format.

The MPM

Messages in the internet mail system are shipped in "bags,'
contai ning one or nore nmessages. FEach bag is addressed to a
specific MPM and contains nessages for the hosts on that MPM s
net wor K.

each bag

Each MPMis expected to inplenment functions which will allowit to
deliver local nessages it receives and to forward non-local ones to
other MPMs presumably cl oser to the message’s destination.
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Loosel y, each MPM can be separated into five conponents:
1-- Acceptor

Recei ves incom ng Message-Bags, from other MPMs, from U Ps, or
from conversi on prograns.

2- - Message- Bag Processor

Splits a Bag into these three portions:

a. Local Host Messages
b. Local Net Messages
C. Forei gn Net Messages

3--Local Net Delivery

Delivers local net and | ocal host nessages, may call on
conversi on program

4- - Forei gn Net Router

Creation of new Message-Bags for forwarding to other MPMs,
det erm nes route.

5--Forei gn Net Shipper

Activates foreign shipping channels and shi ps Message-Bag to
foreign MPMs. Perfornms data conpression while shipping bags.

Al'l of these conmponents can be thought of as independent. O the
five, the Acceptor, the Local-Net Delivery, and the Message- Bag
Processor are fully self-contained and comuni cate with each ot her
only through a queue, the Bag-lnput Queue. The function of the
Acceptor is to await incom ng Message-Bags and to insert theminto
t he Bag- | nput Queue.

That queue is the input to the Message-Bag Processor conponent which
will separate and deliver suitable portions of the Message-Bags it
retrieves fromthe queue to one of three queues:

a. Local - Host Queue
b. Local - Net Queue
C. Forei gn Net Queue

When a MPM decides to forward a nessage to another MPM it must add
its own identification (i.e., its ihn) to the stanp field of the
command. The stanp then becones a record of the route the nessage
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has taken. An MPM should exanine the stanp field to see if the
message is in a routing loop. Sone commands require the return of
the stanp as a trail in the matching reply conmand.

Al'l of these queues have as el ements conpl ete Message-Bags (some of
whi ch may have been portions of the original Bag).

The Local - Host and Local - Net queues serve as input to the Local - Net
Del i very process. This conponent is responsible for delivering
messages to its local host and other hosts on its local net to which

it is connected. It must be capabl e of handling whatever error
conditions the local net mght return, including the ability to
retransmit. It may call on conversion programto reformat the

messages into a formthe local protocol will accept. This wll
probably invol ve such things as copying shared information.

The other two processes are nore closely coupled. The Foreign Net
Router takes its input Bags fromthe Foreign Net Queue. Fromthe
internal information it contains, it determ nes which one of the
MPMs to which it is connected should receive the Bag.

It then places the Bag along with the routing information into the
Shi ppabl e Mail Queue. The Foreign Net Shipper retrieves it from
that queue and transnmits it across a channel to the intended foreign
MPM

The Foreign Net Router should be capable of receiving external input
toits routing information table. This may conme fromthe Foreign
Net Shipper in the case of a channel going down, requiring a
decision to either postpone delivery or to determ ne a new route.

The Router is responsible for maintaining sufficient topol ogica
information to determ ne where to forward any incom ng Message- Bag.
Deci si ons concerning the return of undeliverable Bags are made by
t he Router.

It should be stressed here that nmessage delivery should be reliable.
In the event that delivery is inpossible, the nmessage shoul d be
returned to the sender along with information regardi ng the reason
for not delivering it.

| npl enent ati on Recommendat i ons

Transacti on nunbers can be assigned sequentially with wap around
when the highest value is reached. This should ensure that no
message with a particular transacti on nunmber fromthis source is in
the network when anot her instance of this transaction nunber is
chosen.
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3.8. Interfaces
User Interface

It is assuned that the interface between the MPM and the U P
provi des for passing data structures which represent the docunent

portion of the nessage. |In addition this interface nust pass the
delivery address information (which becones the information in the
mai | box field of the command). It is weakly assuned that the

information is passed between the U P and the MPMvi a shared files,
but this is not the only possible mechanism These two processes
may be nore strongly coupled (e.g., by sharing nmenory), or |ess
strongly coupled (e.g., by comunicating via |ogical channels).

Communi cation Interface

It is assuned here that the MPM use an underlyi ng communi cati on
system and TCP [20] has been taken as the nodel. Again, this is
not intended to limt the inplenentation choices, other forns of

i nterprocess conmuni cation are allowed and ot her types of physica
i nterconnection are pernitted. One night even use dial telephone
calls to interconnect MPMs (using suitable protocols to provide
reliable comunication).
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4. EXAMPLES & SCENARI Cs
Exanpl e 1. Message For nat
Suppose we want to send the foll owi ng nessage:

Date: 1979-03-29-11:46-08: 00

From Jon Postel <Postel @Sl B>

Subj ect: Meeting Thursday

To: Dave Crocker <DCrocker @and- Uni x>
CC. Mam e

Dave:
Pl ease mark your cal endar for our neeting Thursday at 3 pm
--jon.

It will be encoded in the structured format. The following wll
present successive steps in the top down generation of this nmessage.

1. nmessage
2. ( tid, command-list, docunment-list )

( ( tn, ihn),
( content, command ),
( header-list, body-list ) )

4. ( ( tn, ihn),
( content,
( mail box, stanp, type, operation,
argunents, error-list ) ),
( ( content, docunent-header ),
( content, docunent-body ) ) )

5. ( ( 37, 167772404 ),
(0 (
( 1A 167772359, NET: arpa, HOST: rand-unix,
USER DCrocker ),
( 167772404 ),
1
DELI VER
( ( REGULAR ) ),

E ) ) ),
Dat e: 1979- 03- 29- 11: 46- 08: 00

From Jon Postel <Postel @ SI B>
Subj ect: Meeting Thursday
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To: Dave Crocker <DCrocker @Rand- Uni x>
CC. Mamie ) ),
( 0, ( Dave:

Pl ease mark your cal endar for our neeting
Thursday at 3 pm

--jon. ) ) ) )

6. LIST( LIST( I NDEX=37, |NTECER=167772404 ),
LI ST( | NDEX=0,

conmmand LI ST( PROPLI ST( I A: 167772359,
NET: ar pa,

mai | box HOST: rand- uni x,
USER DCrocker ),

st anp LI ST( | NTEGER=167772404 ),

type | NDEX=1

operation TEXT="DELI VER'

argument s LI ST( LI ST( TEXT="REGULAR' )),

error-1list LIST( ) ) ),

LI ST( LI ST( | NDEX=0,
docunent - header PROPLI ST(

DATE: 1979-03-29-11: 46-08: 00
FROM Jon Postel <Postel @Sl B>
SUBJECT: Meeting Thursday
TO Dave Crocker <DCrocker @and- Uni x>
CC. Mame ) ),

LI ST( | NDEX=0,

docunent - body LI ST( TEXT=

" Dave:

Pl ease mark your cal endar for
our neeting Thursday at 3 pm

--jon." ) ) ) )
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Exampl e 2: Delivery and Acknow edgnent

The following is four views of the nessage of exanple 1 during the
successi ve transm ssion fromthe origination MPM through a relay MPM
to the destination MPM and the return of the acknow edgment, through
arelay MPM to the originating MPM

T . +
! 1 2 !
! sending --> originating --> relay --> destination --> receiving !
! user MPM MPM MPM user !
! !
! 4 3 !
! originating <-- relay <-- destination !
! MPM MPM !
e +

Transm ssi on Path

Fi gure 6.
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1. Between the originating MPM and the relay MPM

LI ST( LI ST( | NDEX=37, | NTEGER=167772404 ),
LI ST( | NDEX=0,

command LI ST( PROPLI ST( 1 A: 167772359,
NET: arpa,

mai | box HOST: rand- uni x,
USER. DCrocker ),

stanmp LI ST( | NTEGER=167772404 ),

type | NDEX=1

operati on TEXT="DELI VER'

argunent s LI ST( LI ST( TEXT="REGULAR' )),

error-1list LIST( ) ) ),

LI ST( LI ST( | NDEX=0,
docunent - header PROPLI ST(

DATE: 1979-03-29-11: 46-08: 00
FROVM Jon Postel <Postel @ Sl B>
SUBJECT: Meeting Thur sday
TO Dave Crocker <DCrocker @and- Uni x>
CC. Mamie ) ),

LI ST( | NDEX=0,

docunent - body LI ST( TEXT=

"Dave:

Pl ease mark your cal endar for
our neeting Thursday at 3 pm

--jon." ) ) ) )

The originating MPM sends the nessage of exanple 1 to a relay MPM
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2. Between the relay MPM and the destinati on MPM

LI ST( LI ST(
LI ST(
command

mai | box

st anp

type
operation
argunent s
error-1list

LI ST(
docunent - header

docunent - body

I NDEX=37, | NTEGER=167772404 ),
| NDEX=0,

LI ST(

LI ST(

LI ST(

PROPLI ST( | A: 167772359,
NET: arpa,
HOST: rand- uni X,
USER. DCrocker ),
LI ST( | NTEGER=167772404,
| NTEGER=167772246 ),
| NDEX=1
TEXT="DELI VER"'
LI ST( LI ST( TEXT="REGULAR' )),
LIST( ) ) ),
| NDEX=0,
PROPLI ST(
DATE: 1979-03-29-11: 46-08: 00
FROM Jon Postel <Postel @Sl B>
SUBJECT: Meeting Thur sday
TO Dave Crocker <DCrocker @Rand- Uni x>
CC. Mamie ) ),
| NDEX=0,
LI ST( TEXT=
"Dave:

Pl ease mark your cal endar for
our neeting Thursday at 3 pm

--jon." ) ) ) )

The relay MPM adds its ihn to the stanp, but otherw se the nessage

i s unchanged.
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3. Between the destination MPM and the relay MPM

LI ST( LI ST( 1 NDEX=1993, |NTEGER=167772359 ),
LI ST( | NDEX=0,

command LI ST( PROPLI ST( |1 A: 167772404,
mai | box USER: *MPMr ),
st anmp LI ST( | NTEGER=167772359 ),
type | NDEX=2
operation TEXT=" ACKNOALEDGE"
argunent s LI ST( LI ST( | NDEX=37,
tid | NTEGER=167772404 ),
LI ST( | NTEGER=167772404,
trail | NTEGER=167772246,
| NTECER=167772359 ),
answer BOOLEAN=TRUE,
reason LI ST( TEXT="K" ),
how del i ver ed LI ST( TEXT="ACCEPT" ) ),
error-1list LI ST( | NDEX=0,

TEXT="No Errors") ),
docunent LIST( ) )

The destination MPM delivers the nmessage to the user’s U P, and
composes an acknow edgnent. The acknow edgnent is addressed to
the originating MMM Note that the trail is the stanp of the

i ncom ng nessage plus the ihn of the destination MPM
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4. Between the relay MPM and the originating MPM

LI ST( LI ST( | NDEX=1993,

| NTEGER=167772359 ),

LI ST( | NDEX=0,

command
mai | box

st anp

type
operati on
argunents
tid
trail
answer
reason

how- del i ver ed
error-1ist

docunent LIST( ) )

LI ST( PROPLI ST( 1 A: 167772404,

USER *MPMF ),
LI ST( | NTEGER=167772359
| NTECER=167772246) ,
| NDEX=2
TEXT=" ACKNON_EDGE"
LI ST( LI ST( | NDEX=37,
| NTEGER=167772404 ),
LI ST( | NTEGER=167772404,
| NTEGER=167772246,
| NTEGER=167772359 ),
BOOLEAN=TRUE,
LI ST( TEXT="X" ),
LI ST( TEXT="ACCEPT" ) ),
LI ST( | NDEX=0,
TEXT="No Errors") ),

The relay MPM adds its ihn to the stanp and forwards the

acknow edgnent .
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GLOSSARY

1822
BBN Report 1822, "The Specification of the Interconnection of
a Host and an I MP". The specification of interface between a
host and the ARPANET.

Command Li st
The part of a nessage used by the MPMs to determ ne the
processing action to be taken.

dat agram
A logical unit of data, in particular an internet datagramis
the unit of data transfered between the internet nodule and a
hi gher | evel nodul e.

Destination
The destination address, an internet header datagram protocol
field.

Docurent Li st
The part of the nmessage created by or delivered to a user.

header
Control information at the beginning of a message, segnent,
dat agram packet or bl ock of data.

The Interface Message Processor, the packet switch of the
ARPANET.

I nternet Address
A four octet (32 bit) source or destination address consisting
of a Network field and a Local Address field.

i nternet datagram
The unit of data exchanged between a pair of internet nodul es
(includes the internet header).

Local Address
The address of a host within a network. The actual mapping of
an internet |ocal address on to the host addresses in a
network is quite general, allowing for many to one nappi ngs.
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The unit of information transmitted between users of nessage
systens. As transnmitted between MPMs a nessage consists of a
Transaction ldentifier, a Command List, and a Document List.

An inplenentation, usually in software, of a protocol or other
procedur e.

A Message Processing Mdul e, the process which inplenents this
i nternet nessage protocol.

An eight bit byte.

The 3 octet (24 bit) local address portion of an Internet
Addr ess.

Real Time Protocol: A host-to-host protocol for comunication
of time critical information.

The source address, an internet header field.

Transm ssion Control Protocol: A host-to-host protocol for
reliable communication in internetwork environnents.

Transaction ldentifier

The unique identifier of a message.

Type of Service

upP

XNET

[ Page 50]

An internet datagram protocol header field which indicates the
type (or quality) of service for this internet packet.

A User Interface Program a program which presents nmessage
data to a user and accepts nessage data froma user. A
program which interacts with the user in the conposition and
exam nation of nessages.

A cross-net debuggi ng protocol.
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APPENDI CES
Encryption

It would be straightforward to add the capability to have the docunent
portion of messages either wholly or partially encrypted. The
approach is to define an additional basic data elenent to carry
encrypted data. The data within this el enment could be conposed of
other elenents, but that could only be perceived after the data was
decrypt ed.

[ [ [ [ E
9 Encrypt 19 ! octet count ! Data ..
S R S R S R S R S .

El ement code 9 (ENCRYPT) is Encrypt. The format is the one octet type
code, the three octet type count, and count octets of data. Use of
this elenent indicates that the data it contains is encrypted. The
encryption schenme is yet to be decided but will probably be the Public
Key Encryption technique [23] due to the capacity for coded

si gnat ures

To process this, the user is asked for the appropriate key the first
time an encryption block is seen for a particul ar nessage. The
encrypted data is then decrypted. The data thus revealed will be in
the formof conplete data type fields. Encryption cannot occur over a
partial field. The revealed data is then processed normally.

Note that there is no reason why all fields of a document coul d not be
encrypted including all docunment header information such as From
Dat e, etc.

Post el [ Page 53]



March 1979
I nternet Message Protoco
Appendi ces

B. Data Conpression

When nmessage- bags are shi pped between MPMs the data shoul d be
compressed according to the foll owi ng schene:

shi ppi ng-unit := conpression-type nessage-bag
conpression-type := A one octet conpression type indicator

conpr essi on-type val ue description
0 no conpression used
1 basi ¢ conpression

basi ¢ conpression

Thi s basic conpression procedure is the same as that defined for
use with the ARPANET FTP [8]. Three types of conpression-units
may be formed, sequence-units, replication-units, and
filler-units. The data is fornmed into a series of
conpression-units i ndependent of the structure or object and

el ement boundari es.

sequence- unit

A sequence-unit is a one octet flag and count followed by that
many data octets.

S Fomm oo Fomm oo +----
10! n ! n data octets
R T T A

The flag and count octet has its high order bit zero and the
remaining bits indicate the count (in the range 0 to 127) of
followi ng data octets.

replication-unit

A replication-unit is a one octet flag and count followed by one
data octet, which is to be replicated count tines.

The flag and count octet has its high order two bits equa
one-zero and the remaining six bits indicate the count (in the
range 0 to 63) of nunber of tine to replicate the data octet.
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filler-unit

Afiller-unit is a one octet flag and count, indicating that a
filler octet is to be inserted count tines.

The flag and count octet has its high order two bits equa
one-one and the remaining six bits indicate the count (in the
range 0 to 63) of nunber of tine to insert the filler octet.

The filler octet is zero, the octet with all bits zero.
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