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Abstract

JSON Web Token (JWI) is a conpact, URL-safe neans of representing
clains to be transferred between two parties. The clains in a JW
are encoded as a JSON object that is used as the payl oad of a JSON
Web Signature (JW5) structure or as the plaintext of a JSON Wb
Encryption (JWE) structure, enabling the clains to be digitally
signed or integrity protected with a Message Authentication Code
(MAC) and/ or encrypted.

Status of This Meno
This is an Internet Standards Track document.

This docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc7519.
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1. Introduction

JSON Wb Token (JWI) is a conpact clains representation format

i ntended for space constrai ned environnents such as HITP

Aut hori zation headers and URI query paranmeters. JWs encode clains
to be transnmitted as a JSON [ RFC7159] object that is used as the
payl oad of a JSON Wb Signature (JWS) [JW5] structure or as the

pl ai ntext of a JSON Wb Encryption (JWE) [JWE] structure, enabling
the clains to be digitally signed or integrity protected with a
Message Aut hentication Code (MAC) and/or encrypted. JWs are al ways
represented using the JWs Conpact Serialization or the JWE Conpact
Serialization.

The suggested pronunciation of JWI is the same as the English word
"j Ot n

1.1. Notational Conventions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
"Key words for use in RFCs to Indicate Requirenment Levels" [RFC2119].
The interpretation should only be applied when the terns appear in
all capital letters.

2. Term nol ogy

The ternms "JSON Wb Signature (JW5)", "Base64url Encoding", "Header
Paraneter", "JOSE Header", "JWS Conpact Serialization", "JW5

Payl oad", "JW5 Signhature", and "Unsecured JW5" are defined by the JW5
specification [JW5].

The terns "JSON Web Encryption (JWE)", "Content Encryption Key
(CEK)", "JWE Conpact Serialization", "JWE Encrypted Key", and "JWE
Initialization Vector" are defined by the JWE specification [JWE].

The ternms "Ciphertext”, "Digital Signature", "Message Authentication

Code (MAQ)", and "Plaintext" are defined by the "Internet Security
A ossary, Version 2" [ RFC4949].
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These ternms are defined by this specification:

JSON Wb Token (JWI)
A string representing a set of clains as a JSON object that is
encoded in a JW5s or JWE, enabling the clains to be digitally
si gned or MACed and/or encrypted.

JWI C ai ns Set
A JSON obj ect that contains the clainms conveyed by the JW.

Claim
A piece of information asserted about a subject. A claimis
represented as a nane/val ue pair consisting of a CaimNanme and a
d ai m Val ue.

Cl ai m Name
The nane portion of a claimrepresentation. A CaimNane is
al ways a string.

Cl ai m Val ue
The val ue portion of a claimrepresentation. A C aim Value can be
any JSON val ue.

Nested JWI
A JWI in which nested signing and/or encryption are enployed. In
Nested JWI's, a JWI is used as the payl oad or plaintext value of an
encl osing JW5 or JWE structure, respectively.

Unsecured JWI
A JWI whose clains are not integrity protected or encrypted.

Col l'i si on- Resi st ant Name
A name in a nanmespace that enables nanes to be allocated in a
manner such that they are highly unlikely to collide with other
nanes. Exanpl es of collision-resistant nanespaces include: Domain
Nanes, Cbject ldentifiers (ODs) as defined in the ITUT X 660 and
X. 670 Recommendation series, and Universally Unique IDentifiers
(UU Ds) [RFC4122]. \Wen using an adninistratively del egated
nanespace, the definer of a nane needs to take reasonabl e
precautions to ensure they are in control of the portion of the
nanespace they use to define the nane.

StringOr URI
A JSON string value, with the additional requirenent that while
arbitrary string values MAY be used, any value containing a ":"
character MJUST be a URI [RFC3986]. StringOrURlI val ues are
conpared as case-sensitive strings with no transfornations or
canoni cal i zati ons appl i ed.
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Nurrer i cDat e
A JSON nureric val ue representing the nunber of seconds from
1970- 01-01T0O0: 00: 00Z UTC until the specified UTC date/ti e,
ignoring leap seconds. This is equivalent to the IEEE Std 1003. 1,
2013 Edition [PCSI X. 1] definition "Seconds Since the Epoch", in
whi ch each day is accounted for by exactly 86400 seconds, other
than that non-integer values can be represented. See RFC 3339
[ RFC3339] for details regarding date/tines in general and UTC in
particul ar.

3. JSON Wb Token (JWI) Overview

JWI's represent a set of clainms as a JSON object that is encoded in a
JWS and/ or JWE structure. This JSON object is the JW O ainms Set.
As per Section 4 of RFC 7159 [ RFC7159], the JSON object consists of
zero or nore nane/value pairs (or nmenbers), where the nanes are
strings and the values are arbitrary JSON val ues. These nenbers are
the clains represented by the JWI. This JSON obj ect MAY contain

whi t espace and/or |ine breaks before or after any JSON val ues or
structural characters, in accordance with Section 2 of RFC 7159

[ RFC7159] .

The nenber nanmes within the JWIT Cains Set are referred to as Caim
Nanes. The corresponding values are referred to as C ai m Val ues.

The contents of the JOSE Header describe the cryptographic operations
applied to the JWIr ainms Set. |If the JOSE Header is for a JW5, the
JWI is represented as a JW5 and the clains are digitally signed or
MACed, with the JWI Clains Set being the JWs Payload. |If the JCSE
Header is for a JWE, the JW is represented as a JVWE and the clains
are encrypted, with the JWI Clains Set being the plaintext encrypted
by the JWE.. A JW may be enclosed in another JWE or JW5 structure to
create a Nested JWI, enabling nested signing and encryption to be

per f or nmed.

A JW is represented as a sequence of URL-safe parts separated by
period ('.') characters. Each part contains a base64url -encoded
val ue. The nunber of parts in the JW is dependent upon the
representation of the resulting JW5 using the JW5 Conpact
Serialization or JVE using the JWE Conpact Serialization.
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3.1. Exanple JWI

The foll owi ng exanpl e JOSE Header decl ares that the encoded object is
a JW, and the JWI is a JW5 that is MACed using the HVAC SHA- 256
al gorithm

{Iltypll : IIJ\M’II ,
"al g":"HS256"}

To renove potential anmbiguities in the representation of the JSON

obj ect above, the octet sequence for the actual UTF-8 representation
used in this exanple for the JOSE Header above is al so included
below. (Note that ambiguities can arise due to differing platform
representations of |line breaks (CRLF versus LF), differing spacing at
the begi nning and ends of |ines, whether the last line has a
termnating |line break or not, and other causes. |In the
representation used in this exanple, the first line has no | eading or
trailing spaces, a CRLF line break (13, 10) occurs between the first
and second |lines, the second |ine has one |eading space (32) and no
trailing spaces, and the last |ine does not have a termnating |ine
break.) The octets representing the UTF-8 representation of the JOSE
Header in this exanple (using JSON array notation) are:

[123, 34, 116, 121, 112, 34, 58, 34, 74, 87, 84, 34, 44, 13, 10, 32,
34, 97, 108, 103, 34, 58, 34, 72, 83, 50, 53, 54, 34, 125]

Base64url encoding the octets of the UTF-8 representati on of the JOSE
Header vyields this encoded JOSE Header val ue:

eyJOeXAi O JKV1Q LAOKI CIhbGeci G JI Uzl 1N J9
The following is an exanple of a JWI C ains Set:

{"iss":"joe",
"exp":1300819380,
"http://exanple.conmis_root":true}

The foll owi ng octet sequence, which is the UTF-8 representation used
in this exanple for the JWI C ains Set above, is the JW5 Payl oad:

[123, 34, 105, 115, 115, 34, 58, 34, 106, 111, 101, 34, 44, 13, 10,
32, 34, 101, 120, 112, 34, 58, 49, 51, 48, 48, 56, 49, 57, 51, 56,
48, 44, 13, 10, 32, 34, 104, 116, 116, 112, 58, 47, 47, 101, 120, 97,
109, 112, 108, 101, 46, 99, 111, 109, 47, 105, 115, 95, 114, 111

111, 116, 34, 58, 116, 114, 117, 101, 125]
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Base64url encoding the JWS Payl oad yields this encoded JW5 Payl oad
(with line breaks for display purposes only):

eyJpc3M O Jgb2Ui LAOKI CJI eHAI G Ez MDA4AMTkz ODAs DQogl mhOdHAGLY
9l eGFt cGxl Lm\vbS9pc19yb2901 j pOcnVI f Q

Conputing the MAC of the encoded JOSE Header and encoded JW5 Payl oad
with the HVAC SHA- 256 al gorithm and base64url encodi ng the HVAC val ue
in the manner specified in [JW5 yields this encoded JWS Si gnat ure:

dBj f t JeZACVP- nB92K27uhbUJUlplr WWLgFWFOE] Xk

Concat enati ng these encoded parts in this order with period ('.")
characters between the parts yields this conplete JWI (with line
breaks for display purposes only):

eyJO0eXAi O JKV1Q@ LAOKI ClhbGeci G JI Uzl INi J9

éprcBM G Jgb2Ui LAOKI CJI eHAI G Ez MDA4MTIkz ODAs DQogl mhOdHAGLY 91 e GFt
cG&xl Lm\vbS9pc19yb2901 j pOcnVI f Q

dBj f t JeZ4CVP- nBI2K27uhbUIULplr WAL gFWECE] Xk

This computation is illustrated in nmore detail in Appendix A 1 of
[JWE]. See Appendix A 1 for an exanple of an encrypted JW.

4., JWI Cains

The JWI Clains Set represents a JSON obj ect whose nenbers are the
claims conveyed by the JWI. The CaimNanes within a JW C ains Set
MUST be uni que; JWI parsers MJUST either reject JWI's with duplicate

Cl ai m Names or use a JSON parser that returns only the lexically Iast
duplicate menber nane, as specified in Section 15.12 ("The JSON
oject") of ECVAScript 5.1 [ ECMAScript].

The set of clainms that a JW nust contain to be considered valid is
context dependent and is outside the scope of this specification.
Specific applications of JWs will require inplenentations to
under stand and process sone clainms in particular ways. However, in
the absence of such requirenents, all clains that are not understood
by inplenmentations MJST be ignored.

There are three classes of JWI O ai m Nanmes: Regi stered C ai m Nanes,
Public daimNanes, and Private C ai m Nanes.
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4.1. Registered O ai m Nanes

The following CaimNanes are registered in the | ANA "JSON Wb Token
Clains" registry established by Section 10.1. None of the clains
defined bel ow are intended to be mandatory to use or inplenent in al
cases, but rather they provide a starting point for a set of useful,
i nteroperable clainms. Applications using JWs shoul d define which
specific clainms they use and when they are required or optional. Al
the nanmes are short because a core goal of JWs is for the
representation to be conpact.

4.1.1. "iss" (lssuer) Caim

The "iss" (issuer) claimidentifies the principal that issued the
JWI. The processing of this claimis generally application specific.
The "iss" value is a case-sensitive string containing a StringO URI
value. Use of this claimis OPTI ONAL.

4.1.2. "sub" (Subject) daim

The "sub" (subject) claimidentifies the principal that is the
subject of the JWI. The clainms in a JW are normally statenents
about the subject. The subject value MJIST either be scoped to be
locally unique in the context of the issuer or be globally unique.
The processing of this claimis generally application specific. The
"sub" value is a case-sensitive string containing a StringO URI
value. Use of this claimis OPTI ONAL.

4.1.3. "aud" (Audience) Caim

The "aud" (audience) claimidentifies the recipients that the JW is
i ntended for. Each principal intended to process the JW MJST
identify itself with a value in the audience claim |f the principa
processing the claimdoes not identify itself with a value in the
"aud" claimwhen this claimis present, then the JWI MJST be
rejected. |In the general case, the "aud" value is an array of case-
sensitive strings, each containing a StringOrURI value. In the
speci al case when the JW has one audi ence, the "aud" val ue MAY be a
singl e case-sensitive string containing a StringOrURl value. The
interpretation of audience values is generally application specific.
Use of this claimis OPTI ONAL.

4.1.4. "exp" (Expiration Tinme) Caim
The "exp" (expiration tine) claimidentifies the expiration time on
or after which the JWI MUST NOT be accepted for processing. The

processing of the "exp" claimrequires that the current date/tine
MUST be before the expiration date/time listed in the "exp" claim
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4.

4.

4.

4.

4.

I mpl ementers MAY provide for some small | eeway, usually no nore than
a few mnutes, to account for clock skew. Its value MIST be a number
containing a NumericDate value. Use of this claimis OPTI ONAL.

1.5. "nbf" (Not Before) daim

The "nbf" (not before) claimidentifies the tine before which the JW
MUST NOT be accepted for processing. The processing of the "nbf"
claimrequires that the current date/time MJST be after or equal to
the not-before date/time listed in the "nbf" claim |nplenenters MAY
provide for sonme small |eeway, usually no nore than a few mnutes, to
account for clock skew Its value MJUST be a number containing a
Nureri cDate value. Use of this claimis OPTI ONAL.

1.6. "iat" (lssued At) Claim

The "iat" (issued at) claimidentifies the tine at which the JW was
i ssued. This claimcan be used to determine the age of the JWI. |Its
val ue MUST be a nunber containing a NunericDate value. Use of this
claimis OPTI ONAL.

1.7. "jti" (JW ID) daim

The "jti" (JWF ID) claimprovides a unique identifier for the JW.
The identifier value MJST be assigned in a manner that ensures that
there is a negligible probability that the sane value will be
accidentally assigned to a different data object; if the application
uses nmultiple issuers, collisions MIST be prevented anong val ues
produced by different issuers as well. The "jti" claimcan be used
to prevent the JWI from being replayed. The "jti" value is a case-
sensitive string. Use of this claimis OPTI ONAL.

2. Public C ai m Names

Clai m Nanmes can be defined at will by those using JWs. However, in
order to prevent collisions, any new C ai m Nane shoul d either be
registered in the 1 ANA "JSON Wb Token C ai ns" registry established
by Section 10.1 or be a Public Nane: a value that contains a

Col l'i sion-Resi stant Name. |In each case, the definer of the nane or
val ue needs to take reasonable precautions to nmake sure they are in
control of the part of the nanmespace they use to define the daim
Name.

3. Private O ai m Nanes
A producer and consuner of a JWI MAY agree to use C ai m Nanes t hat

are Private Nanes: nanmes that are not Registered O ai m Nanes
(Section 4.1) or Public CaimNames (Section 4.2). Unlike Public
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Claim Names, Private C aim Nanmes are subject to collision and should
be used with caution.

5. JOSE Header

For a JWI object, the nenbers of the JSON object represented by the
JOSE Header describe the cryptographic operations applied to the JW
and optionally, additional properties of the JW. Depending upon
whet her the JWI is a JW5 or JWE, the corresponding rules for the JOSE
Header val ues apply.

Thi s specification further specifies the use of the foll ow ng Header
Paraneters in both the cases where the JWI is a JW5 and where it is a
JVE.

5.1. "typ" (Type) Header Paraneter

The "typ" (type) Header Paraneter defined by [JW5 and [ JWE] is used
by JWI applications to declare the nedia type [l ANA Medi aTypes] of
this conplete JWI. This is intended for use by the JWI application
when val ues that are not JWs could also be present in an application
data structure that can contain a JWI object; the application can use
this value to di sanbi guate anong the different kinds of objects that
m ght be present. It will typically not be used by applications when
it is already known that the object is a JW. This paraneter is

i gnored by JWI inpl enentations; any processing of this paraneter is
performed by the JWI application. |If present, it is RECOVWENDED t hat
its value be "JW" to indicate that this object is a JW. Wile
medi a type nanmes are not case sensitive, it is RECOVWENDED that "JW"
al ways be spell ed using uppercase characters for conpatibility with

| egacy inplenentations. Use of this Header Paraneter is OPTI ONAL.

5.2. "cty" (Content Type) Header Paraneter

The "cty" (content type) Header Paraneter defined by [JW5] and [ JVE]
is used by this specification to convey structural information about
the JWI.

In the normal case in which nested signing or encryption operations
are not enployed, the use of this Header Paraneter is NOT
RECOMVENDED. | n the case that nested signing or encryption is

enpl oyed, this Header Paraneter MJST be present; in this case, the
val ue MUST be "JW", to indicate that a Nested JW is carried in this
JWI.  Wile media type names are not case sensitive, it is
RECOMVENDED t hat "JW™ al ways be spelled using uppercase characters
for conpatibility with legacy inplementations. See Appendix A 2 for
an exanple of a Nested JWI
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5.3. Replicating Cains as Header Paraneters

In sone applications using encrypted JWIs, it is useful to have an
unencrypted representation of sone clains. This mght be used, for
instance, in application processing rules to determ ne whether and
how to process the JW before it is decrypted.

This specification allows clains present in the JWI Clains Set to be
replicated as Header Paraneters in a JW that is a JWE, as needed by
the application. |If such replicated clains are present, the
application receiving them SHOULD verify that their values are
identical, unless the application defines other specific processing
rules for these claims. It is the responsibility of the application
to ensure that only clains that are safe to be transmtted in an
unencrypted manner are replicated as Header Paraneter values in the
JW\T.

Section 10.4.1 of this specification registers the "iss" (issuer),
"sub" (subject), and "aud" (audi ence) Header Paraneter names for the
pur pose of providing unencrypted replicas of these clains in
encrypted JWs for applications that need them Oher specifications
MAY simlarly register other nanes that are registered C ai m Nanes as
Header Paraneter nanes, as nheeded.

6. Unsecured JW's

To support use cases in which the JW content is secured by a means
other than a signature and/or encryption contained within the JWI
(such as a signature on a data structure containing the JW), JWs
MAY al so be created without a signature or encryption. An Unsecured
JWI is a JW5 using the "al g" Header Paraneter value "none" and with
the enpty string for its JW5 Signature value, as defined in the JWA
specification [JWA]; it is an Unsecured JW5 with the JW O ains Set
as its JW5 Payl oad.

6.1. Exanple Unsecured JWI

The foll owi ng exanpl e JOSE Header decl ares that the encoded object is
an Unsecured JWI:

{"al g":"none"}

Base64url encoding the octets of the UTF-8 representati on of the JOSE
Header yields this encoded JOSE Header val ue:

eyJhbCei O Jub25I | nO
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The following is an example of a JWI Cains Set:

{"iss":"]joe",
"exp": 1300819380,
"http://exanple.conis_root":true}

Base64url encoding the octets of the UTF-8 representation of the JW
Clains Set yields this encoded JW5 Payload (with |ine breaks for
di spl ay purposes only):

eyJpc3M O Jgb2Ui LAOKI CJI eHAI § EzMDA4AMIkz ODAs DQogl mhOdHAGLY 9l eGHt
cGxl Lm\vbS9pc19yb2901 j pOcnVI f Q

The encoded JW5 Signature is the enpty string.

Concat enating these encoded parts in this order with period ('.")
characters between the parts yields this conplete JWI (with |ine
breaks for display purposes only):

eyJhbCGci O Jub25I1 I nO

éprc3M G Jgb2Ui LAOKI CJI eHAI O Ez MDA4MIkz ODAs DQogl mhOdHAGBLY 91 e GFt
cGxl Lm\vbS9pc19yb2901 j pOcnVI f Q

7. Creating and Validating JWSs
7.1. Creating a JWI

To create a JWI, the follow ng steps are performed. The order of the
steps is not significant in cases where there are no dependencies
between the inputs and outputs of the steps.

1. Create a JW Cains Set containing the desired clains. Note that
whitespace is explicitly allowed in the representati on and no
canoni cal i zati on need be performed before encoding.

2. Let the Message be the octets of the UTF-8 representation of the
JWI Cl ains Set.

3. Create a JOSE Header containing the desired set of Header
Paranmeters. The JWI MJUST conformto either the [IJWS or [JWE
specification. Note that whitespace is explicitly allowed in the
representati on and no canonicalization need be performed before
encodi ng.
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4. Depending upon whether the JW is a JW5 or JWE, there are two
cases:

* |f the JIWF is a JW5, create a JW5 using the Message as the JWs
Payl oad; all steps specified in [JW5 for creating a JW5 MUST
be foll oned.

* Else, if the JWI is a JWE, create a JVE using the Message as
the plaintext for the JWE all steps specified in [JWE for
creating a JWE MJST be foll owed.

5. If a nested signhing or encryption operation will be perforned,
|l et the Message be the JW5 or JWE, and return to Step 3, using a
"cty" (content type) value of "JW" in the new JOSE Header
created in that step.

6. Oherwise, let the resulting JW be the JW5 or JVE.
7.2. Validating a JWI

When validating a JWI, the following steps are perforned. The order
of the steps is not significant in cases where there are no
dependenci es between the inputs and outputs of the steps. |If any of
the listed steps fail, then the JWI MJST be rejected -- that is,
treated by the application as an invalid input.

1. Verify that the JW contains at |east one period (’.")
character.

2. Let the Encoded JOSE Header be the portion of the JW before the
first period ('.’) character.

3. Base64ur|l decode the Encoded JOSE Header follow ng the
restriction that no |ine breaks, whitespace, or other additiona
characters have been used.

4. Verify that the resulting octet sequence is a UTF-8-encoded
representation of a conpletely valid JSON object conformng to
RFC 7159 [RFC7159]; let the JOSE Header be this JSON object.

5. Verify that the resulting JOSE Header includes only paraneters
and val ues whose syntax and senmantics are both understood and
supported or that are specified as being ignored when not
under st ood.

6. Det erm ne whether the JWI is a JW5 or a JWE using any of the
met hods described in Section 9 of [JWE].

Jones, et al. St andards Track [ Page 14]



RFC 7519 JSON Wb Token (JWI) May 2015

7. Dependi ng upon whether the JWIF is a JW5 or JWE, there are two
cases:

* |f the IWF is a JW5, follow the steps specified in [JWS] for
validating a JW5. Let the Message be the result of base64url
decodi ng the JW5 Payl oad.

* Else, if the JWI is a JWE, followthe steps specified in
[JWE] for validating a JWE. Let the Message be the resulting

pl ai nt ext.
8. If the JOSE Header contains a "cty" (content type) val ue of
"JW, then the Message is a JW that was the subject of nested
signing or encryption operations. In this case, return to Step

1, using the Message as the JWI

9. O herwi se, base64url decode the Message follow ng the
restriction that no |ine breaks, whitespace, or other additiona
characters have been used.

10. Verify that the resulting octet sequence is a UTF-8-encoded
representation of a conpletely valid JSON object confornmng to
RFC 7159 [RFC7159]; let the JWI Clains Set be this JSON object.

Finally, note that it is an application decision which algorithns may
be used in a given context. Even if a JW can be successfully
val i dated, unless the algorithms used in the JW are acceptable to
the application, it SHOULD reject the JW.

7.3. String Conparison Rul es

Processing a JW inevitably requires conparing known strings to
menbers and val ues in JSON objects. For exanple, in checking what
the algorithmis, the Unicode [UNI CODE] string encoding "alg" wll be
checked agai nst the menber nanmes in the JOSE Header to see if there
is a matchi ng Header Paraneter nane.

The JSON rul es for doi ng nenber name conparison are described in
Section 8.3 of RFC 7159 [RFC7159]. Since the only string comparison
operations that are perforned are equality and inequality, the sane
rul es can be used for conparing both nenber nanes and nenber val ues
agai nst known strings.

These conpari son rules MJST be used for all JSON string conparisons
except in cases where the definition of the menber explicitly calls
out that a different conparison rule is to be used for that nenber
value. In this specification, only the "typ" and "cty" nenber val ues
do not use these conparison rules
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Sone applications may include case-insensitive information in a case-
sensitive value, such as including a DNS nane as part of the "iss"
(issuer) claimvalue. 1In those cases, the application may need to
define a convention for the canonical case to use for representing
the case-insensitive portions, such as |owercasing them if nore than
one party might need to produce the sane value so that they can be
compared. (However, if all other parties consunme whatever val ue the
produci ng party emtted verbatimw thout attenpting to conpare it to
an i ndependently produced val ue, then the case used by the producer
will not matter.)

8. Inplenmentation Requirenents

This section defines which algorithns and features of this
specification are mandatory to inplement. Applications using this
specification can inpose additional requirenents upon inplenentations
that they use. For instance, one application mght require support
for encrypted JW's and Nested JW's, while another night require
support for signing JWIs with the Elliptic Curve Digital Signature

Al gorithm (ECDSA) using the P-256 curve and the SHA-256 hash

al gorithm ("ES256").

O the signature and MAC al gorithns specified in JSON Wb Al gorithns
[JWA], only HMAC SHA- 256 ("HS256") and "none" MJST be inplenented by
conform ng JWI inplenmentations. It is RECOVMMENDED t hat

i mpl ement ati ons al so support RSASSA- PKCS1-v1l 5 with the SHA-256 hash
al gorithm ("RS256") and ECDSA using the P-256 curve and the SHA-256
hash al gorithm ("ES256"). Support for other algorithns and key sizes
is OPTI ONAL.

Support for encrypted JWIs is OPTIONAL. If an inplenmentation

provi des encryption capabilities, of the encryption algorithns
specified in [JWA], only RSAES-PKCS1-v1l 5 with 2048-bit keys
("RSA1_5"), AES Key Wap with 128- and 256-bit keys ("Al28KW and
"A256KW ), and the conposite authenticated encryption al gorithm using
AES- CBC and HMAC SHA-2 (" A128CBC- HS256" and "A256CBC- HS512") MUST be
i mpl emented by conforming inplementations. It is RECOVMENDED t hat

i mpl ement ati ons al so support using Elliptic Curve Diffie-Hellman
Epheneral Static (ECDH ES) to agree upon a key used to wrap the
Content Encryption Key ("ECDH ES+A128KW and "ECDH ES+A256KW) and
AES in Gl oi s/ Counter Mode (GCM with 128- and 256-bit keys
("A128CCM' and "A256GCM'). Support for other algorithns and key
sizes i s OPTI ONAL.

Support for Nested JWs is OPTI ONAL.
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9. URI for Declaring that Content is a JW

Thi s specification registers the URN
"urn:ietf:parans:oauth:token-type:jw" for use by applications that
decl are content types using URIs (rather than, for instance, nedia
types) to indicate that the content referred to is a JW.

10. | ANA Consi derations
10.1. JSON Wb Token O ains Registry

This section establishes the | ANA "JSON Wb Token C ai ns" registry
for JWI C ai mNanes. The registry records the Caim Nane and a
reference to the specification that defines it. This section
registers the CaimNanes defined in Section 4.1

Val ues are registered on a Specification Required [ RFC5226] basis
after a three-week review period on the jw-reg-review@etf.org
mailing list, on the advice of one or nore Designated Experts.
However, to allow for the allocation of values prior to publication,
the Designated Experts may approve registration once they are
satisfied that such a specification will be published.

Regi stration requests sent to the mailing list for review should use
an appropriate subject (e.g., "Request to register claim exanple").

Wthin the review period, the Designated Experts will either approve
or deny the registration request, comrunicating this decision to the
review list and | ANA. Denials should include an explanation and, if
appl i cabl e, suggestions as to how to make the request successful

Regi stration requests that are undetermined for a period | onger than
21 days can be brought to the ESG s attention (using the
iesg@etf.org mailing list) for resolution

Criteria that should be applied by the Designated Experts includes
det ermi ni ng whether the proposed registration duplicates existing
functionality, whether it is likely to be of general applicability or
whether it is useful only for a single application, and whether the
registration description is clear

| ANA nust only accept registry updates fromthe Designated Experts
and should direct all requests for registration to the review mailing
list.

It is suggested that nultiple Designated Experts be appointed who are
abl e to represent the perspectives of different applications using
this specification, in order to enable broadly infornmed revi ew of
registration decisions. In cases where a registration decision could
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10.

10.

be perceived as creating a conflict of interest for a particular
Expert, that Expert should defer to the judgnent of the other
Experts.

1.1. Registration Tenplate

Cl ai m Nane:
The nane requested (e.g., "iss"). Because a core goal of this
specification is for the resulting representations to be conpact,
it is RECOWENDED that the name be short -- that is, not to exceed
8 characters without a conpelling reason to do so. This nane is
case sensitive. Nanes may not match other registered nanes in a
case-insensitive manner unless the Designated Experts state that
there is a conpelling reason to allow an excepti on.

Cl ai m Descri ption:
Brief description of the claim(e.g., "lssuer").

Change Controller:
For Standards Track RFCs, list the "IESG'. For others, give the
nane of the responsible party. Oher details (e.g., postal
address, enmil| address, honme page URI) may al so be included.

Speci fication Docunent(s):
Ref erence to the docunent or docunents that specify the paraneter,
preferably including URIs that can be used to retrieve copi es of
the docunents. An indication of the relevant sections may al so be
i ncluded but is not required.

1.2. Initial Registry Contents

o daimNanme: "iss"

0 CaimDescription: Issuer

0 Change Controller: |ESG

0 Specification Docunent(s): Section 4.1.1 of RFC 7519
o O aimNanme: "sub"

0 CaimDescription: Subject

o Change Controller: |ESG

0 Specification Docunent(s): Section 4.1.2 of RFC 7519
o CaimNanme: "aud"

0 CaimDescription: Audience

o Change Controller: |ESG

o0 Specification Docunent(s): Section 4.1.3 of RFC 7519

Jones, et al. St andards Track [ Page 18]



RFC 75

O O0OO0ooOo O O0OO0Oo O O0OO0Oo

O o0Oo0oo

10.

N

10. 2. 1.

19 JSON Wb Token (JW)

Cl ai m Name: "exp"

Cl aim Description: Expiration Time
Change Controller: |ESG
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Change Controller: |ESG
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Cl ai m Description: |ssued At
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This section registers the value "token-type:jw" in the | ANA "QAuth
URI " registry established by "An | ETF URN Sub- Namespace for QAuth”

[ RFC6755] ,
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Jones,

URN: urn:ietf:parans: oaut h:token-type:jw
Conmon Nanme: JSON Web Token (JWI) Token Type

Change Controller: |ESG

Speci ficati on Docunment (s): RFC 7519
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10.3. Media Type Registration
10.3.1. Registry Contents
This section registers the "application/jw" nedia type [ RFC2046] in

the "Media Types" registry [| ANA Medi aTypes] in the manner descri bed
in RFC 6838 [ RFC6838], which can be used to indicate that the content

is a JW.

o0 Type nane: application

0 Subtype nanme: jw

0 Required paraneters: n/a

0 Optional paraneters: n/a

0 Encodi ng considerations: 8bit; JW values are encoded as a series

of baseb64url - encoded val ues (some of which nmay be the enpty
string) separated by period ('.’') characters.

0 Security considerations: See the Security Considerations section
of RFC 7519

0 Interoperability considerations: n/a

o Published specification: RFC 7519

0 Applications that use this nedia type: OpenlD Connect, Mzilla
Persona, Sal esforce, Google, Android, Wndows Azure, Amazon Wb
Servi ces, and numerous others

o Fragment identifier considerations: n/a

0 Additional information:

Magi ¢ nunber(s): n/a
File extension(s): n/a
Maci ntosh file type code(s): n/a

0 Person & ermail address to contact for further information:
M chael B. Jones, nbj @ri crosoft.com

o Intended usage: COVMON

0 Restrictions on usage: none

0 Author: Mchael B. Jones, nbj @r crosoft.com

o Change controller: |IESG

o Provisional registration? No

10.4. Header Paraneter Nanes Registration

This section registers specific CaimNanes defined in Section 4.1 in
the 1 ANA "JSON Wb Signature and Encryption Header Paraneters"”
registry established by [JWS] for use by claims replicated as Header
Parameters in JWEs, per Section 5.3.
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10.4.1. Registry Contents

0 Header Paraneter Nane: "iss"

0 Header Paraneter Description: Issuer

0 Header Paraneter Usage Location(s): JVWE

o0 Change Controller: |IESG

o Specification Docurment(s): Section 4.1.1 of RFC 7519
0 Header Paraneter Nane: "sub"

0 Header Paraneter Description: Subject

0 Header Paraneter Usage Location(s): JVWE

o0 Change Controller: |IESG

o0 Specification Docunment(s): Section 4.1.2 of RFC 7519
0 Header Paraneter Nane: "aud"

0 Header Paraneter Description: Audience

0 Header Paraneter Usage Location(s): JVWE

o0 Change Controller: |IESG

o0 Specification Docurment(s): Section 4.1.3 of RFC 7519

11. Security Considerations

Al'l of the security issues that are pertinent to any cryptographic
appl i cation nmust be addressed by JWI/ JWS/ JWE/ JVWK agents. Anmpng these
i ssues are protecting the user’s asymetric private and symetric
secret keys and enpl oyi ng count ermeasures to various attacks.

Al the security considerations in the JW5 specification also apply
to JWI, as do the JVWE security considerations when encryption is
enployed. In particular, Sections 10.12 ("JSON Security

Consi derations") and 10.13 ("Uni code Conpari son Security

Consi derations") of [JW5] apply equally to the JWI Clains Set in the
same manner that they do to the JOSE Header

11.1. Trust Deci sions

The contents of a JW cannot be relied upon in a trust decision
unless its contents have been cryptographically secured and bound to
the context necessary for the trust decision. |In particular, the
key(s) used to sign and/or encrypt the JWI will typically need to
verifiably be under the control of the party identified as the issuer
of the JWI.

11.2. Signhing and Encryption Order
Wil e syntactically the signing and encryption operations for Nested

JW's nmay be applied in any order, if both signing and encryption are
necessary, normally producers shoul d sign the nessage and then
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encrypt the result (thus encrypting the signature). This prevents
attacks in which the signature is stripped, |eaving just an encrypted
message, as well as providing privacy for the signer. Furthernore,
signatures over encrypted text are not considered valid in many
jurisdictions.

Note that potential concerns about security issues related to the
order of signing and encryption operations are already addressed by
the underlying JW5 and JVE specifications; in particular, because JWE
only supports the use of authenticated encryption algorithms,

crypt ographi ¢ concerns about the potential need to sign after
encryption that apply in many contexts do not apply to this

speci fication.

12. Privacy Considerations

A JWI may contain privacy-sensitive information. Wen this is the
case, neasures MJST be taken to prevent disclosure of this
informati on to unintended parties. One way to achieve this is to use
an encrypted JW and authenticate the recipient. Another way is to
ensure that JWIs contai ni ng unencrypted privacy-sensitive information
are only transmtted using protocols utilizing encryption that

support endpoi nt authentication, such as Transport Layer Security
(TLS). Onmitting privacy-sensitive information froma JW is the
simpl est way of mnimzing privacy issues.
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Appendi x A, JWI Exanpl es

A1l

A 2.

Jon

This section contains exanples of JWs. For other exanple JWSs, see
Section 6.1 of this docunent and Appendices A1 - A 3 of [JW5].

Exanpl e Encrypted JWI

Thi s exanpl e encrypts the same clains as used in Section 3.1 to the
reci pi ent using RSAES-PKCS1-v1_ 5 and AES 128 CBC HVAC SHA 256.

The foll owi ng exanpl e JOSE Header decl ares that:

0 The Content Encryption Key is encrypted to the recipient using the
RSAES- PKCS1-v1 5 algorithmto produce the JWE Encrypted Key.

0 Authenticated encryption is performed on the plaintext using the
AES 128 CBC HVAC SHA 256 al gorithmto produce the JWE C phertext
and the JVWE Aut hentication Tag.

{"al g": "RSAL_5", "enc": " A128CBC- HS256" }

O her than using the octets of the UTF-8 representation of the JW
Clains Set from Section 3.1 as the plaintext value, the conputation
of this JWI is identical to the conputation of the JWE in

Appendi x A 2 of [JWE], including the keys used.

The final result in this example (with line breaks for display
pur poses only) is:

eyJhbCGeci O JSUOEXxXzUi LCII bnM G JBMIT 4Q0JDLUNTM U21 nO.

QR1OW2ug2W PBnbQ RARTeEk9kDO2wWBqDcj i HnSJf | Sdv1i NghWKaKHAMjAk QX M
oNf ABI PJazZznDHaA415sv3aeuBWhD8J- Ui 7Ah6cWaf s3ZwwFKDFUUsSVWHSK- | PKXLG
TKkNDO9Xyj ORj _CHAgOPJ- Sd8ONQRnJIVWA_hXV1BNMHz Uj Py YWESRhDhzj AD26i ma
sOT'sgr uobpYGoQec XUnM=Dn7no XPRf DE8- NoQX7N7ZYM1pUDK R- Cx90bNGM (Bnivb2
YC t xoQVPzj bl 7V\BuB7AohdBoZCQdZ24W N1| VI eh8v1K4kr B8xgKvRUSkgFr En_a
1r ZgN5Ti ysnne TROF8691 Q

AxY8DCt Dad shd j b3RoZQ

MKA e7UQr GBnSxTLX6Mywt Oor bHv AKeWhDYvpl AeZ72deHxz3r 0JDXQy hxx0wKaM
HDj UECKI wr t kHt hpgEanSBNYHZgmNOV7s| n1Eu9g3J8.

fi KS1WwhsxJ- si BMR- YFi A

Exanmpl e Nested JWI
Thi s exanpl e shows how a JW can be used as the payl oad of a JVE or

JW5 to create a Nested JWI. In this case, the JWI Clains Set is
first signed, and then encrypted.
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The inner signed JW is identical to the exanple in Appendix A 2 of
[JW5]. Therefore, its conputation is not repeated here. This
exanpl e then encrypts this inner JW to the recipient using

RSAES- PKCS1-v1_5 and AES_128_CBC_HVAC _SHA 256

The foll owi ng exanpl e JOSE Header decl ares that:

o The Content Encryption Key is encrypted to the recipient using the
RSAES- PKCS1-v1 5 algorithmto produce the JWE Encrypted Key.

0 Authenticated encryption is performed on the plaintext using the
AES 128 CBC HVAC SHA 256 al gorithmto produce the JWE C phertext
and the JWE Aut hentication Tag.

0 The plaintext is itself a JW.

{"al g":"RSA1_5", "enc": " A128CBC- HS256", "cty": "JW"}

Base64url encoding the octets of the UTF-8 representation of the JOSE
Header yields this encoded JOSE Header val ue:

eyJhbCci O JSUOEXXzUi LCII bmM O JBMI1 4Q0JDLUNTM U2l i wi Y3R5I1 j oi S| dUI nO

The conputation of this JW is identical to the conputation of the
JVE in Appendix A 2 of [JWE], other than that different JOSE Header,
plaintext, JWE Initialization Vector, and Content Encryption Key

val ues are used. (The RSA key used is the sane.)

The plaintext used is the octets of the ASCII [RFC20] representation
of the JWI at the end of Appendix A 2.1 of [JW5] (with all whitespace
and |ine breaks renoved), which is a sequence of 458 octets.

The JWE Initialization Vector value used (using JSON array notation)
is:

[82, 101, 100, 109, 111, 110, 100, 32, 87, 65, 32, 57, 56, 48, 53,
50]

Thi s exanpl e uses the Content Encryption Key represented by the
base64ur| - encoded val ue bel ow

GawgguFy G VKav 7 AX4VKUg
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The final result for this Nested JWI (with |ine breaks for display
pur poses only) is:

eyJhbCGeci O JSUOEXxXzUi LCII brM G JBMIT 4Q0JDLUNTM U21 i wi Y3R51 j oi S| dU
I nO.

g_hEwks OLAXx87HoN- BVeBoa8FXeOkpyk XdcSnmxvcMb P296JXXt oH Sr_ DD M
gewaQSHAdZOQHoUgKLeFI y- 9RI 11TG _GelbZFaz BPWKC5l J6OLANLMIOQSLAf YE
b9ERe- epKYE3xb2j f Y1Al t HQBO- PMBj 23CGuj 2y DKnFv6WO72t t eVzm 2n17SBFvh
DuR9a2nHTE67pe0XEBUS_TK7ecA- i Vg5CCeVdIRAUAVZGE x RGPLRHv ol VLEHX6D
YyLpw30Ay9R6d68YCLI 9FYTq3h!l XPK_- dnPl OUl KvPr 1GgJzRoeCIGqCvdcHWq
JGTO_z3W 05zsgwkxr uxwA

UmVk bW uZCBXQSAS CDAL M.

VWHERHPY CNcHHp Tj koi gx3_ExKOQc71RMEPar pat mDX_qpg- wdkozSj f NI PPXi TB
BLXR65CI PkFgz4l 1Ae9w _uowKi wyi 9acgVzt Ai - pSL8GSXnaamh9kX1nmdh3M TT
- FZGQFQFhu0Z2729JKGdf GE- OE7hS1zuBD50EUf kODmbOVzWEZz pxxi SSBbBAz P10
| 56pPf At rj EYw 7ygeMwBl 6Z_nmLSewex UgKl vWWS ULk V- uLCAFU yKECK4e3WZY
Kwlbpgl qGYsw2v_gr H szJZ- | 5uM 9RA8ycX9KqPRp9gc6pXmoU - 27ATs9XCvr
ZXUt K2902AUz qpeEUIY] WK SNsS-r 1 TJ11 - FMI4XyAi G f mo9hQPcNBYxPz3GQb2
8Y5CLSQF NgKSG 0A4i sp1hBUXBHANdgt csl t 7ZoQlaKe_nNJgN i W WhJ_ebuOpE
| 8j dhehdccnRM wAmMUJLn7SPkmhl | 1H SOpvcvDf hUNSwuqU955vOBvf kBOh5A11U
zBuo2W gz6hYi 9- e3w29bROC2- pp3j bgxEDwW3i Waf 2dc5b- LNnROFEYXvI _t Yk5rd
_JIONOngOt QGRbpx NEMNoA9QVK 51 gdPvbh9Ba0195abQ

AVQOi T5AVACzvDICdhSFI Q

Appendi x B. Relationship of JWs to SAM. Assertions

Security Assertion Markup Language (SAML) 2.0

[ OASI S. saml -core-2.0-0s] provides a standard for creating security
tokens with greater expressivity and nore security options than
supported by JWs. However, the cost of this flexibility and
expressiveness is both size and conplexity. SAM's use of XM

[ WBC. CR-xml 11-20060816] and XM. Digital Signature (DSIG [RFC3275]
contributes to the size of SAML Assertions; its use of XM. and
especially XML Canoni cal i zati on [ WBC. REC- xm - c14n-20010315]
contributes to their conmplexity.

JWI's are intended to provide a sinple security token format that is
smal |l enough to fit into HITP headers and query arguments in URlSs.

It does this by supporting a nmuch sinpler token nodel than SAML and
usi ng the JSON [ RFC7159] object encoding syntax. It also supports
securing tokens using Message Authentication Codes (MACs) and digita
signatures using a smaller (and less flexible) format than XM DSI G

Therefore, while JWs can do some of the things SAML Assertions do,
JWIs are not intended as a full replacenent for SAML Assertions, but
rather as a token format to be used when ease of inplenentation or
conpact ness are consi derations.
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SAM. Assertions are always statenments made by an entity about a
subject. JWs are often used in the same manner, with the entity
maki ng the statements being represented by the "iss" (issuer) claim
and t he subject being represented by the "sub" (subject) claim
However, with these clains being optional, other uses of the JW
format are al so pernitted.

Appendi x C. Relationship of JWs to Sinple Wb Tokens (SWs)

Both JWI's and SWI's [ SWI], at their core, enable sets of clains to be
conmuni cat ed between applications. For SWs, both the claimnanes
and claimvalues are strings. For JWs, while claimnanes are
strings, claimvalues can be any JSON type. Both token types offer
cryptographic protection of their content: SWSs wi th HVAC SHA- 256 and
JWI's with a choice of algorithms, including signature, MAC, and
encryption al gorithns.
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