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1. Introduction

Thi s specification registers cryptographic algorithns and identifiers
to be used with the JSON Wb Signature (JW5) [JW5], JSON Wb
Encryption (JVWE) [JWE], and JSON Wb Key (JWK) [JWK] specifications.
It defines several IANA registries for these identifiers. Al these
specifications utilize JSO\-based [ RFC7159] data structures. This
specification al so describes the semantics and operations that are
specific to these algorithns and key types.

Regi stering the algorithms and identifiers here, rather than in the
JW5, JWE, and JWK specifications, is intended to allow themto renain
unchanged in the face of changes in the set of Required, Recommended,
Optional, and Deprecated al gorithns over tine. This also allows
changes to the JW5, JWE, and JWK specifications without changing this
docunent .

Nanes defined by this specification are short because a core goal is
for the resulting representations to be conpact.

1.1. Notational Conventions
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOVWENDED', "NOT RECOVWMENDED', "MAY", and

"OPTIONAL" in this docunent are to be interpreted as described in
"Key words for use in RFCs to Indicate Requirenment Level s" [RFC2119].
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The interpretation should only be applied when the terns appear in
all capital letters.

BASE64URL( OCTETS) denotes the base64url encodi ng of OCTETS, per
Section 2 of [JWF].

UTF8( STRI NG denotes the octets of the UTF-8 [ RFC3629] representation
of STRING where STRING is a sequence of zero or nore Uni code
[ UNI CODE] char act ers.

ASCI | (STRING denotes the octets of the ASCI|I [RFC20] representation
of STRING where STRING is a sequence of zero or nore ASC |
characters.

The concatenation of two values A and B is denoted as A || B.
2. Term nol ogy

The ternms "JSON Wb Signature (JW5)", "Base64url Encoding", "Header
Paraneter", "JOSE Header", "JWS Payl oad", "JW5 Protected Header",
"JWS Signature”, "JW5 Signing Input”, and "Unsecured JWS' are defined
by the JW5 specification [JWS].

The ternms "JSON Wb Encryption (JVWE)", "Additional Authenticated Data
(AAD)", "Authentication Tag", "Content Encryption Key (CEK)", "D rect
Encryption”, "Direct Key Agreenment", "JWE Authentication Tag", "JVWE
C phertext", "JWE Encrypted Key", "JWE Initialization Vector", "JVWE
Protected Header", "Key Agreenment with Key Wapping", "Key
Encryption", "Key Managenent Mdde", and "Key Wappi ng" are defined by
the JWE specification [JWE].

The ternms "JSON Wb Key (JWK)" and "JWK Set" are defined by the JWK
specification [JV].

The terns "Ciphertext", "Digital Signature", "lInitialization Vector",
"Message Authentication Code (MAC)", and "Plaintext" are defined by
the "Internet Security G ossary, Version 2" [RFC4949].

This termis defined by this specification:

Base64ur | Ul nt
The representation of a positive or zero integer value as the
base64ur| encoding of the value’s unsigned big-endian
representati on as an octet sequence. The octet sequence MJST
utilize the m ni mum nunber of octets needed to represent the
value. Zero is represented as BASE64URL(singl e zero-val ued
octet), which is "AA"
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JWE uses cryptographic algorithnms to digitally sign or create a MAC
of the contents of the JW5 Protected Header and the JW5 Payl oad.

3. 1.

The table below is the set of

"al g" (Al gorithm Header

"al g" (algorithm Header

Paramet er Val ues for JWB

Par amet er

val ues defined by this specification for use with JW5 each of which

is explained in nore detail

The use of

" al gII
Val ue

RS384
RS512
ES256
ES384
ES512
PS256
PS384
pPS512

none

Digital Signature or MAC

Al gorithm

HMAC usi ng SHA- 256

HVAC usi ng SHA- 384

HVAC usi ng SHA-512

RSASSA- PKCS1-v1_5 using

SHA- 256

RSASSA- PKCS1-v1_5 using

SHA- 384

RSASSA- PKCS1-v1 5 using

SHA- 512

ECDSA using P-256 and SHA- 256
ECDSA using P-384 and SHA- 384
ECDSA using P-521 and SHA-512
RSASSA- PSS usi ng SHA- 256 and
M1 wi t h SHA- 256

RSASSA- PSS usi ng SHA- 384 and
M3F1 with SHA- 384

RSASSA- PSS usi ng SHA-512 and
M1 wi th SHA-512

No digital signature or MAC
perfornmed

in the foll ow ng sections:

I mpl ement ati on |

Requi renment s

Requi r ed
Opt i onal
Opt i onal
Recomended
Opt i onal
Opt i onal
Reconmended+
Opt i onal
Opt i onal
Opt i onal
Opt i onal

Opt i onal

Opt i onal

"+" in the Inplenmentation Requirenments col umm i ndi cates

that the requirenent strength is likely to be increased in a future
versi on of the specification.

See Appendix A1 for a table cross-referencing the JWs digital
signature and MAC "al g" (algorithn) values defined in this

specification with the equival ent

and sof tware packages.

Jones
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3.2. HMAC with SHA-2 Functions

Hash- based Message Aut hentication Codes (HMACs) enable one to use a
secret plus a cryptographic hash function to generate a MAC. This
can be used to denonstrate that whoever generated the MAC was in
possession of the MAC key. The algorithmfor inplenenting and
validating HVACs is provided in RFC 2104 [ RFC2104].

A key of the sane size as the hash output (for instance, 256 bits for
"HS256") or larger MUST be used with this algorithm (This
requirenent is based on Section 5.3.4 (Security Effect of the HVAC
Key) of N ST SP 800-117 [ NI ST.800-107], which states that the

ef fective security strength is the mninmumof the security strength
of the key and two times the size of the internal hash value.)

The HVAC SHA- 256 MAC is generated per RFC 2104, using SHA-256 as the
hash al gorithm"H', using the JW5 Signing Input as the "text" val ue,
and using the shared key. The HVAC out put value is the JWs

Si gnat ur e.

The followi ng "alg" (algorithm Header Paraneter values are used to
indicate that the JW5 Signature is an HVAC val ue conputed using the
correspondi ng al gorithm

S RIS R +
| "alg" Param Value | MAC Al gorithm |
o e e e o o e e e +
| HS256 | HMAC using SHA-256 |
| HS384 | HMAC using SHA-384 |
| HS512 | HVAC using SHA-512 |
I IR I +

The HVAC SHA- 256 MAC for a JWS is validated by computing an HVAC

val ue per RFC 2104, using SHA-256 as the hash algorithm"H', using
the received JWS Signing Input as the "text" value, and using the
shared key. This computed HVAC val ue is then conpared to the result
of base64url decoding the received encoded JW5 Signature value. The
compari son of the computed HMAC val ue to the JWS Signature val ue MJST
be done in a constant-tinme manner to thwart timng attacks.

Al ternatively, the conputed HVAC val ue can be base64url encoded and
conpared to the received encoded JW5 Sighature value (also in a
constant-tine manner), as this conparison produces the sanme result as
comparing the unencoded values. 1In either case, if the values match,
the HVAC has been val i dat ed.
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Securing content and validation with the HVAC SHA- 384 and HVAC
SHA-512 algorithms is perforned identically to the procedure for HVAC
SHA- 256 -- just using the correspondi ng hash algorithms with
correspondi ngly larger mninmmkey sizes and result values: 384 bits
each for HVAC SHA-384 and 512 bits each for HVAC SHA-512.

An exampl e using this algorithmis shown in Appendix A 1 of [JW5].
3.3. Digital Signature with RSASSA- PKCS1-v1l 5

This section defines the use of the RSASSA- PKCS1-vl 5 digital
signature algorithmas defined in Section 8.2 of RFC 3447 [ RFC3447]
(commonly known as PKCS #1), using SHA-2 [SHS] hash functi ons.

A key of size 2048 bits or l|arger MJST be used with these al gorithns.

The RSASSA- PKCS1-v1l 5 SHA-256 digital signature is generated as
follows: generate a digital signature of the JWS Signing |Input using
RSASSA- PKCS1-v1_5-SIGN and the SHA-256 hash function with the desired
private key. This is the JW Signature val ue.

The followi ng "alg" (algorithm Header Paraneter values are used to
indicate that the JW5 Signhature is a digital signature val ue conputed
usi ng the corresponding al gorithm

o e e e e m e i oo o mm e e e e e e e e e e e meamaoo- +
| "alg" Param Value | Digital Signature Al gorithm |
o e e oo oo oo oo e e e e e e e e e oo oo +
| RS256 | RSASSA- PKCS1-v1 5 using SHA-256 |
| RS384 | RSASSA- PKCS1-v1 5 using SHA-384 |
| RS512 | RSASSA- PKCS1-v1_5 using SHA-512 |
o e e e e m e i oo o mm e e e e e e e e e e e meamaoo- +

The RSASSA- PKCS1-v1l 5 SHA-256 digital signature for a JWsis
validated as follows: subnmit the JWs Signing Input, the JW
Signature, and the public key corresponding to the private key used
by the signer to the RSASSA- PKCS1-v1_5- VERI FY al gorithm usi ng SHA- 256
as the hash function.

Signing and validation with the RSASSA- PKCS1-vl 5 SHA-384 and RSASSA-
PKCS1-v1l 5 SHA-512 algorithnms is perforned identically to the
procedure for RSASSA-PKCS1-v1_ 5 SHA-256 -- just using the

correspondi ng hash al gorithns instead of SHA-256.

An exanpl e using this algorithmis shown in Appendix A 2 of [JWS].
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3.4. Digital Signature with ECDSA

The Elliptic Curve Digital Signature Al gorithm (ECDSA) [DSS] provides
for the use of Elliptic Curve Cryptography, which is able to provide
equi val ent security to RSA cryptography but using shorter key sizes
and with greater processing speed for many operations. This neans
that ECDSA digital signatures will be substantially smaller in terns
of length than equivalently strong RSA digital signatures.

Thi s specification defines the use of ECDSA with the P-256 curve and
the SHA-256 cryptographic hash function, ECDSA with the P-384 curve
and the SHA-384 hash function, and ECDSA with the P-521 curve and the
SHA- 512 hash function. The P-256, P-384, and P-521 curves are
defined in [DSS].

The ECDSA P-256 SHA-256 digital signature is generated as foll ows:

1. Cenerate a digital signature of the JW5 Signing |Input using ECDSA
P-256 SHA-256 with the desired private key. The output will be
the pair (R S), where R and S are 256-bit unsigned integers.

2. Turn Rand S into octet sequences in big-endian order, with each
array being be 32 octets long. The octet sequence
representati ons MJST NOT be shortened to onit any |eading zero
octets contained in the val ues.

3. Concatenate the two octet sequences in the order R and then S
(Note that many ECDSA i npl enmentations will directly produce this
concatenation as their output.)

4. The resulting 64-octet sequence is the JW5 Signature val ue.
The followi ng "alg" (algorithm Header Paraneter values are used to

indicate that the JW5 Signhature is a digital signature val ue conputed
usi ng the corresponding al gorithm

S RIS e T +
| "alg" Param Value | Digital Signature Algorithm |
o e e e o o e e e e e e e e e e aa o - +
| ES256 | ECDSA using P-256 and SHA- 256 |
| ES384 | ECDSA using P-384 and SHA- 384

| ES512 | ECDSA using P-521 and SHA-512 |
I IR T T TRy +
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The ECDSA P-256 SHA-256 digital signature for a JW5 is validated as
fol | ows:

1. The JW5 Signature value MJST be a 64-octet sequence. If it is
not a 64-octet sequence, the validation has fail ed.

2. Split the 64-octet sequence into two 32-octet sequences. The
first octet sequence represents R and the second S. The values R
and S are represented as octet sequences using the Integer-to-
Cctet String Conversion defined in Section 2.3.7 of SECL [ SEC1]

(in big-endian octet order).

3. Submit the JW5 Signing Input, R, S, and the public key (x, y) to
the ECDSA P-256 SHA- 256 vali dator.

Signing and validation with the ECDSA P-384 SHA-384 and ECDSA P-521
SHA-512 algorithns is perforned identically to the procedure for

ECDSA P-256 SHA-256 -- just using the correspondi ng hash al gorithns
with correspondingly larger result values. For ECDSA P-384 SHA- 384,
R and S will be 384 bits each, resulting in a 96-octet sequence. For

ECDSA P-521 SHA-512, Rand S will be 521 bits each, resulting in a
132-octet sequence. (Note that the Integer-to-CctetString Conversion
defined in Section 2.3.7 of SEC1 [ SEC1] used to represent R and S as
octet sequences adds zero-val ued hi gh-order padding bits when needed
to round the size up to a nultiple of 8 bits; thus, each 521-bit
integer is represented using 528 bits in 66 octets.)

Exanpl es using these algorithns are shown in Appendices A 3 and A 4
of [JWF].

3.5. Digital Signature w th RSASSA- PSS

This section defines the use of the RSASSA-PSS digital signature
algorithmas defined in Section 8.1 of RFC 3447 [ RFC3447] with the
MaF1 mask generation function and SHA-2 hash functions, always using
the same hash function for both the RSASSA-PSS hash function and the
MG1 hash function. The size of the salt value is the same size as
the hash function output. All other algorithm parameters use the
defaults specified in Appendix A 2.3 of RFC 3447

A key of size 2048 bits or larger MJST be used with this algorithm

The RSASSA- PSS SHA- 256 digital signature is generated as foll ows:
generate a digital signature of the JW5 Signing Input using RSASSA-
PSS- SI G\, the SHA-256 hash function, and the M3F1 mask generation
function with SHA-256 with the desired private key. This is the JWs
Si gnat ure val ue.
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The following "alg" (algorithnm Header Parameter values are used to
indicate that the JW5 Signhature is a digital signature val ue conputed
usi ng the corresponding al gorithm

e e +
| "alg" Param Value | Digital Signature Al gorithm |
oo o o e i +
| PS256 | RSASSA- PSS using SHA-256 and MGF1 with |
| | SHA-256 |
| PS384 | RSASSA- PSS using SHA-384 and MGF1 with |
| | SHA-384 |
| PS512 | RSASSA- PSS using SHA-512 and MGF1 with |
| | SHA-512 |
o e e e oo o e e e e e e e e e e e e e e e e e mmmea—a +

The RSASSA- PSS SHA-256 digital signature for a JWs is validated as
follows: subnmit the JWs Signing Input, the JWs Signature, and the
public key corresponding to the private key used by the signer to the
RSASSA- PSS- VERI FY al gorithm usi ng SHA-256 as the hash function and
usi ng MaF1 as the mask generation function with SHA- 256.

Signing and validation with the RSASSA- PSS SHA- 384 and RSASSA- PSS
SHA-512 algorithns is perforned identically to the procedure for
RSASSA- PSS SHA- 256 -- just using the alternative hash algorithmin
both roles.

3.6. Using the Al gorithm "none"

JWSs MAY al so be created that do not provide integrity protection.
Such a JWs is called an Unsecured JW5. An Unsecured JW5 uses the
"al g" value "none" and is formatted identically to other JW5s, but
MJST use the enpty octet sequence as its JWS Signature val ue.

Reci pients MJST verify that the JW5 Signature value is the enpty
octet sequence.

| mpl enent ati ons that support Unsecured JW5s MUST NOT accept such
objects as valid unless the application specifies that it is
acceptable for a specific object to not be integrity protected.

I mpl enent ati ons MUST NOT accept Unsecured JW5s by default. 1n order
to mtigate downgrade attacks, applications MJST NOT signal
acceptance of Unsecured JWSs at a global |evel, and SHOULD si gnal
acceptance on a per-object basis. See Section 8.5 for security
consi derations associated with using this algorithm

4. Cryptographic Al gorithnms for Key Managenent

JVE uses cryptographic algorithns to encrypt or determ ne the Content
Encrypti on Key (CEK).
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Par amet er Val ues for JWE

Par amet er

val ues that are defined by this specification for use with JWE
These al gorithns are used to encrypt the CEK, producing the JVWE

Encrypt ed Key,

Jones

Par am Val ue

" al gu

RSA- OAEP- 256

A128KW

A192KW

A256KW

dir

ECDH- ES

ECDH ES+A128KW

ECDH ES+A192KW

Key Managenent
Al gorithm

RSAES- PKCS1-v1_5
RSAES QAEP usi ng

default paraneters

RSAES QAEP usi ng
SHA- 256 and MGF1
wi t h SHA- 256

AES Key Wap with
default initial
val ue using
128-bit key

AES Key Wap with
default initial
val ue using
192-bit key

AES Key Wap with
default initial
val ue using
256-bit key
Direct use of a
shared synmetric
key as the CEK
Elliptic Curve

Di ffie-Hell mn
Epheneral Static
key agreenent
usi ng Concat KDF
ECDH- ES usi ng

Concat KDF and CEK

wrapped with
" A128KW
ECDH- ES usi ng

Concat KDF and CEK

wrapped with
" AL92KW

St andards Track

(none)

(none)

"epk",
"apu",
" apv”

"epk",
“apu”,
"apv"

"epk”,
"apu",
"apv

or to use key agreement to agree upon the CEK

Reconmrended-
Recomended+

Opt i onal

Recomrended

Opt i onal

Recomended

Recomrended

Reconmmrended+

Recomended

Opt i onal
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| ECDH ES+A256KW | ECDH ES using | "epk", | Recomended |
| | Concat KDF and CEK | "apu", | |
| | wrapped with | "apv" | |
I | " A256KW I I I
| A128GCVKW | Key wrapping with | "iv", | Optional |
| | AES GCM usi ng | "tag" | |
| | 128-bit key | | |
| A192GCVKW | Key wrapping with | "iv", | Optional |
| | AES GCM usi ng | "tag" | |
| | 192-bit key | | |
| A256 GCIVKW | Key wrapping with | "iv", | Optional |
| | AES GCM using | "tag" | |
| | 256-bit key | | |
| PBES2- HS256+A128KW | PBES2 wi th HVAC | "p2s", | Optional |
| | SHA-256 and | "p2c" | |
| | "AL28KW w apping | | |
| PBES2- HS384+A192KW | PBES2 wi th HWVAC | "p2s", | Optional |
| | SHA-384 and | "p2c" | |
| | "AL92KW wr apping | | |
| PBES2- HS512+A256KW | PBES2 wi th HVAC | "p2s", | Optional |
| | SHA-512 and | "p2c" | |
I | "A256KW wrapping | I I
S I . +

The More Header Parans col um indi cates what additional Header
Parameters are used by the algorithm beyond "alg", which all use.
Al but "dir" and "ECDH ES" al so produce a JVWE Encrypted Key val ue.

The use of "+" in the Inplenentati on Requirenents colum indicates
that the requirenent strength is likely to be increased in a future
version of the specification. The use of "-" indicates that the
requirenment strength is likely to be decreased in a future version of
the specification.

See Appendix A 2 for a table cross-referencing the JVWE "al g"
(algorithm values defined in this specification with the equival ent
identifiers used by other standards and software packages.

4.2. Key Encryption with RSAES- PKCS1-v1 5
This section defines the specifics of encrypting a JWE CEK with
RSAES- PKCS1-v1 5 [ RFC3447]. The "al g" (algorithm Header Paraneter
val ue "RSA1_5" is used for this algorithm
A key of size 2048 bits or larger MJUST be used with this algorithm

An exanple using this algorithmis shown in Appendix A 2 of [JWE].
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4.3. Key Encryption with RSAES OAEP

This section defines the specifics of encrypting a JWE CEK wi th RSAES
using Optimal Asymetric Encryption Padding (OQAEP) [ RFC3447]. Two
sets of paraneters for using QAEP are defined, which use different
hash functions. |In the first case, the default paraneters specified
in Appendix A 2.1 of RFC 3447 are used. (Those default paraneters
are the SHA-1 hash function and the M1 with SHA-1 rmask generation
function.) |In the second case, the SHA-256 hash function and the
MEF1 wi th SHA- 256 nmask generation function are used.

The followi ng "alg" (algorithm Header Paraneter values are used to
indicate that the JWE Encrypted Key is the result of encrypting the
CEK using the correspondi ng al gorithm

o e e e e oo oot o e e e e e e e e e e e e e e e e e e e e e e oo oo +
| "alg" Param Val ue | Key Managenment Al gorithm |
o e e oo s o m m e e e e e e e e e e e e e e e e e e e e mee— o on +
| RSA- QAEP | RSAES OAEP using default paraneters |
| RSA- QAEP- 256 | RSAES QAEP using SHA-256 and MGF1 with |
| | SHA-256 |
o e e e e oo oot o e e e e e e e e e e e e e e e e e e e e e e oo oo +

A key of size 2048 bits or larger MIST be used with these al gorithns.
(This requirement is based on Table 4 (Security-strength tine franes)
of NI ST SP 800-57 [N ST. 800-57], which requires 112 bits of security
for new uses, and Table 2 (Conparable strengths) of the sane, which
states that 2048-bit RSA keys provide 112 bits of security.)

An exanpl e using RSAES QAEP with the default paraneters is shown in
Appendi x A. 1 of [JVE].

4.4. Key Wapping with AES Key Wap

This section defines the specifics of encrypting a JWE CEK with the
Advanced Encryption Standard (AES) Key Wap Al gorithm [RFC3394] using
the default initial value specified in Section 2.2.3.1 of that
docunent .
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The following "alg" (algorithnm Header Parameter values are used to
indicate that the JWE Encrypted Key is the result of encrypting the
CEK using the correspondi ng al gorithm and key si ze:

o e e e oo e m m e e e e e e e e e e e e e e e e e e e e e e meeee—o oo +
| "alg" Param | Key Managerent Al gorithm |
| Val ue | |
o e e e e oo - Lt +
| Al28KW | AES Key Wap with default initial value using |
| | 128-bit key |
| A192KW | AES Key Wap with default initial value using |
| | 192-bit key |
| A256KW | AES Key Wap with default initial value using |
| | 256-bit key |
o e e e oo o m e e e e e e e e e e e e e e e e e e e e e e mem o +

An exanple using this algorithmis shown in Appendix A 3 of [JWE].
4.5. Direct Encryption with a Shared Symmetric Key

This section defines the specifics of directly perform ng symetric
key encryption without performng a key wapping step. In this case,
the shared symetric key is used directly as the Content Encryption
Key (CEK) value for the "enc" algorithm An enpty octet sequence is
used as the JVWE Encrypted Key value. The "alg" (algorithn) Header
Parameter value "dir" is used in this case.

Refer to the security considerations on key lifetimes in Section 8.2
and AES GCM in Section 8.4 when considering utilizing direct
encryption.

4.6. Key Agreement with Elliptic Curve Diffie-Hellnman Epheneral Static
( ECDH- ES)

This section defines the specifics of key agreenent with Elliptic
Curve Diffie-Hell man Epheneral Static [RFC6090], in conbination with
the Concat KDF, as defined in Section 5.8.1 of [N ST.800-56A]. The
key agreenent result can be used in one of two ways:

1. directly as the Content Encryption Key (CEK) for the
algorithm in the Direct Key Agreenent node, or

enc

2. as a symetric key used to wap the CEK with the "Al128KW,
"A192KW, or "A256KW algorithns, in the Key Agreenment with Key
W appi ng node.

A new epheneral public key value MJST be generated for each key
agreenent operation.
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4. 6.

4.6

Jon

In Direct Key Agreenment node, the output of the Concat KDF MJUST be a
key of the same length as that used by the "enc" algorithm In this
case, the enpty octet sequence is used as the JWE Encrypted Key
value. The "alg" (algorithn) Header Paraneter value "ECDH ES" is
used in the Direct Key Agreenent node.

In Key Agreement with Key Wapping node, the output of the Concat KDF
MJUST be a key of the Iength needed for the specified key wrapping
algorithm 1In this case, the JWE Encrypted Key is the CEK wrapped

wi th the agreed-upon key.

The followi ng "alg" (algorithm Header Paraneter values are used to
indicate that the JWE Encrypted Key is the result of encrypting the
CEK using the result of the key agreenent algorithmas the key
encryption key for the correspondi ng key w appi ng al gorithm

o e e e oo e m m e e e e e e e e e e e e e e e e e e e e e e meeee—o oo +
| "alg" Param | Key Managerent Al gorithm |
| Val ue | |
o e e e e oo - Lt +
| ECDH ES+A128KW | ECDH ES using Concat KDF and CEK w apped wth |
| | "AL28KW |
| ECDH ES+A192KW | ECDH ES using Concat KDF and CEK wapped with |
| | "AL92KW |
| ECDH ES+A256KW | ECDH ES using Concat KDF and CEK w apped with |
| | "A256KW |
o e e e oo o m e e e e e e e e e e e e e e e e e e e e e e mem o +

1. Header Paraneters Used for ECDH Key Agreenent

The foll owi ng Header Paraneter names are used for key agreement as
defi ned bel ow.

.1.1. "epk" (Epheneral Public Key) Header Paraneter

The "epk" (ephemeral public key) value created by the originator for
the use in key agreenment algorithnms. This key is represented as a
JSON Wb Key [JWK] public key value. It MJIST contain only public key
paraneters and SHOULD contain only the m ni mum JWK paraneters
necessary to represent the key; other JW paraneters included can be
checked for consistency and honored, or they can be ignored. This
Header Parameter MJST be present and MJST be understood and processed
by inpl ementati ons when these algorithns are used.
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4.6.1.2. "apu" (Agreenent PartyUl nfo) Header Paraneter

The "apu" (agreenment PartyUl nfo) value for key agreenent algorithns
using it (such as "ECDH ES"), represented as a base64url - encoded
string. Wen used, the PartyU nfo value contains information about
the producer. Use of this Header Parameter is OPTIONAL. This Header
Par aret er MUST be understood and processed by inpl enmentati ons when
these al gorithns are used.

4.6.1.3. "apv" (Agreenent PartyVlnfo) Header Paraneter

The "apv" (agreenent PartyVinfo) value for key agreenent algorithns
using it (such as "ECDH ES"), represented as a base64url encoded
string. Wen used, the PartyVinfo value contains informtion about
the recipient. Use of this Header Paraneter is OPTIONAL. This
Header Parameter MJUST be understood and processed by inpl enentations
when these al gorithns are used.

4.6.2. Key Derivation for ECDH Key Agreenent

The key derivation process derives the agreed-upon key fromthe
shared secret Z established through the ECDH al gorithm per
Section 6.2.2.2 of [N ST.800-56A]

Key derivation is perfornmed using the Concat KDF, as defined in
Section 5.8.1 of [N ST.800-56A], where the Di gest Method i s SHA-256
The Concat KDF paraneters are set as foll ows:

z
This is set to the representation of the shared secret Z as an
octet sequence.

keydat al en
This is set to the nunber of bits in the desired output key. For
"ECDH ES", this is length of the key used by the "enc" al gorithm
For "ECDH ES+A128KW , "ECDH ES+A192KW, and "ECDH ES+A256KW, this
is 128, 192, and 256, respectively.

Al gorithm D
The Algorithm D value is of the formDatalen || Data, where Data
is a variable-length string of zero or nore octets, and Datalen is
a fixed-length, big-endian 32-bit counter that indicates the

length (in octets) of Data. |In the Direct Key Agreenent case,
Data is set to the octets of the ASCII representation of the "enc”
Header Parameter value. |In the Key Agreement with Key Wapping

case, Data is set to the octets of the ASCII representation of the
"al g" (algorithm Header Paraneter val ue.
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Part yUl nf o
The PartyU nfo value is of the formDatalen || Data, where Data is
a variable-length string of zero or nore octets, and Datalen is a
fixed-1ength, big-endian 32-bit counter that indicates the length
(in octets) of Data. |If an "apu" (agreenent PartyUl nfo) Header
Paraneter is present, Data is set to the result of base64url
decodi ng the "apu" value and Datalen is set to the nunber of
octets in Data. Oherwise, Datalen is set to 0 and Data is set to
the enpty octet sequence.

PartyVl nfo
The PartyVinfo value is of the formDatalen || Data, where Data is
a variable-length string of zero or nore octets, and Datalen is a
fixed-1ength, big-endian 32-bit counter that indicates the length
(in octets) of Data. |If an "apv" (agreenment PartyVinfo) Header
Paraneter is present, Data is set to the result of base64url
decodi ng the "apv" value and Datalen is set to the nunber of
octets in Data. Qherwi se, Datalen is set to O and Data is set to
the enpty octet sequence.

SuppPubl nf o
This is set to the keydatal en represented as a 32-bit big-endian
i nt eger.

SuppPri vl nfo
This is set to the enpty octet sequence.

Applications need to specify how the "apu" and "apv" Header
Paraneters are used for that application. The "apu" and "apv" val ues
MUST be distinct, when used. Applications wishing to conformto

[ NI ST. 800-56A] need to provide val ues that neet the requirenents of
that document, e.g., by using values that identify the producer and
consunmer. Alternatively, applications MAY conduct key derivation in
a manner simlar to "Diffie-Hellman Key Agreenent Method" [RFC2631]:
in that case, the "apu" paraneter MAY either be onitted or represent
a random 512-bit val ue (anal ogous to PartyAlnfo in Epheneral -Static
mode in RFC 2631) and the "apv" paraneter SHOULD NOT be present.

See Appendix C for an exanpl e key agreement conputation using this
nmet hod.

4.7. Key Encryption with AES GCM
This section defines the specifics of encrypting a JWE Content

Encryption Key (CEK) with Advanced Encryption Standard (AES) in
Gal oi s/ Counter Mde (GCM ([AES] and [ NI ST. 800-38D0]).
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Use of an Initialization Vector (1V) of size 96 bits is REQU RED with
this algorithm The IV is represented in base64url-encoded form as
the "iv" (initialization vector) Header Paraneter val ue.

The Additional Authenticated Data value used is the enpty octet
string.

The requested size of the Authentication Tag output MJST be 128 bits,
regardl ess of the key size.

The JWE Encrypted Key value is the ciphertext output.

The Authentication Tag output is represented in base64url -encoded
formas the "tag" (authentication tag) Header Paraneter val ue.

The followi ng "alg" (algorithm Header Paraneter values are used to
indicate that the JWE Encrypted Key is the result of encrypting the
CEK using the correspondi ng al gorithm and key si ze:

o e e e e oo oo et +
| "alg" Param Val ue | Key Management Al gorithm |
o e e e e oo oo e e e e e e e e e e e e e e e e e e e e oo +
| A128GCVKW | Key wrapping with AES GCM using 128-bit key
| A192CGCVKW | Key wrapping with AES GCM using 192-bit key
| A256 GCVKW | Key wrapping with AES GCM using 256-bit key
o e e e e oo oo et +

4.7.1. Header Paraneters Used for AES GCM Key Encryption
The foll owi ng Header Paraneters are used for AES GCM key encryption
4.7.1.1. "iv" (Initialization Vector) Header Paraneter

The "iv" (initialization vector) Header Paraneter value is the
base64url - encoded representation of the 96-bit |1V value used for the
key encryption operation. This Header Paraneter MJST be present and
MUST be understood and processed by inpl enentations when these

al gorithms are used

4.7.1.2. "tag" (Authentication Tag) Header Paraneter

The "tag" (authentication tag) Header Paraneter value is the
base64url - encoded representation of the 128-bit Authentication Tag
value resulting fromthe key encryption operation. This Header
Par amet er MUST be present and MJST be understood and processed by
i npl ement ati ons when these algorithns are used.
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4.8. Key Encryption with PBES2

This section defines the specifics of perform ng password-based
encryption of a JWE CEK, by first deriving a key encryption key from
a user-supplied password using PBES2 schenes as specified in

Section 6.2 of [RFC2898], then by encrypting the JWE CEK using the
derived key.

These al gorithns use HVAC SHA-2 al gorithns as the Pseudorandom
Function (PRF) for the PBKDF2 key derivation and AES Key Wap

[ RFC3394] for the encryption scheme. The PBES2 password input is an
octet sequence; if the password to be used is represented as a text
string rather than an octet sequence, the UTF-8 encoding of the text
string MJST be used as the octet sequence. The salt paranmeter MJIST
be computed fromthe "p2s" (PBES2 salt input) Header Parameter val ue
and the "al g" (algorithm Header Paraneter value as specified in the
"p2s" definition below. The iteration count paraneter MJST be
provided as the "p2c" (PBES2 count) Header Parameter value. The

al gorithms respectively use HVAC SHA- 256, HMAC SHA- 384, and HVAC
SHA-512 as the PRF and use 128-, 192-, and 256-bit AES Key Wap keys.
Their derived-key |lengths respectively are 16, 24, and 32 octets.

The followi ng "alg" (algorithm Header Paraneter values are used to
indicate that the JWE Encrypted Key is the result of encrypting the
CEK using the result of the correspondi ng password-based encryption
al gorithm as the key encryption key for the correspondi ng key

wr appi ng al gorithm

o e e e e o s o m m e e e e e e e e e e e e e e e e em e eeeao o +
| "alg" Param Value | Key Managenent Al gorithm |
Fom e e e e e oo o o +
| PBES2- HS256+A128KW | PBES2 with HMAC SHA- 256 and " A128KW |
| | wrapping |
| PBES2- HS384+A192KW | PBES2 wi th HVAC SHA- 384 and "Al192KW |
I | wrapping I
| PBES2- HS512+A256KW | PBES2 with HMAC SHA-512 and " A256KW |
I | wrapping I
Fom e e e e oo o o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo +

See Appendix C of the JW specification [JWK] for an exanple key
encryption conputation using "PBES2- HS256+A128KW .

4.8.1. Header Paraneters Used for PBES2 Key Encryption

The foll owi ng Header Paraneters are used for Key Encryption with
PBES2.
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4.8.1.1. "p2s" (PBES2 Salt |nput) Header Paraneter

The "p2s" (PBES2 salt input) Header Paraneter encodes a Salt I|nput
val ue, which is used as part of the PBKDF2 salt value. The "p2s"
val ue is BASE64URL(Salt Input). This Header Paraneter MJST be
present and MUST be understood and processed by inplenmentations when
these al gorithns are used.

The salt expands the possible keys that can be derived froma given
password. A Salt Input value containing 8 or nore octets MJST be

used. A new Salt Input value MJST be generated randomy for every
encryption operation; see RFC 4086 [ RFC4086] for considerations on

generating random values. The salt value used is (UTF8(A g) || 0x00
|| Salt Input), where Alg is the "alg" (algorithm Header Paraneter
val ue.

4.8.1.2. "p2c" (PBES2 Count) Header Paraneter

The "p2c" (PBES2 count) Header Paraneter contains the PBKDF2
iteration count, represented as a positive JSON integer. This Header
Par amet er MUST be present and MJST be understood and processed by

i npl ement ati ons when these algorithns are used.

The iteration count adds conputational expense, ideally conpounded by
the possi bl e range of keys introduced by the salt. A mininum
iteration count of 1000 i s RECOVMENDED.

5. Cryptographic Algorithns for Content Encryption
JVE uses cryptographic algorithms to encrypt and integrity-protect

the plaintext and to integrity-protect the Additional Authenticated
Dat a.
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5.1. "enc" (Encryption Al gorithnm Header Paraneter Values for JVE

The table belowis the set of "enc" (encryption algorithn) Header
Par anet er val ues that are defined by this specification for use with
JVE.

S RIS e T Y . +
| "enc" Param | Content Encryption Al gorithm | I'nplenentation |
| Val ue | | Requirements |
S T S +
| Al128CBC-HS256 | AES_128_CBC HVAC_SHA 256 | Required |
| | authenticated encryption | |
| | algorithm as defined in Section | |
| | 5.2.3 | |
| Al192CBC-HS384 | AES 192 _CBC HVAC SHA 384 | Optional |
| | authenticated encryption | |
| | algorithm as defined in Section | |
| | 5.2.4 | |
| A256CBC-HS512 | AES 256_CBC HVAC SHA 512 | Required |
| | authenticated encryption | |
| | algorithm as defined in Section | |
| | 5.2.5 | |
| A128GCM | AES GCM using 128-bit key | Recommended |
| Al92GCM | AES GCM using 192-bit key | Optional |
| A256GCM | AES GCM usi ng 256-bit key | Recommended |
o m e e e oo - o e e e e e e e e e e e e e m e e o oo o - +

Al also use a JVE Initialization Vector val ue and produce JVWE
Ci phertext and JWE Aut hentication Tag val ues.

See Appendix A 3 for a table cross-referencing the JWE "enc"
(encryption algorithn) values defined in this specification with the
equi val ent identifiers used by other standards and software packages.

5.2. AES CBC HVAC SHA2 Al gorithns

This section defines a fanily of authenticated encryption algorithns
built using a composition of AES [ AES] in C pher Bl ock Chaining (CBC
nmode [ NI ST. 800- 38A] wi th PKCS #7 paddi ng operations per Section 6.3
of [RFC5652] and HVAC ([ RFC2104] and [SHS]) operations. This
algorithmfamly is called AES CBC HVAC SHA2. It also defines three
instances of this famly: the first using 128-bit CBC keys and HVAC
SHA- 256, the second using 192-bit CBC keys and HVAC SHA- 384, and the
third using 256-bit CBC keys and HVAC SHA-512. Test cases for these
al gorithnms can be found in Appendix B.
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5.

5.

2.

2.

These al gorithns are based upon "Authenticated Encryption wi th AES-
CBC and HVAC- SHA" [ AEAD- CBC-SHA], perform ng the sane cryptographic
computations, but with the Initialization Vector (IV) and

Aut hentication Tag val ues remnmi ning separate, rather than being
concatenated with the ci phertext value in the output representation.
This option is discussed in Appendix B of that specification. This
algorithmfanmily is a generalization of the algorithmfanily in

[ AEAD- CBC- SHA] and can be used to inplenent those al gorithns.

1. Conventions Used in Defining AES CBC HVAC SHA2
We use the followi ng notational conventions.

CBC- PKCS7- ENC( X, P) denotes the AES-CBC encryption of P using PKCS
#7 padding utilizing the cipher with the key X

MAC(Y, M denotes the application of the MAC to the nessage M

usi ng the key Y.

2. Generic AES_CBC _HVAC SHA2 Al gorithm

This section defines AES CBC HVAC SHA2 in a manner that is

i ndependent of the AES-CBC key size or hash function to be used.
Sections 5.2.2.1 and 5.2.2.2 define the generic encryption and
decryption algorithns. Sections 5.2.3 through 5.2.5 define instances
of AES_CBC HMAC SHA2 that specify those details.

5.2.2.1. AES_CBC_HVAC SHA2 Encryption

The authenticated encryption algorithmtakes as input four octet
strings: a secret key K, a plaintext P, Additional Authenticated Data
A, and an Initialization Vector IV. The authenticated ciphertext
value E and the Authentication Tag value T are provided as outputs.
The data in the plaintext are encrypted and aut henticated, and the
Addi tional Authenticated Data are authenticated, but not encrypted.

The encryption process is as follows, or uses an equival ent set of
st eps:

1. The secondary keys MAC KEY and ENC KEY are generated fromthe
i nput key K as follows. Each of these two keys is an octet
string.

MAC_KEY consists of the initial MACKEY_LEN octets of K, in
or der.

ENC KEY consists of the final ENC KEY LEN octets of K, in
order.
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The nunber of octets in the input key K MIUST be the sum of

MAC KEY_LEN and ENC KEY_LEN. The val ues of these paraneters are
specified by the Authenticated Encryption algorithnms in Sections
5.2.3 through 5.2.5. Note that the MAC key cones before the
encryption key in the input key K, this is in the opposite order
of the algorithmnames in the identifier "AES_CBC HVAC SHA2".

2. The IV used is a 128-bit val ue generated randomy or
pseudorandomy for use in the cipher.

3. The plaintext is CBC encrypted using PKCS #7 paddi ng using
ENC KEY as the key and the I'V. W denote the ciphertext output
fromthis step as E

4. The octet string AL is equal to the nunber of bits in the
Addi tional Authenticated Data A expressed as a 64-bit unsigned
bi g- endi an i nt eger.

5. A nessage Authentication Tag T is conputed by applyi ng HVAC
[ RFC2104] to the follow ng data, in order:

the Additional Authenticated Data A,

the Initialization Vector 1V,

the ciphertext E conputed in the previous step, and
the octet string AL defined above.

The string MAC KEY is used as the MAC key. W denote the out put
of the MAC conputed in this step as M The first T _LEN octets of
M are used as T.

6. The ciphertext E and the Authentication Tag T are returned as the
outputs of the authenticated encryption.

The encryption process can be illustrated as follows. Here K, P, A
IV, and E denote the key, plaintext, Additional Authenticated Data,
Initialization Vector, and ciphertext, respectively.

MAC KEY = initial MAC KEY _LEN octets of K,
ENC KEY = final ENC KEY_LEN octets of K,
E = CBC- PKCS7- ENC( ENC_KEY, P),

M = MAC(MAC KEY, A || IV ]| E|| AL),

T =1initial T_LEN octets of M
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5.2.2.2. AES CBC HVAC SHA2 Decryption

The authenticated decryption operation has five inputs: K A 1V, E
and T as defined above. It has only a single output: either a

pl ai ntext value P or a special synbol FAIL that indicates that the
inputs are not authentic. The authenticated decryption algorithmis
as follows, or uses an equival ent set of steps:

1. The secondary keys MAC KEY and ENC KEY are generated fromthe
input key Kas in Step 1 of Section 5.2.2.1.

2. The integrity and authenticity of A and E are checked by
conputing an HVAC with the inputs as in Step 5 of
Section 5.2.2.1. The value T, fromthe previous step, is
compared to the first MAC KEY length bits of the HVAC output. If
those val ues are identical, then A and E are considered valid,
and processing is continued. Qherwise, all of the data used in
the MAC validation are discarded, and the authenticated
decryption operation returns an indication that it failed, and
the operation halts. (But see Section 11.5 of [JWE for security
considerations on thwarting timng attacks.)

3. The value E is decrypted and the PKCS #7 padding is checked and
renoved. The value IV is used as the Initialization Vector. The
val ue ENC KEY is used as the decryption key.

4. The plaintext value is returned.
5.2.3. AES_128_CBC_HVAC_SHA 256

This algorithmis a concrete instantiation of the generic
AES_CBC HVAC SHA2 al gorithm above. It uses the HVAC nessage

aut henti cati on code [ RFC2104] with the SHA-256 hash function [SHS] to
provi de nessage authentication, with the HVAC output truncated to 128
bits, corresponding to the HVMAC SHA- 256-128 al gorithm defined in

[ RFC4868]. For encryption, it uses AES in the CBC node of operation
as defined in Section 6.2 of [N ST.800-38A], with PKCS #7 paddi ng and
a 128-bit 1V val ue.

The AES CBC HVAC SHA2 paraneters specific to AES 128 CBC HVAC SHA 256
are:

The input key Kis 32 octets |ong.

ENC KEY LEN is 16 octets.

MAC KEY LEN is 16 octets.

The SHA-256 hash algorithmis used for the HVAC.

The HVAC- SHA- 256 output is truncated to T _LEN=16 octets, by
stripping off the final 16 octets.
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5.2.4. AES 192 _CBC HVAC SHA 384

AES 192 CBC HMAC SHA 384 is based on AES 128 CBC HWVAC SHA 256, but
with the follow ng differences:

The input key Kis 48 octets |long instead of 32.

ENC KEY_LEN is 24 octets instead of 16.

MAC KEY LEN is 24 octets instead of 16.

SHA- 384 is used for the HVAC i nstead of SHA-256.

The HVAC SHA-384 value is truncated to T _LEN=24 octets instead of
16.

5.2.5. AES 256_CBC HVAC SHA 512

AES 256 _CBC HMAC SHA 512 is based on AES 128 CBC HWVAC SHA 256, but
with the follow ng differences:

The input key Kis 64 octets |long instead of 32.

ENC KEY_LEN is 32 octets instead of 16.

MAC KEY LEN is 32 octets instead of 16.

SHA-512 is used for the HVAC i nstead of SHA-256.

The HVAC SHA-512 value is truncated to T _LEN=32 octets instead of
16.

5.2.6. Content Encryption with AES CBC HVAC SHA2

This section defines the specifics of perform ng authenticated
encryption with the AES CBC HVAC SHA2 al gorithns.

The CEK is used as the secret key K

The followi ng "enc" (encryption algorithn) Header Parameter val ues
are used to indicate that the JWE Ci phertext and JWE Aut hentication
Tag val ues have been conputed using the correspondi ng al gorithm

A128CBC- HS256 | AES 128 _CBC HWAC SHA 256 authenticated encryption |
algorithm as defined in Section 5.2.3 |

| AES 192 CBC HVAC SHA 384 aut henticated encryption |

| algorithm as defined in Section 5.2.4 |

A256CBC- HS512 | AES 256 _CBC HVAC SHA 512 aut henticated encryption |
| algorithm as defined in Section 5.2.5 |

A192CBC- HS384
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5.3. Content Encryption with AES GCM
This section defines the specifics of perform ng authenticated
encryption with AES in Gal oi s/ Counter Mde (GCM ([ AES] and
[ NI ST. 800-380)] ) .
The CEK is used as the encryption key.
Use of an IV of size 96 bits is REQURED with this algorithm

The requested size of the Authentication Tag output MJST be 128 bits,
regardl ess of the key size.

The followi ng "enc" (encryption algorithn) Header Parameter val ues
are used to indicate that the JWE Ci phertext and JWE Aut hentication
Tag val ues have been conputed using the correspondi ng al gorithm and

key si ze:
S RIS S +
| "enc" Param Value | Content Encryption Al gorithm |
o e e e o o e e e e e e e e e o +
| A128GCM | AES GCM using 128-bit key |
| Al92GCM | AES GCM using 192-bit key |
| A256GCM | AES GCM usi ng 256-bit key |
I IR e +

An exanpl e using this algorithmis shown in Appendix A 1 of [JWE].
6. Cryptographic Al gorithnms for Keys

A JSON Wb Key (JWK) [JWK] is a JSON data structure that represents a
crypt ographi c key. These keys can be either asymmretric or synmetric.
They can hol d both public and private information about the key.

This section defines the paraneters for keys using the algorithns
specified by this docunent.
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6.1. "kty" (Key Type) Paraneter Val ues

The table belowis the set of "kty" (key type) paraneter val ues that
are defined by this specification for use in JVKs.

S o m e e e e e e i e e ee oo o e e oo +
| "kty" Param | Key Type | I'npl ementation |
| Val ue | | Requirements |
S o e e e e e e e e e e e o m o o e e e +
| EC | Elliptic Curve [DSS] | Recommended+ |
| RSA | RSA [ RFC3447] | Required |
| oct | Octet sequence (used to | Required |
| | represent symmetric keys) | |
o m e e e oo - o m e e e e e e e e e Fom e e e e oo o +

The use of "+" in the Inplenentation Requirenents colum indicates
that the requirenent strength is likely to be increased in a future
version of the specification.

6.2. Paraneters for Elliptic Curve Keys

JWKs can represent Elliptic Curve [DSS] keys. |In this case, the
"kty" nmenber value is "EC'.

6.2.1. Paraneters for Elliptic Curve Public Keys

An Elliptic Curve public key is represented by a pair of coordi nates
drawn froma finite field, which together define a point on an
Elliptic Curve. The follow ng nenbers MJUST be present for al
Elliptic Curve public keys:

o "crv"
o "x"

The foll owi ng nenber MJUST al so be present for Elliptic Curve public
keys for the three curves defined in the followi ng section

6.2.1.1. "crv" (Curve) Paraneter

The "crv" (curve) paraneter identifies the cryptographic curve used
with the key. Curve values from[DSS] used by this specification
ar e:

o "P-256"
o "P-384"
o "P-521"
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These val ues are registered in the | ANA "JSON Wb Key Elliptic Curve"
registry defined in Section 7.6. Additional "crv" values can be

regi stered by other specifications. Specifications registering

addi tional curves nust define what paraneters are used to represent
keys for the curves registered. The "crv" value is a case-sensitive
string.

SEC1 [ SEC1] point conpression is not supported for any of these three
curves.

6.2.1.2. "x" (X Coordi nate) Paraneter

The "x" (x coordi nate) paraneter contains the x coordinate for the
Elliptic Curve point. It is represented as the base64url encoding of
the octet string representation of the coordinate, as defined in
Section 2.3.5 of SECL [SECLl]. The length of this octet string MJST
be the full size of a coordinate for the curve specified in the "crv"
paraneter. For exanple, if the value of "crv" is "P-521", the octet
string must be 66 octets I|ong.

6.2.1.3. "y" (Y Coordi nate) Paraneter

The "y" (y coordi nate) paraneter contains the y coordinate for the
Elliptic Curve point. It is represented as the base64url encodi ng of
the octet string representation of the coordinate, as defined in
Section 2.3.5 of SECL [SECl]. The length of this octet string MJST
be the full size of a coordinate for the curve specified in the "crv"
paraneter. For exanple, if the value of "crv" is "P-521", the octet
string must be 66 octets |ong.

6.2.2. Paraneters for Elliptic Curve Private Keys

In addition to the menbers used to represent Elliptic Curve public
keys, the foll owi ng nenber MIST be present to represent Elliptic
Curve private keys.

6.2.2.1. "d" (ECC Private Key) Paraneter

The "d" (ECC private key) paraneter contains the Elliptic Curve
private key value. It is represented as the base64url encodi ng of
the octet string representation of the private key val ue, as defined
in Section 2.3.7 of SECL [SEC1]. The length of this octet string
MUST be ceiling(l og-base-2(n)/8) octets (where n is the order of the
curve).
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6. 3.

6. 3.

Paranmeters for RSA Keys

JWKs can represent RSA [ RFC3447] keys. In this case, the "kty"

menber value is "RSA". The semantics of the paraneters defined bel ow
are the sane as those defined in Sections 3.1 and 3.2 of RFC 3447.

1. Paraneters for RSA Public Keys

The foll owi ng nenmbers MJST be present for RSA public keys.

6.3.1.1. "n" (Mdulus) Paraneter

The "n" (nodul us) paraneter contains the nmodulus value for the RSA
public key. It is represented as a Base64url U nt-encoded val ue.

Note that inplenenters have found that sone cryptographic libraries
prefix an extra zero-val ued octet to the nodul us representations they
return, for instance, returning 257 octets for a 2048-bit key, rather
than 256. |nplenmentations using such libraries will need to take
care to onmit the extra octet fromthe base64url -encoded
representation.

6.3.1.2. "e" (Exponent) Paraneter

The "e" (exponent) parameter contains the exponent value for the RSA
public key. It is represented as a Base64url U nt-encoded val ue.

For instance, when representing the val ue 65537, the octet sequence
to be base64url -encoded MUST consist of the three octets [1, 0, 1];
the resulting representation for this value is "AQAB".

6.3.2. Paraneters for RSA Private Keys

In addition to the nmenbers used to represent RSA public keys, the
foll owi ng menbers are used to represent RSA private keys. The
paraneter "d" is REQU RED for RSA private keys. The others enable
optim zati ons and SHOULD be included by producers of JWKs
representing RSA private keys. |If the producer includes any of the
other private key paraneters, then all of the others MJST be present,
with the exception of "oth", which MJST only be present when nore
than two prine factors were used.

6.3.2.1. "d" (Private Exponent) Paraneter

The "d" (private exponent) parameter contains the private exponent
value for the RSA private key. It is represented as a Base64url Ul nt-
encoded val ue.
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6.3.2.2. "p" (First Prime Factor) Paraneter

The "p" (first prime factor) parameter contains the first prine
factor. It is represented as a Base64url U nt-encoded val ue.

6.3.2.3. "q" (Second Prinme Factor) Paraneter

The "qg" (second prine factor) paranmeter contains the second prinme
factor. It is represented as a Base64url U nt-encoded val ue.

6.3.2.4. "dp" (First Factor CRT Exponent) Paraneter

The "dp" (first factor CRT exponent) paraneter contains the Chinese
Remai nder Theorem (CRT) exponent of the first factor. It is
represented as a Base64url U nt-encoded val ue.

6.3.2.5. "dq" (Second Factor CRT Exponent) Paraneter

The "dq" (second factor CRT exponent) paraneter contains the CRT
exponent of the second factor. It is represented as a Base64url Ul nt-
encoded val ue.

6.3.2.6. "qi" (First CRT Coefficient) Paraneter

The "qgi" (first CRT coefficient) parameter contains the CRT
coefficient of the second factor. It is represented as a
Base64ur| U nt - encoded val ue.

6.3.2.7. "oth" (OQher Primes Info) Paraneter

The "oth" (other primes info) parameter contains an array of

i nformati on about any third and subsequent prines, should they exist.
When only two primes have been used (the normal case), this parameter
MUST be onmitted. Wen three or nore prinmes have been used, the
nunber of array el enments MJUST be the nunber of prinmes used m nus two.
For nore information on this case, see the description of the

O herPrimelnfo paraneters in Appendix A 1.2 of RFC 3447 [ RFC3447],
upon which the followi ng paranmeters are nodeled. |f the consuner of
a JVWK does not support private keys with nmore than two prines and it
encounters a private key that includes the "oth" paraneter, then it
MUST NOT use the key. Each array el ement MJUST be an object with the
fol |l owi ng nmenbers

6.3.2.7.1. "r" (Prinme Factor)
The "r" (prime factor) paraneter within an "oth" array nenber

represents the value of a subsequent prinme factor. It is represented
as a Base64url Ul nt - encoded val ue.

Jones St andards Track [ Page 31]



RFC 7518 JSON Wb Al gorithms (JWA) May 2015

6.3.2.7.2. "d" (Factor CRT Exponent)

The "d" (factor CRT exponent) paraneter within an "oth" array menber
represents the CRT exponent of the corresponding prinme factor. It is
represented as a Base64url U nt-encoded val ue.

6.3.2.7.3. "t" (Factor CRT Coefficient)

The "t" (factor CRT coefficient) parameter within an "oth" array
menber represents the CRT coefficient of the corresponding prine
factor. It is represented as a Base64url U nt-encoded val ue.

6.4. Paraneters for Synmetric Keys

VWhen the JWK "kty" nenber value is "oct" (octet sequence), the nenber
"k" (see Section 6.4.1) is used to represent a symmetric key (or

anot her key whose value is a single octet sequence). An "alg" nenber
SHOULD al so be present to identify the algorithmintended to be used
with the key, unless the application uses another neans or convention
to determ ne the al gorithm used

6.4.1. "k" (Key Value) Paraneter

The "k" (key val ue) paraneter contains the value of the symmetric (or
ot her single-valued) key. It is represented as the base64url
encodi ng of the octet sequence containing the key val ue.

7. |1 ANA Consi derations

The following registration procedure is used for all the registries
established by this specification.

The registration procedure for values is Specification Required

[ RFC5226] after a three-week review period on the
jose-reg-review@etf.org mailing list, on the advice of one or nore
Desi gnated Experts. However, to allow for the allocation of val ues
prior to publication, the Designated Experts may approve registration
once they are satisfied that such a specification will be published.

Regi stration requests sent to the mailing list for review should use
an appropriate subject (e.g., "Request to register algorithm
exanpl e").

Wthin the review period, the Designated Experts will either approve
or deny the registration request, communicating this decision to the
review list and 1 ANA. Denials should include an explanation and, if
appl i cabl e, suggestions as to how to make the request successful
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Regi stration requests that are undetermined for a period | onger than
21 days can be brought to the IESG s attention (using the
iesg@etf.org mailing list) for resolution

Criteria that should be applied by the Designated Experts include

det ermi ni ng whether the proposed registration duplicates existing
functionality, whether it is likely to be of general applicability or
useful only for a single application, and whether the registration
description is clear.

| ANA nust only accept registry updates fromthe Designated Experts
and should direct all requests for registration to the review mailing
list.

It is suggested that nultiple Designated Experts be appointed who are
able to represent the perspectives of different applications using
this specification, in order to enable broadly infornmed revi ew of
registration decisions. In cases where a registration decision could
be perceived as creating a conflict of interest for a particular
Expert, that Expert should defer to the judgnent of the other

Experts.

7.1. JSON Wb Signature and Encryption Al gorithns Registry

Thi s specification establishes the | ANA "JSON Wb Si gnature and
Encryption Al gorithms" registry for values of the JW and JWE "al g"
(algorithm and "enc" (encryption algorithm Header Paraneters. The
registry records the algorithmnane, the algorithm description, the
al gorithm usage | ocations, the inplenentation requirenents, the
change controller, and a reference to the specification that defines
it. The same algorithmname can be registered multiple tines,

provi ded that the sets of usage |ocations are disjoint.

It is suggested that the length of the key be included in the

al gorithm name when multiple variations of algorithns are being

regi stered that use keys of different |engths and the key |engths for
each need to be fixed (for instance, because they will be created by
key derivation functions). This allows readers of the JSON text to
nmore easily nmake security deci sions.

The Desi gnated Experts shoul d performreasonabl e due diligence that
al gorithms being registered either are currently consi dered
cryptographically credible or are being registered as Deprecated or
Pr ohi bi t ed.
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The inpl enentati on requi rements of an al gorithm nmay be changed over
time as the cryptographic | andscape evol ves, for instance, to change
the status of an algorithmto Deprecated or to change the status of
an algorithmfrom Optional to Recormended+ or Required. Changes of

i npl ementation requirenents are only permtted on a Specification
Required basis after review by the Designated Experts, with the new
specification defining the revised inplenentation requirenents |evel.

7.1.1. Registration Tenpl ate

Al gorithm Nare:
The nane requested (e.g., "HS256"). This nanme is a case-sensitive
ASCI| string. Names may not natch other registered names in a
case-insensitive manner unl ess the Designhated Experts state that
there is a conpelling reason to all ow an excepti on.

Al gorithm Description:
Brief description of the algorithm(e.g., "HMAC using SHA-256").

Al gorithm Usage Location(s):

The al gorithm usage | ocations. This nust be one or nore of the
val ues "alg" or "enc" if the algorithmis to be used with JW5 or
JWE. The value "JWK" is used if the algorithmidentifier will be
used as a JWK "al g" nenber value, but will not be used with JWs or
JVE; this could be the case, for instance, for non-authenticated
encryption algorithns. Oher values may be used with the approval
of a Designated Expert.

JOSE | npl enent ati on Requirenents:
The al gorithminpl enentation requirenments for JW5 and JWE, which
must be one the words Required, Reconmended, Optional, Deprecated,
or Prohibited. Optionally, the word can be followed by a "+" or
"-". The use of "+" indicates that the requirenment strength is
likely to be increased in a future version of the specification.
The use of "-" indicates that the requirement strength is likely
to be decreased in a future version of the specification. Any
identifiers registered for non-authenticated encryption algorithns
or other algorithns that are otherw se unsuitable for direct use
as JW5 or JWE al gorithns nmust be registered as "Prohibited".

Change Controller:
For Standards Track RFCs, list the "IESG'. For others, give the
nane of the responsible party. Qher details (e.g., postal
address, emmil| address, home page URI) may al so be included.
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Speci fication Docunent(s):

Ref erence to the docunent or docunents that specify the paraneter,
preferably including URIs that can be used to retrieve copi es of
the docunents. An indication of the relevant sections may al so be
i ncluded but is not required.

Al gorithm Anal ysi s Docunent s(s):

7.1.2.

OO0OO0OO0OO0OO0OO0o OO0OO0OO0OO0OO0OO0o

OO0OO0OO0O0O0OO0o

Jones

Ref erences to a publication or publications in well-known

crypt ographi ¢ conferences, by national standards bodies, or by
other authoritative sources analyzing the cryptographi c soundness
of the algorithmto be registered. The Designated Experts may
requi re convincing evidence of the cryptographic soundness of a
new algorithmto be provided with the registration request unless
the algorithmis being registered as Deprecated or Prohibited.
Havi ng gone through working group and I ETF review, the initia
regi strations made by this docunment are exenpt fromthe need to
provide this information.

Initial Registry Contents

Al gorithm Name: "HS256"

Al gorithm Description: HVMAC usi ng SHA- 256

Al gorithm Usage Location(s): "alg"

JOSE | npl enentati on Requi renments: Required

Change Controller: |ESG

Speci fication Docunent(s): Section 3.2 of RFC 7518
Al gorithm Anal ysis Docunents(s): n/a

Al gorithm Nanme: "HS384"

Al gorithm Description: HVAC usi ng SHA-384

Al gorithm Usage Location(s): "alg"

JOSE | npl emrent ati on Requi renments: Optional

Change Controller: |ESG

Speci fication Docunment(s): Section 3.2 of RFC 7518
Al gorithm Anal ysis Docunents(s): n/a

Al gorithm Name: "HS512"

Al gorithm Description: HVMAC using SHA-512

Al gorithm Usage Location(s): "alg"

JCSE | npl enent ati on Requirenents: Optional

Change Controller: |ESG

Speci fication Docunent(s): Section 3.2 of RFC 7518
Al gorithm Anal ysis Docunments(s): n/a
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Al gorithm Name: "RS256"

Al gorithm Description: RSASSA- PKCS1-v1l 5 using SHA- 256
Al gorithm Usage Location(s): "alg"

JCSE | npl enent ati on Requirenents: Reconmended

Change Controller: |ESG

Speci fication Docunent(s): Section 3.3 of RFC 7518

Al gorithm Anal ysis Docunments(s): n/a

Al gorithm Name: "RS384"

Al gorithm Description: RSASSA- PKCS1-v1l 5 using SHA-384
Al gorithm Usage Location(s): "alg"

JOSE | npl ement ati on Requi renments: Optional

Change Controller: |ESG

Speci fication Docunent(s): Section 3.3 of RFC 7518

Al gorithm Anal ysis Docunents(s): n/a

Al gorithm Nanme: "RS512"

Al gorithm Description: RSASSA- PKCS1-v1_ 5 using SHA-512
Al gorithm Usage Location(s): "alg"

JOSE | npl emrent ati on Requi renments: Optional

Change Controller: |ESG

Speci fication Docunment(s): Section 3.3 of RFC 7518

Al gorithm Anal ysis Docunents(s): n/a

Al gorithm Name: "ES256"

Al gorithm Description: ECDSA using P-256 and SHA- 256
Al gorithm Usage Location(s): "alg"

JCSE | npl enent ati on Requirenents: Reconmended+
Change Controller: |ESG

Speci fication Docunent(s): Section 3.4 of RFC 7518
Al gorithm Anal ysis Docunments(s): n/a

Al gorithm Name: "ES384"

Al gorithm Description: ECDSA using P-384 and SHA- 384
Al gorithm Usage Location(s): "alg"

JOSE | npl enent ati on Requi renments: Optional

Change Controller: |ESG

Speci fication Docunent(s): Section 3.4 of RFC 7518
Al gorithm Anal ysis Docunents(s): n/a

Al gorithm Nanme: "ES512"

Al gorithm Description: ECDSA using P-521 and SHA-512
Al gorithm Usage Location(s): "alg"

JOSE | npl emrent ati on Requi renments: Optional

Change Controller: |ESG

Speci fication Docunment(s): Section 3.4 of RFC 7518
Al gorithm Anal ysis Docunents(s): n/a
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0 Algorithm Name: "PS256"

0 Algorithm Description: RSASSA-PSS using SHA-256 and MGF1 with
SHA- 256

0o AlgorithmUsage Location(s): "alg"

0 JCSE Inplenentation Requirenents: Optional

o0 Change Controller: |IESG

0 Specification Docunment(s): Section 3.5 of RFC 7518

0 Algorithm Anal ysis Docunments(s): n/a
Al gorithm Nanme: "PS384"
Al gorithm Description: RSASSA- PSS using SHA-384 and MGF1 with
SHA- 384

o0 Algorithm Usage Location(s): "alg"

0 JOSE Inplenmentation Requirenents: Optional

o Change Controller: |IESG

0 Specification Docunent(s): Section 3.5 of RFC 7518

0 Algorithm Anal ysis Docunents(s): n/a
Al gorithm Name: "PS512"
Al gorithm Description: RSASSA- PSS using SHA-512 and MGF1 with
SHA- 512

0o AlgorithmUsage Location(s): "alg"

0 JCSE Inplenmentation Requirenents: Optional

o0 Change Controller: |IESG

0 Specification Docunment(s): Section 3.5 of RFC 7518

0 Algorithm Anal ysis Docunments(s): n/a

o Algorithm Nanme: "none"

0 AlgorithmDescription: No digital signhature or MAC perforned

0 Algorithm Usage Location(s): "alg"

0 JOSE Inplenmentation Requirenents: Optional

o Change Controller: |IESG

0 Specification Docunment(s): Section 3.6 of RFC 7518

0 Algorithm Anal ysis Docunents(s): n/a

o Algorithm Name: "RSA1_5"

0 Al gorithm Description: RSAES-PKCS1-v1_5

0 Algorithm Usage Location(s): "alg"

0 JOSE Inpl enmentati on Requi renents: Recomended-

0 Change Controller: |ESG

0 Specification Docunent(s): Section 4.2 of RFC 7518

0 Algorithm Anal ysis Docunents(s): n/a
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0 Algorithm Name: "RSA- CAEP"
0 AlgorithmDescription: RSAES QAEP using default paraneters
0 AlgorithmUsage Location(s): "alg"
0 JCSE Inplenentation Requirenents: Reconmended+
0 Change Controller: |IESG
0 Specification Docunent(s): Section 4.3 of RFC 7518
o Al gorithm Anal ysis Docunents(s): n/a
Al gorithm Nane: " RSA- OAEP- 256"
Al gorithm Description: RSAES QAEP using SHA-256 and MGF1 with
SHA- 256
0 Algorithm Usage Location(s): "alg"
0 JOSE Inplenmentation Requirenents: Optiona
o Change Controller: |ESG
0 Specification Docunment(s): Section 4.3 of RFC 7518
0 Algorithm Anal ysis Docunents(s): n/a
o Algorithm Name: "Al128KW
0 Algorithm Description: AES Key Wap using 128-bit key
0 Algorithm Usage Location(s): "alg"
0 JOSE Inplenmentati on Requi renents: Recomended
0 Change Controller: |ESG
0 Specification Docunent(s): Section 4.4 of RFC 7518
o0 Algorithm Anal ysis Docunents(s): n/a
o Algorithm Name: "A192KW
0 AlgorithmDescription: AES Key Wap using 192-bit key
o0 AlgorithmUsage Location(s): "alg"
0 JCSE Inplenentation Requirenents: Optiona
o0 Change Controller: |IESG
0 Specification Docunment(s): Section 4.4 of RFC 7518
0 Algorithm Anal ysis Docunments(s): n/a
0 Algorithm Name: "A256KW
0 AlgorithmDescription: AES Key Wap using 256-bit key
0 Algorithm Usage Location(s): "alg"
0 JOSE Inplenmentation Requirenents: Recommended
o Change Controller: |IESG
0 Specification Docunment(s): Section 4.4 of RFC 7518
0 Algorithm Anal ysis Docunents(s): n/a
o Algorithm Nanme: "dir"
o0 AlgorithmDescription: Direct use of a shared symmetric key
0 Algorithm Usage Location(s): "alg"
o0 JOSE Inpl enmentati on Requi renents: Recomended
0 Change Controller: |ESG
0 Specification Docunent(s): Section 4.5 of RFC 7518
0 Algorithm Anal ysis Docunents(s): n/a

Jones St andards Track [ Page 38]



RFC 7518 JSON Wb Al gorithms (JWA) May 2015

o Algorithm Name: "ECDH ES"
0 Algorithm Description: ECDH ES using Concat KDF
0 AlgorithmUsage Location(s): "alg"
0 JCSE Inplenentation Requirenents: Reconmended+
0 Change Controller: |IESG
0 Specification Docunent(s): Section 4.6 of RFC 7518
o Al gorithm Anal ysis Docunents(s): n/a
Al gorithm Nanme: "ECDH ES+A128KW
Al gorithm Description: ECDH ES using Concat KDF and "Al128KW
W appi ng
0 Algorithm Usage Location(s): "alg"
0 JOSE Inplenmentation Requirenents: Recommended
o Change Controller: |ESG
0 Specification Docunment(s): Section 4.6 of RFC 7518
0 Algorithm Anal ysis Docunents(s): n/a
Al gorithm Name: "ECDH ES+A192KW
Al gorithm Description: ECDH ES using Concat KDF and "A192KW
wr appi ng
0 AlgorithmUsage Location(s): "alg"
0 JCSE Inplenentation Requirenents: Optional
0 Change Controller: |IESG
0 Specification Docunent(s): Section 4.6 of RFC 7518
o Al gorithm Anal ysis Docunents(s): n/a
Al gorithm Name: " ECDH ES+A256KW
Al gorithm Description: ECDH ES using Concat KDF and "A256KW
W appi ng
0 Algorithm Usage Location(s): "alg"
0 JOSE Inplenmentation Requirenents: Recommended
o Change Controller: |IESG
0 Specification Docunment(s): Section 4.6 of RFC 7518
0 Algorithm Anal ysis Docunents(s): n/a
o Al gorithm Name: "A128CGCVKW
0 Algorithm Description: Key wapping with AES GCM using 128-bit key
0 Algorithm Usage Location(s): "alg"
0 JOSE Inpl enmentati on Requirenments: Optional
0 Change Controller: |ESG
0 Specification Docunent(s): Section 4.7 of RFC 7518
0 Algorithm Anal ysis Docunents(s): n/a
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o Al gorithm Name: "A192GCVKW
0 AlgorithmDescription: Key wapping with AES GCM usi ng 192-bit key
0 AlgorithmUsage Location(s): "alg"
0 JCSE Inplenentation Requirenents: Optional
0 Change Controller: |IESG
0 Specification Docunent(s): Section 4.7 of RFC 7518
o Al gorithm Anal ysis Docunents(s): n/a
0 Algorithm Name: "A256GCVKW
0 AlgorithmDescription: Key wapping with AES GCM usi ng 256-bit key
o0 AlgorithmUsage Location(s): "alg"
0 JCSE Inplenentation Requirenents: Optiona
o0 Change Controller: |IESG
0 Specification Docurment(s): Section 4.7 of RFC 7518
0 Algorithm Anal ysis Docunents(s): n/a
Al gorithm Nanme: "PBES2- HS256+A128KW
Al gorithm Description: PBES2 with HVAC SHA- 256 and "Al128KW
wWr appi ng
0 Algorithm Usage Location(s): "alg"
0 JOSE Inplenmentation Requirenents: Optiona
0 Change Controller: |ESG
0 Specification Docunent(s): Section 4.8 of RFC 7518
o0 Algorithm Anal ysis Docunents(s): n/a
Al gorithm Name: "PBES2- HS384+A192KW
Al gorithm Description: PBES2 with HVAC SHA- 384 and "A192KW
wWr appi ng
o0 AlgorithmUsage Location(s): "alg"
0 JCSE Inplenentation Requirenents: Optiona
o0 Change Controller: |IESG
0 Specification Docurment(s): Section 4.8 of RFC 7518
o0 Algorithm Anal ysis Docunents(s): n/a
Al gorithm Nanme: "PBES2- HS512+A256KW
Al gorithm Description: PBES2 with HVAC SHA-512 and " A256KW
wWr appi ng
0 Algorithm Usage Location(s): "alg"
0 JOSE Inplenmentation Requirenents: Optiona
0 Change Controller: |ESG
0 Specification Docunent(s): Section 4.8 of RFC 7518
0 Algorithm Anal ysis Docunents(s): n/a
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Al gorithm Nane: "A128CBC- HS256"

Al gorithm Description: AES 128 CBC HVAC SHA 256 authenti cated
encryption algorithm

Al gorithm Usage Location(s): "enc"

JOSE | npl enent ati on Requirenents: Required

Change Controller: |ESG

Speci fication Docunent(s): Section 5.2.3 of RFC 7518

Al gorithm Anal ysis Docunments(s): n/a

Al gorithm Narme: "Al192CBC- HS384"

Al gorithm Description: AES 192 CBC HVAC SHA 384 authenticated
encryption al gorithm

Al gorithm Usage Location(s): "enc"

JOSE | npl emrent ati on Requi renments: Optional

Change Controller: |ESG

Speci fication Docunent(s): Section 5.2.4 of RFC 7518

Al gorithm Anal ysis Docunents(s): n/a

Al gorithm Nane: "A256CBC- HS512"

Al gorithm Description: AES 256_CBC HVAC SHA 512 aut henti cated
encryption algorithm

Al gorithm Usage Location(s): "enc"

JOSE | npl enent ati on Requirenents: Required

Change Controller: |ESG

Speci fication Docunent(s): Section 5.2.5 of RFC 7518

Al gorithm Anal ysis Docunments(s): n/a

Al gorithm Nane: "A128GCM'

Al gorithm Description: AES GCM using 128-bit key
Al gorithm Usage Location(s): "enc"

JOSE | npl ement ati on Requirenments: Recommended
Change Controller: |ESG

Speci fication Docunent(s): Section 5.3 of RFC 7518
Al gorithm Anal ysis Docunents(s): n/a

Al gorithm Nane: "Al92GCM'

Al gorithm Description: AES GCM using 192-bit key
Al gorithm Usage Location(s): "enc"

JOSE | npl ement ati on Requi rements: Optional

Change Controller: |ESG

Speci fication Docunent(s): Section 5.3 of RFC 7518
Al gorithm Anal ysis Docunments(s): n/a

2015
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7.2.

Al gorithm Nane: "A256GCM'

Al gorithm Description: AES GCM usi ng 256-bit key
Al gorithm Usage Location(s): "enc"

JCSE | npl enent ati on Requirenents: Reconmended
Change Controller: |ESG

Speci fication Docunent(s): Section 5.3 of RFC 7518
Al gorithm Anal ysis Docunments(s): n/a

Header Parameter Names Regi stration

This section registers the Header Paraneter names defined in Sections
4.6.1, 4.7.1, and 4.8.1 of this specification in the | ANA "JSON Wb
Si gnature and Encryption Header Parameters” registry established by

[IWE] .
7.2.1. Registry Contents
0 Header Paraneter Nane: "epk"
0 Header Paraneter Description: Ephereral Public Key
0 Header Paraneter Usage Location(s): JWE
o Change Controller: |IESG
0 Specification Docurment(s): Section 4.6.1.1 of RFC 7518

Oo0Oo0oo0oo Oo0Oo0oo0oo Oo0Oo0oo0oo

Oo0Oo0oo0oo

Jones

Header Parameter Nanme: "apu"

Header Parameter Description: Agreement PartyU nfo
Header Paranmeter Usage Location(s): JVE

Change Controller: |ESG

Speci fication Docunment(s): Section 4.6.1.2 of RFC 7518

Header Parameter Nanme: "apv"

Header Paraneter Description: Agreenment PartyVinfo
Header Paranmeter Usage Location(s): JVE

Change Controller: |ESG

Speci fication Docunment(s): Section 4.6.1.3 of RFC 7518

Header Paranmeter Name: "iv"

Header Parameter Description: Initialization Vector
Header Paranmeter Usage Location(s): JVE

Change Controller: |ESG

Speci fication Docunment(s): Section 4.7.1.1 of RFC 7518

Header Parameter Nanme: "tag"

Header Paraneter Description: Authentication Tag
Header Paranmeter Usage Location(s): JVE

Change Controller: |ESG

Speci fication Docunment(s): Section 4.7.1.2 of RFC 7518
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0 Header Paraneter Nane: "p2s"

0 Header Paraneter Description: PBES2 Salt | nput

0 Header Paraneter Usage Location(s): JWE

0 Change Controller: |ESG

0 Specification Docurment(s): Section 4.8.1.1 of RFC 7518
0 Header Paraneter Nane: "p2c"

0 Header Paraneter Description: PBES2 Count

0 Header Paraneter Usage Location(s): JWE

0 Change Controller: |ESG

0 Specification Docurment(s): Section 4.8.1.2 of RFC 7518

7.3. JSON Web Encryption Conpression Al gorithns Registry

Thi s specification establishes the | ANA "JSON Wb Encryption
Conpression Algorithns" registry for JWE "zip" nmenber values. The
registry records the conpression algorithmvalue and a reference to
the specification that defines it.

7.3.1. Registration Tenplate

Conpr essi on Al gorithm Val ue:
The nane requested (e.g., "DEF"). Because a core goal of this
specification is for the resulting representations to be conpact,
it is RECOWENDED that the nanme be short -- not to exceed 8
characters without a compelling reason to do so. This name is
case sensitive. Nanes may not match other registered nanes in a
case-insensitive nmanner unless the Designated Experts state that
there is a conpelling reason to allow an exception

Conpressi on Al gorithm Description:
Brief description of the conpression algorithm (e.g., "DEFLATE").

Change Controller
For Standards Track RFCs, list "IESG'. For others, give the nane
of the responsible party. Oher details (e.g., postal address,
emai | address, hone page URI) nay al so be incl uded.

Speci ficati on Document (s)
Ref erence to the docunent or docunents that specify the paraneter
preferably including URIs that can be used to retrieve copi es of
the docunents. An indication of the relevant sections nmay al so be
i ncluded but is not required.
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3.

4.

2. Initial Registry Contents

Conpressi on Al gorithm Val ue: "DEF"

Conpressi on Al gorithm Description: DEFLATE

Change Controller: |ESG

Speci fication Docunment(s): JSON Wb Encryption (JVE) [JWE]

O o0Oo0oo

JSON Wb Key Types Registry

Thi s specification establishes the | ANA "JSON Wb Key Types" registry
for values of the JW "kty" (key type) paraneter. The registry
records the "kty" value, inplenentation requirenents, and a reference
to the specification that defines it.

The inpl enentation requirements of a key type may be changed over
time as the cryptographic | andscape evol ves, for instance, to change
the status of a key type to Deprecated or to change the status of a
key type from Optional to Recormended+ or Required. Changes of

i mpl ementation requirements are only pernmitted on a Specification
Required basis after review by the Designated Experts, with the new
specification defining the revised inplenentation requirements |evel

7.4.1. Registration Tenplate

"kty" Parameter Val ue:
The nane requested (e.g., "EC'). Because a core goal of this
specification is for the resulting representations to be conpact,
it is RECOWENDED that the name be short -- not to exceed 8
characters without a conpelling reason to do so. This nane is
case sensitive. Nanes may not match other registered nanes in a
case-insensitive manner unless the Designated Experts state that
there is a conpelling reason to all ow an exception

Key Type Descri ption:
Brief description of the Key Type (e.g., "Elliptic Curve").

Change Controller
For Standards Track RFCs, list "IESG'. For others, give the nane
of the responsible party. Qher details (e.g., postal address,
emai | address, hone page URI) nay al so be incl uded.
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4.

JOSE | npl erent ati on Requi renents:

The key type inplenmentation requirenents for JW5 and JWE, which
must be one the words Required, Reconmended, Optional, Deprecated,
or Prohibited. Optionally, the word can be followed by a "+" or
"-". The use of "+" indicates that the requirenent strength is
likely to be increased in a future version of the specification
The use of "-" indicates that the requirement strength is likely
to be decreased in a future version of the specification

Speci fication Docunent (s)

2

Thi

Oo0oooo Oo0oooo

Oo0oooo

5

Thi

Ref erence to the docunent or docunents that specify the paraneter
preferably including URIs that can be used to retrieve copi es of
the docunents. An indication of the relevant sections nmay al so be
i ncluded but is not required.

Initial Registry Contents
s section registers the values defined in Section 6.1

"kty" Parameter Value: "EC'

Key Type Description: Elliptic Curve

JCSE | npl enent ati on Requirenents: Reconmended+
Change Controller: |ESG

Speci fication Docunent(s): Section 6.2 of RFC 7518

"kty" Parameter Value: "RSA"

Key Type Description: RSA

JCOSE | npl enent ati on Requirenents: Required

Change Controller: |ESG

Speci fication Docunent(s): Section 6.3 of RFC 7518

"kty" Parameter Value: "oct"

Key Type Description: Octet Sequence

JCOSE | npl enent ati on Requirenents: Required

Change Controller: |ESG

Speci fication Docunent(s): Section 6.4 of RFC 7518

JSON Web Key Parameters Registration

s section registers the parameter nanes defined in Sections 6.2,

6.3, and 6.4 of this specification in the | ANA "JSON Wb Key
Paraneters" registry established by [JVK].

Jones
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7.5.1. Registry Contents

o Parameter Name: "crv"

0 Parameter Description: Curve

0o Used with "kty" Value(s): "EC'

o Parameter Information Cass: Public

o0 Change Controller: |IESG

0 Specification Docurment(s): Section 6.2.

o Paranmeter Nanme: "x"

o0 Parameter Description: X Coordinate

0o Used with "kty" Value(s): "EC'

o Parameter Information Cass: Public

o Change Controller: |ESG

0 Specification Docunment(s): Section 6.2.

o Paranmeter Nane: "y"

o Parameter Description: Y Coordinate

0o Used with "kty" Value(s): "EC'

o Parameter Information Cass: Public

o Change Controller: |IESG

o Specification Docunent(s): Section 6.2.

o Parameter Name: "d"

o0 Parameter Description: ECC Private Key

0 Used with "kty" Value(s): "EC'

o Parameter Information Cl ass: Private

0 Change Controller: |ESG

o0 Specification Docurment(s): Section 6. 2.

o Paraneter Nane: "n"

o0 Parameter Description: Mdul us

0 Used with "kty" Value(s): "RSA"

0o Parameter Information Cass: Public

0 Change Controller: |IESG

o Specification Docunent(s): Section 6.3.

o0 Paraneter Nane: "e"

o Parameter Description: Exponent

0 Used with "kty" Value(s): "RSA"

o Parameter Information O ass: Public

0 Change Controller: |IESG

o Specification Docurment(s): Section 6.3.
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Par anet er Nane: "d"

Par armet er Description: Private Exponent

Used with "kty" Value(s): "RSA'

Paraneter Information Cass: Private

Change Controller: |ESG

Speci fication Docunment(s): Section 6.3.2.1 of RFC 7518
Par amet er Name: "p"

Par amet er Description: First Prime Factor

Used with "kty" Value(s): "RSA'

Paraneter Information Cass: Private

Change Controller: |ESG

Speci fication Docunment(s): Section 6.3.2.2 of RFC 7518
Par amet er Name: "q"

Par armet er Description: Second Prine Factor

Used with "kty" Value(s): "RSA"

Paraneter Information O ass: Private

Change Controller: |ESG

Speci fication Docunment (s): Section 6.3.2.3 of RFC 7518

Par anet er Nane: "dp"

Par amet er Description: First Factor CRT Exponent

Used with "kty" Value(s): "RSA"

Paraneter Information O ass: Private

Change Controller: |ESG

Speci fication Docunment (s): Section 6.3.2.4 of RFC 7518

Par anet er Nane: "dqg"

Par armet er Description: Second Factor CRT Exponent

Used with "kty" Value(s): "RSA"

Paranmeter Information Cass: Private

Change Controller: |ESG

Speci fication Docunment(s): Section 6.3.2.5 of RFC 7518

Par aneter Nanme: "qi"

Par amet er Description: First CRT Coefficient

Used with "kty" Value(s): "RSA"

Paraneter Information C ass: Private

Change Controller: |ESG

Speci fication Docunent(s): Section 6.3.2.6 of RFC 7518
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o Parameter Name: "oth"

o Parameter Description: Qher Prines Info

0 Used with "kty" Value(s): "RSA"

o Parameter Information O ass: Private

0 Change Controller: |IESG

o0 Specification Docunment(s): Section 6.3.2.7 of RFC 7518
o Paraneter Name: "k"

o Parameter Description: Key Val ue

0o Used with "kty" Value(s): "oct"

o Parameter Information Cdass: Private

o0 Change Controller: |IESG

o0 Specification Docunment(s): Section 6.4.1 of RFC 7518

6. JSON Web Key Elliptic Curve Registry

This section establishes the | ANA "JSON Wb Key Elliptic Curve"
registry for JWK "crv" nenber values. The registry records the curve
name, inplenentation requirenents, and a reference to the
specification that defines it. This specification registers the
paraneter nanes defined in Section 6.2.1.1

The i npl enentation requirenents of a curve nay be changed over tine
as the cryptographi c | andscape evol ves, for instance, to change the
status of a curve to Deprecated or to change the status of a curve
from Optional to Reconmrended+ or Required. Changes of inplenentation
requirenents are only permtted on a Specification Required basis
after review by the Designated Experts, with the new specification
defining the revised inplenentation requirenents |evel

6.1. Registration Tenplate

Curve Nane:
The nane requested (e.g., "P-256"). Because a core goal of this
specification is for the resulting representations to be conpact,
it is RECOWENDED that the name be short -- not to exceed 8
characters without a conpelling reason to do so. This nanme is
case sensitive. Nanes may not match other registered nanes in a
case-insensitive manner unless the Designated Experts state that
there is a conpelling reason to allow an exception

Curve Description
Brief description of the curve (e.g., "P-256 Curve").

JOSE | npl enrent ati on Requi renents:
The curve inplenmentation requirenents for JWs and JWE, which nust
be one the words Required, Recomrended, Optional, Deprecated, or
Prohi bited. Optionally, the word can be followed by a "+" or "-"
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The use of "+" indicates that the requirement strength is likely
to be increased in a future version of the specification. The use
of "-" indicates that the requirement strength is likely to be
decreased in a future version of the specification.

Change Controller:
For Standards Track RFCs, list "IESG'. For others, give the nane
of the responsible party. Oher details (e.g., postal address,
emai | address, hone page URI) may al so be incl uded.

Speci fication Docunment (s):
Ref erence to the docunent or docunents that specify the paraneter,
preferably including URIs that can be used to retrieve copi es of
the docunents. An indication of the relevant sections may al so be
i ncluded but is not required.

7.6.2. Initial Registry Contents

o Curve Nane: "P-256"

0 Curve Description: P-256 Curve

0 JOSE Inplenmentation Requirenents: Reconmended+

0 Change Controller: |ESG

0 Specification Docunment(s): Section 6.2.1.1 of RFC 7518
o Curve Nane: "P-384"

0 Curve Description: P-384 Curve

0 JOSE Inplenmentati on Requirenments: Optional

0 Change Controller: |ESG

0 Specification Docurment(s): Section 6.2.1.1 of RFC 7518
o Curve Nane: "P-521"

0 Curve Description: P-521 Curve

0 JOSE Inplenmentati on Requirenments: Optional

0 Change Controller: |ESG

0 Specification Docunment(s): Section 6.2.1.1 of RFC 7518

8. Security Considerations

Al of the security issues that are pertinent to any cryptographic
application nust be addressed by JWs/ JWE JWK agents. Anpbng these
i ssues are protecting the user’'s asymetric private and symetric
secret keys and enpl oyi ng counternmeasures to various attacks.

The security considerations in [AES], [DSS], [JWE, [JWK], [JWF],

[ NI ST. 800-38D], [N ST.800-56A], [N ST.800-107], [RFC2104], [RFC3394],
[ RFC3447], [RFC5116], [RFC6090], and [SHS] apply to this

speci fication.
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8.1. Cryptographic Agility

I mpl enenters should be aware that cryptographic algorithms becone
weaker with time. As new cryptanal ysis techniques are devel oped and
conmputing performance i nproves, the work factor to break a particul ar
cryptographic algorithmw |l be reduced. Therefore, inplenenters and
depl oynents nmust be prepared for the set of algorithnms that are
supported and used to change over time. Thus, cryptographic

al gorithminpl ementations shoul d be nodul ar, allow ng new al gorithns
to be readily inserted.

8.2. Key Lifetines

Many al gorithns have associated security considerations related to
key lifetinmes and/or the nunber of times that a key may be used.
Those security considerations continue to apply when using those
algorithms with JOSE data structures. See N ST SP 800-57

[ NI ST. 800-57] for specific guidance on key lifetinmnes.

8.3. RSAES- PKCS1-v1 5 Security Considerations

Wil e Section 8 of RFC 3447 [ RFC3447] explicitly calls for people not
to adopt RSASSA- PKCS1-v1l 5 for new applications and instead requests
that people transition to RSASSA-PSS, this specification does include
RSASSA- PKCS1-v1 5, for interoperability reasons, because it is
commonl y i npl enent ed.

Keys used with RSAES- PKCS1-vl 5 nmust follow the constraints in
Section 7.2 of RFC 3447. Al so, keys with a | ow public key exponent
val ue, as described in Section 3 of "Twenty Years of Attacks on the
RSA Cryptosystent [Boneh99], mnust not be used.

8.4. AES GCM Security Considerations

Keys used with AES GCM nust follow the constraints in Section 8.3 of

[ NI ST. 800-38D0], which states: "The total nunber of invocations of the
aut henti cated encryption function shall not exceed 2732, including
all 1V Iiengths and all instances of the authenticated encryption
function with the given key". In accordance with this rule, AES GCM
MUST NOT be used with the sane key val ue nore than 2732 ti nes.

An |V value MJST NOT ever be used nultiple tines with the sane AES
GCM key. One way to prevent this is to store a counter with the key
and increnent it with every use. The counter can also be used to
prevent exceeding the 2732 limt above.

This security consideration does not apply to the conposite AES-CBC
HVAC SHA-2 or AES Key Wap al gorithns.
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8.5. Unsecured JWS Security Considerations

Unsecured JWs (JW5s that use the "al g" val ue "none") provide no
integrity protection. Thus, they nust only be used in contexts in
whi ch the payload is secured by neans other than a digital signature
or MAC val ue, or they need not be secured.

An exanpl e neans of preventing accepting Unsecured JW5s by default is
for the "verify" method of a hypothetical JW5 software library to
have a Bool ean "accept Unsecured" paranmeter that indicates "none" is
an acceptable "al g" value. As another exanple, the "verify" nethod
m ght take a list of algorithns that are acceptable to the
application as a paranmeter and would reject Unsecured JW5 val ues if
"none" is not in that |ist.

The followi ng exanple illustrates the reasons for not accepting
Unsecured JWSs at a global |evel. Suppose an application accepts
JWEs over two channels, (1) HTTP and (2) HTTPS with client
authentication. It requires a JW5 Signature on objects received over
HTTP, but accepts Unsecured JWSs over HTTPS. |f the application were
to globally indicate that "none" is acceptable, then an attacker
could provide it with an Unsecured JW5 over HTTP and still have that
obj ect successfully validate. |Instead, the application needs to

i ndi cate acceptance of "none" for each object received over HITPS
(e.g., by setting "acceptUnsecured" to "true" for the first

hypot heti cal JW5 software |ibrary above), but not for each object
recei ved over HITP

8.6. Denial-of-Service Attacks

Recei ving agents that validate signatures and sendi ng agents that
encrypt messages need to be cautious of cryptographic processing
usage when validating signatures and encrypting nmessages using keys
| arger than those mandated in this specification. An attacker could
supply content using keys that would result in excessive

crypt ographi c processing, for exanple, keys |larger than those
mandated in this specification. |nplenmentations should set and
enforce upper limts on the key sizes they accept. Section 5.6.1
(Comparabl e Al gorithm Strengths) of N ST SP 800-57 [ NI ST. 800-57]
contains statenents on | argest approved key sizes that may be
appl i cabl e.

8.7. Reusing Key Material when Encrypting Keys
It is NOT RECOWENDED to reuse the same entire set of key materi al
(Key Encryption Key, Content Encryption Key, Initialization Vector,

etc.) to encrypt nultiple JW or JWK Set objects, or to encrypt the
sanme JWK or JWK Set object multiple tines. One suggestion for
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preventing reuse is to always generate at |east one new piece of key
mat eri al for each encryption operation (e.g., a new Content
Encryption Key, a new |V, and/or a new PBES2 Salt), based on the
consi derations noted in this docunent as well as from RFC 4086

[ RFC4086] .

8.8. Password Consi derations

Passwords are vulnerable to a nunmber of attacks. To help mtigate
sonme of these limtations, this docunent applies principles fromRFC
2898 [ RFC2898] to derive cryptographic keys from user-supplied
passwor ds.

However, the strength of the password still has a significant inpact.
A high-entropy password has greater resistance to dictionary attacks.
[ NI ST. 800-63-2] contains guidelines for estimating password entropy,
whi ch can hel p applications and users generate stronger passwords.

An ideal password is one that is as large as (or larger than) the
derived key length. However, passwords |arger than a certain

al gorithmspecific size are first hashed, which reduces an attacker’s
effective search space to the length of the hash algorithm It is
RECOMVENDED t hat a password used for "PBES2- HS256+A128KW be no
shorter than 16 octets and no | onger than 128 octets and a password
used for "PBES2-HS512+A256KW be no shorter than 32 octets and no

| onger than 128 octets | ong.

Still, care needs to be taken in where and how password- based
encryption is used. These algorithns can still be susceptible to
di ctionary-based attacks if the iteration count is too snall; this is

of particular concern if these algorithnms are used to protect data
that an attacker can have indefinite nunber of attenpts to circunvent
the protection, such as protected data stored on a file system

8.9. Key Entropy and Random Val ues

See Section 10.1 of [JW5] for security considerations on key entropy
and random val ues.

8.10. Differences between Digital Signatures and MACs

See Section 10.5 of [JW5] for security considerations on differences
bet ween digital signatures and MACs.
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8.11. Using Matching Al gorithm Strengths

See Section 11.3 of [JWE] for security considerations on using
mat chi ng al gorithm strengths

8.12. Adaptive Chosen-C phertext Attacks

See Section 11.4 of [JWE for security considerations on adaptive
chosen-ci phertext attacks.

8.13. Timng Attacks

See Section 10.9 of [JW5] and Section 11.5 of [JWE for security
consi derations on tining attacks.

8.14. RSA Private Key Representations and Blinding

See Section 9.3 of [JWK] for security considerations on RSA private
key representations and blinding.

9. Internationalization Considerations

Passwor ds obtained fromusers are likely to require preparation and
normal i zation to account for differences of octet sequences generated
by different input devices, locales, etc. It is RECOWENDED t hat
applications performthe steps outlined in [PRECIS] to prepare a
password supplied directly by a user before perform ng key derivation
and encryption.
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Appendix A. Algorithmldentifier Cross-Reference

Thi s appendi x contains tables cross-referencing the cryptographic
algorithmidentifier values defined in this specification with the
equi val ent identifiers used by other standards and software packages.
See XML DSI G [ RFC3275], XM. DSIG 2.0

[ WVBC. NOTE- xm dsi g- core2-20130411], XM Encryption

[ VBC. REC- xml enc- core-20021210], XM. Encryption 1.1

[ WBC. REC- xml enc-corel-20130411], and Java Cryptography Architecture
[JCA] for nore information about the nanes defined by those

docunent s.
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A.l. Digital Signature/ MAC Algorithmldentifier Cross-Reference

This section contains a table cross-referencing the JW5 digital
signature and MAC "al g" (algorithn) values defined in this
specification with the equivalent identifiers used by other standards
and sof tware packages.

o m m o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e emma- +
| IWs | XM DSI G |
| | JCA | AD |
e m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eeeo o +
| HS256 | http://www w3. org/ 2001/ 04/ xmi dsi g- nor e#hmac- sha256 |
| | HmacSHA256 | 1.2.840.113549.2.9 |
o m m o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e emma- +
| HS384 | http://ww. w3. org/ 2001/ 04/ xm dsi g- nor e#hmac- sha384 |
| | HracSHA384 | 1.2.840.113549.2.10 |
e m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eeeo o +
| HS512 | http://ww. w3. org/ 2001/ 04/ xm dsi g- nor e#hmac- sha512 |
| | HmacSHA512 | 1.2.840.113549.2.11 |
o m m o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e emma- +
| RS256 | http://ww. w3. org/ 2001/ 04/ xm dsi g- nor e#r sa- sha256 |
| | SHA256wi t hRSA | 1.2.840.113549.1.1.11 |
e m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eeeo o +
| RS384 | http://ww. w3. org/ 2001/ 04/ xm dsi g- nor e#r sa- sha384 |
| | SHA384wi t hRSA | 1.2.840.113549.1.1.12 |
o m m o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e emma- +
| RS512 | http://ww. w3. org/ 2001/ 04/ xm dsi g- nor e#r sa- sha512 |
| | SHA512wi t hRSA | 1.2.840.113549.1.1.13 |
e m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eeeo o +
| ES256 | http://www w3. org/ 2001/ 04/ xmi dsi g- nor e#ecdsa- sha256 |
| | SHA256wi t hECDSA | 1.2.840.10045.4.3.2 |
o m m o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e emma- +
| ES384 | http://ww. w3. org/ 2001/ 04/ xm dsi g- nor e#ecdsa- sha384 |
| | SHA384wi t hECDSA | 1.2.840.10045.4.3.3 |
e m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eeeo o +
| ES512 | http://ww. w3. org/ 2001/ 04/ xm dsi g- nor e#ecdsa- sha512 |
| | SHA512wi t hECDSA | 1.2.840.10045.4.3.4 |
o m m o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e emma- +
| PS256 | http://ww. w3. org/ 2007/ 05/ xm dsi g- nor e#sha256-rsa- MaF1 |
| | SHA256w t hRSAandMGF1 | 1.2.840.113549.1.1.10 |
e m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eeeo o +
| PS384 | http://ww. w3. org/ 2007/ 05/ xm dsi g- nor e#!sha384-r sa- MGF1 |
| | SHA384wi t hRSAandMGF1 | 1.2.840.113549.1.1.10 |
o m m o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e emma- +
| PS512 | http://ww. w3. org/ 2007/ 05/ xm dsi g- nor e#sha512-rsa- MaF1 |
| | SHA512wi t hRSAandMGF1 | 1.2.840.113549.1.1.10 |
e m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eeeo o +

Jones St andards Track [ Page 60]



RFC 7518 JSON Wb Al gorithms (JWA) May 2015

A. 2. Key Managenent Al gorithmldentifier Cross-Reference

This section contains a table cross-referencing the JWE "al g"
(algorithm values defined in this specification with the equival ent
identifiers used by other standards and software packages.

e m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eaa oo +
| IVE | XML ENC |
| | JCA | AD |
T +
| RSAL 5 | http://ww. w3.org/ 2001/ 04/ xm enc#rsa-1 5 |
| | RSA/ ECB/ PKCS1Paddi ng | 1.2.840.113549.1.1.1 |
e m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eaa oo +
| RSA- QAEP | http://ww. w3. org/ 2001/ 04/ xm enc#r sa- oaep- ngf 1p |
| | RSA/ ECB/ GAEPW t hSHA- 1AndMGF1Paddi ng | 1.2.840.113549.1.1.7 |
T +
| RSA-QAEP-256 | http://ww. w3. org/ 2009/ xm encll#rsa- oaep |
| | & http://ww. w3. org/ 2009/ xm encll#ngf 1sha256 |
| | RSA/ ECB/ QAEPW t hSHA- 256 AndMGF1Paddi ng | |
| | & MGF1lParamet er Spec. SHA256 | 1.2.840.113549.1.1.7 |
o m m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e +
| ECDH ES | http://wwv w3. org/ 2009/ xm encl11#ECDH ES |
| | ECDH | 1.3.132.1.12 |
e m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eeao o +
| A128KW | http://www w3. or g/ 2001/ 04/ xm enc#kw aes128 |
| | AESWap | 2.16.840.1.101.3.4.1.5 |
o m m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e +
| AL192KW | http://www w3. org/ 2001/ 04/ xm enc#kw aes192 |
| | AESWap | 2.16.840.1.101.3.4.1.25 |
e m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eeao o +
| A256KW | http://www w3. or g/ 2001/ 04/ xm enc#kw aes256 |
| | AESWap | 2.16.840.1.101.3.4.1.45 |
o m m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e +
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A.3. Content Encryption Al gorithmldentifier Cross-Reference

This section contains a table cross-referencing the JWE "enc"
(encryption algorithn) values defined in this specification with the
equi val ent identifiers used by other standards and software packages.

For the conposite al gorithns "Al128CBC- HS256", "A192CBC- HS384", and
"A256CBC- HS512", the correspondi ng AES-CBC al gorithmidentifiers are

I'isted.

e m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eeeo o +
| IVE | XML ENC |
| | JCA | AD |
o m m o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e emma- +
| A128CBC-HS256 | http://ww. w3. org/ 2001/ 04/ xm enc#aes128- chc |
| | AES/ CBC/ PKCS5Paddi ng | 2.16.840.1.101.3.4.1.2 |
e m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eeeo o +
| A192CBC-HS384 | http://wwmv w3. or g/ 2001/ 04/ xm enc#aes192- cbc |
| | AES/ CBCU PKCS5Paddi ng | 2.16.840.1.101.3.4.1.22 |
o m m o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e emma- +
| A256CBC- HS512 | http://ww. w3. or g/ 2001/ 04/ xm enc#aes256- chc |
| | AES/ CBC/ PKCS5Paddi ng | 2.16.840.1.101.3.4.1.42 |
e m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eeeo o +
| A128GCM | http://wwmv w3. org/ 2009/ xm encll#aes128-gcm |
| | AES/ GCM NoPaddi ng | 2.16.840.1.101.3.4.1.6 |
o m m o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e emma- +
| Al92GCM | http://ww. w3. org/ 2009/ xm encll#aes192-gcm |
| | AES/ GCM NoPaddi ng | 2.16.840.1.101.3.4.1.26 |
e m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eeeo o +
| A256GCM | http://ww. w3. org/ 2009/ xm encll#aes256-gcm |
| | AES/ GCM NoPaddi ng | 2.16.840.1.101.3.4.1.46 |
o m m o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e emma- +

Appendi x B. Test Cases for AES CBC HVMAC SHA2 Al gorithns

The foll owing test cases can be used to validate inplenentations of
the AES CBC HVAC SHA2 al gorithms defined in Section 5.2. They are

al so intended to correspond to test cases that may appear in a future
versi on of [ AEAD-CBC- SHA], denonstrating that the cryptographic
conputations perforned are the sane.

The vari abl e nanes are those defined in Section 5.2. Al values are
hexadeci mal .
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B.1. Test Cases for AES 128 CBC HVAC SHA 256

AES_128_CBC_HVAC_SHA 256

K = 00
10

MAC_KEY = 00

ENC _KEY 10
P = 41
6d
69
74
65
6e
20
75

IV = la

A = 54
69
4b

AL = 00

E = c8
az2
a9
fc
09
6e
38
bd
4b

M = 65
eb

T = 65

Jones

01
11

01

11

20
75
72
2c
20
74
74
74

f3

68
70
65

00

Oe
e4
4a
6f

d4
13
4c
34
88

2c
eb

2c

02
12

02
12

63
73
65
20
61
6f
68
20

8c

65
6¢C
72

00

df

6a
c9
9b
5a
33
48
ds
51

3f
45

3f
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03
13

03
13

69
74
64
61
62
20
65
69

2d

20
65
63

00

a3
1b
b4
3f
c6
14
6f
48
ff

a3
82

a3

04
14

04
14

70
20
20
6e
6C
74
20
6e

c2

73
20
6b

00

2d
80
7a
39
98
c5
3a

b5

6b
47

6b

05
15

05
15

68
6e

64
65
68

63
b9

65
6f
68

00

df

49
d2
9a
64
40
54

98

Oa
65

Oa

06
16

06
16

65
6f
6f
20
20
65
6e
6f

6f

63
66
6f

01
39
f7
65
e3
19
c5
f7

7c
15

7c

07
17

07
17

72
74
20
69
74
20
65
6e

fd
6f

20
66
50
d5
92
5c
32
e8
10
f8

5b
fo

5b

08
18

08
18

20
20
62
74
6f

68

76
ds

6e
41
66

ef

f7
5f

89
1c
ca
78
a6
00

32
ad

32

09
19

09
19

73
62
65
20
20
61

65
66

64
75
73

00
6b
10
fl
f8
79
15

74

19
of

19
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Oa
la

Oa
la

79
65

6d
66
6e
20
6e

94

20
67

cO
fe
fo
63
29
80
8e

b9

75

fa

0b
1b

Ob
1b
73
20
73
75
61
64
69
09

70
75

Oc
1c

Oc
1c

74
72
65
73
6C
73

65
23

72
73

68
b9
f7
c7
ac
a4
d7

3c

a3
b7

a3

od
1d

od
1d

65
65

74
6C
20

6e
41

69
74

83
03
14
03
40
b9
od

82

Ob
1c

0b

Oe
le

Oe
le

6d
71
72
20
20
6f

63
bc

6e
65

42
a9
27
23
96
cf
eb5
ad
e2

cl
73

cl

of
1f

of
1f

20
75
65
62
69
66

65
04

63
20

79
c9
e2
36
c8
1b
of
eb
db

c4
ef

c4
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B.2. Test Cases for AES 192 CBC HVAC SHA 384

K = 00 01 02 03 04 05 06 07 08 09 Oa Ob Oc 0d Oe Of
10 11 12 13 14 15 16 17 18 19 1a 1b 1c 1d le 1if
20 21 22 23 24 25 26 27 28 29 2a 2b 2c 2d 2e 2f

00 01 02 03 04 05 06 07 08 09 Oa Ob Oc 0d 0Oe Of
10 11 12 13 14 15 16 17

MAC_KEY

18 19 1a 1b 1c 1d l1le 1f 20 21 22 23 24 25 26 27
28 29 2a 2b 2c 2d 2e 2f

ENC_KEY

P = 41 20 63 69 70 68 65 72 20 73 79 73 74 65 6d 20
6d 75 73 74 20 6e 6f 74 20 62 65 20 72 65 71 75
69 72 65 64 20 74 6f 20 62 65 20 73 65 63 72 65
74 2c 20 61 6e 64 20 69 74 20 6d 75 73 74 20 62
65 20 61 62 6¢ 65 20 74 6f 20 66 61 6C 6C 20 69
6e 74 6f 20 74 68 65 20 68 61 6e 64 73 20 6f 66
20 74 68 65 20 65 6e 65 6d 79 20 77 69 74 68 6f
75 74 20 69 6e 63 6f 6e 76 65 6e 69 65 6e 63 65

IV = la f3 8c 2d c2 b9 6f fd d8 66 94 09 23 41 bc 04

A= 54 68 65 20 73 65 63 6f 6e 64 20 70 72 69 6e 63
69 70 6¢c 65 20 6f 66 20 41 75 67 75 73 74 65 20
4b 65 72 63 6b 68 6f 66 66 73

AL = 00 00 00 00 00 00 01 50

E = ea 65 da 6b 59 e6 1le db 41 9b e6 2d 19 71 2a eb5
d3 03 ee b5 00 52 dO df d6 69 7f 77 22 4c 8e db
00 0d 27 9b dc 14 c1 07 26 54 bd 30 94 42 30 c6
57 be d4 ca Oc 9f 4a 84 66 f2 2b 22 6d 17 46 21
4b f8 cf c2 40 Oa dd 9f 51 26 e4 79 66 3f c9 Ob
3b ed 78 7a 2f Of fc bf 39 04 be 2a 64 1d 5c 21
05 bf e5 91 ba e2 3b 1d 74 49 e5 32 ee f6 Oa 9a
c8 bb 6¢c 6b 01 d3 5d 49 78 7b cd 57 ef 48 49 27
f2 80 ad ¢c9 1a cO c4 e7 9¢c 7b 11 ef c6 00 54 e3

M = 84 90 ac Oe 58 94 9b fe 51 87 5d 73 3f 93 ac 20
75 16 80 39 cc c7 33 d7 45 94 f8 86 b3 fa af d4
86 f2 5¢c 71 31 e3 28 1e 36 ¢7 a2 d1 30 af de 57

T = 84 90 ac Oe 58 94 9b fe 51 87 5d 73 3f 93 ac 20
75 16 80 39 cc c7 33 d7
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B.3. Test Cases for AES 256 _CBC HVAC SHA 512

K = 00 01 02 03 04 05 06 07 08 09 Oa Ob Oc 0d Oe Of
10 11 12 13 14 15 16 17 18 19 1a 1b 1c 1d le 1if
20 21 22 23 24 25 26 27 28 29 2a 2b 2c 2d 2e 2f
30 31 32 33 34 35 36 37 38 39 3a 3b 3c 3d 3e 3f

00 01 02 03 04 05 06 07 08 09 Oa Ob Oc 0d Oe Of
10 11 12 13 14 15 16 17 18 19 1a 1b 1c 1d 1le 1f

MAC_KEY

ENC_KEY = 20 21 22 23 24 25 26 27 28 29 2a 2b 2c 2d 2e 2f

30 31 32 33 34 35 36 37 38 39 3a 3b 3c 3d 3e 3f

P = 41 20 63 69 70 68 65 72 20 73 79 73 74 65 6d 20
6d 75 73 74 20 6e 6f 74 20 62 65 20 72 65 71 75
69 72 65 64 20 74 6f 20 62 65 20 73 65 63 72 65
74 2c 20 61 6e 64 20 69 74 20 6d 75 73 74 20 62
65 20 61 62 6¢ 65 20 74 6f 20 66 61 6C 6C 20 69
6e 74 6f 20 74 68 65 20 68 61 6e 64 73 20 6f 66
20 74 68 65 20 65 6e 65 6d 79 20 77 69 74 68 6f
75 74 20 69 6e 63 6f 6e 76 65 6e 69 65 6e 63 65

<
1l

la f3 8c 2d c2 b9 6f fd d8 66 94 09 23 41 bc 04

A= 54 68 65 20 73 65 63 6f 6e 64 20 70 72 69 6e 63
69 70 6¢c 65 20 6f 66 20 41 75 67 75 73 74 65 20
4b 65 72 63 6b 68 6f 66 66 73

AL = 00 00 00 00 00 00 01 50

E = 4a ff aa ad b7 8c 31 ¢c5 da 4b 1b 59 0d 10 ff bd
3d d8 d5 d3 02 42 35 26 91 2d a0 37 ec bc c7 bd
82 2c 30 1d d6 7c 37 3b cc b5 84 ad 3e 92 79 c2
e6 dl 2a 13 74 b7 7f 07 75 53 df 82 94 10 44 6b
36 eb d9 70 66 29 6a e6 42 7e a7 5c 2e 08 46 al
la 09 cc f5 37 0d c8 Ob fe cb ad 28 c7 3f 09 b3
a3 b7 5e 66 2a 25 94 41 Oa e4 96 b2 e2 e6 60 9e
31 e6 e0 2c c8 37 fO 53 d2 1f 37 ff 4f 51 95 0Ob
be 26 38 dO 9d d7 a4 93 09 30 80 6d 07 03 bl f6

M = 4d d3 b4 cO 88 a7 f4 5¢c 21 68 39 64 5b 20 12 bf
2e 62 69 a8 c5 6a 81 6d bc 1b 26 77 61 95 5b c¢5
fd 30 ab 65 c6 16 ff b2 f3 64 ba ec e6 8f c4 07
53 bc fc 02 5d de 36 93 75 4a al f5 ¢3 37 3b 9c

T = 4d d3 b4 cO 88 a7 f4 5¢c 21 68 39 64 5b 20 12 bf
2e 62 69 a8 c5 6a 81 6d bc 1b 26 77 61 95 5b c5
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Appendi x C. Exanpl e ECDH ES Key Agreement Conputation

Thi s exanpl e uses ECDH ES Key Agreenent and the Concat KDF to derive
the CEK in the manner described in Section 4.6. |In this exanple, the
ECDH ES Direct Key Agreenment node ("al g" value "ECDH ES") is used to
produce an agreed-upon key for AES GCCMwith a 128-bit key ("enc"

val ue "A128GCM').

In this example, a producer Alice is encrypting content to a consumer
Bob. The producer (Alice) generates an epheneral key for the key
agreenent conputation. Alice' s epheneral key (in JW format) used
for the key agreenment conputation in this exanple (including the
private part) is:

{"kty":"EC",
"crv':"P- 256",
"x":"gl 0GAI LBdu7T53akr Friy Gcs F3n5d 07 MwNBHKVBSVO"
"y": " SLW xSf f zI PW HEVI 30DHM 4egVint 3NQeUD7nMFpps”,
"d": " 0_NxaRPUMQuAJt 50Gz8Yi Tr 8gRTwy EaCund- MroTm 0"

}

The consuner’s (Bob’s) key (in JW format) used for the key agreenent
conputation in this exanple (including the private part) is:

{"kty":"EC",
"erv': " P- 256",
"x": " weNJy2Hsc CSMBAEDTDg04bi OvhFhyy W OHQ eF_PxMY',
"y": " e8] nCO- Al St T- NJVX- cr hB7QRYhi i x03i | | JOVAOyck",
"d": " VEnDZpDXXK8p8NOCndsxs924q6nS1RXFASR 6Bf Ugdw!

}

Header Parameter values used in this exanmple are as follows. The
"apu" (agreenent PartyU nfo) Header Paraneter value is the base64url
encoding of the UTF-8 string "Alice" and the "apv" (agreenent
PartyVl nfo) Header Paraneter value is the base64url encoding of the
UTF-8 string "Bob". The "epk" (epheneral public key) Header
Paraneter is used to comruni cate the producer’s (Alice’ s) epheneral
public key value to the consumer (Bob).
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{"al g":"ECDH ES",
"enc":"A128CCM',
"apu": " QMpY2U',

“apv':" Qi ",

"epk":
{"kty":"EC",
"crv":"P-256",

"x": " gl 0GAl LBdu7T53akr Friiy Gcs F3n5d O7 MwNBHKVBS\VO" |
"y": " SLW xSf f zI PW HEVI 30DHM 4egVint 3NQqeUD7nMFpps”

}
}

The resulting Concat KDF [ NI ST. 800-56A] paraneter val ues are:

z
This is set to the ECDH ES key agreenment output. (This value is
often not directly exposed by libraries, due to NI ST security
requi renents, and only serves as an input to a KDF.) In this
exanple, Zis following the octet sequence (using JSON array
not ati on):
[ 158, 86, 217, 29, 129, 113, 53, 211, 114, 131, 66, 131, 191, 132,
38, 156, 251, 49, 110, 163, 218, 128, 106, 72, 246, 218, 167, 121
140, 254, 144, 196].

keydat al en
This value is 128 - the nunber of bits in the desired output key
(because "A128CGCM' uses a 128-bit key)

Al gorithm D
This is set to the octets representing the 32-bit big-endian val ue
7 - [0, 0, 0, 7] - the nunber of octets in the Al gorithnm D content
"A128CCM', followed, by the octets representing the ASCII string
"A128GCM' - [65, 49, 50, 56, 71, 67, 77].

Part yUl nfo
This is set to the octets representing the 32-bit big-endian val ue
5-10, 0, 0, 5] - the nunber of octets in the PartyU nfo content
"Alice", followed, by the octets representing the UTF-8 string
"Al'ice" - [65, 108, 105, 99, 101].

PartyVl nfo
This is set to the octets representing the 32-bit big-endian val ue
3-[0, 0, 0, 3] - the nunber of octets in the PartyU nfo content
"Bob", followed, by the octets representing the UTF-8 string "Bob"
- [66, 111, 98].
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SuppPubl nf o
This is set to the octets representing the 32-bit big-endi an val ue
128 - [0, 0, 0, 128] - the keydatal en val ue.

SuppPrivlnfo
This is set to the enpty octet sequence.

Concat enating the parameters Al gorithm D through SuppPublnfo results
in an Gherinfo val ue of:

[0, O, O, 7, 65, 49, 50, 56, 71, 67, 77, 0, 0, 0O, 5, 65, 108, 105,
99, 101, O, O, O, 3, 66, 111, 98, 0, 0O, 0O, 128]

Concat enating the round nunmber 1 ([0, O, 0, 1]), Z, and the O herlnfo
value results in the Concat KDF round 1 hash input of:

[0, O, O, 1,

158, 86, 217, 29, 129, 113, 53, 211, 114, 131, 66, 131, 191, 132, 38,
156, 251, 49, 110, 163, 218, 128, 106, 72, 246, 218, 167, 121, 140,
254, 144, 196,

o, o, 0, 7, 65, 49, 50, 56, 71, 67, 77, 0, 0, O, 5, 65, 108, 105, 99,
101, o, O, 0, 3, 66, 111, 98, 0, O, 0, 128]

The resulting derived key, which is the first 128 bits of the round 1
hash out put is:

[86, 170, 141, 234, 248, 35, 109, 32, 92, 34, 40, 205, 113, 167, 16,
26]

The base64url -encoded representation of this derived key is:

VgaN6vgj bSBcl i j NcacQxg
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