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Real |y Explicit Congestion Notification (RECN)
Abst r act

Thi s docunent proposes a new | CMP nessage that a router or host may
use to advise a host to reduce the rate at which it sends, in cases
where the host ignores other signals provided by packet |oss and
Explicit Congestion Notification (ECN).

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for exam nation, experinental inplenentation, and
eval uati on.

Thi s docunent defines an Experinmental Protocol for the Internet
conmunity. This is a contribution to the RFC Series, independently
of any other RFC stream The RFC Editor has chosen to publish this
docunent at its discretion and makes no statenment about its val ue for
i npl ementation or depl oynent. Docunents approved for publication by
the RFC Editor are not a candidate for any | evel of Internet

St andard; see Section 2 of RFC 5741

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it may be obtained at
http://ww.rfc-editor.org/info/rfc7514

Copyri ght Notice

Copyright (c) 2015 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunments
carefully, as they describe your rights and restrictions with respect
to this docunent.
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I nt roducti on

The depl oyment of Explicit Congestion Notification (ECN) [RFC3168]
remains stalled. Wile nost operating systens support ECN, it is
currently disabl ed by default because of fears that enabling ECN wll
break transport protocols. This docunent proposes a new | CMP nessage
that a router or host may use to advise a host to reduce the rate at
which it sends, in cases where the host ignores other signals such as
packet loss and ECN. We call this nmessage the "Really Explicit
Congestion Notification" (RECN) nessage because it delivers a |ess
subtl e indication of congestion than packet |oss and ECN.

Requi renment s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

RECN Message For mat

0 1 2 3

01234567890123456789012345678901
i i i T i I S i e s o o i i
| Type | Code | Checksum |
R et e s i o e s i i
| Explicit Notification |
B i s T T i i o S o T Ji I
| As much of the invoking packet as possible |
+ wi t hout the | CVMP packet exceeding 576 bytes |
| in |IPv4d or the mnimnum MU in | Pv6 |

Type
| Pvd: 4

| Pv6: 201
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Code
0
Checksum

The checksumis the 16-bit ones’'s conpl enent of the one’s

compl enent sum of the | CMP nessage starting with the | CMP type
field. Wen an RECN nessage is encapsulated in an | Pv6 packet,
the conputation includes a "pseudo-header" of |Pv6 header fields
as specified in Section 8.1 of [RFC2460]. For conputing the
checksum the checksumfield is first set to zero.

Explicit Notification

A 4-byte value that conveys an explicit notification in the ASClI
format defined in [RFC20]. This field MJUST NOT be set to zero.

Descri ption

An RECN nessage SHOULD be sent by a router in response to a host
that is generating traffic at a rate persistently unfair to other
conpeting flows and that has not reacted to previous packet | osses
or ECN marks.

The contents of an RECN nessage MUST be conveyed to the user
responsible for the traffic. Precisely howthis is acconplished
will depend on the capabilities of the host. |f text-to-speech
capabilities are available, the contents should be converted to
sound form and audibly rendered. |If the systemis currently

mut ed, a pop-up nmessage wll suffice.

2.1. Advice to Inplementers

As the Explicit Notification field is only 4 bytes, it is not
required that the word be null terminated. A client inplenmentation

shoul d be careful not to use nore than those 4 bytes. |If a router
chooses a word less than 4 bytes in size, it should null-termnate
that word.

A router should not necessarily send an RECN nessage every tine it

di scards a packet due to congestion. Rather, a router should send
these nessages whenever it discards a burst of packets froma single
sender. For every packet a router discards in a single burst, it
shoul d send an RECN nmessage. A router may form short sentences
conposed of different 4-byte words, and a host should play these
sentences back to the user. A router may escalate the content in the
Explicit Notification field if it determines that a sender has not
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adjusted its transmission rate in response to previ ous RECN nessages.
There is no upper bound on the intensity of the escalation, either in
content or sentence |ength.

2.2. Relationship to | CMP Source Quench

The RECN nessage was inspired by the | CMP Source Quench nessage,

whi ch is now deprecated [ RFC6633]. Because the RECN nmessage uses a
sim | ar approach, an RECN nessage uses the sane | CVMP type when
encapsul ated in IPv4 as was used by the | CMP Source Quench message.

3. | ANA Consi derati ons

This is an Experinental RFC, the experinment will conclude two years
after the publication of this RFC. During the experinent,

i npl ementers are free to use words of their own choosing (up to four
letters) in RECN nessages. |f RECN becones a Standard of any kind, a
list of allowed words will be nmaintained in an | ANA registry. There
are no I ANA actions required at this tinme.

4. Security Considerations

| CMP nessages nmay be used in various attacks [RFC5927]. An attacker
may use the RECN nessage to cause a host to reduce their transni ssion
rate for no reason. To prevent such an attack, a host nust ensure
the quoted nessage corresponds to an active flow on the system and
an attacker MJST set the security flag defined in [RFC3514] to 1 when
the RECN nmessage is carried in an | Pv4 packet.
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