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Encapsul ating MPLS in UDP

Abst ract

Thi s docunent specifies an | P-based encapsul ation for MPLS, called
MPLS-in-UDP for situations where UDP (User Datagram Protocol)
encapsul ation is preferred to direct use of MPLS, e.g., to enable
UDP- based ECWP (Equal - Cost Multipath) or link aggregation. The MPLS-
i n- UDP encapsul ation technol ogy nmust only be deployed within a single
network (with a single network operator) or networks of an adjacent
set of cooperating network operators where traffic is managed to
avoi d congestion, rather than over the Internet where congestion
control is required. Usage restrictions apply to MPLS-in-UDP usage
for traffic that is not congestion controlled and to UDP zero
checksum usage with | Pv6.

Status of This Meno

This is an Internet Standards Track docunent.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF conmmunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww.rfc-editor.org/info/rfc7510
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1.

1.1

Xu,

I nt roducti on

Thi s docunent specifies an | P-based encapsul ation for MPLS, i.e.,
MPLS-in-UDP, which is applicable in sonme circunstances where | P-based
encapsul ation for MPLS is required and further fine-grained |oad

bal anci ng of MPLS packets over | P networks over Equal -Cost Miltipath
(ECWP) and/or Link Aggregation G oups (LAGs) is required as well.
There are already | P-based encapsul ations for MPLS that allow for
fine-grained | oad bal ancing by using sonme special field in the
encapsul ati on header as an entropy field. However, MPLS-in-UDP can
be advant ageous since networks have used the UDP port nunber fields
as a basis for |oad-bal ancing solutions for some tine.

Li ke other |P-based encapsul ati on nethods for MPLS, this

encapsul ation allows for two Label Switching Routers (LSR) to be

adj acent on a Label Switched Path (LSP), while separated by an IP
network. In order to support this encapsulation, each LSR needs to
know the capability to decapsul ate MPLS-in-UDP by the renpote LSRs.
Thi s specification defines only the data-pl ane encapsul ati on and does
not concern itself with how the know edge to use this encapsul ation
is conveyed. Specifically, this capability can be either manually
configured on each LSR or dynami cally advertised in nmanners that are
outsi de the scope of this docunent.

Similarly, the MPLS-in-UDP encapsul ation format defined in this
docunent by itself cannot ensure the integrity and privacy of data
packets being transported through the MPLS-in-UDP tunnels and cannot
enabl e the tunnel decapsulators to authenticate the tunne

encapsul ator. Therefore, in the case where any of the above security
i ssues is concerned, the MPLS-in-UDP SHOULD be secured with | Psec

[ RFC4301] or Datagram Transport Layer Security (DTLS) [RFC6347]. For
more details, please see Section 6 (Security Considerations).

Exi sting Encapsul ati ons

Currently, there are several |P-based encapsul ations for MPLS such as
MPLS-in-1P, MPLS-in-GRE (Generic Routing Encapsul ation) [RFC4023],
and MPLS-in-L2TPv3 (Layer 2 Tunneling Protocol Version 3) [RFC4817].
In all these nethods, the | P addresses can be varied to achieve | oad
bal anci ng.

Al'l these | P-based encapsul ations for MPLS are specified for both
IPv4 and I Pv6. In the case of |Pv6-based encapsul ations, the |Pv6
Fl ow Label can be used for ECMP and LAGs [ RFC6438]. However, there
is no such entropy field in the | Pv4 header

et al. St andards Track [ Page 3]



RFC 7510 Encapsul ating MPLS in UDP April 2015

For MPLS-in-GRE as well as MPLS-in-L2TPv3, protocol fields (the GRE
Key and the L2TPv3 Session ID, respectively) can be used as the | oad-
bal anci ng key as described in [RFC5640]. For this, internediate
routers need to understand these fields in the context of being used
as | oad- bal anci ng keys.

1.2. Modtivations for MPLS-in-UDP Encapsul ati on

Most existing routers in IP networks are al ready capabl e of
distributing IP traffic "mcroflows" [RFC2474] over ECMPs and/or LAG
based on the hash of the five-tuple of UDP [ RFC768] and TCP packets
(i.e., source |P address, destination |IP address, source port,
destination port, and protocol). By encapsulating the MPLS packets
into a UDP tunnel and using the source port of the UDP header as an
entropy field, the existing |oad-bal ancing capability as mentioned
above can be |l everaged to provide fine-grained | oad bal anci ng of MPLS
traffic over | P networks.

1.3. Applicability Statements

The MPLS-in-UDP encapsul ati on technol ogy MJST only be depl oyed within
a single network (with a single network operator) or networks of an
adj acent set of cooperating network operators where traffic is
managed to avoid congestion, rather than over the Internet where
congestion control is required. Furthernore, packet filters SHOULD
be added to prevent MPLS-in-UDP packets from escaping fromthe
network due to m sconfiguration or packet errors.

2. Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
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3. Encapsulation in UDP

MPLS-i n-UDP encapsul ation format is shown as foll ows:

0

1 2 3

01234567890123456789012345678901
e T S S S e i i S DU S S S S R S T S S

Source Port = Entropy | Dest Port = MPLS |

i T S S S T o S S S S et S S SER SR S S

UDP Length | UDP Checksum |

T S S S S e i S S S S SEp S SEp S S

I
I
+-
|
I
+-

I S T i S S S e T T I S i e S

i S T S T o S S e e it Sl S S e S S S

I
MPLS Label Stack ~
I
+
|
I
+

Message Body

Source Port of UDP

This field contains a 16-bit entropy value that is generated by
the encapsul ator to uniquely identify a flow \What constitutes
a flowis locally determ ned by the encapsul ator and therefore
is outside the scope of this docunent. What algorithmis
actual |y used by the encapsul ator to generate an entropy val ue
is outside the scope of this docunent.

In case the tunnel does not need entropy, this field of all
packets belonging to a given fl ow SHOULD be set to a randomy
sel ected constant value so as to avoi d packet reordering.

To ensure that the source port nunber is always in the range
49152 to 65535 (note that those ports | ess than 49152 are
reserved by IANA to identify specific applications/protocols),
which may be required in some cases, instead of calculating a
16-bit hash, the encapsul ator SHOULD cal cul ate a 14-bit hash
and use those 14 bits as the least significant bits of the
source port field. Also, the nost significant two bits SHOULD
be set to binary 11. That still conveys 14 bits of entropy

i nformati on, which would be enough in practice.

Destination Port of UDP

This field is set to a value (6635) allocated by 1ANA to
i ndi cate that the UDP tunnel payload is an MPLS packet.
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UDP Length

The usage of this field is in accordance with the current UDP
specification [ RFC768].

UDP Checksum

For 1 Pv4 UDP encapsul ation, this field is RECOWENDED to be set
to zero for performance or inplenentation reasons because the

| Pv4 header includes a checksum and use of the UDP checksumis
optional with IPv4, unless checksum protection of VPN | abels is
i mportant (see Section 6). For |IPv6 UDP encapsul ation, the

| Pv6 header does not include a checksum so this field MJST
contain a UDP checksum that MJST be used as specified in

[ RFC768] and [ RFC2460] unl ess one of the exceptions that allows
use of UDP zero-checksum node (as specified in [ RFC6935])
applies. See Section 3.1 for specification of these exceptions
and additional requirenents that apply when UDP zero-checksum
nmode is used for MPLS-in-UDP traffic over |Pv6.

MPLS Label Stack

This field contains an MPLS Label Stack as defined in
[ RFC3032] .

Message Body
This field contains one MPLS nessage body.
3.1. UDP Checksum Usage with | Pv6

VWhen UDP is used over |1Pv6, the UDP checksumis relied upon to
protect both the IPv6 and UDP headers from corrupti on and MJST be
used unless the requirenents in [ RFC6935] and [ RFC6936] for use of
UDP zer o-checksum nbde with a tunnel protocol are satisfied. MPLS-
in-UDP is a tunnel protocol, and there is significant successfu

depl oynent of MPLS-in-1Pv6 without UDP (i.e., without a checksumthat
covers the | Pv6 header or the MPLS | abel stack), as described in
Section 3.1 of [RFC6936]:

There is extensive experience with deploynments using tunne
protocols in well-nmnaged networks (e.g., corporate networks and
service provider core networks). This has shown the robustness of
met hods such as Pseudowi re Enul ati on Edge-to- Edge (PWE3) and MPLS
that do not enploy a transport protocol checksum and that have not
speci fied nmechani sns to protect fromcorruption of the unprotected
headers (such as the VPN Identifier in MPLS)
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The UDP checksum MUST be i npl enented and MJST be used in accordance
with [ RFC768] and [ RFC2460] for MPLS-in-UDP traffic over IPv6 unless
one or nmore of the followi ng exceptions applies and the additiona
requirenents stated below are conplied with. There are three
exceptions that allow use of UDP zero-checksum node for IPv6 with
MPLS-in-UDP, subject to the additional requirenments stated below in
this section. The three exceptions are:

a. Use of MPLS-in-UDP in networks under single adm nistrative
control (such as within a single operator’s network) where it is
known (perhaps through know edge of equi pnent types and | ower-
| ayer checks) that packet corruption is exceptionally unlikely
and where the operator is willing to take the risk of undetected
packet corruption.

b. Use of MPLS-in-UDP in networks under single admnistrative
control (such as within a single operator’s network) where it is
j udged t hrough observational neasurenents (perhaps of historic or
current traffic flows that use a non-zero checksum that the
| evel of packet corruption is tolerably | ow and where the
operator is willing to take the risk of undetected packet
corruption.

c. Use of MPLS-in-UDP for traffic delivery for applications that are
tolerant of misdelivered or corrupted packets (perhaps through
hi gher -1 ayer checksum validation, and retransm ssion or
transm ssi on redundancy) where the operator is willing to rely on
the applications using the tunnel to survive any corrupt packets.

These exceptions nmay al so be extended to the use of MPLS-in-UDP
within a set of closely cooperating network admini strations (such as
net wor k operators who have agreed to work together in order to
jointly provide specific services). Even when one of the above
exceptions applies, use of UDP checksuns may be appropriate when VPN
services are provided over MPLS-in-UDP, see Section 6

As such, for 1Pv6, the UDP checksum for MPLS-in-UDP MJST be used as
specified in [RFC768] and [ RFC2460] for tunnels that span multiple
net wor ks whose network adm nistrations do not cooperate closely, even
i f each non-cooperating network admi nistration i ndependently
satisfies one or nore of the exceptions for UDP zero-checksum node
usage with MPLS-in-UDP over |Pv6.

The foll owi ng additional requirenents apply to inplenmentation and use
of UDP zero-checksum node for MPLS-in-UDP over |Pv6:

a. Use of the UDP checksumw th | Pv6 MJUST be the default
configuration of all MPLS-in-UDP inplenentations.
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Xu,

b. The MPLS-in-UDP inplenentation MIST conmply with all requirenments
specified in Section 4 of [RFC6936] and with requirement 1
specified in Section 5 of [RFC6936].

c. The tunnel decapsul ator SHOULD only allow the use of UDP zero-
checksum node for I Pv6 on a single received UDP Destination Port
regardl ess of the encapsulator. The notivation for this
requirenent is possible corruption of the UDP Destination Port,
whi ch may cause packet delivery to the wong UDP port. If that
other UDP port requires the UDP checksum the nisdelivered packet
will be discarded

d. The tunnel decapsul ator MJST check that the source and
destination I Pv6 addresses are valid for the MPLS-in-UDP tunne
on which the packet was received if that tunnel uses UDP zero-
checksum nbde and di scard any packet for which this check fails.

e. The tunnel encapsul ator SHOULD use different |Pv6 addresses for
each MPLS-in-UDP tunnel that uses UDP zero-checksum node
(regardl ess of decapsulator) in order to strengthen the
decapsul ator’s check of the I Pv6 source address (i.e., the sane
| Pv6 source address SHOULD NOT be used with nore than one | Pv6
destination address, independent of whether that destination
address is a unicast or nulticast address). Wen this is not
possible, it is RECOWENDED to use each source |Pv6 address for
as few UDP zero-checksum node MPLS-in-UDP tunnels (i.e., with as
few destination | Pv6 addresses) as is feasible.

f. Any m ddl ebox support for MPLS-in-UDP with UDP zero-checksum node
for IPv6 MUST conply with requirenents 1 and 8-10 in Section 5 of
[ RFC6936] .

g. Measures SHOULD be taken to prevent IPv6 traffic with zero UDP
checksuns from "escaping” to the general Internet; see Section 5
for exanpl es of such neasures

h. 1Pve traffic with zero UDP checksunms MJST be actively nonitored
for errors by the network operator.

The above requirenents do not change either the requirenents
specified in [ RFC2460] as nodi fied by [ RFC6935] or the requirenents
specified in [ RFC6936] .

The requirenent to check the source I Pv6 address in addition to the
destination |IPv6 address, plus the strong recommendati on agai nst
reuse of source | Pv6 addresses anong MPLS-in-UDP tunnels collectively
provide sone mitigation for the absence of UDP checksum coverage of
the I Pv6 header. |In addition, the MPLS data plane only forwards
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packets with valid labels (i.e., |abels that have been distributed by
the tunnel egress LSR), providing some additional opportunity to
detect MPLS-in-UDP packet mi sdelivery when the m sdelivered packet
contains a label that is not valid for forwarding at the receiving
LSR. The expected result for |Pv6 UDP zero-checksum node for MPLS-
in-UDP is that corruption of the destination |Pv6 address wll
usual |y cause packet discard, as offsetting corruptions to the source
I Pv6 and/or MPLS top | abel are unlikely. Additional assurance is
provided by the restrictions in the above exceptions that limt usage
of IPv6 UDP zero-checksum node to wel |l - managed networks for which
MPLS packet corruption has not been a problemin practice.

Hence, MPLS-in-UDP is suitable for transm ssion over |ower |ayers in
the wel |l -managed networks that are all owed by the exceptions stated
above, and the rate of corruption of the inner |IP packet on such
networks is not expected to increase by conparison to MPLS traffic
that is not encapsulated in UDP. For these reasons, MPLS-in-UDP does
not provide an additional integrity check when UDP zero-checksum node
is used with IPv6, and this design is in accordance with requirements
2, 3, and 5 specified in Section 5 of [ RFC6936].

MPLS does not accunul ate incorrect state as a consequence of | abel
stack corruption. A corrupt MPLS |l abel results in either packet
discard or forwarding (and forgetting) of the packet wi thout
accunul ati on of MPLS protocol state. Active nonitoring of MPLS-in-
UDP traffic for errors is REQUI RED as occurrence of errors wll
result in sone accumnul ation of error information outside the MPLS
protocol for operational and nmanagenent purposes. This design is in
accordance with requirenment 4 specified in Section 5 of [ RFC6936].

The remai ning requirenments specified in Section 5 of [ RFC6936] are

i napplicable to MPLS-in-UDP. Requirenments 6 and 7 do not apply
because MPLS does not have an MPLS-generic control feedback
mechani sm Requirenents 8-10 are m ddl ebox requirenents that do not
apply to MPLS-in-UDP tunnel endpoints, but see Section 3.2 for
further m ddl ebox di scussion

In sunmary, UDP zero-checksum node for IPv6 is allowed to be used
with MPLS-in-UDP when one of the three exceptions specified above
applies, provided that the additional requirenents specified in this
section are conplied with. Qherw se, the UDP checksum MJUST be used
for 1Pv6 as specified in [ RFC768] and [ RFC2460].

This entire section and its requirenents apply only to use of UDP

zer o- checksum node for |1Pv6; they can be avoi ded by using the UDP
checksum as specified in [ RFC768] and [ RFC2460].
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Xu,

M ddl ebox Consi derations for |Pv6 UDP Zero Checksuns

| Pv6 datagrams with a zero UDP checksumw || not be passed by any

m ddl ebox that validates the checksum based on [ RFC2460] or that
updates the UDP checksum field, such as NATs or firewalls. Changing
this behavior woul d require such mniddl eboxes to be updated to
correctly handl e datagrams with zero UDP checksuns. The MPLS-i n- UDP
encapsul ati on does not provide a nmechanismto safely fall back to
usi ng a checksum when a path change occurs redirecting a tunnel over
a path that includes a mddl ebox that discards |Pv6 datagrans with a
zero UDP checksum In this case, the MPLS-in-UDP tunnel wll be

bl ack-hol ed by that mni ddl ebox. Recommended changes to all ow
firewal s, NATs, and other niddl eboxes to support use of an IPv6 zero
UDP checksum are described in Section 5 of [RFC6936].

Pr ocessi ng Procedures

This MPLS-in-UDP encapsul ati on causes MPLS packets to be forwarded
through "UDP tunnel s". Wen perforning MPLS-in-UDP encapsul ati on by
the encapsul ator, the entropy val ue woul d be generated by the
encapsul ator and then be filled in the Source Port field of the UDP
header. The Destination Port field is set to a value (6635)

all ocated by IANA to indicate that the UDP tunnel payload is an MPLS
packet. As for whether the top | abel of the encapsul ated MPLS packet
i s downstream assi gned or upstream assigned, it is determ ned
according to the following criteria, which are conmpatible with

[ RFC5332] :

a. |If the tunnel destination |IP address is a unicast address, the
top | abel MJUST be downstream assi gnhed;

b. If the tunnel destination IP address is an IP nulticast address,
either all encapsul ated MPLS packets in the particular tunne
have a downstream assi gned | abel at the top of the stack, or al
encapsul ated MPLS packets in that tunnel have an upstream
assigned | abel at the top of the stack. The nmeans by which this
is determined for a particular tunnel is outside the scope of

this specification. In the absence of any know edge about a
specific tunnel, the | abel SHOULD be presunmed to be upstream
assi gned.

Internedi ate routers, upon receiving these UDP encapsul ated packets,
coul d bal ance these packets based on the hash of the five-tuple of
UDP packets. Upon receiving these UDP-encapsul ated packets, the
decapsul at or woul d decapsul ate them by renmoving the UDP headers and
then process them accordingly. For other comobn processing
procedures associated with tunneling encapsul ati on technol ogi es
including but not Iimted to Maxi mum Transmi ssion Unit (MIU) and
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preventing fragnentati on and reassenbly, Time to Live (TTL), and
differentiated services, the correspondi ng "Conmon Procedures”
defined in [ RFC4023], which are applicable for MPLS-in-1P and
MPLS-i n- GRE encapsul ation formats SHOULD be fol | owed.

Not e: Each UDP tunnel is unidirectional, as MPLS-in-UDP traffic is
sent to the | ANA-allocated UDP Destination Port, and in particular,
is never sent back to any port used as a UDP Source Port (which
serves solely as a source of entropy). This is at odds with a
typical mddlebox (e.g., firewall) assunption that bidirectiona
traffic uses a common pair of UDP ports. As a result, arranging to
pass bidirectional MPLS-in-UDP traffic through m ddl eboxes nmay
require separate configuration for each direction of traffic.

Congesti on Consi derations

Section 3.1.3 of [ RFC5405] discussed the congestion inplications of
UDP tunnels. As discussed in [ RFC5405], because other flows can
share the path with one or nmore UDP tunnels, congestion contro

[ RFC2914] needs to be consi dered.

A major notivation for encapsulating MPLS in UDP is to inprove the
use of nmultipath (such as ECVMP) in cases where traffic is to traverse
routers that are able to hash on UDP Port and | P address. As such,
in many cases this may reduce the occurrence of congestion and

i mprove usage of avail able network capacity. However, it is also
necessary to ensure that the network, including applications that use
the network, responds appropriately in nore difficult cases, such as
when |ink or equiprment failures have reduced the avail abl e capacity.

The inmpact of congestion nmust be considered both in ternms of the
effect on the rest of the network of a UDP tunnel that is consum ng
excessive capacity, and in terns of the effect on the flows using the
UDP tunnels. The potential inpact of congestion froma UDP tunne
depends upon what sort of traffic is carried over the tunnel, as well
as the path of the tunnel

MPLS is widely used to carry an extensive range of traffic. In many
cases, MPLS is used to carry IP traffic. |IP traffic is generally
assuned to be congestion controlled, and thus a tunnel carrying
general IP traffic (as mght be expected to be carried across the
Internet) generally does not need additional congestion contro
mechani sms.  As specified in [ RFC5405]:
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| P-based traffic is generally assuned to be congestion-controll ed,
i.e., it is assunmed that the transport protocols generating |P-
based traffic at the sender already enpl oy nechanisns that are
sufficient to address congestion on the path. Consequently, a
tunnel carrying | P-based traffic should already interact
appropriately with other traffic sharing the path, and specific
congestion control mechanisnms for the tunnel are not necessary.

For this reason, where MPLS-in-UDP tunneling is used to carry IP
traffic that is known to be congestion controlled, the UDP tunnels
MAY be used within a single network or across multiple networks, with
cooperating network operators. Internet IP traffic is generally
assuned to be congestion controlled. Simlarly, in general, Layer 3
VPNs are carrying IP traffic that is simlarly assumed to be
congestion controll ed.

Whet her or not Layer 2 VPN traffic is congestion controlled may
depend upon the specific services being offered and what use is being
made of the Layer 2 services.

However, MPLS is also used in many cases to carry traffic that is not
necessarily congestion controlled. For exanple, MPLS nay be used to
carry pseudowire or VPN traffic where specific bandw dth guarantees
are provided to each pseudowire or to each VPN

In such cases, network operators may avoi d congestion by carefu
provisioning of their networks, by rate limting of user data
traffic, and/or by using MPLS Traffic Engineering (MPLS-TE) to assign
speci fic bandwi dth guarantees to each LSP. Wwere MPLS is carried
over UDP over IP, the identity of each individual MPLS flowis |ost,
in general, and MPLS-TE cannot be used to guarantee bandwidth to
specific flows (since many LSPs may be multipl exed over a single UDP
tunnel, and many UDP tunnels may be mixed in an |IP network).

For this reason, where the MPLS traffic is not congestion controlled,
MPLS-in-UDP tunnels MJST only be used within a single operator’s
network that utilizes careful provisioning (e.g., rate limting at
the entries of the network while over-provisioning network capacity)
to ensure agai nst congestion, or within a |limted nunber of networks
whose operators closely cooperate in order to jointly provide this
same careful provisioning.

As such, MPLS-in-UDP MUST NOT be used over the general Internet, or

over non-cooperating network operators, to carry traffic that is not
congestion controll ed.
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Measures SHOULD be taken to prevent non-congestion-controlled MPLS-
in-UDP traffic from"escaping" to the general Internet, e.g.

a. Physical or logical isolation of the links carrying MPLS-over-UDP
fromthe general Internet.

b. Deploynment of packet filters that block the UDP Destination Ports
used for MPLS-over-UDP

c. Inposition of restrictions on MPLS-in-UDP traffic by software
tools used to set up MPLS-in-UDP tunnels between specific end
systens (as might be used within a single data center).

d. Use of a "Managed Circuit Breaker" for the MPLS traffic as
described in [Cl RCU T- BREAKER] .

Security Considerations

The security problens faced with the MPLS-in-UDP tunnel are exactly
the sane as those faced with MPLS-in-1P and MPLS-in-GRE tunnels

[ RFC4023]. In other words, the MPLS-in-UDP tunnel as defined in this
docunent by itself cannot ensure the integrity and privacy of data
packets being transported through the MPLS-in-UDP tunnel and cannot
enabl e the tunnel decapsulator to authenticate the tunne

encapsul ator. In the case where any of the above security issues is
concerned, the MPLS-in-UDP tunnel SHOULD be secured with | Psec or
DTLS. |Psec was designed as a network security mechanism and
therefore it resides at the network layer. As such, if the tunnel is
secured with | Psec, the UDP header would not be visible to
intermedi ate routers anynore in either |IPsec tunnel or transport

mode. As a result, the nmeaning of adopting the MPLS-in-UDP tunnel as
an alternative to the MPLS-in-GRE or MPLS-in-IP tunnel is lost. By
compari son, DILS is better suited for application security and can
better preserve network- and transport-layer protocol information
Specifically, if DILS is used, the destination port of the UDP header
MUST be set to an | ANA- assi gned val ue (6636) indicating MPLS-in-UDP
with DTLS, and that UDP port MJUST NOT be used for other traffic. The
UDP source port field can still be used to add entropy, e.g., for

| oad-sharing purposes. DILS usage is |limted to a single DILS
session for any specific tunnel encapsul ator/decapsul ator pair
(identified by source and destination |IP addresses). Both IP
addresses MUST be unicast addresses -- multicast traffic is not
supported when DTLS is used. An MPLS-in-UDP tunnel decapsul ator

i mpl ementation that supports DTLS is expected to be able to establish
DTLS sessions with multiple tunnel encapsulators. Likew se, an MPLS-
i n-UDP tunnel encapsulator inplenentation is expected to be able to
establish DTLS sessions with nultiple decapsul ators. (However,
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di fferent source and/or destination |P addresses nmay be invol ved.
See Section 3.1 for discussion of one situation where use of
different source |IP addresses is inportant.)

If the tunnel is not secured with | Psec or DILS, sone other nethod
shoul d be used to ensure that packets are decapsul ated and forwarded
by the tunnel tail only if those packets were encapsul ated by the
tunnel head. |If the tunnel lies entirely within a single

adm ni strative domain, address filtering at the boundaries can be
used to ensure that no packet with the I P source address of a tunne
endpoint or with the I P destination address of a tunnel endpoint can
enter the domain from outside. However, when the tunnel head and the
tunnel tail are not in the sane adm nistrative domain, this nmay
becone difficult, and filtering based on the destination address can
even becone inpossible if the packets nust traverse the public
Internet. Sonetinmes only source address filtering (but not
destination address filtering) is done at the boundaries of an

adm nistrative domain. |If this is the case, the filtering does not
provi de effective protection at all unless the decapsul ator of an
MPLS-in-UDP validates the | P source address of the packet.

Thi s docunent does not require that the decapsul ator validate the IP
source address of the tunnel ed packets (with the exception that the

| Pv6 source address MUST be validated when UDP zero-checksum node is
used with IPv6), but it should be understood that failure to do so
presupposes that there is effective destination-based (or a

combi nation of source-based and destination-based) filtering at the
boundaries. MPLS-based VPN services rely on a VPN |abel in the MPLS
| abel stack to identify the VPN. Corruption of that |abel could Ieak
traffic across VPN boundaries. Such |eakage is highly undesirable
when inter-VPN isolation is used for privacy or security reasons.
When that is the case, UDP checksuns SHOULD be used for MPLS-in-UDP
with both IPv4 and 1 Pv6, and in particular, UDP zero-checksum node
SHOULD NOT be used with I Pv6. Each UDP checksum covers the VPN

| abel , thereby providing increased assurance of isolation anbng VPNs.
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7. | ANA Consi derati ons

One UDP destination port nunmber indicating MPLS has been all ocated by
| ANA:

Servi ce Name: MPLS- UDP

Transport Protocol (s): UDP

Assi gnee: | ESG <iesg@etf.org>

Contact: |ETF Chair <chair@etf.org>.

Description: Encapsul ate MPLS packets in UDP tunnels.
Ref erence: RFC 7510

Port Number: 6635

One UDP destination port number indicating MPLS with DILS has been
al | ocat ed by | ANA:

Servi ce Name: MPLS- UDP-DTLS
Transport Protocol (s): UDP
Assi gnee: | ESG <i esg@etf.org>
Contact: |ETF Chair <chair@etf.org>.
Description: Encapsul ate MPLS packets in UDP tunnels with DTLS.
Ref erence: RFC 7510
Port Number: 6636
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