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Abstract

RFC 4379 defines the MPLS Label Switched Path (LSP) Ping/ Traceroute
mechani smin which the Router Alert Option (RAO MJST be set in the
| P header of the MPLS Echo Request nessages and may conditionally be
set in the I P header of the MPLS Echo Reply nmessages dependi ng on the
Reply Mode used. While a generic "Router shall exam ne packet”
Option Value is used for the IPv4 RAO there is no generic RAO val ue
defined for IPv6 that can be used. This docunent allocates a new,
generic | Pv6 RAO val ue that can be used by MPLS Operati ons,

Admi ni stration, and Mii ntenance (OQAM tools, including the MPLS Echo
Request and MPLS Echo Reply nessages for MPLS in | Pv6 environments.
Consequently, it updates RFC 4379.

The initial notivation to request an | Pv6 RAO val ue for MPLS OAM
comes fromthe MPLS LSP Ping/ Traceroute. However, this value is
applicable to all MPLS OQAM and not limted to MPLS LSP Pi ng/
Tracerout e.

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc7506.
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1. Introduction

A commonl y depl oyed MPLS QAM tool is specified in [ RFC4379],
"Detecting Multi-Protocol Label Switched (MPLS) Data Pl ane Fail ures”,
which is used to diagnose MPLS network data planes. This
specification, often referred to as "MPLS LSP Pi ng/ Tr acer out e"

[ RFC4379], requires the use of the Router Alert Option (RAO in the

| P header. For exanmple, Section 4.3 of [RFC4379] states that the IP
RAO MUST be set in the |IP header of an MPLS Echo Request nessage.
Simlarly, Section 4.5 of [RFC4379] states that the I P RAO MIST be
set in the IP header of an MPLS Echo Reply nessage if the Reply Mde
in the Echo Request is set to "Reply via an |IPv4/1Pv6 UDP packet with
Router Alert".

[ RFC2113] defines a generic Option Value 0x0O for IPv4 RAO that is
used in LSP Ping and LSP Traceroute for MPLS in | Pv4 environments.
This 1 Pv4 RAO val ue of 0x0 is assigned to "Router shall exam ne
packet". However, currently there is no generic |IPV6 RAO val ue
defined that can be used in LSP Ping and LSP Traceroute for MPLS in
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| Pv6 environnents. Specifically, [RFC2711] defined the Router Alert
for a general |1Pv6 purpose but required the Value field in the RAOto
indicate a specific reason for using the RAO. Because there is no
defined value for MPLS LSP Ping/ Traceroute use or for general use, it
is not possible for MPLS OAM tools to use the | Pv6 Router Alert
mechani sm

As vendors are starting to inplenent MPLS on the | Pv6 control plane
(e.g., [LDP-1PV6]), there is a need to define and all ocate such an
Option Value for IPv6 in order to conply with [ RFC4379]. This
docunent defines a new | Pv6 RAO val ue that can be used by MPLS OAM
tools, including the MPLS Echo Request and MPLS Echo Reply nessages
for MPLS in | Pv6 environnents.

Thi s docunent cl oses the gap discussed in the third paragraph of
Section 3.4.2 in [RFC7439].

2. Specification of Requirements

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

3. |1Pv6 RAO Val ue for MPLS OAM

Thi s docunent defines a new Option Value (69) for the 1Pv6 RAO to
alert transit routers to exam ne the packet nmore closely for MPLS QAM
purposes. This Option Value is used by any MPLS OAM appl i cation that
requires their packets to be examined by a transit router

In the scope of this docurment, this Option Value will be used by the
MPLS Echo Request and MPLS Echo Reply for its |Pv6 nmessages, as is
required by [ RFC4379].

4. Updates to RFC 4379

[ RFC4379] specifies the use of the RAOin the |IP header. Sections
4.3 and 4.5 of [RFC4379] are updated as foll ows:

For every time in which the "Router Alert IP Option" is used, the
followi ng text is appended:

In case of an | Pv4 header, the generic | Pv4 RAO val ue 0x0

[ RFC2113] SHOULD be used. 1In case of an |Pv6 header, the I Pv6 RAO
val ue (69) allocated through this document for MPLS OAM MUST be
used.
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5.

7.

7.

| ANA Consi der ati ons

Thi s docunent defines a new value (69) for the IPv6 RAOto alert
transit routers to exam ne the packet nore closely for MPLS OAM
purposes. | ANA has assigned a new code point under its "IPv6 Router
Alert Option Values" registry defined by [RFC2711], updated by

[ RFC5350], and maintained in [1ANA-1Pv6-RAC . The new code point is
as foll ows:

Val ue Descri ption Ref erence

69 MPLS OAM RFC 7506
Security Considerations

Thi s docunent introduces no new security concerns in addition to what
have al ready been captured in [RFC4379] and [ RFC6398], the latter of
whi ch expands the security considerations of [RFC2113] and [ RFC2711].

| Pv6 packets containing the MPLS OAM RAO are encapsul ated with an
MPLS header and are not expected to be inspected by every | abel
switched hop within an MPLS LSP. Consequently, this value of the RAO
will be processed by the appropriate router and is not subject to the
probl em of being ignored, as described in Section 2.2 of [RFC7045].
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