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Abst r act

This meno presents a problem statenent for access rate measurenent
for test protocols to nmeasure | P Performance Metrics (I PPM. Key
rate measurenent test protocol aspects include the ability to contro
packet characteristics on the tested path, such as asymetric rate
and asymmetric packet size.
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(IETF). It represents the consensus of the |IETF conmmunity. It has
recei ved public review and has been approved for publication by the
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1. Introduction

There are many possi ble rate neasurenment scenarios. This nenp
descri bes one rate neasurenent problem and presents a rate
measur enent probl em statenent for test protocols to nmeasure IP
Performance Metrics (1 PPM.

When selecting a formof access to the Internet, subscribers are
interested in the performance characteristics of the various
alternatives. Standardi zed nmeasurenents can be a basis for

compari son between these alternatives. There is an underlying need
to coordinate measurenents that support such conparisons and to test
control protocols to fulfill this need. The figure bel ow depicts
some typical neasurenent points of access networks

User [ ====== Fi ber ======= Access Node \
Device -|------ Copper ------- Access Node -|-- Infrastructure -- GW
or Host \------ Radio ------- Access Node /

GW = Gat eway

The access rate scenario or use case has recei ved w despread
attention of Internet-access subscribers and seenmingly all Internet-
i ndustry players, including regulators. This problemis being
approached with many di fferent neasurenent nethods. The eventua
protocol solutions to this problem (and the systens that utilize the
protocol) may not directly involve users, such as when tests reach
fromthe infrastructure to a service-specific device, such as a
residential gateway. However, no aspect of the probl em precludes
users from devel oping a test protocol controlled via command |ine
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interfaces on both ends. Thus, a very w de range of test protocols,
active measurenent nethods, and system solutions are the possible
out comes of this problem statenent.

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. Purpose and Scope

The scope and purpose of this neno is to define the nmeasurenent
probl em statement for test protocols conducting access rate

measur enent on producti on networks. Rel evant test protocols include
[ RFC4656] and [ RFC5357], but the problemis stated in a general way
so that it can be addressed by any existing test protocol, such as

[ RFC6812] .

Thi s menmo di scusses possi bl e measurement met hods but does not specify
exact nethods that would normally be part of the solution

We are interested in access neasurenent scenarios with the follow ng
characteristics:

o0 The access portion of the network is the focus of this problem
statenment. The user typically subscribes to a service with
bidirectional access partly described by rates in bits per second.
The rates nmay be expressed as raw capacity or restricted capacity,
as described in [RFC6703]. These are the quantities that nust be
measured according to one or nore standard nmetrics and for which
measur enent net hods nust al so be agreed on as a part of the
sol uti on.

0 Referring to the reference path illustrated bel ow and defined in
[ RFC7398], possible neasurenment points include a subscriber’s
host, the access service demarcation point, intra | P access (where
a globally routable address is present), or the gateway between
the measured access network and ot her networks.

Subsc. -- Private -- Private -- Access -- Intra IP -- GRA -- Transit
devi ce Net #1 Net #2 Demar c. Access [en GRA GW

GRA = dobally Routable Address, GWN= Gat eway
0 Rates at sone |inks near the edge of the provider’'s network can

often be several orders of nmagnitude less than link rates in the
aggregation and core portions of the network.
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o Asymmretrical access rates on ingress and egress are preval ent.

o In many scenarios of interest, services of extrenely |arge-scale
access require | ow conplexity devices participating at the user
end of the path, and those devices place Iimts on cl ock and
control timng accuracy.

Thi s probl em statenment assunes that the nost |ikely bottleneck device
or link is adjacent to the renote (user-end) neasurenent device or is
within one or two router/switch hops of the renote neasurenent

devi ce.

O her use cases for rate nmeasurenment involve situations where the
packet switching and transport facilities are | eased by one operator
fromanother, and the Iink capacity avail abl e cannot be directly
determned (e.g., fromdevice-interface utilization). These
scenarios could include nobile backhaul, Ethernet service access

net wor ks, and/or extensions of layer 2 or |ayer 3 networks. The
results of rate measurenents in such cases could be enployed to

sel ect alternate routing, investigate whether capacity nmeets sone
previ ous agreenent, and/or adapt the rate of traffic sources if a
capacity bottleneck is found via the rate nmeasurenent. In the case
of aggregated | eased networks, avail able capacity may al so be
asymetric. |In these cases, the tester is assunmed to have a sender
and receiver |ocation under their control. W refer to this scenario
bel ow as the aggregated | eased- network case.

This nmeno descri bes protocol support for active neasurenent mnethods
consistent with the IPPM working group’s traditional charter. Active
measurenents require synthetic traffic streans dedicated to testing
and do not make neasurements on user traffic. See Section 2 of

[ RFC2679], where the concept of a streamis first introduced in |PPM
literature as the basis for collecting a sanple (defined in

Section 11 of [RFC2330]).

As noted in [RFC2330], the focus of access traffic managenment may

i nfluence the rate neasurenment results for some forns of access, as
it may differ between user and test traffic if the test traffic has
different characteristics, primarily in terns of the packets

t hensel ves (see Section 13 of [RFC2330] for the considerations on
packet type, or Type-P)

There are several aspects of Type-P where user traffic may be

exam ned and sel ected for special treatment that may affect
transm ssion rates. Various aspects of Type-P are known to influence
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Equal - Cost Multipath (ECWMP) routing wi th possible rate neasurenent
variability across parallel paths. Wthout being exhaustive, the
possi bilities include:

o Packet length
o0 | P addresses

o Transport protocol (e.g., where TCP packets may be routed
differently from UDP)

0 Transport-protocol port nunbers

This issue requires further discussion when specific solutions/

met hods of measurement are proposed; for this problemstatenent, it
is sufficient to identify the problemand indicate that the solution
may require an extrenely close emul ation of user traffic, in terns of
one or nore factors above.

Al t hough the user may have nultiple instances of network access
available to them the primary problem scope is to neasure one form
of access at atine. It is plausible that a solution for the single
access problemw || be applicable to sinultaneous nmeasurenent of
mul ti pl e access instances, but treatment of this scenario is beyond
the current scope this docunent.

A key consideration is whether or not active neasurenents will be
conducted with user traffic present. In-Service testing takes place
with user traffic present. Qut-of-Service testing occurs during pre-
servi ce assessnent or during maintenance that interrupts service
tenmporarily. Qut-of-Service testing includes activities described as
"service commi ssioning", "service activation", and "pl anned

mai nt enance”. QOpportunistic In-Service testing (when there is no
user traffic present throughout the test interval, such as outside
normal busi ness hours) is essentially equivalent to Qut-of-Service
testing. Both In-Service and Qut-of-Service testing are within the
scope of this problem

It is a non-goal to solve the nmeasurement protocol specification
problemin this neno.

It is a non-goal to standardi ze nmet hods of neasurenent in this neno.
However, the problem statenent nandates support for one category of
rate nmeasurenent nethods in the test protocol and adequate contro
features for the methods in the control protocol (assumng the
control and test protocols are separate).
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3.

Active Rate Measurenment

This section lists features of active neasurenent nethods needed to
measure access rates in production networKks.

Coordi nati on between source and destination devices through contro
messages and ot her basic capabilities described in the nmethods of

| PPM RFCs [ RFC2679] [ RFC2680], and assuned for test protocols such as
[ RFC5357] and [ RFC4656], are taken as given

Most forns of active testing intrude on user performance to sone
degree, especially In-Service testing. One key tenet of |PPM nethods
is tomninze test traffic effects on user traffic in the production
network. Section 5 of [RFC2680] lists the problens with high
measurenent traffic rates ("too nmuch" traffic); the nmost rel evant for
rate nmeasurenent is the tendency for neasurenment traffic to skew the
results, followed by the possibility of introducing congestion on the
access link. Section 4 of [RFC3148] provides additiona

consi derations. The user of protocols for In-Service testing MJST
respect these traffic constraints. OCbviously, categories of rate
measur enent net hods that use |less active test traffic than others
with simlar accuracy are preferred for In-Service testing, and the
specifications of this nmeno encourage traffic reduction through
asymetric control capabilities

Qut - of -Service tests where the test path shares no links with In-
Service user traffic, have none of the congestion or skew concerns.
Bot h types shoul d address practical matters comon to all test
efforts, such as conducting neasurenents within a reasonable tine
fromthe tester’s point of view and ensuring that tinmestanp accuracy
is consistent with the precision needed for neasurenent [ RFC2330].
Qut-of -Service tests where sonme part of the test path is shared with
In-Service traffic MJST respect the In-Service constraints described
above.

The intended nmetrics to be neasured have strong influence over the
categori es of neasurenent nethods required. For exanple, using the
term nol ogy of [RFC5136], it nay be possible to measure a path
capacity netric while In-Service if the | evel of background (user)
traffic can be assessed and included in the reported result.

The measurement architecture MAY be either of one-way (e.g.,

[ RFC4656]) or two-way (e.g., [RFC5357]), but the scale and conmplexity
aspects of end-user or aggregated access measurenent clearly favor
two-way (with a | owconmplexity user-end device and round-trip results
collection, as found in [RFC5357]). However, the asymmetric rates of
many access services nean that the neasurenent system MUST be able to
eval uate performance in each direction of transmssion. In the two-
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way architecture, both end devices MJST include the ability to |aunch
test streams and collect the results of neasurenents in both (one-
way) directions of transm ssion (this requirenent is consistent with
previ ous protocol specifications, and it is not a unique problemfor
rate measurenents).

The foll owi ng paragraphs describe features for the roles of test
packet SENDER, RECEI VER, and results REPORTER

SENDER:

Generate streanms of test packets with various characteristics as
desired (see Section 4). The SENDER MAY be | ocated at the user end
of the access path or el sewhere in the production network, such as at
one end of an aggregated | eased-network segnent.

RECEI VER:

Col l ect streams of test packets with various characteristics (as
descri bed above), and nake the nmeasurenments necessary to support rate
measur enent at the receiving end of an access or aggregated |eased-
net wor k segnent .

REPORTER:

Use information fromtest packets and | ocal processes to neasure
del i vered packet rates and prepare results in the required format
(the REPORTER role may be conbined with another role, nost likely the
SENDER) .

4. Measurenent Method Categories

A protocol that addresses the rate neasurenent problem MIST serve the
test stream generation and neasurenent functions (SENDER and

RECEI VER). The foll ow up phase of analyzing the neasurenent results
to produce a report is outside the scope of this problemand nmeno

( REPORTER) .

For the purposes of this problem statenent, we categorize the nmany
possibilities for rate neasurenent stream generation as follows:

1. Packet pairs, with fixed intra-pair packet spacing and fixed or
randomtime intervals between pairs in a test stream

2. Miltiple streans of packet pairs, with a range of intra-pair
spacing and inter-pair intervals.
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3. One or nore packet ensembles in a test stream using a fixed
ensenbl e size in packets and one or nmore fixed intra-ensenble
packet spacings (including zero spacing, neaning that back-to-
back burst ensenbl es and constant rate ensenmbles fall in this
category).

4. One or nore packet chirps (a set of packets with specified
characteristics), where inter-packet spacing typically decreases
bet ween adj acent packets in the same chirp and each pair of
packets represents a rate for testing purposes.

The test protocol SHALL support test packet ensenbl e generation
(category 3), as this appears to mninize the demands on neasurenent
accuracy. Oher stream generation categories are OPTI ONAL.

For all supported categories, the following is a list of additiona
vari abl es that the protocol (s) MJST be able to specify, control, and
gener at e:

a. variable payload | engths anbng packet strearns;
b. wvariable length (in packets) anong packet streans or ensenbl es;
c. variable | P header markings anong packet strearns;

d. choice of UDP transport and variable port nunbers, or choice of
TCP transport and variable port nunbers for two-way architectures
only, or both (see below for additional requirenents on TCP
transport generation); and

e. variabl e nunmber of packet pairs, ensenbles, or streans used in a
test session.

The ability to revise these variables during an established test
session is OPTIONAL, as nultiple test sessions could serve the sane
purpose. Another OPTIONAL feature is the ability to generate streans
with VLAN tags and ot her narKkings.

For measurement systens enpl oying TCP as the transport protocol, the
ability to generate specific streamcharacteristics requires a sender
with the ability to establish and prine the connection such that the
desired stream characteristics are allowed. See [IPPM METRICS] for
nmor e background.

Mort on I nf or mat i onal [ Page 8]



RFC 7497 Rat e Probl em St at enent April 2015

Beyond a sinpl e connecti on handshake and the options establishment,
an "open-|oop" TCP sender requires the SENDER ability to:

0 generate TCP packets with well-formed headers (all fields valid),
i ncl udi ng Acknow edgenent aspects;

o produce packet streams at controlled rates and variable inter-
packet spacings, including packet ensenbl es (back-to-back at
server rate); and

0 continue the configured sending stream characteristics despite al
control indications except receive-w ndow exhaust.

The correspondi ng TCP RECEI VER perfornms normal ly, having some ability
to configure the receive window sufficiently large so as to allow the
SENDER to transmit at will (up to a configured target).

It may al so be useful (for diagnostic purposes) to provide a contro
for the bulk transfer capacity measurement with fully-specified (and
congestion-controll ed) TCP senders and receivers, as envisioned in

[ RFC3148], but this would be a brute-force assessnent, which does not
foll ow the conservative tenets of |PPM neasurenment [RFC2330].

Measurenents for each UDP test packet transferred between SENDER and
RECEI VER MUST be conpliant with the singleton nmeasurenment nethods
described in | PPM RFCs [ RFC2679] [ RFC2680]. The tinmestanp information
or loss/arrival status for each packet MJST be avail able for

communi cation to the REPORTER function.

5. Test Protocol Control and Generation Requirenents

In summary, the test protocol nust support the neasurenment features
described in the sections above. This requires:

1. Communicating all test variables to the SENDER and RECEI VER;
2. Results collection in a one-way architecture;

3. Renote device control for both one-way and two-way architectures;
and

4. Asymretric packet rates in a two-way neasurenent architecture, or
coordi nated one-way test capabilities with the same effect
(asymetric rates may be achi eved through directional control of
packet rate or packet size).
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The ability to control and generate asymmetric rates in a two-way
architecture is REQU RED. Two-way architectures are RECOMVENDED t o

i nclude control and generation capability for both asymretric and
symmetri c packet sizes because packet size often matters in the scope
of this problemand test systens SHOULD be equi pped to detect
directional size dependency through conparative neasurenents.

Asymmretri c packet size control is indicated when the result of a
measur enent may depend on the size of the packets used in each
direction, i.e., when any of the foll ow ng conditions hol d:

o thereis alink in the path with asymetrical capacity in opposite
directions (in conbination with one or nore of the conditions
bel ow, but their presence or specific details may be unknown to
the tester);

o thereis alink in the path that aggregates (or divides) packets
into link-level frames and may have a capacity that depends on
packet size, rate, or tinmng;

o thereis alink in the path where transm ssion in one direction
i nfluences performance in the opposite direction;

0 there is a device in the path where transnmni ssion capacity depends
on packet header processing capacity (in other words, the capacity
is sensitive to packet size);

o the target application streamis nomnally MIU size packets in one
direction versus ACK streamin the other (noting that there are a
vani shi ng nunber of symmetrical rate application streams for which
rate nmeasurenent is wanted or interesting but such streams m ght
have sonme relevance at this tine);

o the distribution of packet losses is critical to rate assessnent;

and possi bly other circunstances reveal ed by neasurenents conparing
streams with symetrical size and asymmetrical size

I mpl enent ati ons may support control and generation for only symretric
packet sizes when none of the above conditions hold.

The test protocol SHOULD enabl e nmeasurenent of the capacity metric

[ RFC5136] either Qut-of-Service, In-Service, or both; other netrics
[ RFC5136] are OPTI ONAL.
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6

Security Considerations

The security considerations that apply to any active neasurenent of
live networks are relevant here as well. See [ RFC4656] and
[ RFC5357] .

Privacy considerations for measurenent systens, particularly when
Internet users participate in the tests in some way, are described in

[ LMAP- FRAVEVORK] .

There may be a serious issue if a proprietary service |evel agreenent
i nvol ved with the access network segnent provider were sonehow | eaked
in the process of rate neasurenent. To address this, test protocols

SHOULD NOT convey this information in a way that could be discovered

by unaut horized parties.

Qper ational Considerations

Al forms of testing originate network traffic, either through their
communi cations for control and results collection, from dedicated
measur enent packet streans, or froma conbination of both types of
traffic. Testing traffic primarily falls in one of two categories:
subscriber traffic or network nanagenent traffic. There is an
ongoi ng need to engi neer networks so that various forms of traffic
are adequately served, and publication of this meno does not change
this need. Service subscribers and authorized users SHOULD obt ai n
their network operator’s or service provider’s pernission before
conducting tests. Likew se, a service provider or third party SHOULD
obtain the subscriber’s perm ssion to conduct tests, since they night
tenporarily reduce service quality. The protocol SHOULD conmuni cate
the pernission status once the overall systemhas obtained it, either
explicitly or through other means.

Subscribers, their service providers and network operators, and
sonetines third parties, all seek to nmeasure network perfornance.
Capacity testing with active traffic often affects the packet
transfer performance of streans traversing shared conponents of the
test path, to sone degree. The degradation can be mnimzed by
schedul i ng such tests infrequently and restricting the anount of
measurenent traffic required to assess capacity nmetrics. As a
result, occasional short-duration estimates with mnimal traffic are
preferred to nmeasurenents based on frequent file transfers of many
megabytes with simlar accuracy. New neasurenent mnethodol ogi es

i ntended for standardi zati on shoul d be eval uated individually for
potential operational issues. However, the schedul ed frequency of
testing is as inmportant as the nmethods used (and schedul es are not
typically submitted for standardization).
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The new test protocol feature of asymmetrical packet size generation
in tw-way testing is recomrended in this meno. It can appreciably
reduce the | oad and packet processing demands of each test and
therefore reduce the |ikelihood of degradation in one direction of
the tested path. Current |ETF standardi zed test protocols (e.g.,

[ RFC5357] and [ RFC6812]) do not possess the asymretric size
generation capability with two-way testing.
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