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Abst ract

Thi s docunent defines two additional policies for the Partially
Rel i abl e Stream Control Transm ssion Protocol (PR-SCTP) extension
These policies allow limtation of the number of retransn ssions and
prioritization of user nessages for nore efficient usage of the send
buf fer.

Status of This Meno

This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc7496
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1. Introduction

The Partially Reliable SCTP (PR-SCTP) extension defined in [ RFC3758]
provides a generic nethod for senders to abandon user nessages. The
deci sion to abandon a user nessage is sender side only, and the exact
condition is called a "PR-SCTP policy" ([RFC3758] refers to themas
"PR-SCTP Services"). [RFC3758] also defines one particul ar PR-SCTP
policy, called "Timed Reliability". This allows the sender to
specify a tinmeout for a user nessage after which the SCTP stack
abandons the user nessage.

Thi s docunment specifies the followi ng two additional PR-SCTP
polici es:

Limted Retransm ssion Policy: Allows limtation of the number of
retransm ssions.

Priority Policy: A lows renoval of lower-priority nessages if space
for higher-priority nmessages is needed in the send buffer

2. Conventions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY"', and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

3. Additional PR-SCTP Policies

This section defines two new PR-SCTP policies, one in each
subsecti on.

Pl ease note that it is REQURED to inplement [RFC3758], if you want
to i mpl enent these additional policies. However, these additiona
policies are OPTI ONAL when inplenenting [ RFC3758].

3.1. Limted Retransm ssions Policy

Using the Limted Retransm ssion Policy allows the sender of a user
message to specify an upper limt for the nunmber of retransm ssions
for each DATA chunk of the given user nessages. The sender MJST
abandon a user nessage if the nunber of retransm ssions of any of the
DATA chunks of the user message woul d exceed the provided linmt. The
sender MJST performall other actions required for processing the
retransm ssion event, such as adapting the congesti on wi ndow and the
retransm ssion tineout. Please note that the nunmber of

retransm ssions includes both fast and tinmer-based retransm ssions.
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The sender MAY limit the nunber of retransmissions to 0. This wll

result in abandoning the nessage when it would get retransmitted for
the first time. The use of this setting provides a service simlar

to UDP, which al so does not performany retransm ssions.

Pl ease note that using this policy does not affect the handling of
the threshol ds ' Associ ati on. Max. Retrans’ and ' Pat h. Max. Retrans’ as
specified in Section 8 of [RFC4960].

The WebRTC protocol stack (see [DATA-CHAN]) is an exanple of where
the Limted Retransnissions Policy is used.

3.2. Priority Policy

Using the Priority Policy allows the sender of a user nmessage to
specify a priority. Wen storing a user nmessage in the send buffer
while there is not enough avail abl e space, the SCTP stack at the
sender side MAY abandon ot her user nessage(s) of the sane SCTP
association (with the same or a different stream) with a priority

| ower than the provided one. User nessages sent reliably are
considered to have a priority higher than all nessages sent with the
Priority Policy. The algorithmfor selecting the message(s) being
abandoned is inplenentation specific.

After lower-priority nessages have been abandoned, high-priority
messages can be transferred without the send call blocking (if used
in blocking node) or the send call failing (if used in non-bl ocking
node) .

The 1P Flow I nformati on Export (IPFIX) protocol stack (see [RFC7011])
is an exanple of where the Priority Policy can be used. Tenplate
records would be sent with full reliability, while flow records
related to billing, security, and other nonitoring would be sent
using the Priority Policy with varying priority. The priority of
security-related flow records woul d be set higher than the priority
of monitoring-related flow records.

4. Socket APl Considerations
Thi s section describes how the socket APl defined in [ RFC6458] is
extended to support the newy defined PR-SCTP policies, to provide
sone statistical information, and to control the negotiation of the
PR- SCTP extensi on during the SCTP associ ation setup

Pl ease note that this section is informational only.
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4.1. Data Types

This section uses data types from[I|EEE. 1003-1G 1997]: uintN_t neans
an unsigned integer of exactly N bits (e.g., uintlé t). This is the
same as in [ RFC6458].

4.2. Support for Added PR-SCTP Poli cies

As defined in [ RFC6458], the PR-SCTP policy is specified and
configured by using the follow ng sctp_prinfo structure:

struct sctp _prinfo {
uint16_t pr_policy;
uint32_t pr_val ue;

b

When the Limted Retransm ssion Policy described in Section 3.1 is
used, pr_policy has the value SCTP_PR SCTP_RTX and the nunber of
retransm ssions is given in pr_val ue.

VWhen using the Priority Policy described in Section 3.2, pr_policy
has the value SCTP_PR SCTP_PRIO. The priority is given in pr_val ue
The val ue of zero is the highest priority, and |arger nunbers in
pr_val ue denote lower priorities.

The foll owi ng table sunmarizes the possible paraneter settings
defined in [ RFC6458] and this docunent:

o e e o s e e e e e e e eaea oo n oo +

| pr_policy | pr_val ue | Specification

o e e e oo o e e e e e e e e e e oo - oo +
SCTP_PR_SCTP_NONE | | gnored [ RFC6458]
SCTP_PR SCTP_TTL | Lifetime in ns [ RFC6458]

| | |
| SCTP_PR _SCTP_RTX | Nunber of retransmissions | Section 3.1 |
| SCTP_PR_SCTP_PRIO | Priority | Section 3.2 |
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4.3. Socket Option for Getting the Stream Specific PR SCTP Status
( SCTP_PR_STREAM STATUS)

Thi s socket option uses | PPROTO SCTP as its |evel and

SCTP_PR_STREAM STATUS as its name. It can only be used with

get sockopt () but not with setsockopt(). The socket option value uses
the follow ng structure:

struct sctp_prstatus {
sctp_assoc_t sprstat_assoc_id;
uintl6 t sprstat_sid;
uintl1l6 t sprstat_policy;
uint64_t sprstat_abandoned_unsent;
uint64_t sprstat_abandoned_sent;

b

sprstat_assoc_id: This paranmeter is ignored for one-to-one style
sockets. For one-to-many style sockets, this paraneter indicates
for which association the user wants the information. It is an
error to use SCTP_{ CURRENT| ALL| FUTURE} _ASSCC i n sprstat_assoc_i d.

sprstat_sid: This paraneter indicates for which outgoing SCTP stream
the user wants the infornation.

sprstat_policy: This paraneter indicates for which PR-SCTP policy
the user wants the information. It is an error to use
SCTP_PR_SCTP_NONE in sprstat_policy. |[If SCTP_PR SCTP_ALL is used,
the counters provided are aggregated over all supported policies.

sprstat _abandoned_unsent: The nunber of user nessages that have been
abandoned using the policy specified in sprstat_policy on the
stream specified in sprstat_sid for the association specified by
sprstat_assoc_id, before any part of the user message could be
sent.

sprstat _abandoned_sent: The nunber of user nessages that have been
abandoned using the policy specified in sprstat_policy on the
stream specified in sprstat_sid for the association specified by
sprstat_assoc_id, after a part of the user nessage has been sent.

There are separate counters for unsent and sent user nessages because
the SCTP_SEND FAI LED EVENT supports a simlar differentiation.

Pl ease note that an abandoned | arge user message requiring SCTP-Ieve
fragmentation is reported in the sprstat_abandoned_sent counter as
soon as at |east one fragment of it has been sent. Therefore, each
abandoned user nessage is counted in either sprstat_abandoned_unsent
or sprstat_abandoned_sent.
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If nmore detailed information about abandoned user nessages is
required, the subscription to the SCTP_SEND FAI LED EVENT i s
recomrended. Pl ease note that sone inplenentations m ght choose not
to support this option, since it increases the resources needed for
an outgoing SCTP stream For the sanme reasons, sone inplenentations
m ght only support using SCTP_PR SCTP_ALL in sprstat_policy.

sctp_opt_info() needs to be extended to support
SCTP_PR_STREAM STATUS.

4.4. Socket Option for Getting the Association-Specific PR SCTP Status
( SCTP_PR_ASSCC_STATUS)

Thi s socket option uses |PPROTO SCTP as its |evel and
SCTP_PR_ASSOC STATUS as its nane. It can only be used with
getsockopt (), but not with setsockopt(). The socket option val ue
uses the sane structure as described in Section 4.3:

struct sctp_prstatus {
sctp_assoc_t sprstat_assoc_id;
uintl6_t sprstat_sid;
uintl1l6_ t sprstat_policy;
uint64_t sprstat abandoned unsent;
uint64 t sprstat_ abandoned_sent;

b

sprstat_assoc_id: This parameter is ignored for one-to-one style
sockets. For one-to-many style sockets, this paraneter indicates
for which association the user wants the information. It is an
error to use SCTP_{ CURRENT| ALL| FUTURE} ASSCC i n sprstat_assoc_i d.

sprstat_sid: This parameter is ignored

sprstat_policy: This paraneter indicates for which PR-SCTP policy
the user wants the information. It is an error to use
SCTP_PR_SCTP_NONE in sprstat_policy. |f SCTP_PR SCTP_ALL is used,
the counters provided are aggregated over all supported policies.

spr st at _abandoned_unsent: The nunber of user nmessages that have been
abandoned using the policy specified in sprstat_policy for the
associ ation specified by sprstat_assoc_id, before any part of the
user message could be sent.

sprstat _abandoned_sent: The nunber of user nessages that have been
abandoned using the policy specified in sprstat_policy for the
associ ation specified by sprstat_assoc_id, after a part of the
user message has been sent.
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There are separate counters for unsent and sent user nessages because
the SCTP_SEND FAI LED EVENT supports a simlar differentiation.

Pl ease note that an abandoned | arge user nessage requiring SCTP-|eve
fragmentation is reported in the sprstat_abandoned_sent counter as
soon as at |east one fragnment of it has been sent. Therefore, each
abandoned user nessage is counted in either sprstat_abandoned_unsent
or sprstat_abandoned_sent.

If nmore detailed information about abandoned user nessages is
required, the usage of the option described in Section 4.3 or the
subscription to the SCTP_SEND FAI LED EVENT is recomended.

sctp_opt_info() needs to be extended to support SCTP_PR _ASSOC STATUS

4.5. Socket Option for CGetting and Setting the PR SCTP Support
( SCTP_PR_SUPPORTED)

Thi s socket option allows the enabling or disabling of the

negoti ati on of PR SCTP support for future associations. For existing
associations, it allows one to query whether or not PR-SCTP support
was negotiated on a particul ar associ ation

Whet her or not PR-SCTP is enabl ed by default is inplenmentation
speci fic.

Thi s socket option uses |PPROTO SCTP as its |evel and

SCTP_PR _SUPPORTED as its name. It can be used with getsockopt() and
setsockopt (). The socket option value uses the followi ng structure
defined in [ RFC6458]:

struct sctp_assoc_val ue {
sctp_assoc_t assoc_id;
uint32_t assoc_val ue;

b

assoc_id: This parameter is ignored for one-to-one style sockets.
For one-to-many styl e sockets, this parameter indicates upon which
association the user is perform ng an action. The specia
sctp_assoc_t SCTP_FUTURE _ASSOC can al so be used; it is an error to
use SCTP_{ CURRENT| ALL} ASSCC i n assoc_i d.

assoc_val ue: A non-zero val ue encodes the enabling of PR SCTP
whereas a val ue of 0 encodes the disabling of PR SCTP

sctp_opt _info() needs to be extended to support SCTP_PR _SUPPORTED.
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5. Security Considerations

Thi s docunent does not add any security considerations to those given
in [ RFC4960], [RFC3758], and [RFC6458]. As indicated in the Security
Consi derations of [RFC3758], transport-layer security in the form of
TLS over SCTP (see [ RFC3436]) can't be used for PR SCTP. However,
DTLS over SCTP (see [ RFC6083]) could be used instead. |f DTLS over
SCTP as specified in [ RFC6083] is used, the Security Considerations
of [RFC6083] do apply. It should also be noted that using PR SCTP
for an SCTP association doesn’t allow that association to behave nore
aggressively than an SCTP associ ation not using PR SCTP.
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