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Abst r act

Thi s docunent anal yzes the Bidirectional Forwarding Detection (BFD)
protocol according to the guidelines set forth in Section 4.2 of RFC
6518, "Keying and Authentication for Routing Protocols (KARP) Design
Gui del i nes™.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publi shed for informational purposes.

This docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Not all docunents
approved by the I ESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/infol/rfc7492.
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docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
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1. Introduction

Thi s docunent performs a gap anal ysis of the current state of

Bi di rectional Forwarding Detection [RFC5880] according to the

requi renents of KARP Design Guidelines [ RFC6518]. Previously, the
OPSEC wor ki ng group has provided an anal ysis of cryptographic issues
with BFD in "lIssues with Existing Cryptographic Protection Methods
for Routing Protocols" [RFC6039].

The existing BFD specifications provide a basic security solution
Key IDis provided so that the key used in securing a packet can be
changed on dermand. Two cryptographic algorithns (MD5 and SHA-1) are
supported for integrity protection of the control packets; the
algorithms are both denpnstrated to be subject to collision attacks.
Routing protocols |like "RIPv2 Cryptographi c Authentication”

[ RFC4822], "IS-1S Generic Cryptographic Authentication" [RFC5310],
and " OSPFv2 HVAC- SHA Cryptographic Authentication" [RFC5709] have
started to use BFD for liveliness checks. Myving the routing
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protocols to a stronger algorithmwhile using a weaker al gorithm for
BFD woul d allow the attacker to bring down BFD in order to bring down
the routing protocol. BFD therefore needs to match the routing
protocols in its strength of algorithm

Whi | e BFD uses a non-decreasi ng, per-packet sequence nunber to
protect itself fromintra-connection replay attacks, it still |eaves
the protocol vulnerable to the inter-session replay attacks.

2. Requirenents to Meet

There are several requirements described in Section 4 of [RFC6862]
that BFD, as defined in BFD [ RFC5880], does not currently neet:

Repl ay Protection: BFD provides an inconplete intra-session and no
inter-session replay attack protection; this creates significant
deni al - of -servi ce opportunities.

Strong Al gorithns: The cryptographic al gorithnms adopted for
message aut hentication in BFD are MD5 or SHA-1 based. However,
both algorithms are known to be vulnerable to collision attacks.
"BFD Generic Cryptographic Authentication" [BFD CRYPTQ and

"Aut henti cati ng BFD usi ng HVAC- SHA-2 procedures" [ BFD HVAC]

t oget her propose a solution to support Hashed Message

Aut hentication Code (HVAC) with the SHA-2 family of hash functions
for BFD.

Preventing DoS Attacks: BFD packets can be sent at mllisecond
intervals (the protocol uses tinmers at mcrosecond intervals).
When malicious packets are sent at short intervals, with the
authentication bit set, it can cause a DoS attack. There is
currently no |ightweight mechanismw thin BFD to address this

i ssue and is one of the reasons BFD authentication is still not
wi dely deployed in the field.

The remai nder of this docunent explains the details of how these
requirenents fail to be met and proposes nechani sns for addressing
t hem

3. Current State of Security Methods

BFD [ RFC5880] describes five authentication nechanisns for the
integrity protection of BFD control packets: Sinple Password, Keyed
MD5 [ RFC1321], Meticul ous Keyed MD5, Keyed SHA-1, and Meti cul ous
Keyed SHA-1. In the sinple password nechani sm every control packet
is associated with a password transported in plain text; attacks
eavesdroppi ng the network traffic can easily |earn the password and
conprom se the security of the correspondi ng BFD session. 1In the
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Keyed MD5 and the Meticul ous Keyed MD5 nechani sns, BFD nodes use
shared secret keys to generate Keyed MD5 digests for control packets.
Simlarly, in the Keyed SHA-1 and the Meticul ous Keyed SHA-1

mechani sns, BFD nodes use shared secret keys to generate Keyed SHA-1
digests for control packets. Note that in the keyed authentication
mechani sns, every BFD control packet is associated with a non-
decreasing, 32-bit sequence nunber to resist replay attacks. 1In the
Keyed MD5 and the Keyed SHA-1 nechani sms, the sequence nenber is only
required to increase occasionally. However, in the Meticul ous Keyed
MD5 and the Meticul ous Keyed SHA-1 nechani sns, the sequence nenber is
required to increase with each successive packet.

Additionally, limted key updating functionality is provided. There
is a Key IDin every authenticated BFD control packet indicating the
key used to hash the packet. However, there is no nechani sm
described to provide a snooth key rollover that the BFD routers can
use when noving fromone key to the other

The BFD session timers are defined with the granularity of

m croseconds, and it is common in practice to send BFD packets at
mllisecond intervals. Since the cryptographi c sequence nunber space
is only 32 bits, a sequence nunber used in a BFD session may reach
its maxi mumvalue and roll over within a limted period. For
instance, if a sequence nunber is increased by one every 3.3
mlliseconds, then it will reach its naxi mumvalue in |l ess than 24
weeks. This can result in potential inter-session replay attacks,
especi al |y when BFD uses the non-neticul ous aut hentication nodes.

Not e that when using authenticati on nechani sns, BFD drops all packets
that fall outside the Iimted range (3 tinmes the Detection Tine
multiplier). Therefore, when neticul ous authentication nodes are
used, a replayed BFD packet will be rejected if it cannot fit into a
relatively short window (3 tinmes the detection interval of the
session). This introduces sone difficulties for replaying packets.
However, in a non-neticul ous authentication nbde, such wi ndows can be
| arge (as sequence nunbers are only increased occasionally), thus
making it easier to performreplay attacks

In a BFD session, each node needs to select a 32-bit discrimnator to
identify itself. Therefore, a BFD session is identified by two
discrimnators. |If a node randomy selects a new discrimnator for a
new sessi on and uses authentication nmechanisnms to secure the contro
packets, inter-session replay attacks can be mitigated to some
extent. However, in existing BFD demultipl exi ng mechani sns, the
discrimnators used in a new BFD session may be predictable. In some
depl oynent scenarios, the discrimnators of BFD routers may be

deci ded by the destination and source addresses. So, if the sequence
nunber of a BFD router rolls over for some reason (e.g., reboot), the

Bhatia, et al. I nf or mat i onal [ Page 4]



RFC 7492 BFD Gap Anal ysi s March 2015

discrimnators used to identify the new session will be identical to
the ones used in the previous session. This nakes performng a
replay attack relatively sinple.

BFD al l ows a npde called the echo nbde. Echo packets are not defined
in the BFD specification, though they can keep the BFD session up

The format of the echo packet is local to the sending side, and there
are no guidelines on the properties of these packets beyond the

choi ce of the source and destination addresses. Wile the BFD
specification recommends appl ying security nechani sns to prevent
spoofing of these packets, there are no guidelines on what type of
mechani snms are appropri ate.

4. I npacts of BFD Repl ays

As di scussed, BFD cannot neet the requirenents of inter-session or
intra-session replay protection. This section discusses the inpacts
of BFD repl ays.

When crypt ographi c authenticati on nechani sns are adopted for BFD, a
non- decreasi ng, 32-bit-long sequence number is used. 1In the Keyed
MD5 and the Keyed SHA-1 mechani sns, the sequence nenber is not
required to increase for every packet. Therefore, an attacker can
keep replaying the packets with the | atest sequence nunber until the
sequence nunber is updated. This issue is elininated in the

Meti cul ous Keyed MD5 and the Meticul ous Keyed SHA-1 nechani sns.
However, note that a sequence nunmber may reach its maxi num and be
rolled over in a session. In this case, without the support froma
aut omati ¢ key nmanagenment nechani sm the BFD session will be

vul nerable to replay attacks performed by sending the packets before
the roll over of the sequence nunber. For instance, an attacker can
replay a packet with a sequence nunber that is larger than the
current one. |If the replayed packet is accepted, the victimwill
reject the |legal packets whose sequence nenbers are | ess than the one
in the replayed packet. Therefore, the attacker can get a good
chance to bring down the BFD session. This kind of attack assunes
that the attacker has access to the |link when the BFD session is on a
poi nt-to-point link or can inject packets for a BFD session with
mul ti pl e hops.

Additionally, the BFD specification allows for the change of

aut hentication state based on the state of a received packet. For
i nstance, according to BFD [ RFC5880], if the state of an accepted
packet is down, the receiver of the packet needs to transfer its
state to down as well. Therefore, a carefully selected replayed
packet can cause a serious denial-of-service attack
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BFD does not provide any solution to deal with inter-session replay
attacks. |If two subsequent BFD sessions adopt an identica
discrimnator pair and use the sanme cryptographic key to secure the
control packets, it is intuitive to use a malicious authenticated
packet (stored fromthe past session) to performinterconnection
replay attacks.

Any security issues in the BFD echo node will directly affect the BFD
protocol and session states, and hence the network stability. For

i nstance, any replay attacks woul d be indistinguishable from nornal
forwarding of the tested router. An attack would still cause a
faulty link to be believed to be up, but there is little that can be
done about it. However, if the echo packets are guessable, it may be
possi bl e to spoof from an external source and cause BFD to believe
that a one-way link is really bidirectional. As a result, it is
important that the echo packets contain randomnmaterial that is also
checked upon reception

5. Inpact of New Authentication Requirements

BFD can be run in software or hardware. Hardware inplenentations run
BFD at a nmuch smaller timeout, typically in the order of few
mlliseconds. For instance, with a tineout of 3.3 nilliseconds, a
BFD session is required to send or receive 3 packets every 10
mlliseconds. Software inplementations typically run with a timeout
in hundreds of mlliseconds.

Additionally, it is not comon to find hardware support for conputing
the authentication data for the BFD session in hardware or software.
In the Keyed MD5 and Keyed SHA-1 inpl enentati on where the sequence
nunber does not increase with every packet, software can be used to
compute the authentication data. This is true if the tine between
the increasing sequence nunber is |ong enough to conmpute the data in
software. The ability to conpute the hash in software is difficult
with Meticul ous Keyed MD5 and Meticul ous Keyed SHA-1 if the tine

interval between transmits or between receives is snmall. The
comput ati on probl em becones worse if hundred or thousands of sessions
require the hash to be reconmputed every few nilliseconds.

Smal | er and cheaper boxes that have to support a few hundred BFD
sessions are boxes that also use a slower CPU. The CPU is used for
running the entire control plane software in addition to supporting
the BFD sessions. As a general rule, no nore than 40-45% of the CPU
can be dedicated towards supporting BFD. Addi ng conputation of the
hash for every BFD session can easily cause the CPU to exceed the
40-45% 1 imt even with a few tens of sessions. On higher-end boxes
with faster and nore CPU cores, the expectation is that the nunber of
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sessions that need to be supported are in the thousands, but the
nunber of BFD sessions with authentication that CPU can support is
still in the hundreds.

I mpl enentors shoul d assess the inpact of authenticating BFD sessions
on their platform

6. Considerations for |nprovenent

Thi s section suggests changes that can be adopted to inprove the
protection of BFD

The security risks brought by SHA-1 and MD5 have been wel |

under stood. However, when using a stronger digest algorithm e.qg.,
SHA- 2, the inposed computing overhead will seriously affect the
performance of BFD inplenentation. 1In order to nake the trade-off
bet ween the strong al gorithmrequirenent and the inposed overhead,
Gal oi s Message Authenticati on Code (GVAC) can be a candi date option
This algorithmis relatively effective and has been supported by

| Psec for data origin authentication. Mre detailed information can
be found in "The Use of (al ois Message Authentication Code (GVAC) in
| Psec ESP and AH' [ RFC4543].

There has been sonme hal | way conversation around the idea of using BFD
crypt ographi ¢ authentication only when sonme data in the BFD payl oad
changes. The other BFD packets can be transmitted and received

wi t hout aut hentication enabled. The bulk of the BFD packets that are
transmtted and recei ved have no state change associated with them
Limting authentication to BFD packets that affect a BFD session
state allows for nore sessions to be supported for authentication
Thi s change can significantly help the routers since they don’t have
to conpute and verify the authentication digest for the BFD packets
comng at the mllisecond intervals. This proposal needs sone nore
di scussion in the BFD working group and is certainly a direction that
BFD coul d | ook at.

7. Security Considerations

Thi s docunent discusses vulnerabilities in the existing BFD protoco
and suggests possible nitigations.

In analyzing the inprovenents for BFD, the ability to repel a replay
attack is discussed. For exanple, increasing the sequence nunber to
a 64-bit val ue makes the wap-around time nmuch | onger, and a repl ay

attack can be easily prevented.
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the inpact that stronger algorithnms can have on the

performance of BFD, the docunent suggests GVAC as a possible

candi date f
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