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Abstract

Thi s specification describes the configuration of proactive MLS

Transport Profile (MPLS-TP) Operations, Admnistration, and

Mai nt enance (OAM functions for a given Label Switched Path (LSP)

using a set of TLVs that are carried by the GWLS RSVP-TE prot ocol
based on the OAM Confi guration Framework for GWLS RSVP-TE.
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1.

I nt roducti on

Thi s docunent describes the configuration of proactive MPLS-TP QAM
functions for a given LSP using TLVs that use GVWPLS RSVP-TE

[ RFC3473]. [RFC7260] defines use of GWLS RSVP-TE for the
configuration of OAM functions in a technol ogy-agnostic way. This
docunent specifies the additional nechani sns necessary to establish
MPLS-TP OAM entities at the maintenance points for nonitoring and
perform ng nmeasurenments on an LSP, as well as defining information
el ements and procedures to configure proactive MPLS-TP OAM functi ons
runni ng between Label Edge Routers (LERs). Initialization and
control of on-demand MPLS-TP OAM functions are expected to be carried
out by directly accessing network nodes via a nanagenent interface;
hence, configuration and control of on-demand OAM functions are out
of scope for this docunent.

MPLS- TP, the Transport Profile of MPLS, nust, by definition

[ RFC5654], be capabl e of operating wi thout a control plane.
Therefore, there are several options for configuring MPLS-TP OAM

wi thout a control plane by using either a Network Managenment System
(NVs), an LSP Ping, or signaling protocols such as RSVP-TE in the
control plane.

MPLS- TP describes a profile of MPLS that enabl es operational nodel s
typical in transport networks while providing additional OAM
survivability and ot her mai ntenance functions not currently supported
by MPLS. [RFC5860] defines the requirenments for the QAM
functionality of MPLS-TP

Proactive MPLS-TP OAM is perforned by three different protocols:

Bi di rectional Forwardi ng Detection (BFD) [RFC6428] for Continuity
Check / Connectivity Verification, the Delay Measurenment (DM
protocol [RFC6374] for delay and delay variation (jitter)

measur enents, and the Loss Measurenment (LM protocol [RFC6374] for
packet | oss and throughput nmeasurenments. Additionally, there are a
number of Fault Management signals that can be configured [ RFC6427].

BFD is a protocol that provides | ow overhead, fast detection of
failures in the path between two forwardi ng engines, including the
interfaces, data link(s), and (to the extent possible) the forwarding
engi nes thensel ves. BFD can be used to track the liveliness and to
detect the data plane failures of MPLS-TP point to point and m ght

al so be extended to support point-to-nultipoint connections.

The del ay and | oss neasurenent protocols [RFC6374] use a sinple
query/ response nodel for performng bidirectional neasurenents that
all ows the originating node to neasure packet | oss and delay in both
directions. By tinmestanping and/or witing current packet counters
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to the nmeasurenent packets four tines (Tx and Rx in both directions),
current del ays and packet |osses can be cal culated. By performnng
successi ve del ay neasurenents, the delay variation (jitter) can be
cal culated. Current throughput can be cal cul ated fromthe packet
| oss measurenents by dividing the nunber of packets sent/received
with the tine it took to performthe neasurenent, given by the
timestanp in LM header. Conbined with a packet generator, the
t hroughput neasurenment can be used to measure the maxi mum capacity of
a particular LSP. It should be noted that here we are not
configuring on-denand throughput estimtes based on saturating the
connection as defined in [ RFC6371]. Rather, we only enable the
estimati on of the current throughput based on | oss neasurenents.
1.1. Conventions Used in This Docunent
1.1.1. Term nol ogy
AlS - Alarm | ndication Signal
BFD - Bidirectional Forwarding Detection
CC - Continuity Check
CV - Connectivity Verification
DM - Del ay Measurenent
FMS - Fault Managenent Signal
G ACh - Generic Associated Channel
GWLS - Generalized Milti-Protocol Label Swtching
LDl - Link Down Indication
LER - Label Edge Router
LKR - Lock Report
LM - Loss Measurenent
LOC - Loss O Continuity
LSP - Label Switched Path
LSR - Label Switching Router

MEP - Maintenance Entity G oup End Poi nt
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M P - Mintenance Entity Goup Internediate Point
MPLS - Miulti-Protocol Label Swtching
MPLS-TP - MPLS Transport Profile
NMS - Networ k Managenent System
PM - Performance Measurenent
RSVP- TE - Reservation Protocol Traffic Engineering
TC - Traffic O ass
1.1.2. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY"', and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. Overview of MPLS OAM for Transport Applications

[ RFC6371] descri bes how MPLS- TP OAM nechani sns are operated to neet
transport requirenents outlined in [ RFC5860] .

[ RFC6428] specifies two BFD operation nmodes: 1) "CC node", which uses
peri odi c BFD message exchanges with symretric timer settings
supporting Continuity Check, and 2) "CV/ CC node", which sends unique
mai nt enance entity identifiers in the periodic BFD nessages
supporting CV as well as CC.

[ RFC6374] specifies mechani sms for Performance Mnitoring of LSPs, in
particular it specifies |oss and del ay neasurenent QAM functi ons.

[ RFC6427] specifies fault nanagenent signals with which a server LSP
can notify client LSPs about various fault conditions to suppress
alarns or to be used as triggers for actions in the client LSPs. The
followi ng signals are defined: AlarmlIndication Signal (A'S), Link
Down Indication (LD), and Lock Report (LKR).

[ RFC6371] describes the mapping of fault conditions to consequent
actions. Sone of these mappi ngs may be configured by the operator
dependi ng on the application of the LSP. The follow ng defects are
identified: Loss OF Continuity (LOC), M sconnectivity, MeP

M sconfiguration, and Period M sconfiguration. Qut of these defect
conditions, the follow ng consequent actions may be configurable: 1)

Bel | aganba, et al. St andards Track [ Page 6]



RFC 7487 Ext ensi ons for MPLS-TP QAM Confi guration March 2015

whet her or not the LOC defect should result in blocking the outgoing
data traffic; 2) whether or not the "Period M sconfiguration defect"
should result in a signal fail condition.

3. Theory of Operations
3.1. MPLS-TP OAM Configuration Operation Overview

GWLS RSVP-TE, or alternatively LSP Ping [LSP-PI NG CONF], can be used
to sinply enable the different OAM functions by setting the
corresponding flags in the OAM Functi on Fl ags Sub-TLV [ RFC7260]. For
a nore detailed configuration, one nay include sub-TLVs for the
different OAM functions in order to specify various paraneters in
detail .

Typically, internedi ate nodes SHOULD NOT process or nodify any of the
OAM Configuration TLVs but sinply forward themto the end node.

There is one exception to this and that is if the MPLS OAM FM5 Sub-
TLV is present. This sub-TLV MJST be exani ned even by internediate
nodes that support these extensions but only acted upon by nodes
capable of transmitting FMS signals into the LSP bei ng established.
The sub-TLV MAY be present when the FMB flag is set in the OAM
Function Flags Sub-TLV. If this sub-TLV is present, then the "OAM
MP entities desired" and "OAM MEP entities desired" flags (described
in [RFC7260]) in the LSP Attribute Flags TLV MJUST be set and the
entire OAM Configuration TLV placed either in the

LSP_REQUI RED _ATTRI BUTES obj ect or in the LSP_ATTRI BUTES object in
order to ensure that capable internedi ate nodes process the
configuration. |If placed in the LSP_ATTRI BUTES obj ect, nodes that
are not able to process the OAM Configuration TLV will forward the
message Wt hout generating an error. |If the MPLS OAM FMS Sub- TLV has
been placed in the LSP_REQUI RED ATTRI BUTES obj ect, a node that
supports RFC 7260 but does not support the MPLS OAM FM5 Sub- TLV MUST
generate a PathErr nessage with "OAM Probl enf Confi guration Error"

[ RFC7260]. Oherwise, if the node doesn't support RFC 7260, it wll
not raise any errors as described in the Section 4.1 of [RFC7260].

Finally, if the MPLS OAM FM5 Sub-TLV is not included, only the "QAM

MEP entities desired" flag is set and the OAM Confi guration TLV may
be placed in either LSP_ATTRI BUTES or LSP_REQUI RED ATTRI BUTES.
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3.1.1. Configuration of BFD Sessions

For this specification, BFD MJST be run in either one of the two
nodes:

0 Asynchronous node, where both sides should be in active node; or
o0 Unidirectional node.

In the sinplest scenario, RSVP-TE (or alternatively LSP Ping
[ LSP-PI NG CONF] ), is used only to bootstrap a BFD session for an LSP
wi t hout any timer negotiation.

Ti mer negotiation can be performed either in subsequent BFD Contro
messages (in this case the operation is simlar to LSP-Ping-based
boot st rappi ng described in [ RFC5884]) or directly in the RSVP-TE
si gnal i ng nmessages.

When BFD Control packets are transported in the G ACh, they are not
protected by any end-to-end checksum only |lower |ayers are providing
error detection/correction. A single bit error, e.g., a flipped bit
in the BFD State field, could cause the receiving end to wongly
conclude that the link is down and, in turn, trigger protection
switching. To prevent this from happening, the BFD Configuration
Sub-TLV has an Integrity flag that, when set, enabl es BFD

Aut henti cation using Keyed SHA1 with an enpty key (all 0s) [RFC5880].
This woul d ensure that every BFD Control packet carries a SHAlL hash
of itself that can be used to detect errors

If BFD Authentication using a pre-shared key / password is desired
(i.e., authentication and not only error detection), the BFD

Aut henti cati on Sub-TLV MJUST be included in the BFD Configuration Sub-
TLV. The BFD Authentication Sub-TLV is used to specify which

aut henti cation nmet hod should be used and which pre-shared key /
password shoul d be used for this particular session. How the key
exchange is perforned is out of scope of this docunent.

3.1.2. Configuration of Performance Mnitoring
It is possible to configure Perfornance Monitoring functionalities
such as Loss, Delay, Delay variation (jitter), and Throughput, as
described in [ RFC6374].
When confi guring Performance Mnitoring functionalities, it is

possi ble to choose either the default configuration (by only setting
the respective flags in the OAM Function Flags Sub-TLV) or a
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customi zed configuration. To custom ze the configuration, one would
set the respective flags and include the respective Loss and/or Del ay
sub- TLVs.

By setting the PMLoss flag in the OAM Function Fl ags Sub-TLV and by
i ncluding the MPLS OAM PM Loss Sub-TLV, one can configure the

measur enent interval and | oss threshold values for triggering
protection.

Del ay neasurenents are configured by setting the PMDelay flag in the
OAM Function Flags Sub-TLV; by including the MPLS OAM PM Loss Sub-
TLV, one can configure the nmeasurenent interval and the del ay
threshol d values for triggering protection.

3.1.3. Configuration of Fault Managenent Signals

To configure Fault Managenent signals and their refresh tinme, the FVS
flag in the OAM Function Fl ags Sub-TLV MJST be set and the MPLS OAM
FMS Sub- TLV incl uded. When configuring Fault Managenent signals, an

i mpl ement ati on can enable the default configuration by setting the
FMS flag in the OAM Function Flags Sub-TLV. 1In order to nodify the
default configuration, the MPLS OAM FM5 Sub- TLV MUST be i ncl uded.

If an intermediate point is intended to originate fault managenent
signal messages, this neans that such an internediate point is
associated with a server MEP through a co-located MPLS-TP client/
server adaptation function, and the "Fault Management subscription”
flag in the MPLS OAM FMS Sub-TLV has been set as an indication of the
request to create the association at each internmedi ate node of the
client LSP. The corresponding server MEP needs to be configured by
its owmn RSVP-TE session (or, alternatively, via an NVS or LSP Ping).

3.2. MPLS OAM Configuration Sub-TLV

The OAM Configuration TLV, defined in [RFC7260], specifies the OAM
functions that are used for the LSP. This docunent extends the OAM
Configuration TLV by defining a new OAM Type: "MPLS OAM' (3). The
MPLS OAM type is set to request the establishment of QOAM functions
for MPLS-TP LSPs. The specific OAM functions are specified in the
OAM Function Flags Sub-TLV as depicted in [ RFC7260].

When an egress LSR receives an OAM Configuration TLV indicating the
MPLS OAM type, the LSRwill first process any present OAM Functi on

Fl ags Sub-TLV, and then it MJST process technol ogy-specific
configuration TLVs. This docunent defines a sub-TLV, the MPLS QAM
Configuration Sub-TLV, which is carried in the OAM Confi guration TLV.
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0 1 2 3

01234567890123456789012345678901
T T I e T
| MPLS OAM Conf. Sub-TLV (33) | Length |
e S T S T S T i S S S SRR A S S S R S
I
I
+-

sub- TLVs -
i T o T i e S S S i S e S

Figure 1: MPLS OAM Configuration Sub-TLV For mat
Type: 33, the MPLS OAM Confi guration Sub-TLV.

Length: Indicates the total length in octets, including sub-TLVs as
wel | as the Type and Length fields.

The foll owi ng MPLS- OAMt speci fic sub-TLVs MAY be included in the MPLS
OAM Confi guration Sub-TLV:

0o BFD Configuration Sub-TLV MJST be included if either the CC, the
CV, or both OAM Function flags are being set in the OAM Function
Fl ags Sub-TLV [ RFC7260]. This sub-TLV carries additional sub-
TLVs; failure to include the correct sub-TLVs MJST result in an
error being generated: "OAM Probl em Configuration Error". The
sub-TLVs are:

* BFD ldentifiers Sub-TLV MUST al ways be i ncl uded.

* Timer Negotiation Paranmeters Sub-TLV MJUST be included if the N
flag is not set.

* BFD Aut hentication Sub-TLV MAY be included if the | flag is
set.

o0 Performance Mnitoring Sub-TLV, which MJST be included if any of
the PM Del ay, PM Loss, or PM Throughput flags are set in the OAM
Function Flag Sub-TLV [RFC7260]. This sub-TLV MAY carry
addi tional sub-TLVs:

*  MPLS OAM PM Loss Sub-TLV MAY be included if the PM Loss OAM
Function flag is set. |If the MPLS OAM PM Loss Sub-TLV is not
i ncluded, default configuration values are used. The sane sub-
TLV MAY al so be included in case the PM Throughput OAM Functi on
flag is set and there is the need to specify neasurenent
intervals different fromthe default ones. Since throughput
measur enents use the sane tool as |oss neasurenents, the sane
TLV is used.
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*  MPLS OAM PM Del ay Sub- TLV MAY be included if the PM Del ay OAM
Function flag is set. If the MPLS OAM PM Del ay Sub-TLV i s not
i ncluded, default configuration values are used.

0o MPLS OAM FM5 Sub-TLV MAY be included if the FM5 OAM Function flag
is set. |If the MPLS OAM FM5 Sub-TLV is not included, default
configuration val ues are used.

The following are some additional rules of processing the MPLS QAM
Configuration Sub-TLV:

0 The MPLS OAM Configuration Sub-TLV MAY be enpty, i.e., have no
Value. If so, then its Length MUST be 8. Then, all OAM functions
that have their corresponding flags set in the OAM Function Fl ags
Sub- TLV MJST be assigned their default values or left disabled.

0 A sub-TLV that doesn’'t have a corresponding flag set MJST be
silently ignored.

o If nmultiple copies of a sub-TLV are present, then only the first
sub- TLV MJUST be used and the remai ning sub-TLVs MJST be silently
i gnor ed.

However, not all the values can be derived fromthe standard RSVP-TE
objects, in particular the |locally assigned Tunnel ID at the egress

cannot be derived by the ingress node. Therefore, the full LSP MEP-
I D used by the ingress has to be carried in the BFD Identifiers Sub-
TLV in the Path nessage and the egress LSP MEP-ID in the same way in
the Resv nessage.

3.2.1. CV Flag Rules of Use

If the CV flag is set in the OAM Function Fl ags Sub-TLV [ RFC7260],
then the CC flag MJST be set as well because perform ng Connectivity
Verification inplies performng Continuity Check as well. The format
of an MPLS-TP CV/ CC nessage is shown in [ RFC6428]. |In order to
perform Connectivity Verification, the Cv/ CC nmessage MJST contain the
"LSP MEP-ID'" in addition to the BFD Control packet information. The
"LSP MEP-I1D" contains four identifiers:

MPLS-TP d obal _ID

MPLS- TP Node Identifier

Tunnel _Num

LSP_Num
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These val ues need to be correctly set by both ingress and egress when
transmtting a CV packet, and both ingress and egress need to know
what to expect when receiving a CV packet. Mdst of these val ues can
be derived fromthe Path and Resv nessages [ RFC3473], which use a
5-tuple to uniquely identify an LSP within an operator’s network.
This tuple is conposed of a Tunnel Sender Address, Tunnel Endpoi nt
Addr ess, Tunnel _I D, Extended Tunnel ID, and (GWLS) LSP_ID.

3.3. BFD Configuration Sub-TLV

The BFD Configuration Sub-TLV (depicted below) is defined for BFD
OAM speci fic configuration paraneters. The BFD Configuration Sub-TLV
is carried as a sub-TLV of the MPLS OAM Confi gurati on Sub- TLV.

This TLV accommodat es generic BFD QAM i nformati on and carries sub-
TLVs.

0 1 2 3
01234567890123456789012345678901
T T T o T i S S i oI S SEp S S S

| BFD Conf. Type (1) | Length |
B T S i T s i i e e SEI S
| Vers. I[N S| 1| G Ul B Reserved (set to all O0s) |

i e R e e T T S e C i T o i mi

|~ sub- TLVs |~

L- B e T i T S i i I S T T i i i S N L
Fi gure 2: BFD Configuration Sub-TLV For nat

Type: 1, the BFD Configuration Sub-TLV.

Length: Indicates the total length in octets, including sub-TLVs as
wel |l as the Type and Length fields.

Version: ldentifies the BFD protocol version. |f the egress LSR does
not support the version, an error MJST be generated: "OAM Probl enl
Unsupported BFD Version".

BFD Negotiation (N): If set tinmer negotiation/re-negotiation via BFD
Control messages is enabled, when cleared it is disabled.

Symmetric Session (S): If set, the BFD session MJST use symetric
ti mng val ues.
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Integrity (1): If set, BFD Authentication MJST be enabled. If the
BFD Confi gurati on Sub-TLV does not include a BFD Aut hentication Sub-
TLV, the authentication MJIST use Keyed SHA1 with an enpty pre-shared
key (all 0s). |If the egress LSR does not support BFD Authenticati on,
an error MJUST be generated: "QAM Probl enft BFD Aut henti cati on
unsupported".

Encapsul ation Capability (G: If set, it shows the capability of
encapsul ati ng BFD nessages into The G Ach channel. [If both the G bit
and U bit are set, configuration gives precedence to the Gbhit. If
the egress LSR does not support any of the ingress LSR Encapsul ation
Capabilities, an error MJST be generated: "QAM Probl em Unsupported
BFD Encapsul ati on format".

Encapsul ation Capability (U): If set, it shows the capability of
encapsul ati ng BFD nessages into UDP packets. |If both the Gbhit and U
bit are set, configuration gives precedence to the Gbhit. |If the
egress LSR does not support any of the ingress LSR Encapsul ation
Capabilities, an error MJST be generated: "QAM Probl em Unsupported
BFD Encapsul ati on Format".

Bidirectional (B): If set, it configures BFD in the Bidirectiona
mode. If it is not set, it configures BFD in unidirectional node.

In the second case, the source node does not expect any Discrimnator
val ues back fromthe destination node

Reserved: Reserved for future specifications; set to 0 on
transm ssion and i gnored when received.

The BFD Configuration Sub-TLV MJST include the follow ng sub-TLVs in
the Path nessage:

o BFD ldentifiers Sub-TLV; and
0 Negotiation Tiner Paraneters Sub-TLV if the N flag is cleared

The BFD Configuration Sub-TLV MJST include the follow ng sub-TLVs in
the Resv message:

0o BFD ldentifiers Sub-TLV; and
0 Negotiation Tiner Paraneters Sub-TLV if:

* the Nand S flags are cleared; or if
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* the Nflag is cleared and the S flag is set and the Negotiation
Ti mer Parameters Sub-TLV received by the egress contains
unsupported values. In this case, an updated Negotiation Timer
Par anet ers Sub- TLV cont ai ni ng val ues supported by the egress
LSR MJUST be returned to the ingress.

3.3. 1. BFD | dentifiers Sub-TLV

The BFD ldentifiers Sub-TLV is carried as a sub-TLV of the BFD
Configuration Sub-TLV and is depicted bel ow.

0 1 2 3
01234567890123456789012345678901
B T I e R i i i T S S e e I e ik oI I S S e S S
| BFD lIdentifiers Type (1) | Length |
el i I e i it T e e e e i i T o S e e S e T R R
| Local Discrimnator |
R i T I e T S S e S TR S T e i I S e S e e e e o o
| MPLS- TP d obal _I D |
B T I e R i i i T S S e e I e ik oI I S S e S S
| MPLS- TP Node Identifier |
el i I e i it T e e e e i i T o S e e S e T R R
| Tunnel _Num | LSP_Num |
R i T I e T S S e S TR S T e i I S e S e e e e o o

Figure 3: BFD ldentifiers Sub-TLV Format

Type: 1, the BFD Identifiers Sub-TLV.

Length: Indicates the TLV total length in octets, including the Type
and Length fields (20).

Local Discrimnator: A unique, non-zero discrimnator value generated
by the transmtting systemand referring to itself; it is used to de-
mul tiplex multiple BFD sessions between the same pair of systens as
defined in [ RFC5880].

MPLS- TP A obal I D, Node ldentifier, Tunnel _Num and LSP_ Num All set
as defined in [ RFC6370].
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3.3.2. Negotiation Tiner Paraneters Sub-TLV

The Negotiation Tinmer Paranmeters Sub-TLV is carried as a sub-TLV of
the BFD Configuration Sub-TLV and is depicted bel ow.

0 1 2 3
01234567890123456789012345678901
B T I e R i i i T S S e e I e ik oI I S S e S S
| Nego. Tinmer Type (2) | Length |
el i I e i it T e e e e i i T o S e e S e T R R
| Acceptable M n. Asynchronous TX interval |
R i T I e T S S e S TR S T e i I S e S e e e e o o
| Acceptable M n. Asynchronous RX interval |
B T I e R i i i T S S e e I e ik oI I S S e S S
| Requi red Echo TX Interval |
el i I e i it T e e e e i i T o S e e S e T R R

Figure 4: Negotiation Timer Parameters Sub-TLV For mat
Type: 2, the Negotiation Tiner Paraneters Sub-TLV.

Length: Indicates the TLV total length in octets, including Type and
Length fields (16).

Acceptable M n. Asynchronous TX interval: If the Sflag is set in the
BFD Configuration Sub-TLV, it expresses the desired time interval (in
m croseconds) at which the ingress LER intends to both transmt and
recei ve BFD periodic control packets. |If the egress LSR cannot
support the value, it SHOULD reply with a supported interval

If the Sflag is cleared in the BFD Configuration Sub-TLV, this field
expresses the desired tinme interval (in mcroseconds) at which the
ingress LSR intends to transmt BFD periodic control packets.

Acceptable M n. Asynchronous RX interval: If the Sflag is set in the
BFD Configuration Sub-TLV, this field MIUST be set equal to
"Acceptable M n. Asynchronous TX interval" on transmt and MJST be

i gnored on receipt since it has no additional neaning with respect to
the one described for "Acceptable Mn. Asynchronous TX interval”

If the Sflag is cleared in the BFD Configuration Sub-TLV, it
expresses the mnimumtinme interval (in mcroseconds) at which the
i ngress/egress LSRs can receive periodic BFD Control packets. |If
this value is greater than the "Acceptable M n. Asynchronous TX
interval" received fromthe ingress/egress LSR the receiving LSR
MUST adopt the interval expressed in the "Acceptable M n.
Asynchronous RX interval"
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Required Echo TX Interval: The m nimuminterval (in mcroseconds)

bet ween recei ved BFD Echo packets that this systemis capabl e of
supporting, less any jitter applied by the sender as described in
Section 6.8.9 of [RFC5880]. This value is also an indication for the
receiving systemof the mninuminterval between transnitted BFD Echo
packets. If this value is zero, the transmitting system does not
support the recei pt of BFD Echo packets. |f the LSR node cannot
support this value, it SHOULD reply with a supported val ue (which may
be zero if Echo is not supported).

3.3.3. BFD Authentication Sub-TLV

The BFD Aut hentication Sub-TLV is carried as a sub-TLV of the BFD
Configuration Sub-TLV and is depicted bel ow.

0 1 2 3
01234567890123456789012345678901
T T S S e T o S U S SUp S SEp S SR S i

| BFD Auth. Type (3) | Lengt h |
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Auth Type | Auth Key ID | Reserved (0s) |

B T S i T s i i e e SEI S
Fi gure 5: BFD Authenticati on Sub-TLV For mat
Type: 3, the BFD Authentication Sub-TLV.

Length: Indicates the TLV total length in octets, including Type and
Length fields (8).

Aut h Type: Indicates which type of authentication to use. The sane
val ues are used as are defined in Section 4.1 of [RFC5880]. If the
egress LSR does not support this type, an "QAM Probl em Unsupported
BFD Aut henti cation Type" error MJST be generat ed.

Auth Key ID: Indicates which authentication key or password
(dependi ng on Auth Type) should be used. How the key exchange is
performed is out of scope of this docunent. |If the egress LSR does
not support this Auth Key ID, an "QAM Probl emi M smatch of BFD

Aut hentication Key ID'" error MJUST be generat ed.

Reserved: Reserved for future specifications; set to 0 on
transm ssi on and i gnored when received.
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3.3.4. Traffic Cass Sub-TLV

The Traffic Class Sub-TLV is carried as a sub-TLV of the BFD
Configuration Sub-TLV or Fault Managenent Signal Sub-TLV
(Section 3.5) and is depicted in Figure 6.

0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Traffic O ass Sub-Type (4) | Length |
R T e i e i i S L S s il o T SR R R S
| TC | Reserved (set to all 0s) |
R et e s i o e s i i

Figure 6: Traffic Cass Sub-TLV For mat
Type: 4, the Traffic Cass Sub-TLVW.
Length: Indicates the length of the Value field in octets (4).

Traffic Cass (TC): ldentifies the TC [ RFC5462] for periodic
continuity nonitoring nessages or packets with fault nmanagenent
i nformation.

If the Traffic O ass Sub-TLV is present, then the value of the TC
field MUST be used as the value of the TC field of an MPLS | abel
stack entry. |If the Traffic O ass Sub-TLV is absent from BFD
Configuration Sub-TLV or Fault Managenent Signal Sub-TLV, then
selection of the TC value is a | ocal decision.

3.4. Performance Mnitoring Sub-TLV

If the OAM Function Flags Sub-TLV has either the PM Loss, PM Del ay,

or PM Throughput flag set, the Performance Mnitoring Sub-TLV MJST be
present in the MPLS OAM Configuration Sub-TLV. Failure to include
the correct sub-TLVs MUST result in an "OAM Probl enf Confi gurati on
Error" nessage bei ng generat ed.

The Performance Mnitoring Sub-TLV provides the configuration
informati on nentioned in Section 7 of [RFC6374]. It includes support
for the configuration of quality thresholds and, as described in

[ RFC6374], "the crossing of which will trigger warnings or alarns,
and result reporting and exception notification will be integrated
into the systemw de network managenment and reporting franmework."
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In case the values need to be different than the default ones, the
Per f ormance Monitoring Sub-TLV includes the foll owi ng sub-TLVs:

o MPLS OAM PM Loss Sub-TLV if the PM Loss and/or PM Throughput flag
is set in the OAM Function Flags Sub-TLV; and

0o MPLS OAM PM Del ay Sub-TLV if the PMDelay flag is set in the OAM
Function Fl ags Sub- TLV.

The Performance Monitoring Sub-TLV depicted belowis carried as a
sub- TLV of the MPLS OAM Confi guration Sub- TLV.

0 1 2 3
01234567890123456789012345678901
i S S T i S S e e i S S S S

| Perf. Monitoring Type (2) | Length |
i i i T i I S i e s o o i i
DLIJY KA Reserved (set to all 0s) |

T T R TE s

sub- TLVs

+— 1 — +—

e T S T e S I S

Fi gure 7: Performance Monitoring Sub-TLV For mat
Type: 2, the Performance Mnitoring Sub-TLV.

Length: Indicates the TLV total length in octets, including sub-TLVs
as well as Type and Length fields.

Configuration Flags (for the specific function description please
refer to [ RFC6374]):

0o D: Delay inferred/direct (0=INFERRED, 1=DI RECT). |If the egress
LSR does not support the specified node, an "QOAM Probl ent
Unsupported Del ay Mbde" error MJST be generated.

0 L: Loss inferred/direct (0=INFERRED, 1=DI RECT). |If the egress LSR
does not support the specified node, an "QAM Probl enf Unsupport ed
Loss Mbde" error MJST be generated.

0 J: Delay variation/jitter (1=ACTIVE, 0=NOT ACTIVE). |If the egress
LSR does not support Delay variation measurenents and the J flag
is set, an "OAM Probl em Del ay vari ati on unsupported” error MJST be
gener at ed.
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0 Y: Dyadic (1=ACTIVE, 0=NOT ACTIVE). |If the egress LSR does not
support Dyadic nmode and the Y flag is set, an "QAM Probl enf Dyadi c
nmode unsupported” error MJST be generated.

0 K. Loopback (1=ACTIVE, 0=NOT ACTIVE). |If the egress LSR does not
support Loopback node and the K flag is set, an "QOAM Probl ent
Loopback node unsupported" error MJST be generat ed.

0 C. Conbined (1=ACTIVE, 0=NOT ACTIVE). |If the egress LSR does not
support Conbi ned node and the C flag is set, an "QOAM Probl ent
Conbi ned node unsupported" error MJST be generat ed.

Reserved: Reserved for future specifications; set to 0 on
transm ssi on and i gnored when received.

3.4.1. MPLS OAM PM Loss Sub- TLV

The MPLS OAM PM Loss Sub-TLV depicted belowis carried as a sub-TLV
of the Performance Mnitoring Sub-TLV.

0 1 2 3

01234567890123456789012345678901
i s T S i i T S A b e ok
| PM Loss Type (1) | Lengt h |
i e e R e T S e  h o o i Sl SR R B S
| OTF | T| B Reserved (set to all 0s) |
B i s T T i i o S o T Ji I
| Measur enent | nterval |
e L o i e S  th o i R S
| Test Interval |
i e e R e o o e i ol S N B S
| Loss Threshol d |
B i s T T i i o S o T Ji I

Figure 8 MPLS OAM PM Loss Sub-TLV For nmat
Type: 1, the MPLS OAM PM Loss Sub- TLV.

Length: Indicates the length of the parameters in octets, including
Type and Length fields (20).

Oigin Tinestanp Format (OTF): Origin Tinmestanp Format of the Origin
Timestanp field described in [RFC6374]. By default, it is set to

| EEE 1588 version 1. |f the egress LSR cannot support this value, an
" QAM Pr obl eml Unsupported Ti nestanp Format” error MJST be generated.
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Configuration Flags (please refer to [RFC6374] for further details):

o T: Traffic-class-specific measurement indicator. Set to 1 when
the neasurenent operation is scoped to packets of a particular
traffic class (Differentiated Service Code Point (DSCP) val ue) and
zero otherwi se. Wen set to 1, the Differentiated Services (DS)
field of the nessage indicates the nmeasured traffic class. By
default, it is set to 1.

0 B: Cctet (byte) count. Wen set to 1, it indicates that the
Counter 1-4 fields represent octet counts. Wen set to O, it
i ndicates that the Counter 1-4 fields represent packet counts. By
default, it is set to O.

Reserved: Reserved for future specifications; set to 0 on
transm ssion and i gnored when received.

Measurement Interval: The tine interval (in nmilliseconds) at which

Loss Measurenment query nessages MJST be sent in both directions. |If
the egress LSR cannot support the value, it SHOULD reply with a
supported interval. By default, it is set to 100 mlliseconds as per
[ RFC6375] .

Test Interval: Test messages interval (in milliseconds) as described
in [RFC6374]. By default, it is set to 10 mlliseconds as per

[ RFC6375]. If the egress LSR cannot support the value, it SHOULD
reply with a supported interval

Loss Threshol d: The threshol d val ue of neasured | ost packets per
measur enent over which action(s) SHOULD be triggered.
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3.4.2. MPLS OAM PM Del ay Sub-TLV

The MPLS OAM PM Del ay Sub-TLV depicted belowis carried as a sub-TLV
of the Performance Mnitoring Sub-TLV.

0 1 2 3

01234567890123456789012345678901
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| PM Del ay Type (2) | Length |
B T S i T s i i e e SEI S
| F | T| B Reserved (set to all O0s) |
I S i o T s S S S e s s T
| Measur enent | nterval |
+-
|

+-
I

+-

=+

"9

R i i I e R e I T T il ik o ST TR S R R R TR S T TR i N
Test Interval |

T I R o ol i ol s S S e S e S ik i it (EIE I S SR e TR
Del ay Threshol d |

R s i o e i ol S e S e T ik ik T S e T S T S

Figure 9: MPLS OAM PM Del ay Sub-TLV For nat
Type: 2, the MPLS OAM PM Del ay Sub- TLV.

Length: Indicates the length of the paranmeters in octets, including
Type and Length fields (20).

OfF: Oigin Tinmestanp Format of the Origin Tinmestanp field described
in [RFC6374]. By default, it is set to | EEE 1588 version 1. If the
egress LSR cannot support this value, an "QAM Probl enf Unsupport ed
Timestanp Format" error MJUST be generat ed.

Configuration Flags (please refer to [RFC6374] for further details):

o T:. Traffic-class-specific nmeasurenment indicator. Set to 1 when
t he nmeasurenent operation is scoped to packets of a particular
traffic class (Differentiated Services Code Point (DSCP) val ue)
and zero otherwi se. When set to 1, the Differentiated Service
(DS) field of the message indicates the nmeasured traffic class.
By default, it is set to 1.

0 B: Cctet (byte) count. Wen set to 1, it indicates that the
Counter 1-4 fields represent octet counts. Wen set to O, it
i ndicates that the Counter 1-4 fields represent packet counts. By
default, it is set to O.

Reserved: Reserved for future specifications; set to 0 on
transm ssi on and i gnored when received.
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Measurement Interval: The tine interval (in nmilliseconds) at which

Del ay Measurenent query nmessages MJUST be sent on both directions. |If
the egress LSR cannot support the value, it SHOULD reply with a
supported interval. By default, it is set to 1000 m|liseconds as

per [ RFC6375].

Test Interval: Test messages interval (in milliseconds) as described
in [RFC6374]. By default, it is set to 10 mlliseconds as per

[ RFC6375]. If the egress LSR cannot support the value, it SHOULD
reply with a supported interval.

Del ay Threshol d: The threshold val ue of neasured two-way delay (in
m | 1iseconds) over which action(s) SHOULD be triggered.

3.5. MPLS OAM FM5 Sub- TLV

The MPLS OAM FMS Sub- TLV depicted belowis carried as a sub-TLV of
the MPLS OAM Confi guration Sub-TLV. Wen both working and protection
pat hs are signal ed, both LSPs SHOULD be signaled with identical
settings of the Eflag, T flag, and the refresh tiner.

0 1 2 3
01234567890123456789012345678901
i e S S e T ik i o T S S S e e
MPLS OAM FM5 Type (3) | Length |
T i T R R i s e s T R S S R e il T ok STt S T SR g I SR
S| T| Reserved | Refresh Ti ner |

+-
I
+- +
| El
B T S i T s i i e e SEI S
I I
~ Sub- TLVs ~
I I
B i aT T e e o S o S S S I T et sl o ST S S S S S S
Figure 10: MPLS OAM FMS Sub- TLV For nmat
Type: 3, the MPLS OAM FMS Sub- TLV.

Length: Indicates the TLV total length in octets, including Type and
Length fields (8).

FMS Signal Flags are used to enable the FM5 signals at MEPs and the

server MEPs of the links over which the LSP is forwarded. In this
docunent, only the S flag pertains to server MEPs.
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The following flags are defined:

E: Enable AlarmlIndication Signal (Al'S) and Lock Report (LKR)
signaling as described in [RFC6427]. The default value is 1
(enabled). |If the egress MEP does not support FMS signha
generation, an "OAM Probl eml Faul t nmanagenent signaling
unsupported" error MJST be generated.

S: Indicate to a server MEP that it should transmt AI'S and LKR
signals on client LSPs. The default value is O (disabled). If a
server MEP, which is capable of generating FMS nessages, is for
sone reason unable to do so for the LSP being signaled an "OAM
Probl em Unable to create fault nanagenment association" error MJST
be generat ed.

T:. Set tiner value, enabled by the configuration of a specific
timer value. The Default value is 0 (disabled).

Rermai ning bits: Reserved for a future specification and set to O.

Refresh Tiner: Indicates (in seconds) the refresh tiner of fault
i ndi cati on nessages. The value MJST be between 1 to 20 seconds as

specified for the Refresh Tinmer field in [RFC6427]. |If the egress
LSR cannot support the value, it SHOULD reply with a supported tiner
val ue.

The Fault Managenent Signals Sub-TLV MAY include the Traffic C ass
Sub-TLV (Section 3.3.4.) If the Traffic Cass Sub-TLV is present,
the value of the TC field MJUST be used as the value of the TC field
of an MPLS | abel stack entry for FMS nessages. |If the Traffic dass
Sub-TLV is absent, then selection of the TC value is |ocal decision

4. Sunmmary of MPLS OAM Configuration Errors

In addition to error values specified in [ RFC7260], this docunent
defines the foll owing values for the "OAM Probl enf' error code:

o |If an egress LSR does not support the specified BFD version, an
error MUST be generated: "QAM Probl enf Unsupported BFD Version”

o |If an egress LSR does not support the specified BFD Encapsul ation
format, an error MJST be generated: "OAM Probl em Unsupported BFD
Encapsul ation format".

o If an egress LSR does not support BFD Authentication and it is

requested, an error MJST be generated: "QAM Probl ent BFD
Aut henti cati on unsupported"”
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(0]

If an egress LSR does not support the specified BFD Authentication
Type, an error MJST be generated: "OAM Probl em Unsupported BFD
Aut hent i cati on Type".

If an egress LSRis not able to use the specified Authentication
Key I D, an error MJST be generated: "OAM Probl eni M snatch of BFD
Aut henti cation Key |ID"

If an egress LSR does not support the specified Tinestanp Format,
an error MJST be generated: "OAM Probl em Unsupported Ti nestanp
For mat " .

If an egress LSR does not support the specified Delay node, an
" OQAM Pr obl eml Unsupported Del ay Mdde" error MJST be generat ed.

If an egress LSR does not support the specified Loss node, an "OAM
Pr obl enf Unsupported Loss Mdde" error MJIST be generat ed.

If an egress LSR does not support Delay variation nmeasurenents and
it is requested, an "QAM Probl enf Del ay vari ati on unsupported"
error MUST be generat ed.

If an egress LSR does not support Dyadic node and it is requested,
an "OAM Probl enl Dyadi ¢ node unsupported"” error MJST be generated.

If an egress LSR does not support Loopback node and it is
requested, an "QOAM Probl em Loopback nbde unsupported" error MJST
be generat ed.

If an egress LSR does not support Conbined node and it is
requested, an "OAM Probl eml Conmbi ned nbde unsupported" error MJST
be generat ed.

If an egress LSR does not support Fault Monitoring signals and it
is requested, an "OAM Probl enf Faul t nanagenent signaling
unsupported" error MJST be generated.

If an intermedi ate server MEP supports Fault Monitoring signals
but is unable to create an associ ati on when requested to do so, an
"OAM Probl em Unable to create fault nmanagenent association" error
MUST be gener at ed.
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5. | ANA Consi derati ons

5.1. MPLS QAM Type

Thi s docunent specifies the new MPLS OAM type. | ANA has allocated a

new type (3) fromthe "OAM Types" space of the "RSVP-TE OAM
Configuration Registry".

R S R +
| Type | Description | Reference |
Femmm o - Fom e o - Fom e +
| 3 | MPLS OAM | [RFC7487] |
S R R +

Table 1: MPLS OAM Type
5.2. MPLS OAM Configuration Sub-TLV

Thi s docunment specifies the MPLS OAM Confi gurati on Sub-TLV. |ANA has

all ocated a new type (33) fromthe OAM Sub-TLV space of the "RSVP-TE
OAM Confi guration Registry".

oommo- e S +
| Type | Descri ption | Reference |
ommmo- Fo oo S +
| 33 | MPLS OAM Configuration Sub-TLV | [RFC7487] |
R o e e e e e e e e e e e o m o R +

Table 2: MPLS OAM Confi gurati on Sub-TLV Type
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5.3. MPLS OAM Configuration Sub-TLV Types

| ANA has created an "MPLS OAM Confi gurati on Sub-TLV Types" sub-
registry in the "RSVP-TE OAM Configuration Registry" for the sub-TLVs
carried in the MPLS OAM Confi guration Sub-TLV. Values fromthis new
sub-registry are to be allocated through | ETF Revi ew except for the
"Reserved for Experinmental Use" range. This docunment defines the
foll owi ng types:

S T S +
| Type | Description | Reference |
S o m e e e e e e i e e ee oo Fom e oo +
| 0 | Reserved | [RFC7487] |
| 1 | BFD Confi gurati on Sub-TLV | [RFC7487] |
| 2 | Performance Monitoring Sub-TLV | [ RFC7487] |
| 3 | MPLS OAM FMS Sub- TLV | [RFC7487] |
| 4- 65532 | Unassi gned | |
| 65533-65534 | Reserved for Experinmental Use | [RFC7487] |
| 65535 | Reserved | [RFC7487] |
o m e e e oo - o m e e e e e e e e e N +

Tabl e 3: MPLS OAM Confi guration Sub-TLV Types
.4. BFD Configuration Sub-TLV Types

| ANA has created a "BFD Configuration Sub-TLV Types" sub-registry in
the "RSVP-TE OAM Confi guration Registry” for the sub-TLV types
carried in the BFD Configuration Sub-TLV. Values fromthis new sub-
registry are to be allocated through | ETF Revi ew except for the
"Reserved for Experinmental Use" range. This docunment defines the
foll owi ng types:

S o e e e e e e e e e e e e e e me oo R +
| Type | Descri ption | Reference |
Fom e o - T Fom e +
| 0 | Reserved | [RFC7487] |
| 1 | BFD | dentifiers Sub-TLV | [RFC7487] |
| 2 | Negotiation Timer Parameters Sub-TLV | [ RFC7487] |
| 3 | BFD Aut henti cati on Sub-TLV | [RFC7487] |
| 4 | Traffic O ass Sub-TLV | [RFC7487] |
| 5-65532 | Unassi gned | |
| 65533-65534 | Reserved for Experinmental Use | [RFC7487] |
| 65535 | Reserved | [RFC7487] |
o m e e e oo - o m e e e e e e e e e e e e e e e e e e o N +

Tabl e 4: BFD Configuration Sub-TLV Types
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5.5. Performance Monitoring Sub-TLV Types

| ANA has created a "Perfornmance Mnitoring Sub-TLV Type" sub-registry
in the "RSVP-TE OAM Configuration Registry" for the sub-TLV types
carried in the Performance Mnitoring Sub-TLV. Values fromthis new
sub-registry are to be allocated through | ETF Revi ew except for the
"Reserved for Experinmental Use" range. This docunment defines the
foll owi ng types:

S o mm e e e e e e a— oo oo S +
| Type | Description | Reference |
S o m e e e e e e aaao o Fom e oo +
| 0 | Reserved | [RFC7487] |
| 1 | MPLS OAM PM Loss Sub-TLV | [RFC7487] |
| 2 | MPLS OAM PM Del ay Sub-TLV | [RFC7487] |
| 3- 65532 | Unassi gnhed | |
| 65533-65534 | Reserved for Experinental Use | [RFC7487] |
| 65535 | Reserved | [RFC7487] |
R o m e e e e e e aaa oo R +

Tabl e 5: Performance Monitoring Sub-TLV Types
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5.6. New RSVP-TE Error Codes

The foll owi ng val ues have been assigned under the "OAM Probl ent error
code [RFC7260] by | ETF Revi ew process:

o e e oo o m e e e e e e e e ee e Fom e oo +
| Error Value Sub- | Description | Reference |
| Codes | | |
o e e e e oo oo o e e e e e e e e e e e e e e R +
| 13 | Unsupported BFD Version | [RFC7487] |
| 14 | Unsupported BFD Encapsul ati on | [RFC7487] |
| | format | |
| 15 | Unsupported BFD Aut hentication | [RFC7487] |
I | Type I I
| 16 | Msmatch of BFD Authentication Key | [RFC7487] |
I | ID I I
| 17 | Unsupported Tinmestanp For nmat | [RFC7487] |
| 18 | Unsupported Del ay Mdde | [RFC7487] |
| 19 | Unsupported Loss Mode | [RFC7487] |
| 20 | Delay variation unsupported | [RFC7487] |
| 21 | Dyadi c node unsupported | [RFC7487] |
| 22 | Loopback nmode unsupported | [RFC7487] |
| 23 | Conbi ned node unsupported | [RFC7487] |
| 24 | Fault nanagenent signaling | [RFC7487] |
| | unsupported | |
| 25 | Unable to create fault managenent | [RFC7487] |
| | association | |
o e e e e oo oo o e m e e e e e e e e e e S +

Table 6: MPLS OAM Configuration Error Codes

The " Sub- Codes - 40 OAM Probl ent sub-registry is located in the
"Error Codes and d obal | y-Defined Error Val ue Sub-Codes" registry.

6. Security Considerations

The signaling of OAMrel ated paraneters and the automatic

establi shnent of OAM entities introduces additional security
considerations to those discussed in [RFC3473]. |In particular, a
network el ement could be overloaded if an attacker were to request
hi gh frequency liveliness nonitoring of a | arge nunber of LSPs,
targeting a single network el enment as di scussed in [RFC7260] and

[ RFC6060] .

Addi tional discussion of security for MPLS and GVPLS protocols can be
found in [ RFC5920].
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