I nternet Engi neering Task Force (IETF) A. Newt on

Request for Comments: 7480 ARI' N
Cat egory: Standards Track B. Ellacott
| SSN. 2070-1721 APNI C
N. Kong

CNNI C

March 2015

HTTP Usage in the Registration Data Access Protocol (RDAP)

Abstract

Thi s docunent is one of a collection that together describes the

Regi stration Data Access Protocol (RDAP). It describes how RDAP is
transported using the Hypertext Transfer Protocol (HTTP). RDAP is a
successor protocol to the very old WHO S protocol. The purpose of

this document is to clarify the use of standard HTTP nechani sns for
this application.

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nmay be obtained at
http://ww.rfc-editor.org/info/rfc7480

Copyri ght Notice

Copyright (c) 2015 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunments
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1.

I nt roducti on

Thi s docunent describes the usage of the Hypertext Transfer Protoco
(HTTP) [ RFC7230] for the Registration Data Access Protocol (RDAP).
The goal of this docunment is to tie together usage patterns of HTTP
into a comon profile applicable to the various types of directory
services serving registration data using practices inforned by the
Representational State Transfer (REST) [REST] architectural style.
By giving the various directory services comon behavior, a single
client is better able to retrieve data fromdirectory services
adhering to this behavior.

Regi stration data expected to be presented by this service is
Internet resource registration data -- registration of domai n nanes
and I nternet number resources. This data is typically provided by
WHO S [ RFC3912] services, but the WHO S protocol is insufficient to
nmodern registration data service requirenments. A repl acenent

protocol is expected to retain the sinple transactional nature of

WHO' S, while providing a specification for queries and responses,
redirection to authoritative sources, support for Internationalized
Domai n Nanmes (1 DNs) [RFC5890], and support for localized registration
data such as addresses and organi zati on or person nanes.

In designing these common usage patterns, this docunent introduces
considerations for a sinple use of HITP. \Where conplexity may
reside, it is the goal of this docunment to place it upon the server
and to keep the client as sinple as possible. A client

i mpl ement ati on shoul d be possi bl e using common operating system
scripting tools (e.g., bash and wget).

This is the basic usage pattern for this protocol

1. Aclient determ nes an appropriate server to query along with the
appropri ate base Uni form Resource Locator (URL) to use in such
queries. [RFC7484] describes one nmethod to deternine the server
and the base URL. See Appendix C for nore infornation.

2. Aclient issues an HITP (or HTTPS) query using GET [RFC7231]. As
an exanple, a query URL for the network registration 192.0.2.0
m ght be

http://exanple.com rdap/ip/192.0.2.0

[ RFC7482] details the various queries used in RDAP
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3. If the receiving server has the information for the query, it
exam nes the Accept header field of the query and returns a 200
response with a response entity appropriate for the requested
format. [RFC7483] details a response in JavaScript Object
Not ati on (JSON).

4. |f the receiving server does not have the information for the
query but does have know edge of where the information can be
found, it will return a redirection response (3xx) with the
Location header field containing an HTTP(S) URL pointing to the
i nformati on or another server known to have know edge of the
| ocation of the information. The client is expected to requery
usi ng that HTTP URL.

5. If the receiving server does not have the information being
requested and does not have know edge of where the information
can be found, it returns a 404 response.

6. |If the receiving server will not answer a request for policy
reasons, it will return an error response (4xx) indicating the
reason for giving no answer.

It is not the intent of this docunent to redefine the neani ng and
semantics of HTTP. The purpose of this docunent is to clarify the
use of standard HTTP nmechanisns for this application

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

As is noted in "Security and Stability Advisory Conmttee (SSAC)
Report on WHO S Term nol ogy and Structure" [SAC 051], the term

"WHO S" is overl oaded, often referring to a protocol, a service, and
data. In accordance with [ SAC-051], this docunment describes the base
behavior for an RDAP. [SAC-051] describes a protocol profile of RDAP
for Domain Nane Registries (DNRs), the Dormain Name Registration Data
Access Protocol (DNRD AP).

In this docurment, an RDAP client is an HITP user agent perforning an
RDAP query, and an RDAP server is an HITP server providing an RDAP
response. RDAP query and response formats are described in [ RFC7482]
and [ RFC7483], while this docunent describes how RDAP clients and
servers use HITP to exchange queries and responses. [RFC7481]

descri bes security considerations for RDAP.
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3.

4.

4.

Design Intents
There are a few design criteria this document attenpts to neet.

First, each query is neant to require only one path of execution to
obtain an answer. A response nmay contain an answer, no answer, or a
redirect, and clients are not expected to fork nultiple paths of
execution to make a query.

Second, the semantics of the request/response allow for future and/or
non-standard response formats. |In this docunent, only a JSON

[ RFC7159] response nedia type is noted, with the response contents to
be described separately (see [RFC7483]). This docunent only

descri bes how RDAP is transported using HTTP with this format.

Third, this protocol is intended to be able to nake use of the range
of mechani sms available for use with HTTP. HITP offers a nunber of
mechani snms not described further in this docunent. Operators are
abl e to make use of these mechani sms according to their local policy,
i ncludi ng cache control, authorization, conpression, and redirection
HTTP al so benefits from w despread investnent in scalability,
reliability, and performance, as well as w despread programer
under st andi ng of client behaviors for web services styled after REST
[ REST], reducing the cost to deploy Registration Data Directory
Services and clients. This protocol is forward conpatible with HTTP
2.0.

Queri es
1. HTTP Met hods

Clients use the GET nethod to retrieve a response body and use the
HEAD net hod to determ ne exi stence of data on the server. dients
SHOULD use either the HTTP CGET or HEAD net hods (see [ RFC7231]).
Servers are under no obligation to support other HITP nethods;
therefore, clients using other methods will likely not interoperate
properly.

Clients and servers MJST support HTTPS to support security services.

4.2. Accept Header

To indicate to servers that an RDAP response is desired, clients

i nclude an Accept header field with an RDAP-specific JSON nmedi a type,
the generic JSON nmedia type, or both. Servers receiving an RDAP
request return an entity with a Content-Type header containing the
RDAP- speci fi ¢ JSON nedi a type.
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Thi s specification does not define the responses a server returns to
a request with any other nedia types in the Accept header field, or
with no Accept header field. One possibility would be to return a
response in a nedia type suitable for rendering in a web browser.

4.3. Query Paraneters

Servers MJST ignore unknown query paraneters. Use of unknown query
paraneters for cache busting is described in Appendix B

5. Types of HITP Response

This section describes the various types of responses a server may
send to a client. While no standard HTTP response code is forbidden
in usage, this section defines the mnimal set of response codes in
common use by servers that a client will need to understand. Wile
sonme clients may be constructed with sinple tooling that does not
account for all of these response codes, a nore robust client

accounting for these codes will likely provide a better user
experience. It is expected that usage of response codes and types
for this application not defined here will be described in subsequent
docunents.

5.1. Positi ve Answers

If a server has the information requested by the client and w shes to
respond to the client with the information according to its policies,
it returns that answer in the body of a 200 (OK) response (see

[ RFC7231]).

5.2. Redirects

If a server wishes to informa client that the answer to a given
query can be found el sewhere, it returns either a 301 (Mved

Per manent | y) response code to indicate a pernmanent nove or a 302
(Found), 303 (See O her), or 307 (Tenporary Redirect) response code
to indicate a non-permanent redirection, and it includes an HTTP(S)
URL in the Location header field (see [RFC7231]). The client is
expected to i ssue a subsequent request to satisfy the original query
using the given URL without any processing of the URL. In other
words, the server is to hand back a conplete URL, and the client
shoul d not have to transformthe URL to followit. Servers are under
no obligation to return a URL conformant to [ RFC7482].

For this application, such an exanple of a permanent nove night be a
Top-Level Domain (TLD) operator informing a client the information
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bei ng sought can be found with another TLD operator (i.e., a query
for the domain bar in foo.exanple is found at
http://foo. exanpl e/ domai n/ bar) .

For exanple, if the client uses
http://servl. exanpl e. com wei rds/ donai n/ exanpl e. com
the server redirecting to
https://serv2. exanpl e. net/ wei rds2/
woul d set the Location: field to the value
https://serv2. exanpl e. net/ wei rds2/ domai n/ exanpl e. com
5.3. Negative Answers

If a server wishes to respond that it has an enpty result set (that
is, no data appropriately satisfying the query), it returns a 404
(Not Found) response code. Optionally, it MAY include additiona

i nformati on regardi ng the negative answer in the HITP entity body.

If a server wishes to informthe client that information about the
query is available, but cannot include the information in the
response to the client for policy reasons, the server MJST respond
with an appropriate response code out of HITP's 4xx range. A client
MAY retry the query if that is appropriate for the respective
response code.

5.4. Ml forned Queries

If a server receives a query that it cannot interpret as an RDAP
query, it returns a 400 (Bad Request) response code. Optionally, it
MAY include additional information regarding this negative answer in
the HTTP entity body.

5.5. Rate Limts

Sone servers apply rate limts to deter address scraping and ot her
abuses. When a server declines to answer a query due to rate limts,
it returns a 429 (Too Many Requests) response code as described in

[ RFC6585]. A client that receives a 429 response SHOULD decrease its
query rate and honor the Retry-After header field if one is present.
Servers may place stricter limts upon clients that do not honor the
Retry-After header. Optionally, the server MAY include additiona
information regarding the rate limting in the HITP entity body.
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Note that this is not a defense agai nst deni al -of -service (DoS)
attacks, since a malicious client could ignore the code and conti nue
to send queries at a high rate. A server m ght use another response
code if it did not wish to reveal to a client that rate limting is
the reason for the denial of a reply.

5.6. Cross-Origin Resource Sharing (CORS)

When responding to queries, it is RECOMENDED t hat servers use the
Access-Control -All ow Origin header field, as specified by

[ WMBC. REC- cor s-20140116]. A value of "*" is suitable when RDAP is
used for public resources.

Thi s header (often called the CORS header) hel ps in-browser web
applications by lifting the "same-origin" restriction (i.e., a
browser may | oad RDAP client code fromone web server but query
others for RDAP data).

By default, browsers do not send cookies when cross origin requests
are allowed. Setting the Access-Control-Allow Credential s header
field to "true” will send cookies. Use of the
Access-Control - Al | ow Credenti al s header field is NOT RECOVMVENDED

6. Extensibility

For extensibility purposes, this docunment defines an | ANA registry
for prefixes used in JSON [ RFC7159] data serialization and URI path
segnents (see Section 8).

Prefixes and identifiers SHOULD only consi st of the al phabetic US-
ASCI | characters A through Z in both uppercase and | owercase, the
nunerical digits O through 9, and the underscore character, and they
SHOULD NOT begin with an underscore character, nunerical digit, or
the characters "xm". The foll owi ng describes the production of JSON
nanes in ABNF [ RFC5234].

name = ALPHA *( ALPHA/ DIG T/ "_" )
Figure 1: ABNF for JSON Nanes

This restriction is a union of the Ruby progranm ng | anguage
identifier syntax and the XM. el ement nanme syntax and has two
purposes. First, client inplenmenters using nodern progranm ng

| anguages such as Ruby or Java can use libraries that automatically
pronote JSON nanes to first-order object attributes or menbers.
Second, a cl ean nmapping between JSON and XML is easy to acconplish
usi ng these rul es.
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7

8.

8.

Security Considerations

Thi s docunent does not pose strong security requirenents to the RDAP
protocol. However, it does not restrict against the use of security
mechani sns of fered by the HTTP protocol. |t does require that RDAP
clients and servers MJST support HTTPS

Thi s docunent nakes recomendati ons for server inplenentations
agai nst DoS (Section 5.5) and interoperability with existing security
mechani sns in HTTP clients (Section 5.6).

Addi tional security considerations to the RDAP protocol are covered
in [ RFC7481].

| ANA Consi derati ons
1. RDAP Extensions Registry

| ANA has created a new category in the protocol registries |abeled
"Regi stration Data Access Protocol (RDAP)", and within that category,
has established a URL-referenceabl e, stand-alone registry |abel ed
"RDAP Extensions". The purpose of this registry is to ensure

uni queness of extension identifiers. The extension identifier is
used as a prefix in JSON nanes and as a prefix of path segments in
RDAP URLs.

The production rule for these identifiers is specified in Section 6

I n accordance with [ RFC5226], the I ANA policy for assigning new

val ues, shall be Specification Required: values and their neanings

nmust be documented in an RFC or in sonme other permanent and readily

avail abl e reference, in sufficient detail that interoperability

bet ween i ndependent i nplenentations is possible.

The following is a tenplate for an RDAP extension registration:
Extension identifier: the identifier of the extension

Regi stry operator: the name of the registry operator

Publ i shed specification: RFC nunber, bibliographical reference, or
URL to a permanent and readily avail able specification

Person & email address to contact for further information: The
nanes and enai| addresses of individuals to contact regarding this
registry entry
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9

9

9

9

I ntended usage: brief reasons for this registry entry (as defined
by [ RFC5226]).

The following is an exanple of a registration in the RDAP extension
registry

Extension identifier: lunarN c
Regi stry operator: The Registry of the Mon, LLC
Publ i shed specification: http://ww. exanpl e/ noon_api s/ rdap

Person & enmil address to contact for further infornation:
Prof essor Bernardo de |a Paz <berny@mon. exanpl e>

I nt ended usage: COVMON
Internationalizati on Consi derations
1. URIs and IRI's

Clients can use Internationalized Resource Identifiers (IRIS)

[ RFC3987] for internal use as they see fit but MJUST transformthemto
URIs [ RFC3986] for interaction with RDAP servers. RDAP servers MJST
use URIs in all responses, and again clients can transformthese UR s
to IRIs for internal use as they see fit.

2. Language ldentifiers in Queries and Responses

Under npbst scenarios, clients requesting data will not signal that
the data be returned in a particular |anguage or script. On the

ot her hand, when servers return data and have know edge that the data
is in a language or script, the data SHOULD be annotated with

| anguage identifiers whenever they are available, thus allow ng
clients to process and di splay the data accordingly.

[ RFC7483] provides such a mechani sm
3. Language ldentifiers in HITP Headers

G ven the description of the use of |anguage identifiers in

Section 9.2, unless otherw se specified, servers SHOULD i gnore the
HTTP [ RFC7231] Accept-Language header field when fornul ati ng HTTP
entity responses, so that clients do not conflate the Accept-Language
header with the 'lang’ values in the entity body.
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However, servers MAY return | anguage identifiers in the Content-
Language header field so as to informclients of the intended
| anguage of HITP | ayer nmessages.
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Appendi x A.  Protocol Exanple

To denonstrate typical behavior of an RDAP client and server, the
following is an exanpl e of an exchange, including a redirect. The
data in the response has been elided for brevity, as the data fornmat
is not described in this docunent. The nedia type used here is
described in [ RFC7483].

An exanpl e of an RDAP client and server exchange:

Cient:
<TCP connect to rdap. exanpl e.com port 80>
GET /rdap/ip/203.0.113.0/24 HITP/ 1.1
Host: rdap. exanpl e. com
Accept: application/rdap+json

r dap. exanpl e. com
HTTP/ 1.1 301 Moved Pernmanently
Location: http://rdap-ip.exanple.com rdap/ip/203.0.113.0/24
Content-Length: O
Cont ent - Type: application/rdap+json
<TCP di sconnect >

Cient:
<TCP connect to rdap-ip.exanple.comport 80>
GET /rdap/ip/203.0.113.0/24 HTTP/ 1.1
Host: rdap-ip. exanpl e. com
Accept: application/rdap+j son

rdap-i p. exanpl e. com
HTTP/ 1.1 200 K
Cont ent - Type: application/rdap+json
Cont ent - Lengt h: 9001

{ ...}

<TCP di sconnect >
Appendi x B. Cache Busting

Sone HTTP [ RFC7230] cache infrastructures do not adhere to caching

st andards adequately and coul d cache responses |onger than is
intended by the server. To overcone these issues, clients can use an
ad hoc and i nprobably used query parameter with a random val ue of
their choosing. As Section 4.3 instructs servers to ignhore unknown
paraneters, this is conpatible with the RDAP definition
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An exanpl e of using an unknown query paraneter to bust caches:
http://exanpl e. com i p/192. 0. 2. 0?__fuhget abouti t=xyz123

Use of an unknown paraneter to overcone ni sbehaving caches is not
part of any specification and is offered here for informationa
pur poses.

Appendi x C. Bootstrappi ng and Redirection

The traditional deploynent nodel of WHO S [ RFC3912] does not provide
a nmechanismfor determining the authoritative source for information.

Sone approaches have been inplemented in the past, nost notably the
Joint WHO S [l acnic-joint-whois] initiative. However, among ot her
shortcom ngs, Joint WHO S is inplenented using proxies and server-
side referrals.

These issues are solved in RDAP using HITP redirects and

boot strappi ng. Bootstrapping is discussed in [RFC7484]. In
constrai ned environnents, the processes outlined in [RFC7484] may not
be viable, and there may be the need for servers acting as a
"redirector"”.

Redi rector servers issue HTTP redirects to clients using a
redirection table infornmed by [ RFC7484]. Figure 2 diagrans a client
using a redirector for bootstrapping.

REDI RECTOR ARI N
RDAP RDAP

I I

Q 23.1.1.1?2 -cccemmeea e > | |

I I

e HTTP 301 -------- | |

(' Try ARIN RDAP') | |

' :

Q 231,112 < meee e > |

I

S HTTP 200 --------------------- |
(JSON response is returned) |

I

I

Figure 2: Querying RDAP Data for 23.1.1.1
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In sone cases, particularly sub-del egati ons nade between Regi onal
Internet Registries (RIRs) known as "ERX space" and transfers of

networks, nmultiple HTTP redirects will be issued. Figure 3 shows
such a scenari o.

(' Try AR N RDAP') |

REDI RECTOR LACNI C ARI N
RDAP RDAP RDAP
Q 23.1.1.1?7 ----> | | |
I I I
<-- HITP 301 --- | | |
(" Try LACNIC) | | |
I I I
I I I
Q 23.1.1.1? ----------------- > | |
I I
Commmmeooo- HTTP 301 -------- | |
I
I
I
I
I

S HTTP 200 --------------------- |
(JSON response is returned) |

I

I

Figure 3: Querying RDAP Data for Data That Has Been Transferred
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