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I nformation-Centric Networking: Baseline Scenarios
Abst ract

Thi s docunent aims at establishing a common understandi ng about a set
of scenarios that can be used as a base for the eval uation of
different information-centric networking (ICN) approaches so that
they can be tested and conpared agai nst each other while showcasing
their own advantages. Towards this end, we reviewthe ICN literature
and docurent scenarios which have been considered in previous
performance eval uation studies. W discuss a variety of aspects that
an I CN solution can address. This includes general aspects, such as,
network efficiency, reduced conplexity, increased scalability and
reliability, mobility support, nulticast and cachi ng perfornmance,

real -tinme communi cation efficiency, energy consunption frugality, and
di sruption and delay tolerance. W detail |CNspecific aspects as
wel |, such as information security and trust, persistence,
availability, provenance, and |ocation independence.

Thi s docunent is a product of the IRTF Information-Centric Networking
Research Group (1 CNRG .
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Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Research Task Force
(IRTF). The I RTF publishes the results of Internet-related research
and devel opnent activities. These results m ght not be suitable for
depl oynent. This RFC represents the consensus of the Information-
Centric Networking Research Group of the Internet Research Task Force
(IRTF). Docunents approved for publication by the | RSG are not a
candidate for any level of Internet Standard; see Section 2 of RFC
5741.

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nmay be obtained at
http://ww.rfc-editor.org/info/rfc7476

Copyri ght Notice

Copyright (c) 2015 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this document.
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1. Introduction

Information-centric networking (ICN) marks a fundanental shift in
conmuni cations and networking. |In contrast with the ommi present and
very successful host-centric paradigm which is based on perpetua
connectivity and the end-to-end principle, |ICN changes the foca
poi nt of the network architecture fromthe end host to "naned
informati on" (or content, or data). |In this paradigm connectivity
may well be internmittent. End-host and in-network storage can be
capitalized upon transparently, as bits in the network and on storage
devi ces have exactly the sane value. Mbility and nultiaccess are
the norm and anycast, multicast, and broadcast are natively

support ed.

It is also worth noting that with the transition froma host-centric
to an information-centric comunication nodel the security paradi gm
changes as well. In a host-centric network, the basic idea is to
create secure (renote-access) tunnels to trusted providers of data.
In an information-centric network, on the other hand, any source
(cache) should be equally usable. This requires sone nechanismfor
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maki ng each information itemtrustworthy by itself; this can be
achi eved, for exanple, by name-data integrity or by signing data
obj ect s.

Al though interest in ICNis growi ng rapidly, ongoing work on
different architectures, such as Netlnf [Netlnf], the origina
Content-Centric Networking [CCN], and its successors, Project CCNx

[ CCNx] and Naned Data Networking (NDN) [ NDNP], the Publish-Subscribe
Internet (PSI) architecture [PSI], and the Data-Oriented Network
Architecture [DONA] is far from being conpleted. One could think of
ICN today as being at a stage of developnment simlar to that of
packet-swi tched networking in the late 1970s when different
technol ogi es, e.g., DECnet, Internetwork Packet Exchange (IPX), and
IP, just to name a few, were being actively devel oped and put to the
test. As such, ICN s current devel opnent phase and the plethora of
approaches to tackle the hardest problens make this a very active and
growi ng research area, but, on the downside, it also nakes it nore
difficult to conpare different proposals on an equal footing. This
docunent ains to partially address this by establishing a comon
under st andi ng about potential experinental setups where different ICN
approaches can be tested and conpared agai nst each other while
showcasi ng their advantages.

The first draft version of this docunment appeared in Novenber 2012
It was adopted by ICNRG at | ETF 87 (July 2013) as the docunent to
address the work itemon the definition of "reference baseline
scenarios to enabl e performance conpari sons between different
approaches”. FEarlier draft versions of this docunent have been
presented during the | CNRG neetings at | ETF 85, |ETF 86, |ETF 87,

| ETF 88, |IETF 89, and the ICNRG interimmneeting in Stockholmin
February 2013. This docunment has been reviewed, comented, and

di scussed extensively for a period of nearly two years by the vast
majority of I CNRG nmenbers, which certainly exceeds 100 indivi dual s.
It is the consensus of ICNRG that the baseline scenarios described in
this docunment shoul d be published in the | RTF Stream of the RFC
series. This docunent does not constitute a standard.

1.1. Basel i ne Scenari o Sel ection

Earlier surveys [SoAl] [SoA2] note that describing ICN architectures
is akin to shooting a noving target. W find that conparing these

di fferent approaches is often even nmore tricky. It is not uncomon
that researchers devise different perfornmance eval uation scenari os,
typically with good reason, in order to highlight the advantages of
their approach. This should be expected to sone degree at this early
stage of I CN devel opment. Neverthel ess, this docunment shows that
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certain baseline scenarios seemto enmerge in which ICN architectures
coul d showcase their conparative advantages over current systems, in
general, and agai nst each other, in particular

Thi s docunent surveys the peer-reviewed ICN literature and presents
promi nent eval uation study cases as a foundation for the baseline
scenarios to be considered by the I RTF Information-Centric Networking
Research Group (ICNRG in its future work. There are two goals for
this document: first, to provide a set of use cases and applications
that highlight opportunities for testing different |ICN proposals;
second, to identify key attributes of a commbn set of techniques that
can be instrunental in evaluating ICN. Further, these scenarios are
intended to equip researchers with sufficient configuration data to
effectively evaluate their ICN proposals in a variety of settings,
particul arly extendi ng beyond scenarios focusing sinply on
traditional content delivery. The overall aimis that each scenario
is described at a sufficient |level of detail, and with adequate
references to already published work, so that it can serve as the
base for conparative eval uations of different approaches. Exanple
code that inplements some of the scenarios and topol ogies included in
this document is available from
<http://telematics.poliba.it/icn-baseline-scenarios>

1.2. Document CGoals and CQutline

Thi s docunent incorporates input from | CNRG participants and their
correspondi ng text contributions, has been revi ewed by several |CNRG
active participants (see Section 7), and represents the consensus of
the research group. However, this docunent does not constitute an

| ETF standard, but is an Informational docunent; see also [ RFC5743].
As nentioned above, these scenarios are intended to provide a
framework for evaluating different |ICN approaches. The nethodol ogy
for how to do these evaluations as well as definitions of netrics
that shoul d be used are described in a separate docunent

[ EVAL- METHOD] . I n addition, interested readers should consider

revi ewi ng [ CHALLENCES] .

The remai nder of this document presents a nunber of scenarios grouped
into several categories in Section 2, followed by a nunber of cross-
scenario considerations in Section 3. Overall, note that certain
eval uati on scenari os span across these categories, so the boundaries
bet ween them shoul d not be considered rigid and inflexible.

Section 4 summari zes the main eval uati on aspects across the range of
scenarios discussed in this docunent.
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2. Scenari os

This section presents nine scenari o categories based on use cases and
eval uations that have appeared in the peer-reviewed literature.

2.1. Social Networking

Soci al - net wor ki ng applications have proliferated over the past decade
based on overlay content dissem nation systens that require |arge
infrastructure investnments to roll out and maintain. Content
dissemnation is at the heart of the ICN paradigm Therefore, we
woul d expect that social -networking scenarios are a "natural fit" for
conmparing I CN performance with traditional client-server TCP/I P-based
systens. Mathieu et al. [ICN-SN], for instance, illustrate how an
Internet Service Provider (1SP) can capitalize on CCN to deploy a
short-nessage service akin to Twitter at a fraction of the conplexity
of today’'s systenms. Their key observation is that such a service can
be seen as a conbination of nulticast delivery and caching. That is,
a single user addresses a | arge nunmber of recipients, sone of which
recei ve the new nmessage imredi ately as they are online at that
instant, while others receive the message whenever they connect to

t he network

Along simlar lines, Kimet al. [VPC] present an | CN based social -
networking platformin which a user shares content with her/his
famly and friends without the need for centralized content servers;
see also Section 2.4, below, and [CBIS]. Based on the CCN nam ng
schene, [VPC] takes a user name to represent a set of devices that
belong to the person. Oher users in this in-netwrk, serverless
soci al sharing scenario can access the user’s content not via a

devi ce nane/ address but with the user’s name. |In [VP(C], signature
verification does not require any centralized authentication server.
Kim and Lee [VPC2] present a proof-of-concept evaluation in which
users with ordinary smartphones can browse a |list of nmenbers or
content using a nane, and downl oad the content selected fromthe
list.

In other words, the above-nentioned eval uati on studi es indicate that
with ICN there may be no need for an end-to-end system design that

i nt ermedi at es between content providers and consuners in a hub-and-
spoke fashion at all tines.

Earlier work by Arianfar et al. [CCR] considers a simlar pull-based
content retrieval scenario using a different architecture, pointing
to significant performance advantages. Although the authors consider
a network topology (redrawn in Figure 1 for convenience) that has
certain interesting characteristics, they do not explicitly address
social networking in their evaluation scenario. Nonetheless,
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simlarities are easy to spot: "followers" (such as CO, C1, ..., and
Cz in Figure 1) obtain content put "on the network"” (11, ..., Im and
Bl, B2) by a single user (e.g., Px) relying solely on network
primtives.

\--/
| 0|
/--\ +- -+ +- -+ +- -+ +- -+
*z== |10] === |11] ... |In| | POJ

\--/ +- -+ +- -+ +- -+ +- -+
| C1| \ /o
/--\ +- -+ +--+ 0

(o] |Bl] === |B2] o

0 00O00O +- -+ +--+ O

0 / \' o

0 +- -+ +- -+ +- -+ +- -+
o *=== |lk| === [Il] ... |In | PX|
\--/ +- -+ +- -+ +- -+ +- -+
| Cz|
/--\

Figure 1. Dunbbell with Linear Daisy Chains

In summary, the social -networking scenario ainms to exercise each | CN
architecture in terns of network efficiency, nulticast support,
caching performance and its reliance on centralized mechani snms (or

| ack thereof).

2.2. Real -Time Comrunication

Real -ti me audi o and video (A/V) conmuni cations include an array of
services ranging fromone-to-one voice calls to nultiparty nultinedia
conferences with support ranging from whiteboards to augnented
reality. Real-tine comunications have been studied and depl oyed in
the context of packet- and circuit-switched networks for decades.

The stringent Quality of Service (QS) requirenments that this type of
communi cati on i mposes on network infrastructure are well known.

Si nce one could argue that network primtives that are excellent for
i nformati on di ssem nation are not well-suited for conversationa
services, |ICN evaluation studies should consider real-tine

communi cation scenarios in detail.

Not abl y, Jacobson et al. [VoCCN] presented an early eval uati on where
the performance of a Vol P (Voice over IP) call using an information-
centric approach was conmpared with that of an off-the-shelf VolP

i mpl ementation using RTP/UDP. The results indicated that despite the
extra cost of adding security support in the |ICN approach,
performance was virtually identical in the two cases evaluated in
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their testbed. However, the experinmental setup presented is quite
rudi nentary, while the evaluation considered a single voice cal
only. Xuan and Yan [ NDNpb] revisit the same scenario but are
primarily interested in reducing the overhead that may arise in one-
to-one commruni cati on enploying an ICN architecture. Both studies
illustrate that quality tel ephony services are feasible with at | east
one | CN approach. That said, future ICN eval uations shoul d enpl oy
standardi zed call arrival patterns, for exanple, follow ng well -

est abl i shed net hodol ogi es fromthe QS and QQE (Quality of

Experi ence) eval uation tool box and woul d need to consi der nore

conpr ehensi ve netrics.

G ven the wi despread depl oynment of real-tinme AV comruni cations, an
eval uati on of an ICN system shoul d denonstrate capabilities beyond
feasibility. For exanple, with respect to multinmedi a conferencing,
Zhu et al. [ACT] describe the design of a distributed audio
conference tool based on NDN. Their systemincludes |ICN based
conference discovery, speaker discovery, and voice data distribution
The reported evaluation results point to gains in scalability and
security. Mreover, Chen et al. [GCOPSS] explore the feasibility of
i mpl ementing a Massively Miltiplayer Online Rol e-Playing Gane
(MMORPG based on CCNx code and show that stringent tenpora
requirenents can be net, while scalability is significantly inproved
when conpared to a host-centric (IP-based) client-server system
This type of work points to benefits for both the data and contro
path of a nodern network infrastructure

Real -ti me comuni cation also brings up the issue of naned data
granularity for dynamcally generated content. In nmany cases, AV
data is generated in real-tinme and is distributed i mediately. One
possibility is to apply a single name to the entire content, but this
could result in significant distribution delays. Alternatively,
distributing A/V content in smaller "chunks" that are naned
individually may be a better option with respect to real-tine
distribution but raises nanming scalability concerns.

We observe that, all in all, the ICN research community has hitherto
only scratched the surface of illustrating the benefits of adopting
an information-centric approach as opposed to a host-centric one, and
thus nore work is recommended in this direction. Scenarios in this
category should illustrate not only feasibility but reduced

conmpl exity, increased scalability, reliability, and capacity to neet
stringent QS/ QE requirenents when conpared to established host-
centric solutions. Accordingly, the primary aimof this scenario is
to exercise each ICN architecture in terns of its ability to satisfy
real -tinme QoS requirenments and provide inproved user experience.
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2.3. Mobile Networking

IP mobility managenent relies on anchors to provide ubiquitous
connectivity to end-hosts as well as noving networks [MMN]. This is
a natural choice for a host-centric paradi gmthat requires end-to-end
connectivity and a continuous network presence for hosts [SCES]. An
inmplicit assunption in host-centric mobility managenent is therefore
that the nmobile node aims to connect to a particular peer, as well as
to maintain global reachability and service continuity [ EEM\].
However, with ICN, new i deas about nobility nmanagement should cone to
the fore, capitalizing on the different nature of the paradi gm such
as native support for nultihom ng, abstraction of network addresses
from applications, |ess dependence on connection-oriented sessions,
and so on [ MOBSURV] .

Dannewitz et al. [N-Scen] illustrate a scenario where a nultiaccess
end- host can retrieve emnil securely using a conbination of cellular
and Wreless Local Area Network (W.AN) connectivity. This scenario
borrows el ements from previous work, e.g., [DTI], and devel ops them
further with respect to nultiaccess. Unfortunately, Dannewitz et al

[ N-Scen] do not present any results denonstrating that an |ICN
approach is, indeed, better. That said, the scenario is interesting
as it considers content specific to a single user (i.e., her nmailbox)
and does point to reduced complexity. It is also conpatible with
recent work in the Distributed Mbility Managenent (DWMM) Working
Goup within the ETF. Finally, Xylomenos et al. [PSIMb] as well as
Penti kousis [EEMN] argue that an information-centric architecture can
avoid the complexity of having to manage tunnels to maintain end-to-
end connectivity as is the case with nobil e anchor-based protocols
such as Mbile IP (and its variants). Simlar considerations hold
for a vehicular (networking) environnment, as we discuss in Section

2. 6.

Overal |, nobil e networking scenarios have not been devel oped in
detail, let alone evaluated at a |large scale. Further, the majority
of scenarios discussed so far have related to the nobility of the

i nformati on consuner, rather than the source. W expect that in the
com ng period nore papers will address this topic. Earlier work
[mNetInf] argues that for nobile and multiaccess networking scenarios
we need to go beyond the current nobility managenment nechani sns in
order to capitalize on the core ICN features. They present a testbed
setup (redrawn in Figure 2) that can serve as the basis for other ICN
evaluations. In this scenario, node "C0" has nultiple network
interfaces that can access |ocal domains NO and Nl simultaneously,
allowing CO to retrieve objects fromwhichever server (12 or 13) can
supply them wi thout necessarily needing to access the servers in the
core network "C' (P1 and P2). Lindgren [HyblCN] explores this
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scenario further for an urban setting. He uses sinulation and
reports sizable gains in terns of reduction of object retrieval tines
and core network capacity use.

Fommm e e e e oo + Fommm e e e e oo +
| Network NO | | Network C
I I I I
| +- -+ | ::::l +- -+ |
[ |12] I I | P1] I
| +-+ | | +- -+ |
I \--/ I I
+o- oo | COf ---+ I I
I [--\ I I
| +--+ I I I
[ |13] I I +--+ |
| +--+ | ====| | P2| |
I I I -t
| Network NL | | |
e + S +

Figure 2. Overlapping Wreless Miltiaccess

The benefits fromcapitalizing on the broadcast nature of wireless
access technol ogi es has yet to be explored to its full potential in
the ICN literature, including quantifying possible gains in terns of
energy efficiency [E-CHANET]. bviously, ICN architectures nust
avoi d broadcast stornms. Early work in this area considers

di stributed packet suppression techniques that exploit del ayed
transm ssi ons and overhearing; exanples can be found in [ Mbi A] and
[ CCNVANET] for | CN-based nobil e ad-hoc networks (MANETS), and in

[ RTIND] and [ CCNVANET] for vehicul ar scenari os.

One woul d expect that nobile networking scenarios will be naturally
coupled with those discussed in the previous sections, as nore users
access soci al -networking and mul tinmedi a applications through nobile
devices. Further, the constraints of real-tine AV applications
create interesting challenges in handling nobility, particularly in
terns of mmintaining service continuity. This scenario therefore
spans across nost of the others considered in this docunment with the
likely need for some |evel of integration, particularly considering
the well-docunented increases in nobile traffic. Mbility is further
considered in Section 2.7 and the econoni c consequences of nodes
having multiple network interfaces is explored in Section 3.1

Host-centric nobility managenent has traditionally used a range of
metrics for evaluating performance on a per-node and network-wi de
level. The first metric that conmes to mnd is handover | atency,
defined in [ RFC5568] as the "period during which the nobile node is
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unabl e to send or receive packets". This nmetric should be considered
in I CN performance eval uation studies dealing with nobility. Note
that, in |IP-based networks, handover |atency has been addressed by
the introduction of nobility nmanagenment protocols that aimto hide
node nmobility fromthe correspondent node, and often follow a nmake-
bef or e- break approach in order to ensure seam ess connectivity and
mnimze (or elinminate altogether) handover |atency. The "al ways-on"
and "al ways best connected" [ABC|] paradi gns have guided nobility
managenent research and standardi zation for a good decade or so. One
can argue that such mechani sns are not particularly suited for ICN
That said, there has been a ot of interest recently in distributed
mobi | ity managenent schenes (see [MMN] for a summary), where
mobi | ity managenent support is not "always on" by default. Such
schenes may be nmore suitable for ICN. As a general reconmendation,

I CN designs should aimto m nimze handover | atency so that the end-
user and service QOE is not affected adversely.

Net wor k over head, such as the anpbunt of signaling necessary to
m nim ze handover latency, is also a netric that should be considered

when studying ICN nobility managenent. |In the past, network overhead
has been seen as one of the main factors hindering the depl oyment of
various nobility solutions. In |IP-based networks, network overhead

includes, but is not limted to, tunneling overhead, in-band contro
protocol overhead, nobile termi nal and network equi prment state

mai nt enance and update. | CN designs and eval uation studies should
clearly identify the network overhead associated with handling
mobility. Al ongside network overhead, deploynment complexity shoul d
al so be studi ed.

To summari ze, nobile networking scenarios should aimto provide
service continuity for those applications that require it, decrease
complexity and control signaling for the network infrastructure, as
wel|l as increase wireless capacity utilization by taking advantage of
the broadcast nature of the nmedium Beyond this, nobile networking
scenari os should forma cross-scenario platformthat can highlight
how ot her scenarios can still maintain their respective perfornmance
metrics during periods of high nobility.

2.4. Infrastructure Sharing

A key idea in ICNis that the network should secure information

obj ects per se, not the comunications channel that they are
delivered over. This neans that hosts attached to an information-
centric network can share resources on an unprecedented scal e,

especi ally when conpared to what is possible in an IP network. Al
devices with network access and storage capacity can contribute their
resources thereby increasing the value of an information-centric
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net wor k, al though conpensation schenmes notivating users to contribute
resources remain a research challenge primarily from a busi ness
per specti ve.

For exanple, Jacobson et al. [CBIS] argue that in ICN the "where and
how' of obtaining information are new degrees of freedom They
illustrate this with a scenario involving a photo-sharing application
that takes advantage of whi chever access network connectivity is
avai l abl e at the nonent (WLAN, Bl uetooth, and even SM5) wi t hout
requiring a centralized infrastructure to synchroni ze between
nunerous devices. It is inportant to highlight that since the focus
of communi cation changes, keep-alives in this scenario are sinply
unnecessary, as devices participating in the testbed network
contribute resources in order to maintain user content consistency,
not link state information as is the case in the host-centric
paradigm This neans that the notion of "infrastructure" may be
completely different in the future

Muscariello et al. [SHARE], for instance, presented early work on an
anal ytical framework that attenpts to capture the storage/ bandw dth
tradeoffs that I CN enabl es and can be used as the foundation for a
network planning tool. |In addition, Chai et al. [CL4M explore the
benefits of ubiquitous caching throughout an information-centric
network and argue that "caching |l ess can actually achieve nore."
These papers also sit alongside a variety of other studies that |ook
at various scenarios such as caching HTTP-like traffic [ CCNCT] and
BitTorrent-like traffic [BTCACHE]. W observe that nuch nore work is
needed in order to understand how to nake optinmal use of all
resources available in an information-centric network. 1In real-world
depl oynents, policy and commerci al considerations are also likely to
affect the use of particular resources, and nore work is expected in
this direction as well.

I'n conclusion, scenarios in this category would cover the

conmuni cati on- conmput ati on-storage tradeoffs that an | CN depl oynent
must consider. This would exercise features relating to network

pl anni ng, perhaps capitalizing on user-provided resources, as well as
operational and econom cal aspects of ICN, and contrast themwth

ot her approaches. An obvious baseline to compare against in this
regard is existing federations of |P-based Content Distribution

Net wor ks (CDNs), such as the ones discussed in the | ETF Content
Del i very Networks I nterconnection Wrking G oup
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2.5. Content Dissenination

Content di ssem nation has attracted nore attention than ot her aspects
of ICN. Scenarios in this category abound in the literature,
including stored and streamng A/'V distribution, file distribution,
mrroring and bul k transfers, versioned content services (cf.
Subversion-type revision control), as well as traffic aggregation

Decentralized content dissem nation with on-the-fly aggregation of

i nformati on sources was envisaged in [N-Scen], where infornation

obj ects can be dynamically assenbl ed based on hierarchically
structured subconponents. For exanple, a video stream could be
associated with different audio streans and subtitle sets, which can
all be obtained fromdifferent sources. Using the topol ogy depicted
in Figure 1 as an exanple, an application at C1 may end up obt ai ni ng,
say, the video content froml1l, but the user-selected subtitles from
Px. Semantics and content negotiation, on behalf of the user, were
al so considered, e.g., for the case of popular tunes that nmay be
available in different encoding formats. Effectively, this scenario
has the information consumer issuing independent requests for content
based on information identifiers, and stitching the pieces together
irrespective of "where" or "how' they were obtained.

A case in point for content dissem nation are vehicular ad hoc

net wor ks (VANETS), as an | CN approach may address their needs for

i nformati on di ssem nation between vehicles better than today’s
solutions, as discussed in the follow ng section. The critical part
of information dissenm nation in a VANET scenario revol ves around
"where" and "when". For instance, one nmay be interested in traffic
conditions 2 km ahead while having no interest in simlar information
about the area around the path origin. VANET scenarios nay provide
fertile ground for showcasing the ICN advantage with respect to
content dissem nation especially when conpared with current host-
centric approaches. That said, information integrity and filtering
are chal l enges that nust be addressed. As nentioned above, content
di ssemi nation scenarios in VANETs have a particular affinity to the
mobility scenarios discussed in Section 2.3.

Content di ssem nation scenarios, in general, have a large overlap
with those described in the previous sections and are explored in
several papers, such as [DONA], [PSI], [PSIMb], [NetInf], [CCN,
[CBIS], and [CCR], just to name a few |In addition, Chai et al

[ CURLI NG present a hop-by-hop hierarchical content resolution
approach that enploys receiver-driven nulticast over multiple
domai ns, advocating another content di ssem nation approach. Yet,
largely, work in this area did not address the issue of access
authorization in detail. Oten, the distributed content is nostly
assuned to be freely accessible by any consunmer. Distribution of
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pai d-for or otherwi se restricted content on a public |ICN network
requires nore attention in the future. Fotiou et al. [ACD CN
consider a scheme to this effect, but it still requires access to an
aut hori zation server to verify the user’s status after the
(encrypted) content has been obtained. This may effectively negate

t he advant age of obtaining the content fromany node, especially in a
di srupti on-prone or nobil e network.

In sunmary, scenarios in this category aimto exercise primarily
scalability and the cost and perfornmance attributes of content

di ssemnation. Particularly, they should highlight the ability of an
ICN to scale to billions of objects, while not exceeding the cost of
exi sting content dissem nation solutions (i.e., CDNs) and, ideally,

i ncreasing performance. These should be shown in a holistic manner,

i mproving content dissem nation for both information consunmers and
publishers of all sizes. W expect that in particular for content

di ssemination, in both extreme as well as typical scenarios, can be
specified by drawi ng data from current CDN depl oynents.

2.6. Vehicul ar NetworKking

Users "on wheel s" are interested in road safety, traffic efficiency,
and i nfotai nment applications that can be supported through vehicle-
to-vehicle (V2V) and vehicle-to-infrastructure (V21) wirel ess
communi cati ons. These applications exhibit unique features in terns
of traffic generation patterns, delivery requirenents, and spati al
and tenporal scope, which pose great challenges to traditiona
net wor ki ng solutions. VANETs, by their nature, are characterized by
chal | enges such as fast-changi ng topology, internmttent connectivity,
and hi gh node nobility, but also by the opportunity to conbine
information fromdifferent sources as each vehicle does not care
about "who" delivers the naned data objects.

ICN is an attractive candi date solution for vehicular networking, as
it has several advantages. First, ICNfits well to the nature of
typical vehicular applications that are geography- and tinme-dependent
(e.g., road traveler information, accident warning, point-of-interest
adverti senents) and usually target vehicles in a given area,

regardl ess of their identity or IP address. These applications are
likely to benefit fromin-network and decentralized data cachi ng and
replication nechani sns. Second, content caching is particularly
beneficial for intermttent on-the-road connectivity and can speed up
data retrieval through content replication in several nodes. Caching
can usually be inplemented at relatively | ow cost in vehicles, as the
energy demands of the ICN device are likely to be a negligible
fraction of the total vehicle energy consunption, thus allow ng for
sophi sti cated processing, continuous comunication, and adequate
storage in the vehicle. Finally, ICN natively supports asynchronous
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dat a exchange between end-nodes. By using (and redistributing)
cached naned information objects, a nobile node can serve as a link
bet ween di sconnected areas. |In short, ICN can enabl e comruni cati on
even under intermttent network connectivity, which is typical of
vehi cul ar environments with sparse roadside infrastructure and fast-
nmovi ng nodes.

The advantages of ICN in vehicular networks were prelimnarily

di scussed in [EWC] and [DWND], and additionally investigated in
[DNV2V], [RTIND], [CCNHV], [CCDIVN], [CCNVANET], and [CRoWN]. For
exanpl e, Bai and Krishnamachari [EWC] take advantage of the |ocalized
and dynamic nature of a VANET to explore how a road congestion
notification application can be inplenmented. Wang et al. [ DVND
consi der data collection where Road-Side Units (RSUs) coll ect
informati on fromvehicles by broadcasting NDN-like Interest packets.
The proposed architecture is evaluated using simulationin a grid
topol ogy and i s conpared against a host-centric alternative based on
Mobile IP. See Figure 3 for an indicative exanple of an urban VANET
topol ogy. Their results indicate high efficiency for ICN even at
hi gh speeds. That said, this work is a prelimnary exploration of
ICN in vehicular environnments, so various issues remain for

eval uation. They include systemscalability to | arge nunbers of
vehicl es and the inpact of vehicles that forward |Interest packets or
relay data to other vehicles.
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Figure 3. Urban Gid VANET Topol ogy
As nmentioned in the previous section, due to the short communication

duration between a vehicle and the RSU, and the typically short tine
of sustained connectivity between vehicles, VANETs nay be a good
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showcase for the I CN advantages with respect to content

di ssem nation. Wang et al. [DNV2V], for instance, analyze the
advant ages of hierarchical nam ng for vehicular traffic information
dissemnation. Arnould et al. [CCNHV] apply ICN principles to safety
i nformati on di ssem nation between vehicles with nultiple radio
interfaces. |In [CCDIVN, TalebiFard and Leung use network coding
techniques to inprove content dissenination over nultiple |ICN paths.
Amadeo et al. [ CCNVANET] [ CRoWN] propose an application-independent
ICN framework for content retrieval and distribution where the role
of provider can be played equivalently by both vehicles and RSUs.
ICN forwarding i s extended through path-state information carried in
Interest and Data packets, stored in a new data structure kept by
vehi cul ar nodes, and exploited also to cope with node nobility.

Typi cal scenarios for testing content distribution in VANETS may be
hi ghways with vehicles noving in straight Iines, with or w thout RSUs
along the road, as shown in Figure 4. Wth an NDN approach in mnd,
for exanple, RSUs may send Interest packets to collect data from
vehicles [DMND], or vehicles may send Interest packets to collect
data fromother peers [RTIND or from RSUs [ CCNVANET]. Figure 2
applies to content dissem nation in VANET scenarios as well, where CO
represents a vehicle that can obtain named i nformati on objects via
multiple wirel ess peers and/or RSUs (12 and 13 in the figure). Gid
topol ogi es such as the one illustrated in Figure 3 should be
considered in urban scenarios with RSUs at the crossroads or
co-located with traffic lights as in [ CRoW] .

\ \

| RSU| | RSU|
I\ N N

. _00_ 00 _00 _0o0_ _ _ _
/2 S A U A U B
00 00 00 0O

Figure 4. H ghway VANET Topol ogy

To summari ze, VANET scenarios aimto exercise |ICN depl oynent from
various perspectives, including scalability, caching, transport, and
mobility issues. There is a need for further investigation in (i)
chal I engi ng scenarios (e.g., disconnected segnents); (ii) scenarios
i nvol ving both consuner and provider nobility; (iii) smart caching
techni ques that take into consideration node nobility patterns,
spatial and tenporal rel evance, content popularity, and socia

rel ati onshi ps between users/vehicles; (iv) identification of new
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appl i cations (beyond data dissenmination and traffic nonitoring) that
coul d benefit fromthe adoption of an I CN paradigmin vehicul ar
networks (e.g., mnobile cloud, social networking).

2.7. Delay- and Disruption-Tol erance

Del ay- and Di sruption-Tol erant Networking (DTN) originated as a neans
to extend the Internet to interplanetary comunications [DIN].
However, it was subsequently found to be an appropriate architecture
for many terrestrial situations as well. Typically, this was where
del ays were greater than protocols such as TCP could handl e, and
where di sruptions to comunications were the normrather than

occasi onal annoyances, e.g., where an end-to-end path does not
necessarily exi st when communication is initiated. DTN has now been
applied to many situations, including opportunistic content sharing,
handl ing infrastructural issues during energency situations (e.g.,
eart hquakes) and providi ng connectivity to renote rural areas w thout
existing Internet provision and little or no conmuni cati ons or power
infrastructure

The DTN architecture [RFC4838] is based on a "store, carry, and
forward" paradi gmthat has been applied extensively to situations
where data is carried between network nodes by a "data nule", which
carries bundles of data stored in some conveni ent storage nedi um
(e.g., a USB nenory stick). Wth the advent of sensor and peer-to-
peer (P2P) networks between nobile nodes, DIN is becomng a nore
commonpl ace type of networking than originally envisioned. Since ICN
al so does not rely on the famliar end-to-end conmunications
paradi gm there are clear synergies [DTNICN]. It could therefore be
argued that many of the key principles enbodied within DTN al so exi st
in ICN, as we explain next.

First, both approaches rely on in-network storage. In the case of
DTN, bundles are stored tenporarily on devices on a hop-by-hop basis.
In the case of ICN, information objects are also cached on devices in
a sinmlar fashion. As such, both paradi gns nust provision storage

wi thin the network.

Second, both approaches espouse |ate binding of nanmes to | ocations
due to the potentially large interval between request and response
generation. |In the case of DIN, it is often inpossible to predict
the exact location (in a disconnected topol ogy) where a node will be
found. Similarly, in the case of ICN, it is also often inpossible to
predi ct where an information object nmight be found. As such, the

bi nding of a request/bundle to a destination (or routing | ocator)
must be perfornmed as | ate as possible.
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Finally, both approaches treat data as a | ong-lived conponent that

can exist in the network for extended periods of tine. |In the case
of DTN, bundles are carried by nodes until appropriate next hops are
di scovered. |In the case of ICN, infornmation objects are typically

cached until storage is exhausted. As such, both paradigns require a
direct shift in the way applications interact with the network.

Through these simlarities, it becones possible to identify many DTN
principles that are already in existence within ICN architectures.

For exanple, ICN nodes will often retain information objects |ocally,
maki ng them accessible later on, nuch as DTN bundl es are handl ed.
Consequently, these synergi es suggest strong potential for narrying
the two technol ogies. This could include, for instance, building new
integrated Information-Centric Delay Tol erant Network (1 CDTN)
protocols or, alternatively, building ICN schenes over existing DIN
protocols (and vice versa).

The above sinilarities suggest that integration of the two principles
woul d be feasible. Beyond this, there are al so a nunmber of
identifiable direct benefits. Through caching and replication, ICN
offers strong information resilience, whilst, through store-and-
forward, DTN offers strong connectivity resilience. As such, both
architectures could benefit greatly fromeach other. Initial steps
have al ready been taken in the DIN community to integrate |ICN
principles, e.g., the Bundle Protocol Query Block [BPQ has been
proposed for the DTN Bundl e Protocol [RFC5050]. Simlarly, initial
steps have al so been taken in the ICN community, such as [ SLI NKY].
In fact, the Scal abl e and Adaptive Internet Solutions (SAIL) project
has devel oped a prototype inplenentation of Netlnf running over the
DTN Bundl e Prot ocol

O course, in many circunstances, information-centricity is not
appropriate for use in delay- and disruption-tol erant environnents.
This is particularly the case when information is not the key
communi cations atomtransnitted. Further, situations where a single
sink is always used for receiving informati on may not warrant the
identification and routing of independent information objects.
However, there are a nunber of key scenarios where clear benefits
coul d be gained by introducing information-centric principles into
DTNs, two of which we describe later in this section

For the purpose of evaluating the use of ICNs in a DIN setting, two
key scenarios are identified in this docunment. (Note the rest of
this section uses the term"ICDIN'.) These are both prom nent use
cases that are currently active in both the ICN and DTN conmmuni ti es.
The first is opportunistic content sharing, whilst the second is the
use of ad hoc networks during disaster recovery (e.g., earthquakes).
We di scuss both types of scenarios in the context of a simulation-
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based eval uation: due to the scale and mobility of DIN-1ike setups,
this is the primary nmethod of evaluation used. Wthin the DTN
community, the majority of simulations are performed using the
Qpportuni stic Network Environnent (ONE) sinulator [ONE], which is
referred to in this docunent. Before exploring the two scenari os,
the key shared conponents of their sinulation are discussed. This is
separated into the two primary inputs that are required: the

envi ronment and the workl oad.

In both types of scenarios the environment can be abstractly nodel ed
by a tine series of active connections between device pairs. Unlike
ot her scenarios in this docunment, an | CDTN scenario therefore does
not depend on (relatively) static topologies but, rather, a set of

ti me-varyi ng di sconnected topol ogies. In opportunistic networks,
these topol ogi es are actually products of the mobility of users. For
exanple, if two users wal k past each other, an opportunistic |ink can
be created. There are two nethods used to generate these mohility
patterns and, in turn, the time series of topologies. The first is
synthetic, whereby a (mathematical) nodel of user behavior is created
in an agent-based fashion, e.g., random waypoi nt, Gauss-Markov. The
second is trace-driven, whereby the mobility of real users is
recorded and used. In both cases, the output is a sequence of tine-
stanped "contacts", i.e., periods of tinme in which two devices can
conmmuni cate. An inportant factor missing fromtypical nmobility
traces, however, is the capacity of these contacts: how nmuch data can

be transferred? In both approaches to nmodeling nobility, links are
usual l'y configured as Bluetooth or W-Fi (ONE easily allows this,

al t hough | ower-1ayer considerations are ignored, e.g., interference).
This is notivated by the predoni nance of these technol ogi es on nobile
phones.

The workload in an ICDTN i s nodel ed nuch |i ke the workl oad within the

other scenarios. It involves object creation/placenent and object
retrieval. Object creation/placenent can either be done statically
at the beginning of the sinulations or, alternatively, dynanically
based on a nodel of user behavior. 1In both cases, the latter is
focused on, as it nodels far better the characteristics of the
scenari os.

Once the environnment and workl oad have been configured, the next step
is to decide the key nmetrics for the study. Unlike traditiona
net wor ki ng, the QoS expectation is typically far lower in an | CDTN

t hereby nmoving away fromnetrics such as throughput. At a high
level, it is of clear interest to evaluate different |ICN approaches
with respect to both their delay- and disruption-tol erance (i.e., how
effective is the approach when used in an environnent subject to
significant delay and/or disruption) and to their active support for
operations in a DTN environnent.
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The two nost proninent metrics considered in a host-centric DIN are
delivery probability and delivery delay. The former relates to the
probability by which a sent nessage will be received within a certain
del ay bound, whilst the latter captures the average length of tine it
takes for nodes to receive the nessage. These netrics are sinilarly
important in an I CDTN, although they are slightly different due to
the request-response nature of ICN. Therefore, the two nost

prom nent eval uative metrics are satisfaction probability and
satisfaction delay. The former refers to the probability by which an
informati on request (e.g., Interest) will be satisfied (i.e., how
often a Data response will be received). Satisfaction delay refers
to the length of tine it takes an information request to be
sati sfi ed.

Note that the key difference between the host-centric and
information-centric netrics is the need for a round-trip rather than
a one-way conmuni cation. Beyond this, depending on the focus of the
wor k, other elenents that may be investigated include name
resolution, routing, and forwarding in disconnected parts of the

net wor k; support for unidirectional |inks; number of round trips
needed to conplete a data transfer; long-termcontent availability
(or resilience); efficiency in the face of disruption; and so on. It
is also inportant to weigh these performance netrics agai nst the
necessary overheads. In the case of an ICDIN, this is generally
measured by the nunber of nessage replicas required to access
content. Note that routing in a DINis often replication based,

whi ch | eads to many copi es of the sanme nessage

2.7.1. Qpportunistic Content Sharing

The first key baseline scenario in this context is opportunistic
content sharing. This occurs when nobile nodes create opportunistic
i nks between each other to share content of interest. For exanple,
peopl e riding on an underground train can pass news itens between
their nobile phones. Equally, content generated on the phones (e.g.,
tweets [TWM GHT]) could be stored for later forwarding (or even

f orwarded anobngst interested passengers on the train). Such
scenarios, clearly, must be based around either the altruistic or
incentivized interaction anmongst users. The latter is a particularly
active area of research. These networks are often termed "pocket -
swi tched networks", as they are independently formed between the user
devices. Here, the evaluative scenario of | CDTN microblogging is
proposed. As previously discussed, the construction of such an

eval uative scenario requires a formalization of its environment and
wor kl oad. Fortunately, there exist a nunber of datasets that offer
exactly this information required for m crobl oggi ng.
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In terms of the environnent (i.e., mobility patterns), the Haggle
proj ect produced contact traces based on conference attendees using
Bl uetooth. These traces are best targeted at application scenarios
in which a small group of (50-100) people are in a relatively
confined space. 1In contrast, larger-scale traces are al so avail abl e,
nmost notably MT' s Reality Mning project. These are better suited
for cases where | onger-term novenent patterns are of interest.

The second input, workload, relates to the creation and consunption
of mcroblogs (e.g., tweets). This can be effectively captured
because subscriptions conveniently fornmalize who consunes what. For
bespoke purposes, specific data can be directly collected from
Twitter for trace-driven simulations. Several Twitter datasets are
al ready available to the community containing a variety of data,
ranging from Tweets to foll ower graphs. See
<http://ww. tweet archi vi st. con> and
<http://social conputing. asu. edu/ datasets/ Twitter>. These datasets
can therefore be used to extract information production, placenent,
and consunpti on.

2.7.2. Energency Support and Di saster Recovery

The second key baseline scenario in this context relates to the use
of ICDTNs in energency scenarios. In these situations, it is typica
for infrastructure to be danaged or destroyed, leading to the
col l apse of traditional forns of conmunications (e.g., cellular

tel ephone networks). This has been seen in the recent North Indian
flooding, as well as the 2011 Tohoku eart hquake and tsunam . Power
probl ens often exacerbate the issue, with comrunication failures
lasting for days. Therefore, in order to address this, DINs have
been used due to their high levels of resilience and i ndependence
fromfixed infrastructure. The nost prom nent use of DINs in

di saster areas would be the dissem nation of information, e.g.,
war ni ngs and evacuation maps. Unlike the previous scenario, it can
be assuned that certain users (e.g., energency responders) are highly
altruistic. However, it is likely nany other users (e.g., endangered
civilians) mght beconme far nore conservative in how they use their
devi ces for battery-conserving purposes. Here, we focus on the

di ssem nati on of standard broadcast information that should be
received by all parties; generally, this is sonething | ed by

emer gency responders.

For the environnental setup, there are no conmonly used nmobility
traces for disaster zones, unlike in the previous scenario. This is
clearly due to the difficultly (near inpossibility) of acquiring them
in areal setting. That said, various synthetic nodels are

avai l abl e. The Post-Disaster Mbility Mdel [MODEL1] nopdel s
civilians and emergency responders after a disaster has occurred,
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with people attenpting to reach evacuation points (this has al so been
implemented in the ONE sinulator). Aschenbruck et al. [MODEL2] focus
on energency responders, featuring the removal of nodes fromthe

di saster zone, as well as things |ike obstacles (e.g., collapsed

buil dings). Cabrero et al. [MODEL3] al so | ook at energency
responders but focus on patterns associated with common procedures.
For exanple, comrand and control centers are typically set up with
energency responders periodically returning. Cearly, the mobility
of enmergency responders is particularly inportant in this setting
because they usually are the ones who will "carry" information into
the disaster zone. It is recommended that one of these energency-
specific nodels be used during any eval uations, due to the inaccuracy
of alternate nodels used for "nornmal" behavior

The workload input in this evaluative scenario is far sinpler than
for the previous scenario. |In energency cases, the dissem nation of
i ndi vi dual pieces of information to all parties is the norm This is
of ten enbodi ed using things |ike the Cormon Al ert Protocol (CAP),
which is an XM. standard for describing warning nessage. It is
currently used by various systens, including the Integrated Public
Alert & Warning System and Google Crisis Response. As such, smal
objects (e.g., 512 KBto 2 MB) are usually generated containing text
and i mages; note that the ONE sinulator offers utilities to easily
generate these. These nessages are al so al ways generated by centra
authorities, therefore making the placement problem easier (they
woul d be centrally generated and given to emergency responders to

di ssem nate as they pass through the disaster zone). The key
variable is therefore the generation rate, which is synonynous with
the rate that mcroblogs are witten in the previous scenario. This
will largely be based on the type of disaster occurring; however,
hourly updates woul d be an appropriate configuration. Higher rates
can al so be tested, based on the rate at which situations change
(landslides, for exanple, can exhibit highly dynam c properties).

To summari ze, this section has highlighted the applicability of ICN
principles to existing DIN scenarios. Two evaluative setups have
been described in detail, namely, nobile opportunistic content
sharing (m crobl oggi ng) and energency information dissem nation

2.8. Internet of Things

Advances in electronics mniaturization conbined with | ow power

Wi rel ess access technologies (e.g., ZigBee, Near Field Comunication
(NFC), Bluetooth, and others) have enabl ed the coupling of
interconnected digital services with everyday objects. As devices
with sensors and actuators connect into the network, they becone
"smart objects" and formthe foundation for the so-called Internet of
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Things (1oT). 10T is expected to increase significantly the anount
of content carried by the network due to machi ne-to-machi ne (MM
comuni cation as well as novel user-interaction possibilities.

Yet, the full potential of IoT does not lie in sinple renbte access
to smart object data. Instead, it is the intersection of Internet
services with the physical world that will bring about the nopst
dramati c changes. Burke [I0TEx], for instance, nakes a very good
case for creating everyday experiences using interconnected things
through participatory sensing applications. In this case, inherent
I CN capabilities for data di scovery, caching, and trusted

communi cation are | everaged to obtain sensor information and enabl e
content exchange between nobile users, repositories, and
appl i cations.

Kut scher and Farrell [IWMJI] discuss the benefits that ICN can provide
in these environnents in terns of nanmi ng, caching, and optim zed
transport. The Nanmed Information URI schene (ni) [RFC6920], for

i nstance, could be used for globally unique smart object
identification, although an actual inplenmentation report is not
currently available. Access to information generated by smart

obj ects can be of varied nature and often vital for the correct
operation of |large systens. As such, supporting tinmestanping,
security, scalability, and flexibility need to be taken into account.

Gnhodsi et al. [NCOA] examine hierarchical and self-certifying nam ng
schenes and point out that ensuring reliable and secure content

nanm ng and retrieval nmay pose stringent requirenments (e.g., the
necessity for enploying PKlI), which can be too denanding for |ow
power ed nodes, such as sensors. That said, earlier work by Hei demann
et al. [nWBN] shows that, for dense sensor network depl oynents,

di sassoci ati ng sensor nami ng from network topol ogy and usi ng named
content at the | owest |evel of communication in conbination with in-
net wor k processing of sensor data is feasible in practice and can be
nmore efficient than enploying a host-centric binding between node

| ocator and the content existing therein.

Burke et al. [NDNI] describe the inplenmentation of a building

aut omati on systemfor lighting control where the security, nam ng,
and devi ce discovery NDN nechani sns are | everaged to provide
configuration, installation, and managenent of residential and

i ndustrial lighting control systens. The goal is an inherently
resilient system where even snartphones can be used for control

Nam ng reflects fixtures with evolved identification and node-
reachi ng capabilities, thus sinplifying bootstrapping, discovery, and
user interaction with nodes. The authors report that this |ICN based
systemrequires | ess mai ntenance and troubl eshooting than typica

| P-based alternatives
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Bi swas et al. [CIBUS] visualize ICN as a contextualized information-
centric bus (ClBUS) over which diverse sets of service producers and
consuners coexist with different requirenents. ICNis |everaged to
unify different platforns to serve consuner-producer interaction in
both infrastructure and ad hoc settings. Ravindran et al. [Honenet]
show the application of this idea in the context of a hone network,
where consuners (residents) require policy-driven interactions with
di verse services such as climate control, surveillance systems, and
entertai nnent systens. Nanme-based protocols are devel oped to enable
zero-configurati on node and service di scovery, contextual service
publ i shing and subscription, policy-based routing and forwarding with
name- based firewall, and hoc devi ce-to-device conmmuni cati on

| oT exposes I CN concepts to a stringent set of requirenents that are
exacerbated by the quantity of nodes, as well as by the type and

vol unme of information that nust be handled. A way to address this is
proposed in [l 0oTScope], which tackles the problem of mappi ng naned
information to an object, diverting fromthe currently typica
centralized discovery of services and leveraging the intrinsic |ICN
scalability capabilities for naming. It extends the base [ PURSU T]
design with hierarchically based scopes, facilitating | ookup, access,
and nodifications of only the part of the object information that the
user is interested in. Another inportant aspect is howto
efficiently address resolution and | ocation of the information

obj ects, particularly when | arge nunbers of nodes are connected, as
in 1oT deployments. In [ICN-DHT], Katsaros et al. propose a
Distributed Hash Table (DHT) that is conpared with the Data-Oiented
Net work Architecture described in [DONA]. Their results show how
topol ogi cal routing informati on has a positive inpact on resol ution,
at the expense of nmenory and processi ng over head.

The use of ICN mechanisms in |oT scenarios faces the nost dynam c and
het er ogeneous type of chall enges, when taking into consideration the
requi renents and objectives of such integration. The disparity in
technol ogies (not only in access technol ogies, but also in terns of
end- node diversity such as sensors, actuators, and their
characteristics) as well as in the information that is generated and
consumed in such scenarios, will undoubtedly bring about many of the
consi derations presented in the previous sections. For instance, |oT
shares simlarities with the constraints and requirenents applicable
to vehicular networking. Here, a central problemis the depl oynent
of mechani sns that can use opportunistic connectivity in unreliable
net wor ki ng environnents (simlar to the vehicular networking and DTN
scenari 0s) .

However, one inportant concern in 10T scenarios, also notivated by

this strongly heterogeneous environment, is how content di ssem nation
will be affected by the different semantics of the disparate
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i nformati on and content being shared. |In fact, this is already a
difficult problemthat goes beyond the scope of ICN[SEMANT]. Wth
the ability of the network nodes to cache forwarded information to

i mprove future requests, a challenge arises regardi ng whether the ICN
fabric should be involved in any kind of procedure (e.g., tagging)
that facilitates the relationship or the interpretation of the

di fferent sources of information.

Anot her issue lies with the need for having energy-efficiency

mechani sns related to the networking capabilities of |oT
infrastructures. Oten, the devices in |oT depl oynents have linited
battery capabilities, and thus need | ow power consunption schenes
working at nultiple levels. In principle, energy efficiency gains
shoul d be observed fromthe inherent in-network caching capability.
However, this mght not be the nost usual case in |I0T scenari os,
where the information (particularly fromsensors or controlling
actuators) is nore akin to real-tinme traffic, thus reducing the scale
of potential savings due to ubiquitous in-network caching.

| CN approaches, therefore, should be evaluated with respect to their
capacity to handl e the content produced and consumed by extrenely

| arge nunbers of diverse devices. |0T scenarios aimto exercise |ICN
depl oynent fromdifferent aspects, including | CN node design
requirenents, efficient nam ng, transport, and caching of tinmne-
restricted data. Scalability is particularly inportant in this
regard as the successful deploynment of 10T principles could increase
bot h device and content nunbers dramatically beyond all current
expect ati ons.

2.9. Smart Gty

The rapid increase in urbanization sets the stage for the nost
compel | i ng and chal | engi ng environnments for networking. By 2050 the
gl obal population will reach nine billion people, 75% of which will
dwell in urban areas. |n order to cope with this influx, many cities
around the world have started their transformation toward the "smart
city" vision. Smart cities will be based on the follow ng innovation
axes: smart nobility, smart environnent, smart people, smart |iving,
and smart governance. |In developnment terms, the core goal of a smart
city is to become a business-conpetitive and attractive environnent,
whil e serving citizen well-being [CPG .

In a smart city, ICT plays a leading role and acts as the gl ue
bringing together all actors, services, resources (and their

interrel ationships) that the urban environment is willing to host and
provide [WM. |ICN appears particularly suitable for these
scenarios. Domains of interest include intelligent transportation
systens, energy networks, health care, A/V comunications, peer-to-

Penti kousis, et al. I nf or mat i onal [ Page 25]



RFC 7476 | CN Basel i ne Scenari os March 2015

peer and col |l aborative platforns for citizens, social inclusion,
active participation in public life, e-governnent, safety and
security, and sensor networks. Cearly, this scenario has close ties
to the vision of 10T, discussed in the previous section, as well as
to vehicul ar networki ng.

Neverthel ess, the road to build a real information-centric digita
ecosystemw || be long, and nore coordinated effort is required to
drive innovation in this domain. W argue that smart-city needs and
I CN technol ogies can trigger a virtuous innovation cycle toward
future ICT platforms. Recent concrete | CN-based contributions have
been formul ated for honme energy managenent [i HEMS], geo-localized
services [ACC], smart-city services [IB], and traffic information

di ssem nation in vehicular scenarios [RTIND. Sonme of the proposed
| CN- based solutions are inplenented in real testbeds, while others
are eval uated through sinulation

Zhang et al. [i HEMS] propose a secure publish-subscribe architecture
for handling the conmunication requirements of Home Energy Managenent
Systenms (HEMS). The objective is to safely and effectively collect
measur enent and status information from househol d el enents, aggregate
and anal yze the data, and ultimately enable intelligent contro

deci sions for actuation. They consider a sinple experinmental testbed
for their proof-of-concept evaluation, exploiting open source code
for the ICN inplementation, and emul ati ng some node functionality in
order to facilitate system operation

A different scenario is considered in [ACC], where DHTs are enpl oyed
for distributed, scal able, and geographically aware service |ookup in
a smart city. Also in this case, the ICN application is validated by
considering a small-scale testbed: a small nunber of nodes are

enmul ated with sinple enbedded PCs or specific hardware boards (e.g.,
for sonme sensor nodes); other nodes (which connect the principa
actors of the tests) are emulated with workstations. The proposal in
[1B] draws froma smart-city scenario (nainly oriented towards waste
col l ecti on managenent) conpri sing sensors and novi ng vehicles, as
wel |l as a cloud-conputing systemthat supports data retrieval and
storage operations. The main aspects of this proposal are analyzed
via sinmul ation using open source code that is publicly avail able.
Sone software applications are designed on real systems (e.g., PCs
and snart phones).

Wth respect to evaluating |ICN approaches in smart-city scenarios, it
is necessary to consider generic netrics useful to track and nonitor
progress on services results and also for conparing localities

bet ween thensel ves and learn fromthe best [ISODIS]. In particular,
it is possible to select a specific set of Key Performance Indicators
(KPI's) for a given project in order to evaluate its success. These
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KPIs may reflect the city's environmental and social goals, as well
as its econon c objectives, and they can be cal cul ated at the gl obal,
regional, national, and local levels. Therefore, it is not possible
to define a unique set of interesting netrics, but in the context of
smart cities, the KPls should be characterized with respect to the
devel oped set of services offered by using the |ICN paradi gm

To sumup, smart-city scenarios aimto exercise several |ICN aspects
in an urban environnment. |In particular, they can be useful to (i)
anal yze the capacity of using ICN for managi ng extrenely large data
sets; (ii) study ICN performance in terns of scalability in
distributed services; (iii) verify the feasibility of ICNin a very
conpl ex application |ike vehicular comunication systens; and (ivV)
exam ne the possible drawbacks related to privacy and security issues
in compl ex networked environnents.

3. Cross-Scenario Considerations
Thi s section discusses considerations that span nultiple scenarios.
3.1. Miltiply Connected Nodes and Econom cs

The evolution of, in particular, wreless networking technol ogi es has
resulted in a convergence of the bandw dth and capabilities of
various different types of network. Today, a |eading-edge nobile

tel ephone or tablet computer will typically be able to access a W-Fi
access point, a 4G cellular network, and the | atest generation of

Bl uetooth | ocal networking. Until recently, a node would usually
have a clear favorite network technol ogy appropriate to any given
environnment. The choice would, for exanple, be primarily determ ned
by the available bandwidth with cost as a secondary deterni nant.
Furthermore, it is normally the case that a device only uses one of
the technologies at a tine for any particul ar application

It seens likely that this situation will change so that nodes are
able to use all of the available technologies in parallel. This wll
be further encouraged by the devel opnent of new capabilities in
cellular networks including Small Cell Networks [SCN] and

Het er ogeneous Networks [HetNet]. Consequently, mnobile devices wll
have simlar choices to wired nodes attached to nultiple service
providers allowi ng "nultihom ng" via the various different
infrastructure networks as well as potential direct access to other
mobi | e nodes via Bluetooth or a nore capable formof ad hoc W-Fi.

Infrastructure networks are generally under the control of separate
econom c entities that may have different policies about the

informati on of an I CN deployed within their network caches. As ICN
shifts the focus fromnodes to information objects, the interaction
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bet ween networks will likely evolve to capitalize on data | ocation

i ndependence, efficient and scal abl e i n-network named obj ect
availability, and access via multiple paths. These interactions
becone critical in evaluating the technical and econom c inmpact of

I CN architectural choices, as noted in [ArglCN]. Beyond sinply
addi ng diversity in deploynent options, these networks have the
potential to alter the incentives anong existing (and future, we may
add) network players, as noted in [Econl CN|

Mor eover, such networks enabl e nore numerous internetwork

rel ati onshi ps where exchange of information nmay be conditioned on a
set of multilateral policies. For exanple, shared SCNs are energing
as a cost-effective way to address coverage of conplex environments
such as sports stadiunms, large office buildings, malls, etc. Such
networks are likely to be a conplex m x of different cellular and
WLAN access technol ogi es (such as HSPA, LTE, and W-Fi) as well as
ownership nodels. It is reasonable to assune that access to content
generated in such networks nmay depend on contextual information such
as the subscription type, timng, and | ocation of both the owner and
requester of the content. The availability of such contextua

i nformati on across diverse networks can |l ead to network

i nefficiencies unless data managenent can benefit from an

i nformati on-centric approach. The "Event with Large Crowds"
denmonstrator created by the SAIL project investigated this kind of
scenario; nore details are available in [SAlL-B3].

Jacobson et al. [CCN] include interactions between networks in their
overall system design and nention both "an edge-driven, bottomup
incentive structure" and techni ques based on evol utions of existing
mechani snms both for ICN router discovery by the end-user and for

i nt erconnecti ng between Aut ononous Systenms (ASes). For exanple, a
BGP extension for domain-level content prefix advertisenment can be
used to enable efficient interconnection between ASes. Liu et al

[ MLDHT] proposed to address the "suffix-hole" issue found in prefix-
based nanme aggregation through the use of a conbination of Bl oom
filter-based aggregation and nulti-Ievel DHT

Nane aggregation has been di scussed for a flat nam ng design, for
exanple, in [NCOA], in which the authors note that based on
estimations in [DONA] flat naming may not require aggregation. This
is a point that calls for further study. Scenarios eval uating nane
aggregation, or lack thereof, should take into account the anmount of
state (e.g., size of routing tables) nmaintained in edge routers as
well as network efficiency (e.g., amount of traffic generated).
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Figure 5. Relationships and Transit Costs between Networks Ato D

Di Benedetto et al. [RP-NDN] study policy knobs nade avail abl e by NDN
to network operators. New policies that are not feasible in the
current Internet are described, including a "cache sharing peers"”
policy, where two peers have an incentive to share content cached in,
but not originating from their respective network. The sinple
exanpl e used in the investigation considers several networks and
associ ated transit costs, as shown in Figure 5 (based on Figure 1 of
[RP-NDN] ). Agyapong and Sirbu [Econl CN] further establish that ICN
approaches shoul d i ncorporate features that foster (new) business

rel ati onships. For exanple, publishers should be able to indicate
their willingness to partake in the caching market, proper reporting
shoul d be enabled to avoid fraud, and content shoul d be made
cacheabl e as nmuch as possible to increase cache hit ratios.

Kut scher et al. [SAIL-B3] enable network interactions in the Netlnf
architecture using a name resolution service at domain edge routers
and a BGP-like routing systemin the Netlnf Default-Free Zone.

Busi ness nodel s and incentives are studied in [ SAl L-A7] and

[ SAI L- A8], including scenarios where the access network provider (or
a virtual CDN) guarantees Q@S to end users using ICN. Figure 6
illustrates a typical scenario topology fromthis work that involves
an interconnectivity provider.
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Figure 6. Setup and Operating Costs of Network Entities

Jokela et al. [LIPSIN] propose a two-layer approach where additiona
rendezvous systens and topol ogy formation functions are placed

| ogically above nmultiple networks and enabl e advertising and routing
content between them Visala et al. [LANES] further describe an ICN
architecture based on simlar principles, which, notably, relies on a
hi er archi cal DHT-based rendezvous interconnect. Rajahalnme et al

[ PSI RP1] describe a rendezvous systemusing both a BGP-1ike routing
protocol at the edge and a DHT-based overlay at the core. Their

eval uati on nodel is centered around policy-conpliant path stretch,

| at ency introduced by overlay routing, caching efficacy, and | oad

di stribution.

Raj ahal me et al. [ICCP] point out that ICN architectural changes nmay
conflict with the current tier-based peering nodel. For exanple,
changes | eading to shorter paths between ISPs are likely to neet
resistance fromTier-1 | SPs. Rajahalnme [|IDMast] shows how

i ncentives can hel p shape the design of specific |ICN aspects, and in
[ DArch] he presents a nodeling approach to exploit these incentives.
This includes a network nodel that describes the relationship between
Aut ononbus Systens based on data inferred fromthe current Internet,
a traffic nodel taking into account business factors for each AS, and
a routing nodel integrating the valley-free nodel and policy

compliance. A typical scenario topology is illustrated in Figure 7,
which is redrawn here based on Figure 1 of [ICCP]. Note that it
relates well with the topology illustrated in Figure 1 of this
docunent .
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To sumup, the evaluation of ICN architectures across nultiple
network types should include a conbination of technical and econonic
aspects, capturing their various interactions. These scenarios aim
toillustrate scalability, efficiency, and manageability, as well as
tradi tional and novel network policies. Moreover, scenarios in this

category shoul d
i ncentives, not
m gration phase
3.

2. Energy Effici

I CN has prom nent features that can be taken advant age of

specifically address how different actors have proper
only in a pure ICNrealm but also during the
towards this final state.

ency

in order to

significantly reduce the energy footprint of future communication

net wor ks.

Penti kousi s, et al

O course,
el ements nay consunme nore energy than today’'s conventiona

one can argue that specific |ICN network
net wor k
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equi prrent due to the potentially higher energy demands for naned-data
processing en route. On bal ance, however, ICN introduces an
architectural approach that may conpensate on the whol e and can even
achi eve higher energy efficiency rates when conpared to the host-
centric paradi gm

We el aborate on the energy efficiency potential of |ICN based on three
categories of ICN characteristics. Nanely, we point out that a) |ICN
does not rely solely on end-to-end comuni cation, b) ICN enables

ubi qui tous caching, and c) ICN brings awareness of user requests (as
wel |l as their corresponding responses) at the network |ayer thus
permitting network el enments to better schedule their transmn ssion
patterns.

First, ICN does not mandate perpetual end-to-end comunication, which
i ntroduces a whol e range of energy consunption inefficiencies due to
the extensive signaling, especially in the case of nobile and

wi rel essly connected devices. This opens up new opportunities for
acconmodat i ng sporadically connected nodes and coul d be one of the
keys to an order-of-nagni tude decrease in energy consunption comnpared
to the potential contributions of other technol ogical advances. For
exanpl e, web applications often need to maintain state at both ends
of a connection in order to verify that the authenticated peer is up
and running. This introduces keep-alive tinmers and polling behavior
with a high toll on energy consunption. Pentikousis [EEMN] discusses
several related scenarios and expl ains why the current host-centric
par adi gm whi ch enpl oys perpetual end-to-end connections, introduces
built-in energy inefficiencies, and argues that patches to nake
currently depl oyed protocols energy-aware cannot provide for an
order-of -magni tude i ncrease in energy efficiency.

Second, ICN network el enents conme with built-in caching capabilities,
which is often referred to as "ubi quitous caching”. Pushing data

obj ects to caches closer to end-user devices, for exanple, could
significantly reduce the anmount of transit traffic in the core

net wor k, thereby reducing the energy used for data transport. Quan
et al. [EECCN] study the energy efficiency of a CCNx architecture
(based on their proposed energy nodel) and conpare it with

conventi onal content dissem nation systens such as CDNs and P2P
Their nodel is based on the analysis of the topological structure and
the average hop length fromall consuners to the nearest cache

|l ocation. Their results show that an information-centric approach
can be nore energy efficient in delivering popular and small-size
content. In particular, they also note that different network-

el ement design choices (e.g., the optical bypass approach) can be
nore energy efficient in delivering infrequently accessed content.
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Lee et al. [EECD] investigate the energy efficiency of various

net wor k devi ces depl oyed in access, netro, and core networks for both
CDNs and ICN. They use trace-based sinulations to show that an ICN
approach can substantially inprove the network energy efficiency for
content dissemnation nmainly due to the reduction in the nunber of
hops required to obtain a data object, which can be served by
intermedi ate nodes in ICN. They al so enphasi ze that the inpact of
cache placenent (in increnental deploynent scenarios) and

| ocal / cooperative content repl acenent strategies needs to be
carefully investigated in order to better quantify the energy
efficiencies arising fromadopting an | CN paradi gm

Third, ICN elenents are aware of the user request and its
correspondi ng data response; due to the nature of name-based routing,
they can enpl oy power consunption optim zation processes for
determning their transm ssion schedul e or powering down inactive
network interfaces. For exanple, network coding [NCICN] or adaptive
vi deo streaning [ COAST] can be used in individual |ICN el enents so
that redundant transmi ssions, possibly passing through internmediary
net wor ks, could be significantly reduced, thereby saving energy by
avoi ding carrying redundant traffic.

Al ternatively, approaches that aimto sinplify routers, such as

[ PURSU T], could al so reduce energy consunption by pushing routing
decisions to a nmore energy-efficient entity. Along these lines, Ko
et al. [ICNDC] design a data center network architecture based on ICN
principles and decouple the router control-plane and dat a-pl ane
functionalities. Thus, data forwarding is perfornmed by sinplified
network entities, while the conplicated routing conputation is
carried out in nmore energy-efficient data centers.

To summari ze, energy efficiency has been discussed in I CN eval uation
studi es, but nost published work is prelimnary in nature. Thus, we
suggest that nore work is needed in this front. Evaluating energy
efficiency does not require the definition of new scenarios or
basel i ne topol ogi es, but does require the establishnent of clear

gui delines so that different |ICN approaches can be conpared not only
interms of scalability, for exanple, but also in ternms of power
consunpt i on.

3.3. Operation across Multiple Network Paradi gns

Today the overwhelming majority of networks are integrated with the
wel | -connected Internet with IP at the "waist" of the technol ogy
hour gl ass. However, there is a | arge anount of ongoing research into
alternative paradigns that can cope with conditions other than the
standard set assuned by the Internet. Perhaps the nbst advanced of
these is Delay- and Disruption-Tolerant Networking (DTN). DTN is
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consi dered as one of the scenarios for the deployment in Section 2.7,
but here we consider how ICN can operate in an integrated network
that has essentially disjoint "domains" (a highly overl oaded term)
or regions that use different network paradi gns and technol ogi es, but
with gateways that allow interoperation.

I CN operates in ternms of nanmed data objects so that requests and
deliveries of information objects can be independent of the
net wor ki ng paradi gm Sone researchers have contenpl ated sone form of
I CN beconing the new wai st of the hourglass as the basis of a future
reincarnation of the Internet, e.g., [ArgiCN], but there are a large
number of problems to resolve, including authorization, access
control, and transactional operation for applications such as

banki ng, before some formof |ICN can be considered as ready to take
over fromIP as the dom nant networking technology. In the nmeantine,
ICN architectures will operate in conjunction with existing network
technol ogi es as an overlay or in cooperation with the |ower |ayers of
the "native" technol ogy.

It seems likely that as the reach of the "Internet" is extended,

ot her technol ogi es such as DIN will be needed to handl e scenari os
such as space comuni cations where inherent delays are too large for
TCP/ 1P to cope with effectively. Thus, denonstrating that |ICN
architectures can work effectively in and across the boundari es of
di fferent networking technologies will be inportant.

The NetlInf architecture, in particular, targets the inter-domain
scenario by the use of a convergence-layer architecture [ SAlL-B3],
and Publ i sh-Subscribe Internet Routing Paradi gm (PSI RP) and/or
Publ i sh- Subscri be Internet Technol ogy (PURSUI T) is envisaged as a
candi date for an IP replacement.

The key itens for evaluation over and above the satisfactory
operation of the architecture in each constituent domain will be to
ensure that requests and responses can be carried across the network
boundari es with adequate perfornmance and do not cause nal functions in
applications or infrastructure because of the differing
characteristics of the gatewayed domains.

4.  Summary

Thi s docunent presents a wi de range of different application areas in
whi ch the use of information-centric network designs have been
evaluated in the peer-reviewed literature. Evidently, this broad
range of scenarios illustrates the capability of ICNto potentially
address today's problens in an alternative and better way than host-
centric approaches as well as to point to future scenarios where | CN
may be applicable. W believe that by putting different |ICN systens
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to the test in diverse application areas, the conmunity will be
better equipped to judge the potential of a given ICN proposal and
theref ore subsequently invest nmore effort in developing it further
It is worth noting that this docunent collected different kinds of
considerations, as a result of our ongoing survey of the literature
and the discussion within I CNRG which we believe would have

ot herwi se remai ned unnoticed in the wider cormunity. As a result, we
expect that this document can assist in fostering the applicability
and future depl oynent of |ICN over a broader set of operations, as
wel | as possibly influencing and enhanci ng the base | CN proposal s
that are currently avail able and possibly assist in defining new
scenari os where | CN woul d be applicabl e.

We conclude this docunent with a brief summary of the eval uation
aspects we have seen across a range of scenari os.

The scalability of different mechanisns in an I CN architecture stands
out as an inportant concern (cf. Sections 2.1, 2.2, 2.5, 2.6, 2.8,
2.9, and 3.1) as does network, resource, and energy efficiency (cf.
Sections 2.1, 2.3, 2.4, 3.1, and 3.2). C(Operational aspects such as
net wor k pl ani ng, manageability, reduced conplexity and overhead (cf.
Sections 2.2, 2.3, 2.4, 2.8, and 3.1) should not be neglected
especially as ICN architectures are evaluated with respect to their
potential for deploynent in the real world. Accordingly, further
research in econom c aspects as well as in the conmmunication

comput ation, and storage tradeoffs entailed in each ICN architecture
i s needed.

Wth respect to purely technical requirenents, support for mnulticast,
mobility, and caching lie at the core of many scenarios (cf. Sections
2.1, 2.3, 2.5, and 2.6). ICN nust also be able to cope when the

I nternet expands to incorporate additional network paradignms (cf.
Section 3.3). W have also seen that being able to address stringent
QS requirenents and increase reliability and resilience should al so
be eval uated foll owing well-established nmethods (cf. Sections 2.2,
2.8, and 2.9).

Finally, we note that new applications that significantly inprove the
end- user experience and forge a mgration path fromtoday' s host-
centric paradigmcould be the key to a sustai ned and increasing
depl oynent of the ICN paradigmin the real world (cf. Sections 2.2,
2.3, 2.6, 2.8, and 2.9).

5. Security Considerations

Thi s docunent does not inpact the security of the Internet.
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