I nternet Engi neering Task Force (IETF)

Request for Comments: 7474
Updat es: 2328, 5709
Cat egory: Standards Track

M Bhati a

| onos Net wor ks

S. Hartman
Pai nl ess Security

| SSN: 2070-1721 D. Zhang
Huawei Technol ogi es Co., Ltd.

A. Lindem Ed.

Ci sco

April 2015

Security Extension for OSPFv2 When Usi ng Manual Key Managenent
Abst r act

The current OSPFv2 cryptographic authentication mechani smas defined
in RFCs 2328 and 5709 is vulnerable to both inter-session and intra-
session replay attacks when using manual keying. Additionally, the
exi sting cryptographi c authentication nmechani sm does not cover the IP
header. This omi ssion can be exploited to carry out various types of
attacks.

Thi s docunent defines changes to the authentication sequence numnber
mechanismthat will protect OSPFv2 from both inter-session and intra-
session replay attacks when using manual keys for securing OSPFv2
protocol packets. Additionally, we also describe some changes in the
crypt ographi ¢ hash conmputation that will elimnate attacks resulting
from OSPFv2 not protecting the | P header.

Status of This Meno
This is an Internet Standards Track docunent.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF conmmunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://www. rfc-editor.org/info/rfc7474
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1. Introduction

The OSPFv2 cryptographic authenticati on nechani smas described in

[ RFC2328] uses per-packet sequence nunbers to provide protection
agai nst replay attacks. The sequence nunbers increase nonotonically
so that attenpts to replay stale packets can be thwarted. The
sequence nunber val ues are maintained as a part of neighbor adjacency
state. Therefore, if an adjacency is taken down, the associ ated
sequence nunbers get reinitialized and nei ghbor adjacency formation
starts over again. Additionally, the cryptographic authentication
mechani sm does not specify howto deal with the rollover of a
sequence nunber when its value waps. These onissions can be
exploited by attackers to inplement various replay attacks
([RFC6039]). In order to address these issues, we define extensions
to the authentication sequence number mechani sm

The cryptographi ¢ authentication as described in [RFC2328] and | ater
updated in [ RFC5709] does not include the I P header. This omni ssion
can be exploited to | aunch several attacks as the source address in
the I P header is not protected. The OSPF specification, for

br oadcast and NBMA ( Non- Broadcast Milti-Access) networks, requires

i npl ementations to use the source address in the I P header to
determ ne the nei ghbor fromwhich the packet was received. Changing
the I P source address of a packet to a conflicting |IP address can be
expl oited to produce a nunber of denial-of-service attacks [ RFC6039].
If the packet is interpreted as coning froma different neighbor, the
recei ved sequence nunber state for that neighbor may be incorrectly
updated. This attack may di srupt conmunication with a legitimte

nei ghbor. Hello packets may be reflected to cause a nei ghbor to
appear to have one-way conmuni cation. Additionally, Database
Description packets may be reflected in cases where the per-packet
sequence nunbers are sufficiently divergent in order to disrupt an
adj acency [RFC6863]. This is the IP-layer issue described in point
18 in Section 4 of [RFC6862].

[ RFC2328] states that inplementations MIST of fer keyed MD5
authentication. It is likely that this will be deprecated in favor
of the stronger algorithms described in [ RFC5709] and required in

[ RFC6094] .

Thi s docunent defines a few sinple changes to the cryptographic

aut henti cation mechanism as currently described in [RFC5709], to
prevent such | P-1ayer attacks.
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1.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

When used in | owercase, these words convey their typical use in
common | anguage, and are not to be interpreted as described in RFC
2119 [ RFC2119].

2. Replay Protection Using Extended Sequence Nunbers

In order to provide replay protection against both inter-session and
intra-session replay attacks, the OSPFv2 sequence nunber is expanded
to 64 bits with the least significant 32-bit value containing a
strictly increasing sequence nunber and the nost significant 32-bit
val ue containing the boot count. OSPFv2 inplenentations are required
to retain the boot count in non-volatile storage for the depl oynent
life of the OSPF router. The requirenment to preserve the boot count
is also placed on SNVWP agents by the SNMPv3 security architecture
(refer to snnpEngi neBoots in Section 2.2 of [RFC3414])

Since there is no roomin the OSPFv2 packet for a 64-bit sequence
number, it will occupy the 8 octets follow ng the OSPFv2 packet and
MUST be included when cal cul ating the OSPFv2 packet digest. These
additional 8 octets are not included in the OSPFv2 packet header

I ength but are included in the OSPFv2 header Authentication Data

| ength and the |1 Pv4 packet header |ength.

The | ower-order 32-bit sequence number MJST be increnented for every
OSPF packet sent by the OSPF router. Upon reception, the sequence
nunber MJUST be greater than the sequence nunber in the |ast OSPF
packet of that type accepted fromthe sendi ng OSPF nei ghbor

O herwi se, the OSPF packet is considered a replayed packet and
dropped. COSPF packets of different types may arrive out of order if
they are prioritized as recomended in [ RFC4222].

OSPF routers inmplementing this specification MIST use avail able
mechani sms to preserve the sequence nunber’s strictly increasing
property for the deployed life of the OSPFv2 router (including cold
restarts). This is achieved by naintaining a boot count in non-

vol atile storage and incrementing it each tine the OSPF router |oses
its prior sequence nunber state. The SNWMPv3 snnpEngi neBoots vari abl e
[ RFC3414] MAY be used for this purpose. However, maintaining a
separate boot count solely for OSPF sequence nunbers has the

advant age of decoupling SNVP reinitialization and OSPF
reinitialization. Aso, in the rare event that the | ower-order
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32-bit sequence nunber waps, the boot count can be increnented to
preserve the strictly increasing property of the aggregate sequence
nunber. Hence, a separate OSPF boot count is RECOMVENDED.

3. OSPF Packet Extensions

The OSPF packet header includes an authentication type field, and 64
bits of data for use by the appropriate authentication schene
(determned by the type field). Authentication types 0, 1, and 2 are
defined [ RFC2328]. This section defines Authentication type 3.

When using this authentication scheme, the 64-bit Authentication
field (as defined in Appendix D. 3 of [RFC2328]) in the OSPF packet
header (as defined in Appendix A 3.1 of [RFC2328] and [RFC6549]) is
changed as shown in Figure 1. The sequence nunber is renoved and the
Key IDis extended to 32 bits and noved to the former position of the
sequence nunber.

Additionally, the 64-bit sequence nunber is noved to the first 64
bits follow ng the OSPFv2 packet and is protected by the

aut hentication digest. These additional 64 bits or 8 octets are
included in the I P header | ength but not the OSPF header packet

| engt h.

Finally, the O field at the start of the OSPFv2 header authentication
is extended from16 bits to 24 bits.
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4.
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Fi gure 1: Extended Sequence Number Packet Extensions

OSPF Packet Key Sel ection

This section describes how this security solution selects |long-1lived
keys fromkey tables. [RFC7210]. |In this context, we are selecting
the key and correspondi ng Security Association (SA) as defined in
Section 3.2 of [RFC5709]. Cenerally, a key used for OSPFv2 packet
aut henti cation should satisfy the foll ow ng requirenents:

(o]

For packet transm ssion, the key validity interval as defined by
SendLi feti neStart and SendLifeti meEnd nust include the current
time.

For packet reception, the key validity interval as defined by
AcceptLifetinmeStart and AcceptlLifetimeEnd nust include the current
time.
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0 The key must be valid for the desired security algorithm

In the remai nder of this section, additional requirenents for keys
are enunerated for different scenarios.

4.1. Key Selection for Unicast OSPF Packet Transm ssion

Assume that a router RL tries to send a unicast OSPF packet fromits
interface 11 to the interface 12 of a renote router R2 using security
protocol P via interface |l at time T. First, consider the
circunmstances where RL and R2 are not connected with a virtual |ink
R1 then needs to select a long-lived symetric key fromits key
table. Because the key should be shared by both Rl and R2 to protect
the conmuni cation between |1 and 12, the key should satisfy the

foll owi ng requirements:

0 The Peers field contains the area ID or, if no key containing the
area IDis present, the string "all"

o The Direction field is either "out" or "both".

o The Interfaces field matches 11 or "al

o If nmultiple keys match the Interface field, keys that explicitly
match |1 shoul d be preferred over keys matching "all". [If there
are still multiple keys that match, the key with the nost recent
SendLifetinmeStart will be selected. This will facilitate gracefu
key roll over.

0o The Key IDfield in the OSPFv2 header (refer to Figure 1) will be
set to the selected key's Local KeyNane.

VWhen Rl and R2 are connected to a virtual link, the Peers field nust
identify the virtual endpoint rather than the virtual link. Since
there may be virtual links to the sane router, the transit area ID

must be part of the identifier. Hence, the key should satisfy the
foll owi ng requirenents:

o0 The Peers field includes both the virtual endpoint’s OSPF router
ID and the transit area ID for the virtual link in the formof the
transit area ID, followed by a colon, followed by the router ID.

If no such key exists, then a key with the Peers field set to the
transit area IDis used, followed by a key with the Peers field
set to "all".

o0 The Interfaces field is not used for key selection on virtua
I'i nks.
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4. 2.

4. 3.

Bha

o The Direction field is either "out" or "both".

o If nmultiple keys match the Peers field, keys that explicitly match
the router 1D should be preferred, followed by keys with a transit
area specified, followed by keys with the Peers field set to
"all". If there are still nmultiple keys that match, the key with
the nost recent SendLifetimeStart will be selected. This wll
facilitate graceful key rollover.

o0 The Key IDfield in the OSPFv2 header (refer to Figure 1) will be
set to the selected key's Local KeyNane.

Key Selection for Milticast OSPF Packet Transmni ssion

If a router RL sends an OSPF packet fromits interface 11 to a
mul ticast address (i.e., Al SPFRouters or AllDRouters), it needs to
sel ect a key according to the followi ng requirenents:

o First, try a key with the Peers field containing the area IDto
which the interface belongs. |If no key exists, try a key with the
Peers field "all™

o0 The Interfaces field matches the interface over which the packet
is sent or "all".

0 The Direction field is either "out" or "both".

o If multiple keys match the Interface field, keys that explicitly
match |1 shoul d be preferred over keys matching "all". |[If there
are still multiple keys that match, the key with the nost resent
SendLifetinmeStart will be selected. This will facilitate gracefu

key roll over.

o0 The Key IDfield in the OSPFv2 header (refer to Figure 1) will be
set to the selected key's Local KeyNane.

Key Sel ection for OSPF Packet Reception

When crypt ographic authentication is used, the ID of the

aut hentication key is included in the authentication field of the
OSPF packet header. Using this Key ID, it is straight forward for a
receiver to |ocate the corresponding key. The sinple requirenents
are:

o The interface on which the key was received is associated with the
key's interface.
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5.

0 The Key ID obtained fromthe OSPFv2 packet header corresponds to
the nei ghbor’s PeerKeyNane. Since OSPFv2 keys are symretric, the
Local KeyNane and Peer KeyNane for OSPFv2 keys will be identical
Hence, the Key IDw Il be used to select the correct |ocal key.

o The Direction field is either "in" or "both".
o The Peers field matches as described in Sections Section 4.1 and

Section 4. 2.
Securing the | P Header

Thi s document updates the definition of the Apad constant, as it is
defined in [RFC5709], to include the I P source address fromthe IP
header of the OSPFv2 protocol packet. The overall cryptographic
aut henti cation process defined in [ RFC5709] remains unchanged. To
reduce the potential for confusion, this section ninimzes the
repetition of text from RFC 5709 [ RFC5709]. The changes are:

RFC 5709, Section 3.3 describes how the cryptographi c authentication
must be conmputed. In RFC 5709, the First-Hash includes the OSPF
packet and Authentication Trailer. Wth this specification, the
64-bit sequence nunber will be included in the First-Hash along with
the Authentication Trailer and OSPF packet.

RFC 5709, Section 3.3 also requires the OSPFv2 packet’s

Aut hentication Trailer (which is the appendage described in RFC 2328,
Appendi x D. 4.3, page 233, itens (6)(a) and (6)(d)) to be filled with
the value Apad. Apad is a hexadeci mal constant with the val ue
Ox878FELF3 repeated (L/4) times, where L is the length of the hash
bei ng used and is nmeasured in octets rather than bits.

OSPF routers sendi ng OSPF packets must initialize the first 4 octets
of Apad to the value of the I P source address that woul d be used when
sendi ng the OSPFv2 packet. The renmi nder of Apad will contain the
val ue Ox878FEL1F3 repeated (L - 4)/4 times, where L is the |ength of
the hash, measured in octets. The basic idea is to incorporate the

I P source address fromthe I P header in the cryptographic

aut henti cation conputation so that any change of |IP source address in
a replayed packet can be detected.

When an OSPF packet is received, inplenmentations MJST initialize the
first 4 octets of Apad to the I P source address fromthe | P header of
the incom ng OSPFv2 packet. The remainder of Apad will contain the
val ue Ox878FE1F3 repeated (L - 4)/4 times, where L is the |length of
the hash, measured in octets. Besides changing the value of Apad,
this docunment does not introduce any other changes to the

aut henti cati on mechani sm described in [RFC5709]. This would prevent
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all attacks where a rogue OSPF router changes the | P source address
of an OSPFv2 packet and replays it on the same multi-access interface
or another interface since the |IP source address is now included in
the cryptographi c hash conputation and nodification would result in
the OSPFv2 packet being dropped due to an authentication failure.

6. Mtigating Cross-Protocol Attacks

In order to prevent cross-protocol replay attacks for protocols
shari ng common keys, the two-octet OSPFv2 Cryptographic Protocol ID
i s appended to the authentication key prior to use. Refer to the

I ANA Consi derations (Section 9).

[ RFC5709], Section 3.3 describes the mechanismto prepare the key
used in the hash conputation. This docunment updates the text under
"(1) PREPARATI ON OF KEY" as foll ows:

The OSPFv2 Cryptographic Protocol IDis appended to the

Aut hentication Key (K) yielding a Protocol -Specific Authentication
Key (Ks). In this application, Ko is always L octets long. Wile
[ RFC2104] supports a key that is up to B octets long, this
application uses L as the Ks length consistent with [ RFC4822],

[ RFC5310], and [ RFC5709]. According to [FIPS-198], Section 3,
keys greater than L octets do not significantly increase the
function strength. Ks is conputed as follows:

If the Protocol-Specific Authentication Key (Ks) is L octets |ong,
then Ko is equal to Ks. |If the Protocol-Specific Authentication
Key (Ks) is nmore than L octets long, then Ko is set to H(Ks). If
the Protocol - Specific Authentication Key (Ks) is less than L
octets long, then Ko is set to the Protocol -Specific

Aut hentication Key (Ks) with zeros appended to the end of the

Pr ot ocol - Specific Authentication Key (Ks) such that Ko is L octets
| ong.

Once the cryptographic key (Ko) used with the hash algorithmis
derived, the rest of the authentication mechani smdescribed in

[ RFC5709] remai ns unchanged ot her than one detail that was
unspecified. Wen XORi ng Ko and | pad of Opad, Ko MJST be padded with
zeros to the length of Ipad or Opad. 1t is expected that

i mpl ementations of [RFC5709] performthis padding inplicitly.
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7

Backward Conmpatibility

This security extension uses a new authentication type, AuType in the
OSPFv2 header (refer to Figure 1). Wen an OSPFv2 packet is received
and the AuType doesn’'t match the configured authentication type for
the interface, the OSPFv2 packet will be dropped as specified in RFC
2328 [RFC2328]. This guarantees backward-conpati bl e behavi or

consi stent with any other authentication type m smatch.

Security Considerations

Thi s docunent rectifies the manual key managenent procedure that
currently exists within OSPFv2, as part of Phase 1 of the KARP
Worki ng Group. Therefore, only the OSPFv2 manual key managenent
mechani smis considered. Any solution that takes advantage of the
aut omati ¢ key managenment nechani smis beyond the scope of this
docunent .

The described sequence nunber extension offers nost of the benefits
of more conplicated nmechani snms without their attendant chall enges.
There are, however, a couple drawbacks to this approach. First, it
requires the OSPF inplenentation to be able to save its boot count in
non-vol atile storage. |If the non-volatile storage is ever repaired
or upgraded such that the contents are lost or the OSPFv2 router is
repl aced, the authentication keys MIST be changed to prevent replay
att acks.

Second, if a router is taken out of service conpletely (either
intentionally or due to a persistent failure), the potential exists
for reestablishment of an OSPFv2 adjacency by replaying the entire
OSPFv2 session establishment. However, this scenario is extrenely
unlikely, since it would inmply an identical OSPFv2 adjacency
formati on packet exchange. Wthout adjacency formation, the replay
of OSPFv2 hell o packets alone for an OSPFv2 router that has been
taken out of service should not result in any serious attack, as the
only consequence is superfluous processing. O course, this attack
could al so be thwarted by changing the rel evant nmanual keys.

Thi s docunent al so provides a solution to prevent certain denial-of-
service attacks that can be | aunched by changi ng the source address
in the | P header of an OSPFv2 protocol packet.

Using a single crypto sequence number can | eave the router vul nerable
to a replay attack where it uses the sane source |P address on two

di fferent point-to-point unnunbered links. |In such environnents
where an attacker can actively tap the point-to-point links, it's
recomended that the user enploy different keys on each of those
unnunbered | P interfaces.
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9.

10.

10.

10.

| ANA Consi der ati ons

Thi s docunent registers a new code point fromthe "OSPF Shortest Path
First (OSPF) Authentication Codes" registry:

0 3 - Cryptographic Authentication with Extended Sequence Nunbers.

Thi s docunent al so registers a new code point fromthe
"Aut hentication Cryptographic Protocol ID" registry defined under
"Keyi ng and Authentication for Routing Protocols (KARP) Paraneters":

o 3 - OSPFv2.
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