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Abst r act

In certain networks, such as, but not limted to, financia

i nformati on networks (e.g., stock market data providers), network
performance information (e.g., |ink propagation delay) is becomn ng
critical to data path selection

Thi s document describes comon extensions to RFC 3630 "Traffic

Engi neering (TE) Extensions to OSPF Version 2" and RFC 5329 "Traffic
Engi neeri ng Extensions to OSPF Version 3" to enabl e network
performance information to be distributed in a scalable fashion. The
information distributed using OSPF TE Metric Extensions can then be
used to nmake path sel ection decisions based on network perfornmance.

Note that this document only covers the nechani sns by which network
performance information is distributed. The mechani snms for measuring
net wor k performance information or using that information, once
distributed, are outside the scope of this docunent.

Status of This Meno
This is an Internet Standards Track docunent.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc7471
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1. Introduction

In certain networks, such as, but not limted to, financia

i nformati on networks (e.g., stock market data providers), network
performance information (e.g., |ink propagation delay) is becom ng as
critical to data path selection as other metrics.

Because of this, using netrics such as hop count or cost as routing
metrics is beconming only tangentially inportant. Rather, it would be
beneficial to be able to nake path sel ection deci si ons based on
networ k performance informati on (such as |ink propagation delay) in a
cost-effective and scal abl e way.

Thi s docunent describes extensions to OSPFv2 and OSPFv3 TE (hereafter
called "OSPF TE Metric Extensions"), that can be used to distribute
networ k performance information (viz link propagation delay, delay
variation, link |oss, residual bandw dth, avail able bandw dth, and
utilized bandw dth).

The data distributed by OSPF TE Metric Extensions is neant to be used

as part of the operation of the routing protocol (e.g., by replacing
cost with link propagation delay or considering bandwi dth as well as
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cost), by enhanci ng Constrained Shortest Path First (CSPF), or for
use by a PCE [ RFC4655] or an Application-Layer Traffic Optim zation
(ALTO) server [RFC7285]. Wth respect to CSPF, the data distributed
by OSPF TE Metric Extensions can be used to set up, fail over, and
fail back data paths using protocols such as RSVP-TE [ RFC3209].

Note that the mechani snms described in this docunent only distribute
networ k performance i nformation. The nethods for measuring that
information or acting on it once it is distributed are outside the
scope of this docunent. A nethod for measuring |oss and delay in an
MPLS network is described in [ RFC6374].

Wil e this docunment does not specify the method for neasuring network
performance information, any nmeasurenent of |ink propagati on del ay
SHOULD NOT vary significantly based upon the offered traffic |oad
and, hence, SHOULD NOT i ncl ude queuing delays. For a forwarding

adj acency (FA) [RFC4206], care nust be taken that neasurenment of the
I'ink propagation delay avoids significant queuing delay; this can be
acconplished in a variety of ways, e.g., neasuring with a traffic

cl ass that experiences mninmal queuing or summ ng the measured |ink
propagati on delay of the links on the FA s path.

2. Conventions Used in This Document

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

In this docurment, these words should convey that interpretation only
when in ALL CAPS. Lowercase uses of these words are not to be
interpreted as carrying this significance.

3. TE Metric Extensions to OSPF TE

Thi s docunent defines new OSPF TE sub-TLVs that are used to
distribute network performance information. The extensions in this
docunent build on the ones provided in OSPFv2 TE [ RFC3630] and OSPFv3
TE [ RFC5329] .

OSPFv2 TE Link State Advertisenents (LSAs) [ RFC3630] are opaque LSAs
[ RFC5250] with area flooding scope while OSPFv3 | ntra-Area- TE- LSAs
have their own LSA type, also with area floodi ng scope; both consi st
of a single TLV with one or nore nested sub-TLVs. The Link TLV is
common to both and describes the characteristics of a |ink between
OSPF nei ghbor s.
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Thi s docunent defines several additional sub-TLVs for the Link TLV:

Type Length Val ue

27 4 Uni directional Link Delay

28 8 M n/ Max Uni directional Link Del ay
29 4 Uni directional Delay Variation

30 4 Uni di rectional Link Loss

31 4 Uni di rectional Residual Bandwi dth
32 4 Uni di rectional Avail abl e Bandw dth
33 4 Unidirectional Utilized Bandw dth

As can be seen in the list above, the sub-TLVs described in this
docunent carry different types of network performance information.
Many (but not all) of the sub-TLVs include a bit called the Anomal ous
(or A bit. Wwen the Abit is clear (or when the sub-TLV does not
include an A bit), the sub-TLV describes steady state |ink
performance. This information could conceivably be used to construct
a steady state performance topology for initial tunnel path
computation, or to verify alternative failover paths.

When network performance viol ates configurable |ink-local thresholds
a sub-TLV with the A bit set is advertised. These sub-TLVs could be
used by the receiving node to determ ne whether to nove traffic to a
backup path or whether to calculate an entirely new path. From an
MPLS perspective, the intent of the A bit is to permt LSP ingress
nodes to:

A) Determ ne whether the link referenced in the sub-TLV affects any
of the LSPs for which it is ingress. |If there are, then:

B) The node determ nes whether those LSPs still meet end-to-end
performance objectives. |[If not, then:

C) The node coul d then conceivably nove affected traffic to a pre-

established protection LSP or establish a new LSP and pl ace the
traffic init.
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4.

4.

4.

4.

If link performance then inproves beyond a configurabl e nininum val ue
(reuse threshold), that sub-TLV can be re-advertised with the

Anonmal ous bit cleared. In this case, a receiving node can

concei vably do whatever re-optimzation (or failback) it w shes

(i ncl udi ng not hing).

The A bit was intentionally omtted fromsone sub-TLVs to help
mtigate oscillations. See Section 7.1 for nore information

Li nk del ay, delay variation, and link | oss MJST be encoded as
integers. Consistent with existing OSPF TE specifications [ RFC3630],
residual, available, and utilized bandwi dth MJST be encoded in | EEE
single precision floating point [IEEE754]. Link delay and del ay
variation MJST be in units of mcroseconds, link | oss MIST be a
percent age, and bandwi dth MJST be in units of bytes per second. Al
val ues (except residual bandw dth) MJST be calculated as rolling
averages where the averagi ng period MJST be a configurable period of
time. See Section 5 for nore information.

Sub-TLV Detail s
1. Unidirectional Link Delay Sub-TLV

Thi s sub-TLV advertises the average link delay between two directly
connect ed OSPF nei ghbors. The del ay advertised by this sub-TLV MJST
be the delay fromthe advertising node to its neighbor (i.e., the
forward path delay). The format of this sub-TLV is shown in the
fol |l owi ng di agram

+opR
+oN

3
1234567890123456789012345678901
e T T e T s s e T S S o S I T st sl e S

27 | 4 |
i T S S S T i T i I S I S S
Al RESERVED | Del ay I

0
0
+-
|

+-
I

I i I e I kN SR N SR SR
1.1. Type

Thi s sub-TLV has a type of 27.

1.2. Length

The length is 4.
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4.1.3. Anomal ous (A) Bit

This field represents the Anomal ous (A) bit. The A bit is set when

the nmeasured val ue of this paraneter exceeds its configured maxi mum

threshold. The A bit is cleared when the nmeasured value falls bel ow
its configured reuse threshold. |If the Abit is clear, the sub-TLV

represents steady state |ink performance.

4.1.4. Reserved

This field is reserved for future use. |t MJST be set to 0 when sent
and MJST be ignored when received.

4.1.5. Delay Val ue

This 24-bit field carries the average |ink delay over a configurable
interval in mcroseconds, encoded as an integer value. Wen set to
t he maxi mum val ue 16, 777,215 (16. 777215 sec), then the delay is at

| east that value, and it may be | arger

4.2. Mn/Max Unidirectional Link Delay Sub-TLV

Thi s sub-TLV advertises the m ni mum and naxi num del ay val ues between
two directly connected OSPF nei ghbors. The delay advertised by this
sub- TLV MJUST be the delay fromthe advertising node to its nei ghbor
(i.e., the forward path delay). The format of this sub-TLV is shown
in the foll ow ng di agram

+or

123456789 1234 6
T T e T S S e M S S S

28 |
s T S R i wH S S S S
RESERVED |

-+
T T

+
Al
+

RESERVED | Max De |
e T S S S e e i S S SR S S R L ok ¥

0
0
+
I
+
I
+
I
+
4.2.1. Type

Thi s sub-TLV has a type of 28.
4.2.2. Length

The length is 8.
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4.2.3. Anomal ous (A) Bit

This field represents the Anomal ous (A) bit. The A bit is set when
one or nore neasured val ues exceed a configured maxi num threshol d.
The A bit is cleared when the neasured value falls belowits
configured reuse threshold. |If the Abit is clear, the sub-TLV
represents steady state |ink performance.

4.2.4. Reserved

This field is reserved for future use. |t MJST be set to 0 when sent
and MJST be ignored when received.

4.2.5. Mn Del ay

This 24-bit field carries mninumneasured |ink delay value (in
m croseconds) over a configurable interval, encoded as an integer
val ue.

I mpl enent ati ons MAY al so permit the configuration of an offset val ue
(in mcroseconds) to be added to the measured delay value to
adverti se operator specific delay constraints.

When set to the maxi num val ue 16, 777, 215 (16. 777215 sec), then the
delay is at least that value, and it may be |arger

4.2.6. Reserved

This field is reserved for future use. |t MJST be set to 0 when sent
and MJST be ignored when received.

4.2.7. Max Del ay
This 24-bit field carries the maxi mum nmeasured |ink delay value (in
m croseconds) over a configurable interval, encoded as an integer
val ue.
I mpl enentati ons may al so permt the configuration of an offset val ue
(in mcroseconds) to be added to the measured delay value to
adverti se operator specific delay constraints.
It is possible for min delay and max delay to be the same val ue.
When the delay value is set to the maxi num val ue 16, 777, 215

(16. 777215 sec), then the delay is at |east that value, and it may be
| ar ger.
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4. 3.

4. 3.

4. 3.

4.3

4. 3.

4. 4.

G a

Uni directional Delay Variation Sub-TLV

Thi s sub-TLV advertises the average |ink delay variation between two
directly connected OSPF nei ghbors. The delay variation advertised by
this sub-TLV MJST be the delay fromthe advertising node to its

nei ghbor (i.e., the forward path delay variation). The format of
this sub-TLV is shown in the follow ng diagram

+ P
+OoR
+oN

234567 9 12345
B S L SR S R T

+ O w

8 6 789 123 56789 1
+- L ~up e S A i i S S
9 I

~+ b

+

2 I
T o e i e S e e b Tk ok T NI S S
RESERVED | Del ay Variation |
i T o T i e S S S i S e S

0
0
+-
I
+-
I
+-
1. Type

Thi s sub-TLV has a type of 29.
2. Length

The length is 4.

.3. Reserved

This field is reserved for future use. |t MJST be set to 0 when sent
and MUST be ignored when received.

4. Delay Variation

This 24-bit field carries the average |ink delay variation over a
configurable interval in mcroseconds, encoded as an integer val ue.
Wien set to O, it has not been neasured. Wen set to the maxi mum
val ue 16, 777,215 (16.777215 sec), then the delay is at |east that
value, and it may be | arger.

Uni di rectional Link Loss Sub-TLV

Thi s sub-TLV advertises the | oss (as a packet percentage) between two
directly connected OSPF neighbors. The link |oss advertised by this
sub- TLV MUST be the packet |oss fromthe advertising node to its

nei ghbor (i.e., the forward path loss). The format of this sub-TLV
is shown in the foll ow ng di agram
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+opRr

1234567
B T A S AR

+ ON

3
890123456789012345678901
s S S o S T sl chs s S S S S S S S S =
30 | 4 |
B i i S S i i S S i T SN NN S
Al RESERVED | Li nk Loss |

e T S S S T S S SR S s

+—+—+00

4.4.1. Type

This sub-TLV has a type of 30
4.4.2. Length

The length is 4.
4.4.3. Anonmal ous (A Bit

This field represents the Anomal ous (A) bit. The A bit is set when

the measured val ue of this parameter exceeds its configured maxi mum

threshold. The A bit is cleared when the neasured value falls bel ow
its configured reuse threshold. |If the Abit is clear, the sub-TLV

represents steady state |ink performance.

4.4.4. Reserved

This field is reserved for future use. |t MJST be set to 0 when sent
and MUST be ignored when received.

4.4.5, Li nk Loss

This 24-bit field carries link packet |oss as a percentage of the
total traffic sent over a configurable interval. The basic unit is
0. 000003% where (2724 - 2) is 50.331642% This value is the highest
packet | oss percentage that can be expressed (the assunption being
that precision is nore inportant on high speed links than the ability
to advertise loss rates greater than this, and that high speed links
with over 50% 1 oss are unusable). Therefore, measured val ues that
are larger than the field maxi num SHOULD be encoded as the nmaxi mum
val ue.

4.5. Unidirectional Residual Bandw dth Sub-TLV
This sub-TLV advertises the residual bandw dth between two directly
connect ed OSPF nei ghbors. The residual bandw dth advertised by this

sub- TLV MUST be the residual bandwi dth fromthe advertising node to
its nei ghbor.
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The format of this sub-TLV is shown in the foll owi ng di agram

+or

1234567 9
S

+ ON

3
8 12345 789 12345678901
+- B S s i e S
31 4
T o e i e S e e b Tk ok T NI S S
Resi dual Bandwi dt h |

I T S T i S S e I A ST S A S S S S S

0
0 6
+- +- +
I I I
+-

I

+-

4.5.1. Type

Thi s sub-TLV has a type of 31.
4.5.2. Length

The length is 4.
4.5.3. Residual Bandwi dth

This field carries the residual bandwi dth on a |ink, forwarding

adj acency [ RFC4206], or bundled link in | EEE floating point fornmat
with units of bytes per second. For a link or forwardi ng adjacency,
residual bandwi dth is defined to be Maxi mum Bandwi dt h [ RFC3630] mi nus
the bandwi dth currently allocated to RSVP-TE LSPs. For a bundl ed
l'ink, residual bandwi dth is defined to be the sum of the conponent
l'ink residual bandw dths.

The cal cul ation of Residual Bandwidth is different than that of
Unreserved Bandwi dth [ RFC3630]. Residual Bandw dth subtracts tunnel
reservations from Maxi mum Bandwi dth (i.e., the link capacity)

[ RFC3630] and provi des an aggregated renmai nder across priorities.
Unreserved Bandwi dth, on the other hand, is subtracted fromthe

Maxi mum Reservabl e Bandwi dt h (the bandwi dth that can theoretically be
reserved) and provides per priority remainders. Residual Bandw dth
and Unreserved Bandwi dth [ RFC3630] can be used concurrently, and each
has a separate use case (e.g., the former can be used for
applications |like Wighted ECVMP while the latter can be used for call
adm ssion control).

4.6. Unidirectional Avail able Bandw dth Sub-TLV

Thi s sub-TLV advertises the avail abl e bandwi dth between two directly
connect ed OSPF nei ghbors. The avail abl e bandwi dth advertised by this
sub- TLV MJUST be the avail abl e bandwi dth fromthe advertising node to
its neighbor. The format of this sub-TLV is shown in the foll ow ng
di agram
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+opRr

1234567
S S S SR

+ ON

3
9 12345 5678901
s T s T

0
0 8 6 78901234

+- +- ik s S I S S +
I 32 I 4 I
R e s T o T S R El ok i R e e S S e o o s
| Avai | abl e Bandwi dt h |
R e o T T e S S T ol S i T S s ik i I S I S S R S R

4.6.1. Type

Thi s sub-TLV has a type of 32.
4.6.2. Length

The length is 4.
4.6.3. Avail abl e Bandwi dth

This field carries the avail abl e bandwi dth on a |ink, forwarding

adj acency, or bundled link in IEEE floating point format with units
of bytes per second. For a link or forwarding adjacency, avail able
bandwi dth is defined to be residual bandwi dth (see Section 4.5) mnus
the nmeasured bandw dth used for the actual forwarding of non-RSVP-TE
LSP packets. For a bundled link, available bandwidth is defined to
be the sum of the conponent |ink avail abl e bandw dt hs.

4. 7. Unidirectional Utilized Bandw dth Sub-TLV

Thi s Sub-TLV advertises the bandwi dth utilization between two
directly connected OSPF nei ghbors. The bandwi dth utilization
advertised by this sub-TLV MJUST be the bandwi dth fromthe advertising
node to its neighbor. The format of this Sub-TLV is shown in the
foll owi ng di agram

+or
+onN

3
123456789 1234567189 12345678901
T S S e T i S S T S S S e e I S S e o
33 | 4 |
T S S S e s o

Utilized Bandwi dth |

0
0
+-
+-
T T S i i S DU S A S R T o T

4.7.1. Type

Thi s sub-TLV has a type of 33.
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4.7.2. Length
The length is 4.
4.7.3. Uilized Bandwi dth

This field carries the bandwi dth utilization on a link, forwarding
adj acency, or bundled link in I EEE floating-point format with units
of bytes per second. For a link or forwarding adjacency, bandw dth
utilization represents the actual utilization of the link (i.e., as
nmeasured by the advertising node). For a bundled |ink, bandw dth
utilization is defined to be the sumof the conponent |ink bandw dth
utilizations.

5. Announcenent Thresholds and Filters

The val ues advertised in all sub-TLVs (except m n/mx delay and

resi dual bandwi dth) MJST represent an average over a period or be
obtained by a filter that is reasonably representative of an average.
For exanple, a rolling average is one such filter.

M n and nax del ay MAY be the | owest and/or highest neasured val ue
over a measurenent interval or MAY make use of a filter, or other
technique, to obtain a reasonable representation of a min and max
val ue representative of the interval with conpensation for outliers.

The neasurenent interval, any filter coefficients, and any
advertisenent intervals MJST be configurable for each sub-TLV.

In addition to the neasurenent intervals governing re-advertisenent,
i mpl ement ati ons SHOULD provi de for each sub-TLV confi gurabl e
accel erated advertisenent thresholds, such that:

1. If the neasured paraneter falls outside a configured upper bound
for all but the min delay netric (or |ower bound for mn delay
metric only) and the advertised sub-TLV is not already outside
t hat bound, or

2. If the difference between the | ast adverti sed val ue and current
nmeasur ed val ue exceed a configured threshold, then

3. The advertisenent is rmade inmediately.
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4. For sub-TLVs, which include an A bit (except m n/max del ay), an
addi tional threshold SHOULD be included corresponding to the
threshol d for which the performance is considered anomal ous (and
sub-TLVs with the A bit are sent). The A bit is cleared when the
sub-TLV' s performance has been bel ow (or re-crosses) this
threshold for an advertisenent interval(s) to permit fail back

To prevent oscillations, only the high threshold or the | ow threshold
(but not both) may be used to trigger any given sub-TLV that supports
bot h.

Addi tionally, once outside of the bounds of the threshold, any re-
advertisement of a measurenent within the bounds woul d remnain
governed solely by the measurenent interval for that sub-TLW.

6. Announcenent Suppression

When |ink performance val ues change by snall anounts that fall under
threshol ds that woul d cause the announcenent of a sub-TLV,

i mpl ement ati ons SHOULD suppress sub-TLV re-adverti sement and/or

| engthen the period within which they are refreshed.

Only the accel erated adverti senent threshold nmechani sm described in
Section 5 may shorten the re-advertisenent interval

Al'l suppression and re-advertisenent interval back-off timer features
SHOULD be confi gurabl e.

7. Network Stability and Announcenent Periodicity

Sections 5 and 6 provide configurable nechani sns to bound the nunber
of re-advertisements. Instability m ght occur in very |arge networks
i f measurenent intervals are set | ow enough to overwhel mthe
processing of flooded information at some of the routers in the

topol ogy. Therefore, care should be taken in setting these val ues.

Additionally, the default measurenent interval for all sub-TLVs
shoul d be 30 seconds.

Announcenents nust also be able to be throttled using configurable
inter-update throttle tinmers. The m ni mum announcenent periodicity
is 1 announcenent per second. The default value should be set to 120
seconds.

I mpl enent ati ons should not permt the inter-update timer to be | ower
than the neasurement interval

G acal one, et al. St andards Track [ Page 14]



RFC 7471 OSPF TE Metric Extensions March 2015

10.

11.

Furthernmore, it is recomended that any underlying perfornmance
measur enent nechani sns not include any significant buffer delay, any
significant buffer induced delay variation, or any significant |oss
due to buffer overflow or due to active queue nmanagenent.

Enabl i ng and Di sabling Sub-TLVs

I mpl enent ati ons MJUST nake it possible to individually enable or
di sabl e the advertisenment of each sub-TLV.

Static Metric Override

I mpl enent ati ons SHOULD pernmit the static configuration and/or manual
override of dynam c neasurenents for each sub-TLV in order to
simplify mgration and to mitigate scenari os where dynanmic

measur enents are not possible.

Conpatibility

As per [RFC3630], an unrecognized TLV should be silently ignored.
That is, it should not be processed but it should be included in LSAs
sent to OSPF nei ghbors.

Security Considerations

Thi s docunent does not introduce security issues beyond those

di scussed in [RFC3630]. OSPFv2 HMAC- SHA [ RFC5709] provi des
additional protection for OSPFv2. OSPFv3 | Psec [ RFC4552] and OSPFv3
Aut hentication Trailer [RFC7166] provide additional protection for
OSPFv3.

OSPF Keyi ng and Aut hentication for Routing Protocols (KARP) [RFC6863]
provi des an anal ysis of OSPFv2 and OSPFv3 routing security, and
OSPFv2 Security Extensions [ OSPFSEC] provides extensions designed to
address the identified gaps in COSPFv2.
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12. | ANA Consi derati ons

I ANA maintains the registry for the Link TLV sub-TLVs. For OSPF TE
Metric Extensions, one new type code for each sub-TLV defined in this
docunent has been registered, as follows:

Val ue Sub- TLV

27 Uni di rectional Link Delay

28 M n/ Max Uni directional Link Delay

29 Uni directional Delay Variation

30 Uni directional Link Loss

31 Uni di rectional Residual Bandw dth

32 Uni di rectional Avail abl e Bandwi dt h

33 Unidirectional Utilized Bandw dth
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