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Conveyi ng Vendor - Specific Constraints
in the Path Conmputation El erent Communi cati on Protoco

Abst ract

The Path Conputation El enent Communication Protocol (PCEP) is used to
convey path conputation requests and responses both between Path
Conputation Cients (PCCs) and Path Conputation El enents (PCEs) and
bet ween cooperating PCEs. |In PCEP, the path conputation requests
carry details of the constraints and objective functions that the PCC
wi shes the PCE to apply in its conputation.

Thi s docunent defines a facility to carry vendor-specific information
in PCEP using a dedi cated object and a new Type-Length-Val ue (TLV)
that can be carried in any PCEP object that supports TLVs.

Thi s docunent obsol etes RFC 7150. The only changes fromt hat
docunent are a clarification of the use of the new Type-Length-Val ue
and the allocation of a different code point for the VENDOR-

| NFORMATI ON obj ect .

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc7470
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(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
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1. Introduction

A Path Computation Element (PCE) is an entity (conponent,
application, or network node) that is capable of conputing a network
path or route based on a network graph and appl yi ng conputati ona
constraints. An architecture for the use of PCEs is defined in

[ RFC4655] .

The Path Conputation El enent Communication Protocol (PCEP) is defined
in [ RFC5440] to exchange path conputation requests and responses

bet ween Path Conputation Cients (PCCs) and PCEs. It is also used
bet ween cooperating PCEs.

Pat h conmput ati ons performed by a PCE depend on a set of constraints

i ndi cated by the PCC. These constraints include the endpoints of the
path to conpute (source and destination) and may include other sinple
constraints such as bandwi dth requirenents and netric maxi ma (for
exanmpl e, a maxi mumthreshold for the hop count or the Traffic

Engi neering (TE) nmetric of the conputed path).

The PCE al so needs to use an objective function to qualify the path
it selects as neeting the requirenents of the PCC. The PCE nmay have
a default objective function, but the PCC can al so indicate which

obj ective function it wants applied by placing an Objective Function
object in the path conmputation request nessage [ RFC5541]. A core set
of objective functions to be supported in PCEP nessages is defined in
the base PCEP requirenents [ RFC4657], and [ RFC5541] defines each of
these functions as an abstract formula.

The registry of codepoints used to indicate objective functions is
managed by | ANA and new assi gnnents can be made according to "I ETF
Revi ew' and "First Cone First Served" policies [RFC5226]. PCE

i npl ementati ons may al so choose to offer proprietary, vendor-specific
obj ective functions, and there is scope for this within the codepoint
registry created by [ RFC5541] using the codepoints that are flagged
as "Reserved for Private Use".

Proprietary objective functions may operate on non-standard
constraints or metrics. The PCEP METRI C Obj ect defined in [ RFC5440]
has scope for the definition of new, standardized netrics, but no
facility for the definition of vendor-specific netrics. At the sane
time, there is no mechanismin PCEP for carrying other, nore conplex,
vendor - speci fic infornmation.

Thi s docunent defines a new PCEP object, the Vendor |Information

obj ect that can be used to carry arbitrary, proprietary infornmation
such as vendor-specific constraints.
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1.

1.

Thi s docunment al so defines a new PCEP TLV, the VENDOR-| NFORMATI ON- TLV
that can be used to carry arbitrary information within any existing
or future PCEP object that supports TLVs.

It should be noted that by the very definition of "vendor-specific",
the inclusion of either a Vendor Information object or the VENDOR-

| NFORMATI ON-TLV inplies an inability to interoperate at a functiona
level with inplementations fromother vendors unless there is sone
cooper ation agreenent between vendors. Sections 2.1 and 3.1 discuss
backward conpatibility, which indicates how t hese protocol constructs
are handl ed by inplenmentations that do not support themat all, while
text in Sections 2 and 3 describe how i npl ementations handl e the
constructs if they understand them but do not support the enbedded
Enterpri se Nunber that indicates to which vendor the constructs

appl y.

When vendor-specific information is used by an inplenentation, the
vendor is encouraged to docunment the neaning of the information to
encourage w der use and inplenmentation. |In particular, when there is
more general interest in a vendor-specific extension, the vendor is
encouraged to bring it to the | ETF for standardization as a regul ar
protocol construct, thereby noving it out of the vendor-specific
space.

Thi s docunent obsol etes RFC 7150 [ RFC7150], meking two changes to
t hat docunent:

- Cdarification that the TLV is available for use in any PCEP object
(existing or future) that supports TLVs.

- The allocation of a different code point for the
VENDOR- | NFORMATI ON obj ect. This change becane necessary because
of an inadvertent clash with codepoints used in an Internet-Draft
that had been depl oyed without | ANA allocation. The PCE worKking
group has conducted a survey of inplenentations and depl oynents of
RFC 7150 and considers that this change is safe and does not harm
early inplenmenters of RFC 7150.

Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in

[ RFC2119] .

Zhang & Farrel St andards Track [ Page 4]



RFC 7470 Vendor - Specific Constraints in PCE March 2015

2. Procedures for the Vendor Information bject

A PCC that wants to convey proprietary or vendor-specific constraints
or netrics to a PCE does so by including a Vendor Information object
in the PCReq nmessage. The contents and format of the object are
described in Section 4, but it is inportant to note that the object

i ncludes an Enterprise Nunber that is a unique identifier of an
organi zation responsible for the definition of the content and
meani ng of the object.

A PCE that receives a PCReq nessage containing a Vendor |nfornation
obj ect MJST act according to the P flag in the object header. That
is, if the Pflag is set, the object will be treated as mandatory and
the request will either be processed using the contents of the object
or be rejected as defined in [ RFC5440] (see also Section 2.1). |If
the P flag is clear, then, as defined in [RFC5440], the object may be
used by the PCE or may be ignored. The PCC sets the P flag according
to how it wi shes the request to be processed.

The PCE determines howto interpret the information in the Vendor

I nformati on object by exami ning the Enterprise Nunber it contains.

An i npl enentation that supports the Vendor |nformation object, but
receives one carrying an Enterprise Nunber that it does not support
MJUST act according to the P flag in the object. That is, if the P
flag is set, the PCE MUST reject the PCReq as defined in [ RFC5440] by
sendi ng an Error nessage with Error-Type="Not supported Object" al ong
with the correspondi ng Vendor |nformation object.

The Vendor Information object is OPTIONAL in a PCReq nessage.

Mul tiple instances of the object MAY be used on a single PCReq
message, and each MJST be treated according to its P-bit setting.
Different instances of the object can have different Enterprise
Nunber s.

The object can be present in the PCReq nessage to enable it to apply
to a single path conputation request or to a set of synchronized
requests. This usage mirrors the usage of the Objective Function
obj ect [RFC5541]. Thus, the PCReq nessage based on [ RFC6006] is
encoded as follows using the syntax described in [ RFC5511].
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<PCReq Message> ::= <Common Header >
[ <svec_li st >]
<request-list>

wher e
<svec-list> ::= <SVEC
[ <OF>]
[ <GC]
[ <XRO>]

[<netric-list>]
[ <vendor-info-1ist>]
[ <svec-list>]

<netric-list> ::= <METRI C
[<metric-list>]

<vendor-info-list> ::= <VENDOR- | NFORVATI O\>
[ <vendor-info-1ist>]

<request-list> ::= <request>
[ <request-1list>]

<request> ::= <RP>
[ <vendor-info-1ist>]
<end-point-rro-pair-1list>
[ <LSPA>]
[ <BANDW DTH>]
[<netric-list>]

[ <OF>]
[ <RRO>]
[ <I RO>]
[ <LOAD- BALANCI NG>]
wher e
<end-point-rro-pair-list> ::= <END PO NTS>
[ <RRO Li st >]
[ <BANDW DTH>]
[ <vendor-info-1list>]
[ <end-point-rro-pair-Ilist>]
<RRO Li st> ::= <RRO> [ <BANDW DTH>] [ <RRO- Li st >]
<metric-list> ::= <METRIC> [<netric-list>]
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The Vendor Information object can be included in a PCRep nessage in
exactly the sane way as any ot her object as defined in [ RFC5440].
Thus, the PCRep is encoded as foll ows:

<PCRep Message> ::= <Common Header >
<r esponse>

<response> ::= <RP>
[ <vendor-info-1list>]
[ <end- poi nt-path-pair-1list>]
[ <NO- PATH>]
[<attribute-list>]

wher e:

<end-point-path-pair-list> ::=
[ <END- POl NTS>]
<pat h>
[ <vendor-info-1ist>]
[ <end- poi nt - pat h-pai r-1ist>]

<pat h> ::= (<ERC>| <SERO>) [ <pat h>]
<attribute-list> ::= [<OF>]
[ <LSPA>]

[ <BANDW DTH>]
[<netric-list>]
[ <I RO>]

2.1. Backward Conpatibility for the Vendor Infornmation Object

A legacy inplenmentation that does not recognize the Vendor
Informati on object will act according to the procedures set out in
[ RFC5440]. If the Pflag is set in the object, the nessage will be
rejected using a PCErr nessage with an Error Type of 3 ("Unknown

oject"). If the Pflag is not set, the object can safely be ignored

by the recipient.
3. Procedures for the Vendor Information TLV
The Vendor Information TLV can be used to carry vendor-specific

information that applies to a specific PCEP object by including the
TLV in the object.
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The PCE determines howto interpret the Vendor Information TLV by
exam ning the Enterprise Nunber it contains. |If the Enterprise
Nunber is unknown to the PCE, it MJST treat the Vendor Information
TLV as an unknown TLV and handle it as described in [RFC5440] (see
al so Section 3.1).

Further specifications are needed to define the position and mneaning
of the Vendor Information TLV for specific PCEP objects.

3.1. Backward Conpatibility
A |l egacy inplementation that does not recognize the Vendor
Information TLV in an object will act according to the procedures set
out in [RFC5440]. As described in Section 7.1 of [RFC5440],
unrecogni zed TLVs MJST be i gnored.

4. Protocol Elements

The Vendor Information object and TLV conformto the format for PCEP
obj ects and TLVs defined in [ RFC5440].

VENDOR- | NFORMATI ON Obj ect-C ass 34
VENDOR- | NFORMATI ON Obj ect - Type 1
VENDOR- | NFORMATI ON- TLV Type 7

The format of the VENDOR-| NFORMATI ON obj ect and the format of the
VENDOR- | NFORMATI ON- TLV are the sane and are as shown in Figure 1.

0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Ent erpri se Nunber |
i I i S s S S it SN DR SR SRS
~ Enterprise-Specific Information ~
e e I S e S S ik i S N SR S

Figure 1 : Format of the Vendor Information Object and TLV
Ent erpri se Nunber
A unique identifier of an organization encoded as a 32-bit

integer. Enterprise Nunbers are assigned by | ANA and nanaged
through an |1 ANA registry [ RFC2578].
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5.

5.

5.

Ent erpri se-Specific Information

The detailed enterprise-specific constraint information carried by
the object. The format and interpretation of this information is
a matter for the enterprise identified by the Enterprise Nunber.
Such formats and interpretation may be published by the enterprise
(possi bly through an Informati onal RFC or through comrerci al
docunentati on) so that PCCs or PCEs that are not part of the
organi zation can use the information.

| ANA Consi der ati ons

| ANA naintains a registry of PCEP paraneters called the "Path
Conput ati on El enent Protocol (PCEP) Nunbers".

1. New PCEP hject
| ANA had previously allocated the value 32 fromthe "PCEP Objects"
subregistry for use as the VENDOR-| NFORMATI ON obj ect. | ANA has

rel eased that value and marked it as "Unassigned".

I ANA has assigned a new val ue as foll ows.

oj ect-C ass Val ue Narme Ref erence
34 VENDOR- | NFORVATI ON RFC 7470
oj ect - Type
0: Unassi gned
1: Vendor-Specific Constraints RFC 7470

2-15: Unassi gned
2. New PCEP TLV
| ANA had nmade an all ocation fromthe "PCEP TLV Type Indicators”
subregi stry, where RFC 7150 was the reference. |ANA has updated the
reference as follows to point to this docunent.

Val ue Descri ption Ref er ence
7 VENDOR- | NFORMATI ON- TLV RFC 7470
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6. Managenent Consi derations
This section follows the guidance of [RFC5706] and [ RFC6123].
6.1. Control of Function and Policy

A PCEP inplenmentation SHOULD al |l ow configuring of various paraneters
as described in [RFC5440]. A PCC inplenentation that uses vendor-
specific informati on MAY nmake the use of this information
configurable either across the whole PCC, per PCE that the PCC uses,
or per path conputation request. A PCE that supports vendor-specific
i nformati on MAY make the support of this information configurable,
and MAY al |l ow configuration of policies for the use of the

i nformati on.

6.2. Information and Data Mbdel s

A PCEP M B nodule is defined in [ RFC7420] that describes managed
obj ects for nodeling of PCEP comuni cati ons.

It is NOT RECOMVENDED t hat standard M B nodul es be extended to

i nclude detailed informati on about the content of the Vendor

I nformati on object or TLV. However, the standard M B nodul e MAY be
extended to report the use of the Vendor Information object or TLV
and the Enterprise Nunmbers that the objects and TLVs contain.

6.3. Liveness Detection and Monitoring

Thi s docunent nakes no change to the basic operation of PCEP, so
there are no changes to the requirenents for |iveness detection and
moni toring set out in [ RFC4657] and [ RFC5440].

6.4. Verifying Correct Operation

Thi s docunent nakes no change to the basic operation of PCEP, so
there are no changes to the requirenments or techniques for nonitoring
the correct operation of the protocol out in [ RFC4657] and [ RFC5440].

Note that "correct operation” in this context refers to the operation
of the protocol itself and not to the operation of the conputation
al gorithms which are out of scope for all PCEP work

Mechani sns for verifying the correct operation of conputation

al gorithms m ght involve conparing the results returned by nore than
one PCE. Scope for this mght be limted by the use of vendor
informati on unless multiple PCEs support the sanme set of vendor

i nformation.
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6.5. Requirements on Oher Protocols and Functional Conponents

Thi s docunent does not place any new requirements on ot her network
conponents or protocols. However, it nmay be beneficial to consider
whet her a PCE shoul d advertise the Enterprise Nunbers and vendor
information it supports. This advertisenent could be within PCE

Di scovery [ RFC5088] [ RFC5089] or through extensions to PCEP

[ RFC5440] .

Ext ensi ons for discovery and adverti senment are outside the scope of
thi s docunent.

6.6. Inpact on Network Operation

The availability of vendor information in PCEP nessages nay
facilitate nore conplex and detail ed path conputations that may
enhance the way in which the network i s operated.

On the other hand, the presence of additional vendor-specific
informati on in PCEP nessages may congest the operation of the
protocol especially if the PCE does not support the information
supplied by the PCC. Thus, a PCC SHOULD nonitor the capabilities of
a PCE either by discovery nechani sns as described in Section 6.5 or
through the recei pt of negative responses. A PCC SHOULD NOT i ncl ude
vendor information in a PCReq nmessage to a PCE that it believes does
not support the information and that will not forward the request to
some ot her PCE that does support the information.

7. Security Considerations

The protocol extensions defined in this docunment do not substantially
change the nature of PCEP. Therefore, the security considerations
set out in [RFC5440] apply unchanged. Note that further security
considerations for the use of PCEP over TCP are presented in

[ RFC6952] .

Operators should note that an attack on PCEP may invol ve maki ng PCEP
messages as |large as possible in order to consunme bandw dth and
processing power. The Vendor Information object and TLV may provide
a vector for this type of attack. It nay be protected agai nst by
usi ng the authentication and integrity procedures described in

[ RFC5440] .
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