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security-rel ated standards used on the Internet define ASN. 1

data formats that are normally encoded using the Basic Encodi ng Rul es
(BER) or Distinguished Encoding Rules (DER) [ X 690], which are

bi nary, octet-oriented encodings. This docunent is about the textual

encodi ngs of the follow ng fornmats:

1. Certificates, Certificate Revocation Lists (CRLs), and Subject
Public Key Info structures in the Internet X 509 Public Key
Infrastructure Certificate and Certificate Revocation List (CRL)
Profile [ RFC5280].

2. PKCS #10: Certification Request Syntax [ RFC2986].

3. PKCS #7: Cryptographic Message Syntax [RFC2315].

4. Cryptographi c Message Syntax [ RFC5652].
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5. PKCS #8: Private-Key Information Syntax [ RFC5208], renaned to One
Asymretric Key in Asymretric Key Package [ RFC5958], and Encrypted
Private-Key Information Syntax in the same docunents.

6. Attribute Certificates in An Internet Attribute Certificate
Profile for Authorization [ RFC5755].

A di sadvantage of a binary data format is that it cannot be

i nterchanged in textual transports, such as email or text docunents.
One advantage with text-based encodings is that they are easy to

nmodi fy using conmon text editors; for exanple, a user nay concatenate
several certificates to forma certificate chain with copy-and-paste
operati ons.

The tradition within the RFC series can be traced back to Privacy-
Enhanced Mail (PEM [RFCl421], based on a proposal by Marshall Rose
in Message Encapsul ation [ RFC934]. Oiginally called "PEM
encapsul ati on nechani sni', "encapsul ated PEM nessage", or (arguably)
"PEM printabl e encodi ng", today the format is sonetimes referred to
as "PEM encoding". Variations include OpenPGP ASCI| arnor [ RFC4880]
and OpenSSH key file format [ RFC4716].

For reasons that basically boil down to non-coordi nation or
inattention, many PKI X, PKCS, and CMS libraries inplement a text-
based encoding that is simlar to -- but not identical with -- PEM
encoding. This docunment specifies the _textual encoding_ format,
articulates the de facto rules that nost inpl enentations operate by,
and provides reconmendations that will pronote interoperability going
forward. This docunent al so provides comon nonencl ature for syntax
el ements, reflecting the evolution of this de facto standard format.
Peter Gutmann’s "X 509 Style @uide" [X 509SF contains a section
"base64 Encodi ng" that describes the formats and contai ns suggesti ons
simlar to what is in this document. All figures are real,

functional exanples, with key | engths and inner contents chosen to be
as snall as practicable.

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in RFC
2119 [ RFC2119].

2. General Considerations

Textual encoding begins with a line conprising "----- BEGAN ", a
| abel, and "----- ", and ends with a line conprising "----- END ", a
| abel, and "----- ". Between these lines, or "encapsul ation

boundari es", are base64-encoded data according to Section 4 of
[ RFC4648]. (PEM [ RFC1421] referred to this data as the "encapsul at ed
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text portion".) Data before the encapsul ati on boundaries are
permitted, and parsers MJST NOT mal function when processing such
data. Furthernore, parsers SHOULD i gnore whitespace and ot her non-
base64 characters and MJST handl e different new ine conventions.

The type of data encoded is | abel ed depending on the type label in
the "----- BEGA N " line (pre-encapsul ation boundary). For exanpl e,
the line may be "----- BEA N CERTI FI CATE- - - - - " to indicate that the
content is a PKIX certificate (see further below). Generators MJST
put the sane | abel on the "----- END " |ine (post-encapsul ation
boundary) as the corresponding "----- BEAN " line. Labels are
formally case-sensitive, uppercase, and conprised of zero or nore
characters; they do not contain consecutive spaces or hyphen-ni nuses,
nor do they contain spaces or hyphen-m nuses at either end. Parsers
MAY di sregard the | abel in the post-encapsul ati on boundary instead of
signaling an error if there is a | abel msmatch: sonme extant

i npl ementations require the labels to match; others do not.

There is exactly one space character (SP) separating the "BEG N' or
"END' fromthe | abel. There are exactly five hyphen-m nus (al so
known as dash) characters ("-") on both ends of the encapsul ation
boundaries, no nore, no |ess.

The | abel type inplies that the encoded data follows the specified
syntax. Parsers MJST handl e non-conformi ng data gracefully.

However, not all parsers or generators prior to this docunent behave
consistently. A conform ng parser MAY interpret the contents as
anot her | abel type but ought to be aware of the security inplications
di scussed in the Security Considerations section. The |abels
described in this docunent identify container formats that are not
specific to any particular cryptographic algorithm a property
consistent with algorithmagility. These formats use the ASN. 1

Al gorithm dentifier structure as described in Section 4.1.1.2 of

[ RFC5280] .

Unli ke | egacy PEM encodi ng [ RFC1421], OpenPGP ASCI| arnor, and the
penSSH key file format, textual encoding does *not* define or permt
headers to be encoded al ongside the data. Enpty space can appear

bet ween the pre-encapsul ati on boundary and the base64, but generators
SHOULD NOT emt such any such spacing. (The provision for this enpty
area is a throwback to PEM which defined an "encapsul at ed header
portion".)

I mpl enenters need to be aware that extant parsers diverge

consi derably on the handling of whitespace. In this docunent,
"whi t espace” nmeans any character or series of characters that
represent horizontal or vertical space in typography. |In US-ASClI,

whi t espace neans HT (0x09), VT (0x0B), FF (0x0C), SP (0x20), CR
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3.

(0x0D), and LF (0x0A); "blank" neans HT and SP; lines are divided
with CRLF, CR, or LF. The conmmon ABNF production WSP i s congruent
with "blank"; a new production Wis used for "whitespace". The ABNF
in Section 3 is specific to US-ASCII. As these textual encodings can
be used on many different systens as well as on |ong-term archiva
storage nedi a such as paper or engravings, an inplenenter ought to
use the spirit rather than the letter of the rules when generating or
parsing these formats in environments that are not strictly linted
to US-ASClI.

Most extant parsers ignore blanks at the ends of lines; blanks at the
beginnings of lines or in the mddle of the base64-encoded data are
far less conpatible. These observations are codified in Figure 1.
The nost | ax parser inplenmentations are not line-oriented at all and
wi |l accept any m xture of whitespace outside of the encapsul ation
boundaries (see Figure 2). Such |ax parsing may run the risk of
accepting text that was not intended to be accepted in the first

pl ace (e.g., because the text was a snippet or sanple).

Generators MJUST wap the base64-encoded lines so that each |ine

consi sts of exactly 64 characters except for the final |ine, which

wi Il encode the remainder of the data (within the 64-character |ine
boundary), and they MJUST NOT emt extraneous whitespace. Parsers NMNAY
handl e other |ine sizes. These requirenents are consistent with PEM
[ RFC1421] .

Files MAY contain nultiple textual encoding instances. This is used,
for exanple, when a file contains several certificates. Wether the
i nstances are ordered or unordered depends on the context.

ABNF

The ABNF [ RFC5234] of the textual encoding is:

t ext ual nmsg preeb *WSP eo
*eol WP
base64t ext

posteb *WEP [ eol ]

pr eeb = M- BEG N " |abel "----- " ; unlike [ RFC1421] (A) BNF
; eol is not required (but
post eb = Me---- END " | abel "----- " ; see [RFC1421], Section 4.4)

base64char = ALPHA/ DIGT / "+" [ "[|"

base64pad "=t

base64l i ne = 1*base64char *WBP eo
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base64finl = *base64char (base64pad *WSP eol base64pad /
*2base64pad) *WSP eol
i ...AB= <EOL> = <EQL> is not good, but is valid

base64t ext = *base64line base64fin
; we could al so use <enchi nbody> from RFC 1421, which requires
; 16 groups of 4 chars, which nmeans exactly 64 chars per

; line, except the final line, but this is nore accurate
| abel char = 9%&21-2C / 9%2E-7E ; any printable character
; except hyphen-ni nus
| abel = [ labelchar *( ["-" / SP] labelchar ) ] ; enpty ok
eol = CRLF / CR/ LF
eol WsP = WP/ CR/ LF ; conmpare with LWSP

Figure 1: ABNF (Standard)

| axt ext ual nsg = *Wpreeb
| axbase64t ext
posteb *W
W = WP/ CR/ LF/ %0B / %0C ; whitespace

| axbase64t ext *(W/ base64char) [base64pad *W [ base64pad *W ]

Figure 2: ABNF (Lax)

stricttextual nmsg preeb eo
stri ct base64t ext

post eb eol

strictbase64finl *15(4base64char) (4base64char / 3baseb4char

base64pad / 2base64char 2base64pad) eo

64baseb4char eo

base64ful | | i ne

stri ct base64t ext *base64ful I | ine strictbase64fin
Figure 3. ABNF (Strict)
New i npl ement ati ons SHOULD enmit the strict format (Figure 3)

speci fi ed above. The choice of parsing strategy depends on the
context of use.
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4. Qiide

For conveni ence, these figures summarize the structures, encodings,
and references in the foll owi ng sections:

Sec. Label ASN. 1 Type Ref erence Mdul e
e e oo S S
5 CERTI FI CATE Certificate [ RFC5280] i d- pkix1-e
6 X509 CRL Certificatelist [ RFC5280] i d- pkix1-e
7 CERTI FI CATE REQUEST CertificationRequest [ RFC2986] id-pkcsl0
8 PKCSs7 ContentlInfo [ RFC2315] id-pkcs7*
9 OCMB ContentlInfo [ RFC5652] id-cns2004
10 PRI VATE KEY PrivateKeylnfo ::= [ RFC5208] id-pkcs8
OneAsymet ri cKey [ RFC5958] i d-akKPVvl

11 ENCRYPTED PRI VATE KEY EncryptedPrivateKeyl nfo [ RFC5958] id-aKPV1
12 ATTRI BUTE CERTI FI CATE AttributeCertificate [ RFC5755] id-acv2
13 PUBLI C KEY Subj ect Publ i cKeyl nf o [ RFC5280] id- pkix1l-e

Fi gure 4: Conveni ence Cuide

i d- pki xnod OBJECT IDENTIFIER ::= {iso(1l) identified-organization(3)
dod(6) internet(1) securlty(5) mechani sns(5) pkix(7) nod(0)}

i d- pki x1-e OBJECT | DENTI FI ER :: = {id- pki xnmod pkix1-explicit(18)}

i d-acv2 OBJECT | DENTI FI ER :: = {id-pkixnod nod-attribute-cert-v2(61)}

i d- pkcs OBJECT I DENTIFIER ::= {iso(1) nenber-body(2) us(840)

rsadsi (113549) pkcs(1)}

{id-pkcs 10 nodul es(1) pkcs-10(1)}

{id-pkcs 7 nodul es(0) pkcs-7(1)}

{id-pkcs 8 nodul es(1) pkcs-8(1)}

{id-pkcs 9 sminme(16) nodul es(0)}

{id-sm nod nod-asymetri cKeyPkgV1(50)}

{id-smnod cns-2004(24)}

i d- pkcs10 OBJECT | DENTIFIER ::
i d- pkcs7 OBJECT | DENTI FI ER ::
i d- pkcs8 OBJECT | DENTI FI ER

i d-smnmod OBJECT | DENTI FI ER ::
id-aKPV1l  OBJECT | DENTIFIER ::
i d-cms2004 OBJECT | DENTI FIER ::

* This O D does not actually appear in PKCS #7 v1.5 [ RFC2315]. It
was defined in the ASN.1 nodule to PKCS #7 v1.6 [P7vl1.6], and has
been carried forward through PKCS #12 [ RFC7292] .

Figure 5: ASN.1 Modul e Object ldentifier Value Assignments
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5. Textual Encoding of Certificates
5.1. Encoding

Public-key certificates are encoded using the "CERTIFI CATE" | abel .
The encoded data MJST be a BER (DER strongly preferred; see
Appendi x B) encoded ASN. 1 Certificate structure as described in
Section 4 of [RFC5280].

————— BEG N CERTI FI CATE- - - - -

M | CLDCCAdKgAW BAgl BADAKBggghkj OPQQDA] B9 M wCQYDVQQGEWI CRTEPMAOG
ALUEChMGER251 VEX TMSUW WYDVQQLExx HonVUTFMy Y2Vy dG maVWhd GUg YXV0a Xy
aXR5EMBWDQYDVQQ EWZMZXV2ZWixJTA] BgNVBAMIHEdudVRMUy Bj ZXJ0aWZpY2FO0
ZSBhdXRob3JpdHkwHhc NMTEWNTI zM Az QDI xWAcNMTT xM | y MDcOMTUxW BOIMQs w
CQYDVQQGEWI CRTEPMAO GALUEChMGR251 VEX TMSUW wYDVQQLEXX HbnVUTFMy Y2y
dG maVWNhd GUg YXV0a Gy aXR5 MBWDQYDVQQ EWZMZXV2ZWixJ TA] BgNVBAMIHEdU
dVRMUy Bj ZXJ0aWzZpY2F0ZSBhdXRob3JpdHKWWMITATBgcghkj OPQ BBggghkj OPQVB
BWNCAARS2I1 0j i UNn14Y2sSALCX3I ybqgi | JUvxUpj +oNf zngvj / Ni yv2394BWhWX
UQARTE ywK87WRcWMGgJIB5k X/ t 2no0MvQTAPBgNVHRVBAf 8EBTADAQH MASGA1Ud
DWEB/ wQFAWMVHBg AWHQYDVROOBBYEFPCOgf 6 YEr +1KLI kQAPLzBI9nTi gDMA0GCCqG
SMA9BAMCAOgAMEUCI DGUWD1KPy G+hRf 88Mey M qOFZDOTbVI eF+Us AGQ4enAl EA
| 4wOuDwWKQa+upc8G t XE2C/ / 4mKANBCGEI t 01gUaTl po=

————— END CERTI FI CATE- - - - -

Figure 6: Certificate Exanple

Hi storically, the |abel "X509 CERTIFI CATE" and al so | ess comonly

"X. 509 CERTI FI CATE" have been used. GCenerators conformng to this
docunent MUST generate "CERTI FI CATE" | abel s and MUST NOT generate

" X509 CERTI FI CATE" or "X 509 CERTIFI CATE" | abels. Parsers SHOULD NOT
treat " X509 CERTIFI CATE' or "X 509 CERTIFI CATE" as equivalent to

" CERTI FI CATE", but a valid exception may be for backwards
compatibility (potentially together with a warning).
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5.2. Explanatory Text

Many tools are known to emit explanatory text before the BEGA N and
after the END |lines for PKIX certificates, nore than any other type.
If emtted, such text SHOULD be related to the certificate, such as
providing a textual representation of key data elenents in the
certificate.

Subj ect: CN=Atlantis

I ssuer: CN=Atlantis

Validity: from7/9/2012 3:10:38 AMUTC to 7/9/2013 3:10: 37 AM UTC
————— BEA N CERTI FI CATE- - - - -

M | BmTCCAUegAW BAgl BKj AJBgUr Dg MCHQUANMBIMK ETAPBgNVBAMICEFObGFudQ@ z
VB4 XDTEy MDcWOT Az MT Az OFo XDTEz MDcwOT Az MTAz N1owEz ERVAB GA1UEAXM QXRs
YW50aXMuXDANBgk ghki GOWOBAQEFAANLADBI Ak EAu+BXo+m abDl HHx+yqugzgNh
Ryn/ Xt kJI I HVcYt Hvl X+S1x5Er gMoHehycpoxbEr ZnVR4AGCq1S2di NmRFZCRt Q D
AQAB04GIM GGVAWGAL Ud EWEB/ wQCVAAWM AYDVROEAQH BBYWFDAOVAWGC s GAQB
gj c CARUDAge AMBOGA1 UdJ QQWVBQGCCs GAQUFBWMCBggr Bg EFBQc DAz A1BgNVHQEE
Lj AsgBAOj OnSSul HYmVr y HAdy wivb RUWEz ERMAB GALTUEAXM QXRs YW50aXOCASow
CQYFKwADAhOFAANBAKiI 6HRBaNEL5RON56nvf cl QNaXi DT174uf +l o] zA4l hVI ncO
I LwpnZli zL4M | 9e CSHhV@BHEp2uQdXJB+d5By g=

————— END CERTI FI CATE- - - - -

Figure 7. Certificate Exanple with Explanatory Text

5.3. Fil e Extension

Al t hough textual encodings of PKIX structures can occur anywhere,
many tools are known to offer an option to output this encodi ng when
serializing PKIX structures. To pronpte interoperability and to
separ ate DER encodi ngs fromtextual encodings, the extension ".crt"
SHOULD be used for the textual encoding of a certificate.

I mpl enent ati ons should be aware that in spite of this recomendati on,
many tools still default to encode certificates in this textual
encoding with the extension ".cer".

This section does not disturb the official application/pkix-cert
registration [ RFC2585] in any way (which states that "each '.cer’
file contains exactly one certificate, encoded in DER format"), but
merely articul ates a wi despread, de facto alternative.
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6. Textual Encoding of Certificate Revocation Lists

Certificate Revocation Lists (CRLs) are encoded using the "X509 CRL"
| abel. The encoded data MUST be a BER (DER strongly preferred; see
Appendi x B) encoded ASN. 1 CertificateList structure as described in
Section 5 of [RFC5280].

----- BEG N X509 CRL-----

M | BODCCAV8 CAQEWCWYJKoZI hvec NAQEFM | BCDEXMBUGALUEChMOVMVy aVNpZ24s
| El uYy4xHz AdBgNVBASTFI ZI cml TaWdul FRydXNOI E5I dHdvcnsx Rj BEBgNVBAS T
PXd3dy52ZXJpc2l nbi 5] b20vcmvwb3Npd @y e SOSUEEgSWEj b3JwLi Bi e SBSZWu
LExJQUI uTFREKGVhOTgxHj AcBgNVBASTFVBI cnNvbrmEgTnB01 FZhbG kYXRI ZDEm
MCQGALUECX MHRGA naXRhbCBJRCBDbGFzcy Axl COgTmVVOc 2Nhc Gux GDAVWBgNVBAMU
D1NpbWul Epvc2Vimc 3Nvbj Ei MCAGCSgGSI b3DQEJARYTc2] t b25Aanm®zZWZzc29u
LmByZxcNMDYxM | 3vDgwv] MOWhc NVDewl] ASMDgwi] MLW Aj MCECECA QNwPf RoWd
el UNpl | hhTgXDTA2MT| y Nz A4NDI z NFowCwYJKoZI hvc NAQEFA4GBADOz X+J2hkcc
Nbr g1Dn51 KL8nXLgPGcHv 1l / | e1MNo9t 10hGQx B5SHNFUKRPAY82f R6Epor 4aHgVy
b+5y+neKNIKn2nPF4i i un+a4026C) JOpAr oj CL1p8TOyyi 9Xxvyc/ ezaZ98Hi | yP
c3DGWNR+oUNnSj KZ0j | hAYneLxaPHf QaR

----- END X509 CRL-----

Figure 8: CRL Exanple

Hi storically, the |abel "CRL" has rarely been used. Today, it is not
common and many popul ar tools do not understand the |abel

Therefore, this docunent standardizes "X509 CRL" in order to pronote
interoperability and backwards-conpatibility. Generators conform ng
to this docunent MJST generate "X509 CRL" |abels and MUST NOT
generate "CRL" | abels. Parsers SHOULD NOT treat "CRL" as equival ent
to "X509 CRL".
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7. Textual Encoding of PKCS #10 Certification Request Syntax

PKCS #10 Certification Requests are encoded using the

" CERTI FI CATE REQUEST" | abel. The encoded data MJUST be a BER (DER
strongly preferred; see Appendi x B) encoded ASN. 1
CertificationRequest structure as described in [ RFC2986].

----- BEG N CERTI FI CATE REQUEST- - - - -

M | BWDCCAQc CAQAWT|j ELMAK GALUEBhMCUOUxJ z Al BgNVBAOTH NpbWul Epvc2Vm
¢3Nvhi BEYXRha29uc3VsdCBBQ EWVBQGALUEAXx MNanBzZWZz c29uLnmdy Zz BOVBAG
By qGSMA9AgEGBSUBBAAhAZ 0 ABLLPSkuXYOl 66MoxVJI3Mot 5SFCFuqQ n6dTs+9/ CM
EQ SwWej 77t j 56kj 9R/ j 9Q+Lf ysX8FAI 5p30G WYAYJKoZI hvc NAQK OWMMITAY
BgNVHREEETAPgg1qb3N ZnNzb24ub3JnMAWGAL Ud EWEB/ wQCVAAWDWYDVROPAQH/

BAUDAwe g ADAVIBg NVHSUBAf 8 EDDAKBggr BgEFBQc DATAKBggghkj OPQRDAgM ADA8
AhxBvf hx PFf bBbs E1NoFnCUc z OFAp EuQVUW3ZP69AhwWKk 3dgSUsKnuwlL5g/ f t AY
dEQc8B8j AchuOr f U

————— END CERTI FI CATE REQUEST- - - - -

Fi gure 9: PKCS #10 Exanpl e

The | abel "NEW CERTI FI CATE REQUEST" is also in wi de use. GCenerators
conformng to this docunent MJST generate "CERTIFI CATE REQUEST"

| abel s. Parsers MAY treat "NEW CERTI FI CATE REQUEST" as equivalent to
" CERTI FI CATE REQUEST".

8. Textual Encoding of PKCS #7 Cryptographic Message Syntax

PKCS #7 Cryptographi c Message Syntax structures are encoded using the
"PKCS7" | abel. The encoded data MJUST be a BER-encoded ASN. 1
ContentInfo structure as described in [ RFC2315].

----- BEG N PKCS7-----

M H Bgsqghki GOWOBCRABF6CB0z CBOAI BADFho18CAQCgGWYJKoZl hvc NAQUWVAAE
CLf r 1 6dr 0OgUWAgI Ti DAj Bgsghki GOWOBCRADCTAUBggghki GOwODBWQ ZpECRW z
UuSkEGDC) er XY80dQ7EEEYr onzJvAur k/ j 811 r 0zBSBgkghki GOw0oBBWEWMMVYLKoOZI

hv c NAGk QAwswJ DAUBggqhki GAwODBwWQ 0t CBc U09nx EWDAYI KwYBBQUI AQ FAI AQ
0s YGYUFdAHORNC 1p4VbKEAQUMR Xo8PVHBo YdqEcsbhTodl CFAZHA=

----- END PKCS7--- - -

Fi gure 10: PKCS #7 Exanpl e

The | abel "CERTIFI CATE CHAI N' has been in use to denote a degenerate
PKCS #7 structure that contains only a list of certificates (see
Section 9 of [RFC2315]). Several mpodern tools do not support this

| abel . Generators MJST NOT generate the "CERTIFI CATE CHAI N' | abel .
Parsers SHOULD NOT treat "CERTIFI CATE CHAIN' as equivalent to

" PKCS7".
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PKCS #7 is an old specification that has | ong been superseded by CMS
[ RFC5652]. Inplenmentati ons SHOULD NOT generate PKCS #7 when CM5 is
an alternative.

9. Textual Encoding of Cryptographic Message Syntax

Crypt ographi ¢ Message Syntax structures are encoded using the "CMVB"
| abel. The encoded data MJUST be a BER-encoded ASN.1 Contentlnfo
structure as described in [ RFC5652].

————— BEG N CM5--- - -

M GDBgsqhki GOWOBCRABCaBONMH CAQAWDQYLKoZI hvc NAQK QAwgwiXg YJKoZIl hveN
AQcBOFEET3i cc87PKONNKOENgSx! t VI 0Sa000S/ | SczMs1ZI zkgsKk4t sQONLnUM
dvb050Xi 5XLPLEt Vi Mw LVLWSEOsKI FI VHAqSk3MBkkBAJVOFx0=

————— END CVG- - - - -

Figure 11: CV5 Exanpl e

CM5 is the | ETF successor to PKCS #7. Section 1.1.1 of [RFC5652]
descri bes the changes since PKCS #7 v1.5. |Inplenentations SHOULD
generate CMS when it is an alternative, pronoting interoperability
and forwards-conpatibility.

10. One Asymmetric Key and the Textual Encodi ng of PKCS #8 Private Key
Info

Unencrypted PKCS #8 Private Key Information Syntax structures
(PrivateKeylnfo), renaned to Asymetric Key Packages
(OneAsymmet ri cKey), are encoded using the "PRIVATE KEY" | abel. The
encoded data MJUST be a BER (DER preferred; see Appendi x B) encoded
ASN. 1 PrivateKeylnfo structure as described in PKCS #8 [ RFC5208], or
a OneAsymetricKey structure as described in [RFC5958]. The two are
semantically identical and can be distingui shed by version nunber.

————— BEG N PRI VATE KEY-----

M GEAgEAVBAGBY g GSMA9AgECBSUBBAAKBGOWawW BAQQyVeB/ UNPxal ROzDYA] Ql f
j 0j UDi QuGNSJr FEEZZPT/ 92hRANCAASc 7UJt gnF/ abgqWWB0T3XNIJEzBv5ez9TdwK
HOMBXxpM2q+53wns N/ eYLdgt j gBd3DBmHt Pi | Cki FI CXyaA8z9LkJ

————— END PRI VATE KEY- - ---

Figure 12: PKCS #8 PrivateKeylnfo (OneAsymretri cKey) Exanple
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11. Textual Encoding of PKCS #8 Encrypted Private Key Info

Encrypted PKCS #8 Private Key Information Syntax structures
(Encrypt edPri vat eKeyl nfo), called the sanme in [ RFC5958], are encoded
usi ng the "ENCRYPTED PRI VATE KEY" | abel. The encoded data MJUST be a
BER (DER preferred; see Appendi x B) encoded ASN. 1
Encrypt edPri vat eKeyl nfo structure as described in PKCS #8 [ RFC5208]
and [ RFC5958].

————— BEG N ENCRYPTED PRI VATE KEY- --- -

M HNVEAGCSqGSI b3DQEFDTAz MBs GCSqGS| h3DQEFDDAOBAghh! CA6T/ 51Q CCAAW
FAYI Kozl hveNAwc ECBCxDgvI 59i 9Bl A Y3CAql MNBgaSI 5Q i WNJ3I pf LnEi ESW
Z0J1 oHy RKK/ +cr 9QPLnz x| mDTRIs4Jr G3Ci | zTWb0j | vbG3huOzyFPr aoMap
8eRzWs| vC5SVel +CSj 0S2mvS87cyj | D+t xr nt XOVYDE+e TgM_br Lms WW3QK CTRt F
QC7kONNz UHTV9y CDwf qMow==

————— END ENCRYPTED PRI VATE KEY- - - - -

Fi gure 13: PKCS #8 EncryptedPrivat eKeyl nfo Exanpl e
12. Textual Encoding of Attribute Certificates

Attribute certificates are encoded using the "ATTRI BUTE CERTI FI CATE"

| abel . The encoded data MUST be a BER (DER strongly preferred; see
Appendi x B) encoded ASN. 1 AttributeCertificate structure as descri bed
in [ RFC5755].

————— BEG N ATTRI BUTE CERTI FI CATE- - - - -

M | CKz CCAZQCAQEWYZeggZQngYrkgYYwg YMk Cz AJBgNVBAYTAI VT VREWDWYDVQQ

DAhQZXc gWhy az EUMBI GALUEBWWLU3RvbnkgQnJvb2sx Dz ANBgNVBAoMBKNTRTUS
M E6MDg GAL UEAWW U2 Nv dHQgU3RhbGxI ci 91 bWFpbEFKZHII ¢3MBc3NOYVWKSZXIA
aWuc3VueXNi LnmvkdQ GARW gUUSol GV GIpl GGM GDMQs wCQYDVQQGEWI VUz ER
MABGALUECAW TnV3I FlI vcnsx FDASBgNVBACMC1NOb2551 EJyb29r MBwWDQYDVQXK
DAZDUWOULOTI xG A4BgNVBAMMWN b3ROI FNOYWks ZXI vZWLhaWk BZGRy ZXNz PXNz
dGFsbGWQd j LnNLbnl zYi 51 ZHUWMDQYJKoZl hvc NAQEFBQACBgEVQ4FFS] Ai GA8z
OTA3NDI wMTI A1 NMDAWMF0 YDz Vb MIEWMT Mk MDUWMVDAWMY Ar MCK GA1UYSDEI MCCGHMO
dHAGLY9pZGVvy YXNobi 5vencvaWskZXguaHRt bDANBgk ghki GOwWOBAQUFAACBg QAV
MlaxFPXXozEFcer 06bj 9MCBBCQLt AM/ ZXcZj cxyva7xCBDmt ZXPYU uHf 5CcWPJ z
5XPus/ xS9wBgt | MBf | dl KNyNOBRsMp6Ccx+PA | Cc7zpZi GrCYLI 641 AEGPQ bsw
Sm uaklaZl t t ePeTAHeJJs8i zNJ5aR3Wd3A5gLzt Q==

————— END ATTRI BUTE CERTI FI CATE- - - - -

Figure 14: Attribute Certificate Exanple
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13. Textual Encoding of Subject Public Key Info

Public keys are encoded using the "PUBLIC KEY" | abel. The encoded
data MJUST be a BER (DER preferred; see Appendi x B) encoded ASN. 1
Subj ect Publ i cKeyl nfo structure as described in Section 4.1.2.7 of
[ RFC5280] .

----- BEG N PUBLI C KEY-----

MHYWEAYHKoZI zj 0CAQYFK4EEACI DYgAENn1LI wLN KBYQRVH6Hf | MTzf EqJOVzt Le
kLchp2hi 78cCaMY81FBI Ys8J9I 7kr c+MdaBeCGYFj ba+hi Xt t JWPL7yd| E+5UxU
Nkn3Eos8Ei ZByi 9DVsyf y9eej h+8AXgp

----- END PUBLI C KEY- - - - -

Fi gure 15: Subject Public Key |Info Exanple
14. Security Considerations

Data in this format often originates fromuntrusted sources, thus
parsers must be prepared to handl e unexpected data wi thout causing
security vulnerabilities.

I npl enenters building inplenentations that rely on canonica
representation or the ability to fingerprint a particular data object
need to understand that this docunment does not define canonica

encodi ngs. The first anmbiguity is introduced by pernmitting the text-
encoded representation instead of the binary BER or DER encodi ngs,

but further ambiguities arise when nmultiple | abels are treated as
simlar. Variations of whitespace and non-base64 al phabetic
characters can create further anbiguities. Data encoding anbiguities
al so create opportunities for side channels. |f canonical encodings
are desired, the encoded structure nust be decoded and processed into
a canoni cal form (namely, DER encoding).
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Appendi x A.  Non-conformni ng Exanpl es

Thi s appendi x cont ai ns exanpl es for the non-reconmended | abel
variants described earlier in this docunment. As discussed earlier,
supporting these is not required and is sonetinmes discouraged.
Still, they can be useful for interoperability testing and for easy
ref erence.

————— BEG N X509 CERTI FI CATE- - - - -

M | BHDCBxaADAgECAg! cxz AJBgcghkj OPQQBNMBAX Dj AVBgNVBAMUBVBL SVghMB4X
DTEOMDk x NDA2MTULMFo XDTI 0MDk x NDA2 MT U1 MrowEDEOVAWGAL UEAX QFUEL JWCEW
WIATBgcghkj OPQ BBggghkj OPQVBBWNCAATWO QST 863Qr ROPORI YQO6H7W k De PH
WAO0eVAE24bt h43wCNc+U5aZ761dhCGhSSIKkVWWRgVHS+pr LI r +nzf | g+X4ox AwDj AM
BgNVHRIVBAF 8EA] AAMAK GBy q GSIV9BAEDRWAWRAI f MOKS5F631 MhWhi 7uakJzKCs
NnY/ OKgBex6M EAv2AI hAl 2Gdvf L+mGvhy PZE+Jx RxWChmggb5/ 9eHdUcmW j kCH
————— END X509 CERTI FI CATE- - - - -

Fi gure 16: Non-standard ' X509 Certificate Exanple

----- BEG N X. 509 CERTI FI CATE- - - - -

M | BHDCBxaADAgECAg! cxzAJBgcghkj OPQQBNMBAX Dj AMBgNVBAMUBVBLSVghMB4X
DTEOMDK x NDA2MTULMFo XDTI 0MDk x NDA2 MT U1 M-owEDEOVAWGAL UEAX QFUEE JWCEW
WIATBgcghkj OPQ BBggghkj OPQVBBWNCAATWO QST 863Q ROPoRI YQR6H7W k DePH
WAOeVAE24bt h43wCNc+U5aZ761dhGhSSIKVWRgVHS+pr LI r +nzf | g+X4ox AwDj AM
BgNVHRIVBAF 8EA] AAMAK GBy q GSVH9BAEDRWAWRAI f MOKS5F631 MhWhi 7uakJzKCs
NnY/ OKgBex6M EAV2AI hAl 2G&dvf L+nvhy PZE+Ix Rx\WChmggb5/ 9eHdUcmV j kOH
————— END X. 509 CERTI FI CATE- - - - -

Figure 17: Non-standard ' X. 509" Certificate Exanple

----- BEG N NEW CERTI FI CATE REQUEST- - - - -

M | BAWDCCAQe CAQAWT] ELMAK GALUEBhMCUOUxJz Al BgNVBAOTH NpbVul Epvc2Vm
c3Nvbi BEYXRha29uc3VsdCBBG EWWVBQGALUEAX MNanBz ZWZz ¢ 29ulLnBy Zz BOVBAG
By qGSM49Ag EGBSUBBAAhAZ 0ABLLPSKuXYOl 66Mx VI 3Mbt 5FCFuqQF n6dTs+9/ CM
EQ SwVej 77t j 56Kj 9R/ j 9Q+Lf ysX8FO0I 5p30G WYAYJKoZI hvc NAQk OWMMITAY
BgNVHREEETAPgg1gb3N ZnNzb24ub3JnMAWGAL Ud EWEB/ wQCMAAWDWYDVROPAQH

BAUDAWe g ADAVBgNVHSUBAF 8EDDAKBggr BgEFBQ: DATAKBggghkj OPQQDAgM ADAS
AhxBvf hxPFf bBbs E1NoFmCUc z OFAp EUQVUWBZP69AhWMKK 3dgSUs KnuwL5g/ f t AY
dEQc8B8j AcnuOr f U

----- END NEW CERTI FI CATE REQUEST- - - - -

Fi gure 18: Non-standard ' NEW PKCS #10 Exanpl e
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----- BEG N CERTI FI CATE CHAI N-- - - -
M H Bgsghki GOWOBCRABF6CB0z CBOAI BADFho18CAQCgGAYJIKoZI hvc NAQUMVAAE
CLfr1 6dr 0gUMAgGI Ti DA Bgsghki GOWOBCRADCTAUBggqhki GOWODBWQ ZpECRW z
uSkEGDG er XY80dQ7EEEr onZJvAur k/ j 811 r 0zBSBgkghki GOwOBBWEWMAYLKoZI

hv ¢ NAQk QAwewd DAUBggghki GOWODBWQ 0t CBcUO9NnX EWDAY! KwYBBQUI AQI FAI AQ
Os YGYUFdAHORNC 1p4 Vb KEAQUMR X08PMHBo YdqEcsbTodl CFAZHA=

----- END CERTI FI CATE CHAI N--- - -

Fi gure 19: Non-standard ' CERTI FI CATE CHAIN Exanpl e
Appendi x B. DER Expectations

This appendix is informative. Consult the respective standards for
the normative rules.

DER is a restricted profile of BER [ X 690]; thus, all DER encodings
of data val ues are BER encodi ngs, but just one of the BER encodi ngs
is the DER encoding for a data value. Canonical encoding natters
when perform ng cryptographic operations; additionally, canonica
encodi ng has certain efficiency advantages for parsers. There are
three principal reasons to encode with DER

1. A digital signature is (supposed to be) conputed over the DER
encodi ng of the semantic content, so providi ng anything ot her

than the DER encoding is senseless. (ln practice, an inplenmenter

m ght choose to have an inplenentation parse and di gest the data
as is, but this practice anounts to guesswork.)

2. In practice, cryptographic hashes are conputed over the DER
encoding for identification

3. In practice, the content is small. DER always encodes data

values in definite-length form (where the length is stated at the

begi nning of the encoding); thus, a parser can anticipate nmenory
or resource usage up front.
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Fi gure 20 matches the structures in this document with the particul ar
reasons for DER encodi ng:

Sec. Label Reasons
P Fom e oo -
5 CERTI FI CATE 1 2 -3
6 X509 CRL 1
7 CERTI FI CATE REQUEST 1 ~3
8 PKCS7 *
9 CMs *
10 PRI VATE KEY 3
11 ENCRYPTED PRI VATE KEY 3
12 ATTRI BUTE CERTI FI CATE 1 ~3
13 PUBLI C KEY 2 3

Fi gure 20: Guide for DER Encoding

* Cryptographi c Message Syntax is designed for content of any |ength;
i ndefinite-length encoding enabl es one-pass processing (stream ng)

when generating the encoding. Only certain parts -- nanely, signed
and authenticated attributes -- need to be DER encoded.
~ Al t hough not always "small", these encoded structures should not be

particularly "large" (e.g., nore than 16 kilobytes). The parser
ought to be inforned of large things up front in any event; this is
yet another reason to DER encode these things in the first place.

Fi gure 20: Guide for DER Encoding
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