I nternet Engi neering Task Force (IETF) A. Popov
Request for Comments: 7465 M crosoft Corp.
Updat es: 5246, 4346, 2246 February 2015
Cat egory: Standards Track

| SSN: 2070-1721
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Abst r act

Thi s docunent requires that Transport Layer Security (TLS) clients
and servers never negotiate the use of RC4A cipher suites when they
establish connections. This applies to all TLS versions. This
docunent updates RFCs 5246, 4346, and 2246

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc7465

Copyri ght Notice

Copyright (c) 2015 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. I nt roducti on

RC4 is a streamcipher that is described in [SCH; it is widely
supported, and often preferred by TLS servers. However, RC4 has |ong
been known to have a variety of cryptographic weaknesses, e.g., see
[PAU], [MAN], and [FLU]. Recent cryptanalysis results [ALF] exploit
bi ases in the RC4 keystreamto recover repeatedly encrypted

pl ai nt exts.

These recent results are on the verge of becom ng practically

expl oitable; currently, they require 2726 sessions or 13x2"30
encryptions. As a result, RC4 can no | onger be seen as providing a
sufficient level of security for TLS sessions.

Thi s docunent requires that TLS ([ RFC5246] [ RFC4346] [ RFC2246])
clients and servers never negotiate the use of RC4 cipher suites.

1.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

2. Changes to TLS

Because of the RC4 deficiencies noted in Section 1, the foll ow ng
appl y:

0 TLS clients MJST NOT include RC4 cipher suites in the ClientHello
nessage

0 TLS servers MJST NOT sel ect an RC4 cipher suite when a TLS client
sends such a cipher suite in the CientHello nessage.

Popov St andards Track [ Page 2]



RFC 7465 Prohi biting RC4 C pher Suites February 2015

o If the TLS client only offers RC4 cipher suites, the TLS server
MUST terni nate the handshake. The TLS server MAY send the
insufficient_security fatal alert in this case.

Appendi x A lists the RCA cipher suites defined for TLS.
3. Security Considerations

Thi s docunent hel ps maintain the security guarantees of the TLS
protocol by prohibiting the use of the RC4-based ci pher suites
(listed in Appendi x A), which do not provide a sufficiently high
| evel of security.
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Appendi x A.  RC4 C pher Suites

The foll owi ng ci pher suites defined for TLS use RC4:

(o]

(0]

Popov

TLS_RSA EXPORT_W TH_RC4_40_MD5
TLS_RSA W TH_RC4_128_MD5

TLS RSA W TH RC4_128_SHA

TLS _DH anon_EXPORT_W TH_RC4_40_MD5
TLS DH anon_W TH_RC4_128 MD5

TLS KRB5_W TH RC4_128_SHA

TLS KRB5_W TH RC4_128_MD5
TLS_KRB5_EXPORT_W TH_RC4_40_SHA
TLS KRB5_EXPORT_W TH _RC4_40_MD5
TLS PSK W TH RC4_128_SHA
TLS_DHE _PSK_W TH _RCA_128_SHA

TLS RSA PSK W TH RC4_128_SHA

TLS ECDH ECDSA W TH _RC4_128_SHA
TLS_ECDHE_ECDSA W TH_RC4_128_SHA
TLS ECDH RSA W TH RC4_128_SHA
TLS ECDHE _RSA W TH RC4_128_SHA
TLS_ECDH anon_W TH_RC4_128_ SHA

TLS_ECDHE_PSK_W TH_RCA4_128_SHA

St andards Track

Prohi biting RC4 C pher Suites

February 2015

[ Page 5]



RFC 7465 Prohi biting RC4 C pher Suites February 2015

Acknowl edgenent s

Thi s docunent was inspired by discussions with Magnus Nystrom Eric

Rescorl a, Joseph Sal owey, Yaron Sheffer, Nagendra Mdadugu, and
others on the TLS mailing list.

Aut hor’ s Address
Andr ei Popov
M crosoft Corp.
One M crosoft Wy

Rednmond, WA 98052
USA

EMai | : andrei po@ri crosoft.com

Popov St andards Track [ Page 6]






