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BGP Operations and Security
Abst r act

The Border Gateway Protocol (BGP) is the protocol al nost exclusively
used in the Internet to exchange routing information between network
domains. Due to this central nature, it is inportant to understand
the security neasures that can and shoul d be depl oyed to prevent
accidental or intentional routing disturbances.

Thi s docunent describes neasures to protect the BGP sessions itself
such as Tinme to Live (TTL), the TCP Authentication Option (TCP-AO,
and control-plane filtering. 1t also describes nmeasures to better
control the flow of routing information, using prefix filtering and
automati on of prefix filters, max-prefix filtering, Autononous System
(AS) path filtering, route flap dampening, and BGP comunity
scrubbi ng.

Status of This Meno
Thi s nenmo docunents an Internet Best Current Practice.

This docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
BCPs is available in Section 2 of RFC 5741

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc7454
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1. Introduction

The Border Gateway Protocol (BGP), specified in RFC 4271 [2], is the
protocol used in the Internet to exchange routing informati on between
networ k domai ns. BGP does not directly include nmechani snms that
control whether the routes exchanged conformto the various

gui del i nes defined by the Internet community. This docunment intends
to both summari ze common exi sting guidelines and hel p network

adm ni strators apply coherent BGP policies.

1.1. Requirenents Language
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [1].

2. Scope of the Docunent
The guidelines defined in this document are intended for generic
Internet BGP peerings. The nature of the Internet is such that
Aut ononmpbus Systenms can al ways agree on exceptions to a common
framework for relevant |ocal needs, and therefore configure a BGP
session in a manner that may differ fromthe recommendati ons provi ded
in this docunent. While this is perfectly acceptable, every
configured exception mght have an inpact on the entire inter-domain
routing environnent, and network adm nistrators SHOULD careful ly
apprai se this inmpact before inplenmentation

3. Definitions and Acronyns
0 ACL: Access Control List
0 ASN. Aut ononous System Number
0 |IRR Internet Routing Registry
o | XP: Internet Exchange Poi nt
0 LIR Local Internet Registry
o PMIUD: Path MIU Di scovery
0 R R Regional Internet Registry

o Tier 1 transit provider: an IP transit provider that can reach any
network on the Internet w thout purchasing transit services.

0 URPF: Unicast Reverse Path Forwarding
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In addition to the list above, the following terms are used with a
speci fi c neani ng.

0 Downstream any network that is downstream it can be a provider
or a customer network.

0 Upstream any network that is upstream
4. Protection of the BGP Speaker

The BGP speaker needs to be protected fromattenpts to subvert the
BGP session. This protection SHOULD be achi eved by an Access Control
Li st (ACL) that would discard all packets directed to TCP port 179 on
the | ocal device and sourced from an address not known or pernitted
to beconme a BGP nei ghbor. Experience has shown that the natura
protection TCP should offer is not always sufficient, as it is
sonetines run in control -plane software. |In the absence of ACLs, it
is possible to attack a BGP speaker by sinply sending a high vol une
of connection requests to it.

If supported, an ACL specific to the control plane of the router
SHOULD be used (receive-ACL, control-plane policing, etc.), to avoid
configuration of data-plane filters for packets transiting through
the router (and therefore not reaching the control plane). |If the
hardwar e cannot do that, interface ACLs can be used to bl ock packets
addressed to the local router.

Sone routers automatically program such an ACL upon BGP
configuration. On other devices, this ACL should be configured and
mai nt ai ned manual |y or using scripts.

In addition to strict filtering, rate-limting MAY be configured for
accepted BGP traffic. Rate-limting BG traffic consists in
permtting only a certain quantity of bits per second (or packets per
second) of BGP traffic to the control plane. This protects the BGP
router control plane in case the anmount of BGP traffic surpasses

pl atform capabilities.

Filtering and rate-limting of control-plane traffic is a wider topic
than "just for BG". (If a network administrator brings down a
router by overloadi ng one of the other protocols renotely, BGP is
harmed as well.) For a nore detailed reconmendati on on how to
protect the router’s control plane, see RFC 6192 [11].
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Protection of BGP Sessions

Current security issues of TCP-based protocols (therefore including
BGP) have been docunented in RFC 6952 [14]. The follow ng
subsections list the major points raised in this RFC and give the
best practices related to TCP session protection for BGP operation

Protection of TCP Sessions Used by BGP

Attacks on TCP sessions used by BGP (aka BGP sessions), for exanple,
sendi ng spoofed TCP RST packets, could bring down a BGP peering.
Fol | owi ng a successful ARP spoofing attack (or other sinilar man-in-
the-m ddl e attack), the attacker might even be able to inject packets
into the TCP stream (routing attacks).

BGP sessions can be secured with a variety of mechanisns. M5
protection of the TCP session header, described in RFC 2385 [7], was
the first such nmechanism It has been obsol eted by the TCP

Aut henti cation Option (TCP-AQ, RFC 5925 [4]), which offers stronger
protection. Wile MD5 is still the nbst used nechanismdue to its
availability in vendors’ equi pnent, TCP-AO SHOULD be preferred when
i mpl enment ed.

| Psec could also be used for session protection. At the tine of
publication, there is not enough experience of the inpact of using
| Psec for BGP peerings, and further analysis is required to define
gui del i nes

The drawback of TCP session protection is additional configuration
and nanagenent overhead for the naintenance of authentication
information (for example, MD5 passwords). Protection of TCP sessions
used by BGP is thus NOT REQU RED even when peerings are established
over shared networks where spoofing can be done (like |IXPs), but
operators are RECOMVENDED to consider the trade-offs and to apply TCP
session protection where appropriate.

Furt hernore, network adm nistrators SHOULD bl ock spoofed packets
(packets with a source | P address belonging to their |P address
space) at all edges of their network (see RFC 2827 [8] and RFC 3704
[9]). This protects the TCP session used by Internal BGP (IBGP) from
attackers outside the Autononpbus System

BGP TTL Security (GISM

BGP sessions can be made harder to spoof with the Generalized TTL
Security Mechanisns (GISM aka TTL security), defined in RFC 5082 [3].
I nstead of sending TCP packets with TTL value of 1, the BGP speakers
send the TCP packets with TTL val ue of 255, and the receiver checks

Durand, et al. Best Current Practice [ Page 6]



RFC 7454 BGP OPSEC February 2015

that the TTL val ue equals 255. Since it’'s inpossible to send an IP
packet with TTL of 255 to an I P host that is not directly connected,
BGP TTL security effectively prevents all spoofing attacks com ng
fromthird parties not directly connected to the sanme subnet as the
BGP- speaking routers. Network adm nistrators SHOULD i npl enment TTL
security on directly connected BGP peeri ngs.

GISM coul d al so be applied to nulti-hop BGP peering as well. To
achieve this, TTL needs to be configured with a proper val ue
dependi ng on the di stance between BGP speakers (using the principle
descri bed above). Nevertheless, it is not as effective because
anyone inside the TTL di ameter could spoof the TTL.

Li ke MD5 protection, TTL security has to be configured on both ends
of a BGP session.

6. Prefix Filtering

The main aspect of securing BGP resides in controlling the prefixes
that are received and advertised on the BGP peerings. Prefixes
exchanged between BGP peers are controlled with i nbound and out bound
filters that can match on IP prefixes (as described in this section),
AS paths (as described in Section 9) or any other attributes of a BGP
prefix (for exanple, BGP comunities, as described in Section 11).

6. 1. Definition of Prefix Filters

This section lists the nost commonly used prefix filters. The
followi ng sections will clarify where these filters should be
appl i ed.

6.1.1. Special -Purpose Prefixes
6.1.1.1. |1Pv4 Special -Purpose Prefixes

The 1 ANA | Pv4 Speci al - Purpose Address Registry [23] nmintains the
list of |IPv4 special-purpose prefixes and their routing scope, and it
SHOULD be used for prefix-filter configuration. Prefixes with value
"Fal se” in colum "d obal" SHOULD be di scarded on Internet BGP
peerings.

6.1.1.2. |Pv6 Special - Purpose Prefixes

The |1 ANA | Pv6 Speci al - Purpose Address Registry [24] maintains the
list of 1Pv6 special-purpose prefixes and their routing scope, and it
SHOULD be used for prefix-filter configuration. Only prefixes with
val ue "Fal se" in colum "d obal" SHOULD be di scarded on Internet BGP
peeri ngs.
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6.1.2. Unallocated Prefixes

I ANA allocates prefixes to RIRs that in turn allocate prefixes to
LIRs (Local Internet Registries). It is wise not to accept routing
table prefixes that are not allocated by I ANA and/or RIRs. This
section details the options for building a |ist of allocated prefixes
at every level. It is inportant to understand that filtering
unal | ocat ed prefixes requires constant updates, as prefixes are
continually allocated. Therefore, automation of such prefix filters
is key for the success of this approach. Network administrators
SHOULD NOT consi der sol utions described in this section if they are
not capabl e of nmintaining updated prefix filters: the danmage woul d
probably be worse than the intended security policy.

6.1.2.1. | ANA- Al | ocated Prefix Filters

| ANA has allocated all the I Pv4 avail abl e space. Therefore, there is
no reason why network administrators woul d keep checki ng t hat
prefixes they receive fromBGP peers are in the | ANA-all ocated | Pv4
address space [25]. No specific filters need to be put in place by
adm nistrators who want to nmake sure that |Pv4 prefixes they receive
in BGP updates have been allocated by | ANA

For | Pv6, given the size of the address space, it can be seen as w se
to accept only prefixes derived fromthose allocated by | ANA

Adm ni strators can dynamically build this list fromthe | ANA-

all ocated |1 Pv6 space [26]. As | ANA keeps allocating prefixes to
RIRs, the aforenentioned |list should be checked regul arly agai nst
changes, and if they occur, prefix filters should be conmputed and
pushed on network devices. The list could also be pulled directly by
routers when they inplenent such nechanisns. As there is delay
between the time a RIR receives a new prefix and the noment it starts
al l ocating portions of it toits LIRs, there is no need for doing
this step quickly and frequently. However, network administrators
SHOULD ensure that all 1Pv6 prefix filters are updated within a

maxi mum of one nonth after any change in the list of |Pv6 prefixes

al | ocat ed by | ANA

If the process in place (whether manual or automatic) cannot
guarantee that the list is updated regularly, then it’s better not to
configure any filters based on allocated networks. The |Pv4
experience has shown that many network operators inplenmented filters
for prefixes not allocated by | ANA but did not update themon a
regul ar basis. This created problenms for the |atest allocations, and
required extra work for RIRs that had to "de-bogoni ze" the newy

al | ocated prefixes. (See [18] for information on de-bogonizing.)
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6.1.2.2. RIR-All ocated Prefix Filters

A nore precise check can be perforned when one would |Iike to make
sure that prefixes they receive are being originated or transited by
Aut ononobus Systens (ASes) entitled to do so. It has been observed in
the past that an AS could easily advertise soneone else’'s prefix (or
nmore specific prefixes) and create black holes or security threats.
To partially mtigate this risk, adm nistrators would need to make
sure BGP advertisenments correspond to information |located in the
existing registries. At this stage, two options can be consi dered:
short- and long-termoptions. They are described in the follow ng
subsecti ons.

6.1.2.2.1. Prefix Filters Created fromlInternet Routing Registries
(I RRs)

An Internet Routing Registry (IRR) is a database containing Internet
routing information, described using Routing Policy Specification
Language objects as described in RFC 4012 [10]. Network

adm nistrators are given privileges to describe routing policies of
their own networks in the IRR, and that information is published,
usual ly publicly. A mpjority of Regional Internet Registries do also
operate an I RR and can control whether registered routes conformto
the prefixes that are allocated or directly assigned. However, it
shoul d be noted that the Iist of such prefixes is not necessarily a
complete list, and as such the list of routes in an IRRis not the
same as the set of RIR-allocated prefixes.

It is possible to use the IRRinformation to build, for a given

nei ghbor AS, a list of originated or transited prefixes that one may
accept. This can be done relatively easily using scripts and

exi sting tools capable of retrieving this information fromthe
registries. This approach is exactly the sane for both IPv4 and

| Pv6.

The nmacro-algorithmfor the script is as follows. For the peer that
is considered, the distant network administrator has provided the AS
and may be able to provide an AS-SET object (aka AS-MACRO . An
AS-SET is an object that contains AS nunbers or other AS-SETs. An
operator nay create an AS-SET defining all the AS nunbers of its
custoners. A Tier 1 transit provider mght create an AS-SET
describing the AS-SET of connected operators, which in turn describe
the AS nunbers of their custoners. Using recursion, it is possible
to retrieve froman AS-SET the conplete Iist of AS nunbers that the
peer is likely to announce. For each of these AS nunmbers, it is also
easy to look in the corresponding IRR for all associated prefixes.
Wth these two nechani snms, a script can build, for a given peer, the
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list of allowed prefixes and the AS nunber from which they should be
originated. One could decide not use the origin information and only
build nmonolithic prefix filters fromfetched data.

As prefixes, AS nunbers, and AS-SETs nay not all be under the sane
RIR authority, it is difficult to choose for each object the
appropriate IRRto poll. Some |RRs have been created and are not
restricted to a given region or authoritative RIR  They allow RI Rs
to publish information contained in their IRRin a common place.
They al so nmake it possible for any subscriber (probably under
contract) to publish information too. Wen doing requests inside
such an IRR, it is possible to specify the source of information in
order to have the nost reliable data. One could check a popular IRR
cont ai ni ng many sources (such as RADb [27], the Routing Assets

Dat abase) and only select as sources sone desired RIRs and trusted
maj or | SPs (Internet Service Providers).

As objects in IRRs nay frequently vary over tinme, it is inportant
that prefix filters computed using this nmechani smare refreshed
regularly. Refreshing the filters on a daily basis SHOULD be

consi dered because routing changes nust sonetinmes be done in an
energency and registries may be updated at the very |last nonent.

Note that this approach significantly increases the conplexity of the
router configurations, as it can quickly add tens of thousands of
configuration lines for some inportant peers. To manage this

compl exity, network adm nistrators could use, for exanple, |RRTool Set
[30], a set of tools making it possible to sinmplify the creation of
automated filter configuration frompolicies stored in an I RR

Last but not |east, network administrators SHOULD publish and
mai ntain their resources properly in the | RR database naintai ned by
their RIR when avail abl e.

6.1.2.2.2. SIDR - Secure Inter-Donmain Routing

An infrastructure called SIDR (Secure Inter-Donmain Routing),
described in RFC 6480 [12], has been designed to secure Internet
advertisenents. At the time of witing this document, many docunents
have been published and a framework with a conplete set of protocols
is proposed so that advertisenents can be checked agai nst signed
routing objects in RIRs. There are basically two services that SIDR
of fers:

o Oigin validation, described in RFC 6811 [5], seeks to make sure
that attributes associated with routes are correct. (The nmjor
point is the validation of the AS nunber originating a given
route.) Oigin validation is now operational (Internet
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registries, protocols, inplenentations on sone routers), and in
theory it can be inplemented knowi ng that the number of signed
resources is still lowat the time of witing this docunent.

o Path validation provided by BGPsec [29] seeks to make sure that no
one announces fake/wong BGP paths that would attract traffic for
a given destination; see RFC 7132 [16]. BGPsec is still an
ongoi ng work itemat the tine of witing this docurment and
t heref ore cannot be inpl ement ed.

I npl enenting SIDR nechani sns is expected to solve many of the BGP
routing security problens in the long term but it nay take time for
depl oynents to be nmade and objects to beconme signed. Also, note that
the SIDR infrastructure is conplenmenting (not replacing) the security
best practices listed in this docunment. Therefore, network

adm ni strators SHOULD i npl enent any SI DR proposed nechanism (for
exanple, route origin validation) on top of the other existing
mechani snms even if they could sonetines appear to be targeting the
same goal

If route origin validation is inplemented, the reader SHOULD refer to
the rules described in RFC 7115 [15]. In short, each external route
received on a router SHOULD be checked agai nst the Resource Public
Key Infrastructure (RPKI) data set:

o If a corresponding ROA (Route Origin Authorization) is found and
is valid, then the prefix SHOULD be accept ed.

o If the ROAis found and is INVALID, then the prefix SHOULD be
di scar ded

o If a ROAis not found, then the prefix SHOULD be accepted, but the
correspondi ng route SHOULD be given a | ow preference.

In addition to this, network adm nistrators SHOULD sign their routing
obj ects so their routes can be validated by other networks running
origin validation.

One shoul d understand that the RPKI nopdel brings new, interesting
chal  enges. The paper "On the R sk of M sbehaving RPKI Authorities"
[31] explains how the RPKI nodel can inpact the Internet if
authorities don't behave as they are supposed to. Further analysis
is certainly required on RPKI, which carries part of BGP security.
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6.1.3. Prefixes That Are Too Specific

Most ISPs will not accept advertisenments beyond a certain |evel of
specificity (and in return, they do not announce prefixes they
consider to be too specific). That acceptable specificity is decided
for each peering between the two BGP peers. Sonme |SP comunities
have tried to docunent acceptable specificity. This docunent does
not nmake any judgenment on what the best approach is, it just notes
that there are existing practices on the Internet and reconmends that
the reader refer to them As an exanple, the RIPE conmunity has
docunented that, at the tinme of witing of this docunent, |Pv4
prefixes longer than /24 and | Pv6 prefixes |longer than /48 are
general ly neither announced nor accepted in the Internet [20] [21].
These val ues may change in the future.

6.1.4. Filtering Prefixes Belonging to the Local AS and Downstreans

A network SHOULD filter its own prefixes on peerings with all its
peers (inbound direction). This prevents local traffic (froma |loca
source to a local destination) fromleaking over an external peering,
in case soneone el se is announcing the prefix over the Internet.

This also protects the infrastructure that may directly suffer if the
backbone's prefix is suddenly preferred over the Internet.

In sone cases, for exanple, nultihom ng scenarios, such filters
SHOULD NOT be applied, as this would break the desired redundancy.

To an extent, such filters can also be configured on a network for
the prefixes of its downstreans in order to protect them too. Such
filters nust be defined with caution as they can break existing
redundancy mechani sms. For exanpl e, when an operator has a

mul ti honed customer, it should keep accepting the customer prefix
fromits peers and upstreans. This will rmake it possible for the
custoner to keep accessing its operator network (and other custoners)
via the Internet even if the BGP peering between the custoner and the
operator is down.

6.1.5. | XP LAN Prefixes

6.1.5.1. Network Security
Wien a network is present on an | XP and peers with other | XP nenbers
over a conmon subnet (I XP LAN prefix), it SHOULD NOT accept nore-
specific prefixes for the I XP LAN prefix fromany of its external BGP

peers. Accepting these routes may create a black hole for
connectivity to the I XP LAN.
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If the I XP LAN prefix is accepted as an "exact match", care needs to
be taken to prevent other routers in the network from sendi ng | XP
traffic towards the externally learned I XP LAN prefix (recursive
route | ookup pointing into the wong direction). This can be

achi eved by preferring | GP routes over External BGP (EBGP), or by
usi ng "BGP next-hop-self" on all routes |earned on that |XP

If the | XP LAN prefix is accepted at all, it SHOULD only be accepted
fromthe ASes that the | XP authorizes to announce it -- this wll
usual ly be automatically achieved by filtering announcenents using
the I RR dat abase

6.1.5.2. PMIUD and the Loose uRPF Probl em

In order to have PMIUD working in the presence of |oose uRPF, it is
necessary that all the networks that may source traffic that could
flow through the I XP (i.e., |IXP nenbers and their downstreans) have a
route for the I XP LAN prefix. This is necessary as "packet too big"

| CMP nessages sent by | XP nenbers’ routers may be sourced using an
address of the I XP LAN prefix. In the presence of |oose uRPF, this

| CMP packet is dropped if there is no route for the | XP LAN prefix or
a less specific route covering | XP LAN prefi x.

In that case, any | XP nmenber SHOULD nake sure it has a route for the
I XP LAN prefix or a less specific prefix on all its routers and that
it announces the I XP LAN prefix or the less specific route (up to a
default route) to its downstreans. The announcenents done for this
pur pose SHOULD pass | RR-generated filters described in

Section 6.1.2.2.1 as well as "prefixes that are too specific" filters
described in Section 6.1.3. The easiest way to inplement this is for
the I XP itself to take care of the origination of its prefix and
advertise it to all |IXP nmenbers through a BGP peering. Mst likely,
the BGP route servers would be used for this, and the I XP would send
its entire prefix, which would be equal to or |ess specific than the
I XP LAN prefix.

Appendi x A gives an exanpl e of guidelines regarding | XP LAN prefi x.
6.1.6. The Default Route
6.1.6.1. 1Pv4

Typically, the 0.0.0.0/0 prefix is not intended to be accepted or

advertised except in specific custoner/provider configurations;
general filtering outside of these is RECOMVENDED.
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6.1.6.2. |Pv6
Typically, the ::/0 prefix is not intended to be accepted or
adverti sed except in specific custoner/provider configurations;
general filtering outside of these is RECOVMENDED.

6.2. Prefix Filtering Reconmendations in Full Routing Networks
For networks that have the full Internet BGP table, sone policies
shoul d be applied on each BGP peer for received and adverti sed
routes. It is RECOWENDED t hat each Autononobus System configures
rules for advertised and received routes at all its borders, as this
will protect the network and its peer even in case of
m sconfiguration. The nbst commonly used filtering policy is
proposed in this section and uses prefix filters defined in
Section 6. 1.

6.2.1. Filters with Internet Peers

6.2.1.1. Inbound Filtering

There are basically two options -- the | oose one where no check will
be done against RIR allocations and the strict one where it will be
verified that announcenments strictly conformto what is declared in
routing registries.

6.2.1.1.1. Inbound Filtering Loose Option

In this case, the followi ng prefixes received froma BGP peer will be
filtered:

o prefixes that are not globally routable (Section 6.1.1)
o prefixes not allocated by ANA (I Pv6 only) (Section 6.1.2.1)
0 routes that are too specific (Section 6.1.3)
o prefixes belonging to the local AS (Section 6.1.4)
0 | XP LAN prefixes (Section 6.1.5)
o the default route (Section 6.1.6)
6.2.1.1.2. Inbound Filtering Strict Option
In this case, filters are applied to nmake sure advertisenents

strictly conformto what is declared in routing registries
(Section 6.1.2.2). Warning is given as registries are not always
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accurate (prefixes mssing, wong information, etc.). This varies
across the registries and regions of the Internet. Before applying a
strict policy, the reader SHOULD check the inpact on the filter and
make sure the solution is not worse than the probl em

Al so, in case of script failure, each adnministrator nay decide if all
routes are accepted or rejected depending on routing policy. Wile
accepting the routes during that tine frame could break the BGP
routing security, rejecting themmght re-route too much traffic on
transit peers, and could cause nore harmthan what a | oose policy
woul d have done.
In addition to this, network administrators could apply the follow ng
filters beforehand in case the routing registry that’s used as the
source of information by the script is not fully trusted:
o prefixes that are not globally routable (Section 6.1.1)
0 routes that are too specific (Section 6.1.3)
o prefixes belonging to the local AS (Section 6.1.4)
0 | XP LAN prefixes (Section 6.1.5)
0 the default route (Section 6.1.6)

6.2.1.2. CQutbound Filtering
The configuration should ensure that only appropriate prefixes are
sent. These can be, for exanple, prefixes belonging to both the
network in question and its downstreans. This can be achi eved by
usi ng BGP communities, AS paths, or both. Aso, it may be desirable
to add the following filters before any policy to avoid unwant ed
route announcenents due to bad configuration
0 Prefixes that are not globally routable (Section 6.1.1)
0 Routes that are too specific (Section 6.1.3)
0 | XP LAN prefixes (Section 6.1.5)
0 The default route (Section 6.1.6)
If it is possible to list the prefixes to be advertised, then just

configuring the list of allowed prefixes and denying the rest is
sufficient.
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6.2.2. Filters with Custoners
6.2.2.1. Inbound Filtering

The i nbound policy with end custonmers is pretty straightforward: only
custoner prefixes SHOULD be accepted, all others SHOULD be di scarded
The list of accepted prefixes can be manual ly specified, after having
verified that they are valid. This validation can be done with the
appropriate | P address managenent authorities.

The sane rul es apply when the custoner is a network connecting other
custoners (for exanple, a Tier 1 transit provider connecting service
providers). An exception is when the custoner network applies strict
i nbound/ out bound prefix filtering, and there are too many prefixes
announced by that network to list themin the router configuration.
In that case, filters as in Section 6.2.1.1 can be appli ed.

6.2.2.2. Cuthound Filtering

The outbound policy with custoners nay vary according to the routes
the customer wants to receive. In the sinplest possible scenario,
the customer may want to receive only the default route; this can be
done easily by applying a filter with the default route only.

In case the customer wants to receive the full routing (if it is
multihoned or if it wants to have a view of the Internet table), the
following filters can be applied on the BGP peering:
o prefixes that are not globally routable (Section 6.1.1)
0 routes that are too specific (Section 6.1.3)
o0 the default route (Section 6.1.6)
In sone cases, the customer nmay desire to receive the default route
in addition to the full BGP table. This can be done by the provider
sinply by renoving the filter for the default route. As the default
route may not be present in the routing table, network administrators
may decide to originate it only for peerings where it has to be
adverti sed.

6.2.3. Filters with Upstream Provi ders

6.2.3.1. Inbound Filtering
If the full routing table is desired fromthe upstream the prefix

filtering to apply is the sane as the one for peers Section 6.2.1.1
with the exception of the default route. Sonetines, the default
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route (in addition to the full BGP table) can be desired from an
upstream provider. |If the upstream provider is supposed to announce
only the default route, a sinple filter will be applied to accept
only the default prefix and nothing el se.

6.2.3.2. Cuthound Filtering

The filters to be applied would nost likely not differ rmuch fromthe
ones applied for Internet peers (Section 6.2.1.2). However,
different policies could be applied if a particular upstream should
not provide transit to all the prefixes.

6.3. Prefix Filtering Reconmendati ons for Leaf Networks
6.3.1. Inbound Filtering
The | eaf network will deploy the filters corresponding to the routes

it is requesting fromits upstream |If a default route is requested,
a sinple inbound filter can be applied to accept only the default

route (Section 6.1.6). |If the leaf network is not capable of listing
the prefixes because there are too many (for example, if it requires
the full Internet routing table), then it should configure the
following filters to avoid receiving bad announcenents fromits

upst ream

o prefixes not routable (Section 6.1.1)
0 routes that are too specific (Section 6.1.3)
o prefixes belonging to local AS (Section 6.1.4)

o the default route (Section 6.1.6) depending on whether or not the
route is requested

6.3.2. CQutbound Filtering

A leaf network will nost |ikely have a very straightforward policy:
it wll only announce its local routes. It can also configure the
prefix filters described in Section 6.2.1.2 to avoi d announci ng
invalid routes to its upstream provider

7. BGP Route Flap Danpening

The BGP route flap danmpeni ng mechani sm makes it possible to give
penalties to routes each tinme they change in the BGP routing table.
Initially, this mechanismwas created to protect the entire Internet
frommultiple events that inpact a single network. Studies have
shown that inplenmentations of BGP route flap danpening coul d cause
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more harm than benefit; therefore, in the past, the R PE conmunity
has recommended agai nst using BGP route flap danpening [19]. Later,
studi es were conducted to propose new route flap danpeni ng threshol ds
in order to nake the solution "usable"; see RFC 7196 [6] and [22] (in
which RIPE reviewed its recommendations). This docunent RECOMVENDS
followi ng | ETF and RI PE recomendati ons and using BGP route flap
dampening with the adjusted configured threshol ds.

8. Maxi mum Prefi xes on a Peering

It is RECOVWENDED to configure a linmt on the nunber of routes to be
accepted froma peer. The followi ng rules are generally RECOMVENDED:

o Frompeers, it is RECOWENDED to have a limt |ower than the
nunber of routes in the Internet. This will shut down the BGP
peering if the peer suddenly advertises the full table. Network
adm nistrators can also configure different limts for each peer
according to the nunber of routes they are supposed to adverti se,
pl us sone headroomto permt grow h.

0 Fromupstreams that provide full routing, it is RECOMVENDED to
have a limt higher than the nunber of routes in the Internet. A
limt is still useful in order to protect the network (and in
particular, the routers’ nenory) if too many routes are sent by
the upstream The limt should be chosen according to the nunber
of routes that can actually be handl ed by routers.

It is inportant to regularly reviewthe limts that are configured as
the Internet can quickly change over tine. Sone vendors propose
mechani snms to have two threshol ds: while the higher nunber specified
will shut down the peering, the first threshold will only trigger a
|l og and can be used to passively adjust limts based on observations
made on the network.

9. AS Path Filtering

This section lists the RECOVWENDED practi ces when processi ng BGP AS
pat hs.

0 Network admnistrators SHOULD accept from customers only 2-byte or
4-byte AS paths containing ASNs bel onging to (or authorized to
transit through) the custoner. |If network adninistrators cannot
build and generate filtering expressions to inplenent this, they
SHOULD consi der accepting only path I engths relevant to the type
of customer they have (as in, if these customers are a |eaf or
have custoners of their own) and SHOULD try to di scourage
excessi ve prepending in such paths. This |oose policy could be
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conbined with filters for specific 2-byte or 4-byte AS paths that
must not be accepted if advertised by the customer, such as
upstreamtransit providers or peer ASNs.

0 Network administrators SHOULD NOT accept prefixes with private AS
nunbers in the AS path unless the prefixes are fromcustonmers. An
exception could occur when an upstreamis offering sone particul ar
service like black-hole origination based on a private AS nunber:
in that case, prefixes SHOULD be accepted. Custoners should be
informed by their upstreamin order to put in place ad hoc policy
to use such services

0 Network admini strators SHOULD NOT accept prefixes when the first
AS nunmber in the AS path is not the one of the peer’s unless the
peering is done toward a BGP route server [17] (for exanple, on an
IXP) with transparent AS path handling. |In that case, this
verification needs to be deactivated, as the first AS nunber wll
be the one of an | XP nenber, whereas the peer AS nunber will be
the one of the BGP route server

0 Network adm nistrators SHOULD NOT advertise prefixes with a
nonenpty AS path unless they intend to provide transit for these
prefixes.

0 Network administrators SHOULD NOT advertise prefixes with upstream
AS nunmbers in the AS path to their peering AS unless they intend
to provide transit for these prefixes

o0 Private AS nunbers are conventionally used in contexts that are
"private" and SHOULD NOT be used in advertisenments to BGP peers
that are not party to such private arrangenents, and they SHOULD
be stripped when received from BGP peers that are not party to
such private arrangenents.

0 Network administrators SHOULD NOT override BG” s default behavior,
i.e., they should not accept their own AS nunber in the AS path.
When consi dering an exception, the inmpact (which may be severe on
routing) should be studied carefully.

AS path filtering should be further anal yzed when ASN renunbering is
done. Such an operation is conmon, and nechani sns exist to allow
snmooth ASN migration [28]. The usual nigration technique, local to a
router, consists in nodifying the AS path so it is presented to a
peer with the previous ASN, as if no renunbering was done. This
makes it possible to change the ASN of a router without reconfiguring
all EBGP peers at the sane tinme (as that operation would require
synchroni zation with all peers attached to that router). During this
renunberi ng operation, the rul es descri bed above nay be adj ust ed.
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10.

Next-Hop Filtering

If peering on a shared network, like an | XP, BGP can advertise
prefixes with a third-party next hop, thus directing packets not to
t he peer announcing the prefix but sonewhere el se.

This is a desirable property for BGP route-server setups [17], where
the route server will relay routing information but has neither the
capacity nor the desire to receive the actual data packets. So, the
BGP route server will announce prefixes with a next-hop setting
pointing to the router that originally announced the prefix to the
route server.

In direct peerings between |SPs, this is undesirable, as one of the
peers could trick the other one into sending packets into a bl ack
hol e (unreachabl e next hop) or to an unsuspecting third party who
woul d then have to carry the traffic. Especially for black-holing,
the root cause of the problemis hard to see without inspecting BGP
prefixes at the receiving router of the | XP

Therefore, an inbound route policy SHOULD be applied on | XP peerings
in order to set the next hop for accepted prefixes to the BGP peer IP
address (belonging to the | XP LAN) that sent the prefix (which is
what "next-hop-self" would enforce on the sending side).

This policy SHOULD NOT be used on route-server peerings or on
peerings where network adm nistrators intentionally pernmt the other
side to send third-party next hops.

This policy also SHOULD be adjusted if the best practice of Renote
Triggered Black Holing (aka RTBH as described in RFC 6666 [13]) is

i mpl emented. In that case, network adm nistrators would apply a

wel | - known BGP next hop for routes they want to filter (if an
Internet threat is observed fromlto this route, for exanple). This
wel | -known next hop will be statically routed to a null interface.
In combination with a unicast RPF check, this will discard traffic
fromand toward this prefix. Peers can exchange information about

bl ack hol es using, for example, particular BGP conmunities. Network
adm nistrators could propagate bl ack-hole information to their peers
usi ng an agreed-upon BGP comunity: when receiving a route with that
community, a configured policy could change the next hop in order to
create the black hole.
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11.

12.

13.

13.

BGP Community Scrubbi ng
Optionally, we can consider the follow ng rules on BGP AS pat hs:

0 Network adm nistrators SHOULD scrub i nbound conmmunities with their
number in the high-order bits, and allow only those comunities
that customers/peers can use as a signaling nechani sm

0 Networks adm nistrators SHOULD NOT renove ot her conmmunities
applied on received routes (conmunities not renpoved after
application of the previous statenent). |In particular, they
SHOULD keep original communities when they apply a comunity.
Customers night need themto comruni cate with upstream providers
In particular, network adm nistrators SHOULD NOT (generally)
renove the no-export conmmunity, as it is usually announced by
their peer for a certain purpose.

Security Considerations

Thi s docunent is entirely about BGP operational security. It depicts
best practices that one should adopt to secure BGP infrastructure:
protecting BGP router and BGP sessions, adopting consistent BGP
prefix and AS path filters, and configuring other options to secure

t he BGP net worKk.

Thi s docunent does not aimto describe existing BGP inplenmentations,
their potential vulnerabilities, or ways they handle errors. It does
not detail how protection could be enforced agai nst attack techni ques
usi ng crafted packets.
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Appendi x A. I XP LAN Prefix Filtering - Exanple

An I XP in the RIPE region is allocated an I Pv4 /22 prefix by RI PE NCC
(X.Y.0.0/22 in this exanple) and uses a /23 of this /22 for the I XP
LAN (let say X Y.0.0/23). This I XP LAN prefix is the one used by | XP
menbers to configure EBGP peerings. The I XP could also be allocated
an AS nunber (AS64496 in our exanple).

Any | XP nenber SHOULD make sure it filters prefixes nore specific
than X. Y.0.0/23 fromall its EBGP peers. |If it received X Y.0.0/24
or X.Y.1.0/24 this could seriously inpact its routing.

The | XP SHOULD originate X Y.0.0/22 and advertise it to its nmenbers
through an EBGP peering (nost likely fromits BGP route servers,
configured with AS64496).

The | XP nmenbers SHOULD accept the | XP prefix only if it passes the
I RR generated filters (see Section 6.1.2.2.1)

I XP menmbers SHOULD then advertise X Y.0.0/22 prefix to their
downstreans. This announce woul d pass I RR based filters as it is
originated by the | XP.
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