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Deprecation of BGP Entropy Label Capability Attribute
Abst ract

The BGP Entropy Label Capability attribute is defined in RFC 6790.
Regrettably, it has a bug: although RFC 6790 mandates that routers

i ncapabl e of processing Entropy Labels nust renove the attribute,
fulfillment of this requirenment cannot be guaranteed in practice.
Thi s specification deprecates the attribute. A forthcom ng docunent
wi |l propose a repl acenent.

Status of This Meno
This is an Internet Standards Track docunent.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc7447

Copyri ght Notice

Copyright (c) 2015 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunments
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

Scudder & Kompell a St andards Track [ Page 1]



RFC 7447 Deprecation of ELCA February 2015

Tabl e of Contents

=

I nt roduction A,
1.1. Requirenents Language

Deprecation of ELCA .

| ANA Consi derations .

Security Considerations

Ref er ences e
5.1. Nornative References
5.2. Informative References
Acknowl edgenent s
Aut hors’ Addr esses

OhownN

PR WWWWWNDNDN

1. I nt roducti on

[ RFC6790] defines the Entropy Label Capability attribute (ELCA), an
optional, transitive BGP path attribute. For correct operation, an
i nt ermedi ate node nodi fying the next hop of a route nmust renove the
ELCA unl ess the node doing so is able to process entropy | abels.
Sadly, this requirement cannot be fulfilled with the ELCA as
specified, because it is an optional, transitive attribute. By
definition, a node that does not support the ELCA will propagate the
attribute (this is a general property of optional, transitive
attributes; see [RFC4271]). But such an ELCA-oblivious node is
likely to be incapable of processing entropy |abels and is exactly
the node that we desire to renove the attribute

Thi s specification updates RFC 6790 by deprecating the version of
ELCA defined in Section 5.2 of that document. A forthconi ng docunent
will propose a replacenent. Al other sections of RFC 6790 are
unchanged.

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY"', and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. Deprecation of ELCA

Thi s docunent deprecates the ELCA path attribute. This neans that
i npl ement ati ons MUST NOT generate the attribute. |If received, the
attribute MJST be treated as any other unrecogni zed optional,
transitive attribute as per [RFC4A271], until and unless the code
point is reused by some new specification. (To the authors’ best
know edge, there are no inplenentations of ELCA at the tine of
witing.)
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| ANA Consi der ati ons

For the reasons given in Section 1, I ANA has marked attribute 28 "BGP
Entropy Label Capability Attribute" in the "BG Path Attributes"
registry as "deprecated" and has added a reference to this RFC

Security Considerations

ELCA, as defined in Section 5.2 of [RFC6790], has in comon with
other optional, transitive path attributes the property that it wll
be "tunnel ed" through intervening routers that don't inplenent the
rel evant specification. Unfortunately, as discussed el sewhere in
thi s docunent, inplenmentations of ELCA that receive such "tunnel ed"
attributes could -- sonetimes inproperly -- rely on them The
consequence of doing so could be a black hole in the forwardi ng path
for the affected routes. Whether or not this is a new security issue
i s somewhat debatable, since an attacker would have to be part of the
control -plane path for the route in question in order for the
attacker to exploit the issue. Under those circunstances, an
attacker already has a panoply of m schief-naking tools avail able, as
di scussed in [ RFC4272] .

In any case, this docunent renders any real or inmagined security
i ssues with ELCA noot, by deprecating it.
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