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Abst r act

This docunent identifies a set of failure cases that may be
encountered by | Pv6-enabl ed nobile custoners in roam ng scenari os.
The analysis reveals that the failure causes include inproper
configurations, inconplete functionality support in equi pment, and
i nconsi stent | Pv6 depl oynent strategies between the hone and the
vi sited networks.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
published for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the I ETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Not all docunents
approved by the |ESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it may be obtained at
http://ww.rfc-editor.org/infol/rfc7445

Chen, et al. I nf or mati onal [ Page 1]



RFC 7445

Copyri ght Notice

| Pv6 Roani ng Anal ysis

March 2015

Copyright (c) 2015 | ETF Trust and the persons identified as the

docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal

Provisions Relating to | ETF Docunents

(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as

described in the Sinplified BSD License.

Tabl e of Contents

1. Introduction
1.1. Terminol ogy .
2. Background

2.1. Roam ng Archl tect ure An Overvi ew .
2.1.1. Home Routed Mde . .
2.1.2. Local Breakout Mbdde .

2.2. Typical Roaning Scenarios .

3. Failure Case in the Network Attachmant

4., Failure Cases in the PDP/ PDN Creation .
.1. Case 1: Splitting Dual - Stack Bearer

.2. Case 2: |1Pv6 PDP/PDN Unsupported

i i

.4. Case 4: Fallback Failure

5. Failure Cases in the Service Requests .

5.1. Lack of IPv6 Support in Applications
5.2. 464XLAT Support .o e
6. HLR/ HSS User Profile Sett|ng
7. Discussion .
8. Security Consi der atl ons .
9. References

9.1. Nor mat i ve Ref erences
9.2. Informative References
Acknowl edgenent s
Contributors
Aut hors’ Addr esses

Chen, et al. I nf or mat i onal

.3. Case 3: Inappropriate Roami ng APN Set

COoO~NOOURPAAPWW

[ Page 2]



RFC 7445 | Pv6 Roani ng Anal ysis March 2015

1.

1.

I nt roducti on

Many nobil e operators have depl oyed | Pv6, or are about to, in their
operational networks. A custoner in such a network can be provided
| Pv6 connectivity if their User Equipnment (UE) is |IPv6 conpliant.
Qperators nmay adopt various approaches to deploy IPv6 in nobile

net wor ks, such as the solutions described in [TR23.975]. Dependi ng
on network conditions, either dual-stack or |Pv6-only depl oynent
schenes can be enabl ed.

A detail ed overview of |Pv6 support in 3GPP architectures is provided
in [ RFC6459] .

It has been observed and reported that a nobile subscriber roam ng
around a different operator’s areas may experience service disruption
due to inconsistent configurations and i nconplete functionality of
equi pnent in the network. This docunment focuses on these issues.

1. Term nol ogy
Thi s docunment neakes use of these terns:
o Mbbile networks refer to 3GPP nobil e networks.

o Mbile UE denotes a 3GPP device that can be connected to 3GPP
nmobi | e net wor ks.

0 The Public Land Mbile Network (PLMN) is a network that is
operated by a single adm nistrative entity. A PLWN (and therefore
al so an operator) is identified by the Mbile Country Code (MCC)
and the Mobile Network Code (MNC). Each (tel econmunications)
operator providing nobile services has its owmn PLMN [ RFC6459].

0 The Hone Location Register (HLR) is a pre-Rel ease 5 database (but
is also used in real deploynments of Release 5 and later) that
contai ns subscriber data and information related to call routing.
Al'l subscribers of an operator and the subscribers’ enabl ed
services are provisioned in the HLR [ RFC6459].

o0 The Hone Subscriber Server (HSS) is a database for a given
subscri ber and was introduced in 3GPP Release 5. It is the entity
contai ning the subscription-related information to support the
network entities actually handling calls/sessions [ RFC6459].

0 "HLR/HSS" is used collectively for the subscriber database unless
referring to the failure case related to General Packet Radio
Service (GPRS) Subscriber data fromthe HLR
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An overvi ew of key 3GPP functional elements is docunmented in
[ RFC6459] .

"Mobil e device" and "nobile UE" are used interchangeably.
2. Background
2.1. Roaming Architecture: An Overview

Roam ng occurs in two scenari os

o International roaning: a nobile UE enters a visited network
operated by a different operator, where a different PLMN code is
used. The UEs could, either in an automatic node or in a nmanua
nmode, attach to the visited PLMN

0 Intra-PLMN nobility: an operator nmay have one or multiple PLWMN
codes. A nobile UE could pre-configure the codes to identify the
Home PLMN (HPLMN) or Equival ent HPLMN (EHPLMN). Intra- PLMN
mobility allows the UE to nove to a different area of HPLWMN and
EHPLMN.  When the subscriber profile is not stored in the visited
area, HLR/HSS in the Hone area will transmt the profile to the
Serving GPRS Support Node (SGSN) / Mobility Managenent Entity
(MVE) in the visited area so as to conplete network attachnent.

Wien a UE is turned on or is transferred via a handover to a visited
network, the nobile device will scan all radio channels and find
avail able PLMNs to attach to. The SGSN or the MVE in the visited
net wor ks nmust contact the HLR or HSS to retrieve the subscriber
profile.

Steering of roaming nmay al so be used by the HPLMN to further restrict
whi ch of the avail able networks the UE may be attached to. Once the
aut hentication and registration stage is conpleted, the Packet Data
Protocol (PDP) or Packet Data Networks (PDN) activation and traffic
flows nmay be operated differently according to the subscriber profile
stored in the HLR or the HSS

The foll owi ng subsections describe two roam ng nodes: Hone-routed
traffic (Section 2.1.1) and Local breakout (Section 2.1.2).

2.1.1. Home Routed Mde
In this node, the subscriber’s UE gets |IP addresses fromthe hone

network. All traffic belonging to that UE is therefore routed to the
home network (Figure 1)
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GPRS roami ng exchange (GRX) or Internetwork Packet Exchange (I PX)
networks [IR 34] are likely to be invoked as the transit network to
deliver the traffic. This is the main node for international roam ng
of Internet data services to facilitate the chargi ng process between
the two invol ved operators.

----------------------------- + o e e e e e e a4
Vi sited Network | | Home Net wor k |
P Focmteot | (GRYIPX) | Aeeee-ee- + Traffic Flow
| UE | :::::::>| SGSN SG/\Y ::::::::::::::::::::>| GGSN PG/\Y —===========>
+----+ Fo- oo - -+ | | S + |
| MVE | L |
+o-- -t | Signaling | e + |
I >| HLR/ HSS | |
| | to----o-- + |
----------------------------- + U
Figure 1: Hone Routed Traffic
.1.2. Local Breakout Mbde

In the local breakout node, |P addresses are assigned by the visited
network to a roaming nmobile UE. Unlike the hone routed node, the
traffic doesn’t have to traverse CRX/IPX; it is offloaded locally at
a network node close to that device's point of attachnent in the
visited network. This node ensures a nore optim zed forwardi ng path
for the delivery of packets belonging to a visiting UE (Figure 2).

e + oo +
| Vi sited Network | | Home Net wor k |

+----+ R + | Signaling | R +
| | UE | =======>| SGSN MMVE| - - - ---------------- >| HHR/HSS | |
| +--- -+ +---+----+ | (GRX/IPX) | E S +
I | SGW I I I
| oo | | |
I [ | I I I
| oo +o | |
I | GGSN PG I I I
| oo + | |
| Traffic Flow || | | |
S []-------- + U +

\/

Figure 2: Local Breakout

The international roam ng of services based on the IP Miltinedia
Subsystem (I M5), e.g., Voice over LTE (VOLTE)[IR 92], is clained to
sel ect the |local breakout node in [IR 65]. Data service roam ng
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2

2

across different areas within an operator network m ght use |oca
breakout node in order to get nore efficient traffic forwardi ng and
al so ease energency services. The |ocal breakout node could al so be
applied to an operator’s alliance for international roam ng of data
servi ce.

EU Roani ng Regulation Il [EU Roaming-111] involves |ocal breakout
nmode al | owi ng Eur opean subscribers roam ng i n European 2GE 3G net wor ks
to have their Internet data routed directly to the Internet from
their current Visited Public Land Mbile Network (VPLW).

Specific local breakout-related configuration considerations are
listed bel ow

0 Operators may add the APN- O - Repl acenent flag defined in 3GPP
[ TS29. 272] into the user’s subscription data. The visited network
i ndicates a | ocal donmain nanme to replace the user requested Access
Poi nt Nane (APN). Consequently, the traffic would be steered to
the visited network. Those functions are nornally depl oyed for
the intra-PLMN nobility cases.

0 Operators may al so configure the VPLM\-Dynani c- Addr ess- Al | owed
flag [TS29.272] in the user’'s profile to enable | ocal breakout
nmode in VPLMN\s.

0 3GPP specified the Selected IP Traffic Ofload (SIPTO function
[ TS23. 401] since Release 10 in order to get efficient route paths.
It enables an operator to offload a portion of the traffic at a
network node close to the UE's point of attachnent to the network.

0 The G obal System for Mbile Conmunications Association (GSMA) has
defined Roam ng Architecture for Voice over LTE with Loca
Breakout (RAVEL) [IR 65] as the IMS international roam ng
architecture. Local breakout node has been adopted for the IMS
roami ng architecture.

Typi cal Roami ng Scenari os

Three stages occur when a subscriber roans to a visited network and
intends to invoke services:

0 Network attachment: this occurs when the UE enters a visited
network. During the attachnent phase, the visited network should
aut henticate the subscriber and make a | ocation update to the
HSS/HLR in the home network of the subscriber. Accordingly, the
subscriber profile is offered fromthe HSS/HLR  The subscri ber
profile contains the allowed APNs, the all owed PDP/ PDN Types, and
rules regarding the routing of data sessions (i.e., home routed or
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| ocal breakout node) [TS29.272]. The SGSN MMVE in the visited
network can use this information to facilitate the subsequent
PDP/ PDN sessi on creation.

o PDP/ PDN context creation: this occurs after the subscriber’'s UE
has been successfully attached to the network. This stage is
integrated with the attachment stage in the case of 4G but is a
separate process in 2@ 3G 3GPP specifies three types of PDP/ PDN
to describe connections: PDP/PDN Type | Pv4, PDP/PDN Type |Pv6, and
PDP/ PDN Type | Pv4v6. Wien a subscriber creates a data session,
their device requests a particular PDP/ PDN Type. The all owed
PDP/ PDN Types for that subscriber are learned in the attachnent
stage. Hence, the SGSN and MVE via the Serving Gateway (SGN
could initiate a PDP/ PDN request to Gateway GSN (GGSN) / Packet
Data Network Gateway (PGW nodul o subscription grants.

0 Service requests: when the PDP/ PDN context is created
successfully, UEs may | aunch applications and request services
based on the allocated | P addresses. The service traffic will be
transmitted via the visited network.

Failures that occur at the attachnent stage (Section 3) are

i ndependent of hone routed and the | ocal breakout nodes. Most
failure cases in the PDP/PDN context creation (Section 4) and in
service requests (Section 5) occur in the |local breakout node.

3. Failure Case in the Network Attachnent

3GPP specified PDP/ PDN Type I Pv4v6 in order to allow a UE to get both
an | Pv4 address and an IPv6 prefix within a single PDP/ PDN bearer.
This option is stored as a part of subscription data for a subscriber
in the HHR/HSS. PDP/ PDN Type | Pv4v6 has been introduced at the
inception of the Evol ved Packet System (EPS) in 4G networks.

The nodes in 4G networks shoul d present no issues with the handling
of this PDN Type. However, the level of support varies in 2G 3G

net wor ks dependi ng on the SGSN software version. In theory, S4-SGSN
(i.e., an SGSN with S4 interface) has supported the PDP/PDN Type

| Pv4dv6 since Rel ease 8, and Gn-SGSN (i.e., the SGSN with Gn
interface) has supported it since Release 9. In nobst cases,
operators nornmally use Gn-SGSN to connect either GGSN in 3G or Packet
Data Network Gateway (PGW in 4G

The MAP (Mbbile Application Part) protocol, as defined in 3GPP

[ TS29.002], is used over the G interface between SGSN and HLR. The
MAP I nformation Element (IE) "ext-pdp-Type" contains the | Pv4dve PDP
Type that is conveyed to SGSN fromthe HLR within the Insert
Subscriber Data (I SD) MAP operation. |If the SGSN does not support
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the 1 Pv4v6 PDP Type, it will not support the "ext-pdp-Type" |E;
consequently, it nust silently discard that I E and conti nue
processing the rest of the | SD MAP nessage. An issue that has been
observed is that nultiple SGSNs are unable to correctly process a
subscriber’s data received in the Insert Subscriber Data Procedure

[ TS23.060]. As a consequence, it will likely discard the subscriber
attach request. This is erroneous behavior due to the equi pnment not
bei ng compliant with 3GPP Rel ease 9

In order to avoid encountering this attach problemat a visited SGSN
bot h operators should make a conprehensive roam ng agreenent to
support I Pv6 and ensure that it aligns with the GSMA docunents, e.g.,
[IR33], [IR88], and [IR 21]. Such an agreenent requires the
visited operator to get the necessary patch on all its SGSN nodes to
support the "ext-pdp-Type" MAP IE sent by the HLR  To ensure data-
session continuity in Radio Access Technol ogy (RAT) handovers, the
PDN Type sent by the HSS to the MVE shoul d be consistent with the PDP
Type sent by the HLR to the Gn-SGSN. Where roaning agreenments and

vi sited SGSN nodes have not been updated, the HPLMN al so has to make
use of specific inplementations (not standardized by 3GPP, discussed
further in Section 6) in the HLR/HSS of the home network. That is,
when the HLR/ HSS receives an Update Locati on nessage froma visited
SGSN not known to support dual -stack in a single bearer, subscription
data allowi ng only PDP/ PDN Type | Pv4 or IPv6 will be sent to that
SGSN in the Insert Subscriber Data procedure. This guarantees that
the user profile is conpatible with the visited SGSN MVE capability.
In addition, HSS may not have to change if the PGWis aware of the
subscriber’s roamng status and only restricts the accepted PDN Type
consistent with PDP Type sent by the HLR  For exanple, a AAA server
may coordinate with the PGNto decide the all owed PDN Type.

Al ternatively, HPLMNs wi t hout the non-standardi zed capability to
suppress the sending of "ext-pdp-Type" by the HLR may have to renove
this attribute fromAPNs with roam ng service. PDN Type |Pv4v6 nust
al so be renoved fromthe corresponding profile for the APNin the
HSS. This will restrict their roaning UEs to only |Pv4 or |Pv6

PDP/ PDN activation. This alternative has probl ens:

o The HPLMN cannot support dual -stack in a single bearer at hone
where the APN profile in the HLR'HSS is al so used for roam ng.

o0 The UE nmay set up separate parallel bearers for |IPv4 and | Pv6,

where only single-stack 1Pv4 or IPv6 service is preferred by the
oper at or.
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4.

4.

Failure Cases in the PDP/ PDN Creation

VWhen a subscriber’s UE succeeds in the attach stage, the IP

al | ocation process takes place to retrieve |IP addresses. In general,
a PDP/ PDN Type | Pv4v6 request inplicitly allows the network side to
make several |P assignment options, including | Pv4-only, |Pv6-only,

I Pv4 and I Pv6 in single PDP/PDN bearer, and IPv4 and I Pv6 in

separ at ed PDP/ PDN bearers.

A PDP/ PDN Type I Pv4 or IPv6 restricts the network side to only
all ocate the requested | P address famly.

This section summari zes several failures in the Hone Routed (HR) and
Local Breakout (LBO npde as shown in Table 1.

AR, S o e e e e e e oo oo oo R +
| Case# | UE request | PDP/PDN IP Type | Mode |
| | | permtted on GGSN PGW | |
S R o S +
| | | Pv4v6 | | Pv4v6 | HR |
| #1 [-----mmm - R AT +
| | | Pv4v6 | | Pv4 or |Pv6 | LBO |
Fomm o - Fom e o - Fom e e e e a e e oo S +
| #2 | | Pv6 | | Pv6 | HR |
S R o S +
| #3 | | Pv4 | | Pv6 | HR |
R, S o e e e e e e e e oo o - S R +
|  #4 | | Pv6 | | Pv4 | LBO |
Fomm o - Fom e o - Fom e e e e a e e oo S +

Table 1: Failure Cases in the PDP/PDN Creation
1. Case 1: Splitting Dual - Stack Bearer

Dual -stack capability is provided using separate PDP/PDN activation
in the visited network that doesn’t support PDP/ PDN Type | Pv4ve6.

That means only separate, parallel, single-stack |Pv4d and | Pv6

PDP/ PDN connections are allowed to be initiated to separately

all ocate an I Pv4 address and an I Pv6 prefix. The SGSN does not
support the Dual Address Bearer Flag (DAF) or does not set the DAF
because the operator uses single addressi ng per bearer to support
interworking with nodes of earlier releases. Regardless of hone
routed or | ocal breakout node, GGSN PGWwi Il change PDN PDP Type to a
singl e address PDP/ PDN Type and return the Sessi on Managenment (SM
Cause #52 "single address bearers only all owed"” or SM Cause #28
"unknown PDP address or PDP type" as per [TS24.008] and [TS24.301] to
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the UE. In this case, the UE may nake anot her PDP/ PDN request with a
singl e address PDP Type (1 Pv4 or 1Pv6) other than the one already
activat ed.

Thi s approach suffers fromthe foll ow ng drawbacks

0 The parallel PDP/PDN activation would |ikely double PDP/ PDN bearer
resource on the network side and Radi o Access Bearer (RAB)
resource on the Radio Access Network (RAN) side. It also inpacts
the capacity of the GGSN PGN since only a certain anmount of
PDP/ PDN activation is allowed on those nodes.

o0 Some networks nmay allow only one PDP/PDN to be alive for each
subscriber. For exanple, an |Pv6 PDP/PDN will be rejected if the
subscri ber has an active |1 Pv4 PDP/PDN. Therefore, the subscriber
woul d not be able to obtain the IPv6 connection in the visited
network. It is even worse, as they may have a risk of |osing al
data connectivity if the IPv6 PDP gets rejected with a pernanent
error at the APN |l evel and not an error specific to the PDP-Type
| Pv6 request ed.

o Additional correl ations between those two PDP/ PDN contexts are
required on the chargi ng system

o0 Policy and Charging Rules Function (PCRF) [TS29.212] / Policy and
Char gi ng Enforcenment Function (PCEF) treats the |IPv4 and | Pv6
sessions as independent and perfornms different quality-of-service
(QS) policies. The subscriber may have an unstabl e experience
due to different behaviors on each | P version connection

o Mbbile devices may have a linmitation on the nunber of allowed
si mul t aneous PDP/ PDN contexts. Excessive PDP/PDN activations may
result in service disruption

In order to avoid the issue, the roam ng agreenent in the hone routed
nmode shoul d nmake sure the visited SGSN supports and sets the DAF.
Since the PDP/ PDN Type | Pv4v6 is supported in the GGSN PGW of the
honme network, it’'s expected that the visited SGSN MVE coul d create a
dual - stack bearer as the UE request ed.

In the local breakout node, the visited SGSN may only allow single IP
version addressing. In this case, the DAF on the visited SGSN MVE
has to be unset. One approach is to set a dedi cated APN [ TS23. 003]
profile to only request PDP/PDN Type |IPv4 in the roani ng network.
Sone operators may al so consider not adopting the |ocal breakout node
to avoid the risks.
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4.2. Case 2: |Pv6 PDP/ PDN Unsupported

PDP/ PDN Type | Pv6 has good conpatibility to visited networks during

the network attachnment. |In order to support the IPv6-only visitors,
SGSN MMVE in the visited network is required to accept |Pv6-only

PDP/ PDN acti vation requests and enable IPv6 on the user plane in the
direction of the home network.

In sone cases, IPv6-only visitors may still be subject to the SGSN
capability in visited networks. This becones especially risky if the
hone operator performs roam ng steering targeted to an operator that
doesn’t allow I Pv6. The visited SGSN may just directly reject the
PDP context activation. Therefore, it’'s expected that the visited
network is I Pv6 roamng-friendly to enable the functions on SGSN MVE
by default. Oherw se, operators may consider steering the roam ng
traffic to the | Pv6-enabl ed visited network that has an | Pv6 roam ng
agreement .

4.3. Case 3: Inappropriate Roanmi ng APN Set

If 1Pv6 single stack with the home routed node is depl oyed, the
request ed PDP/ PDN Type should al so be I Pv6. Sone inplenentations
that support the roanming APN profile nay set |1Pv4 as the default
PDP/ PDN Type, since the visited network is incapable of supporting
PDP/ PDN Types | Pv4v6 (Section 4.1) and I Pv6 (Section 4.2). The
PDP/ PDN request will fail because the APN in the home network only
all ows 1 Pv6. Therefore, the roam ng APNs have to be conpliant with
the honme network configurati on when hone routed node is adopted.

4.4, Case 4: Fallback Failure

In the | ocal breakout node, PDP/PDN Type |Pv6 shoul d have no issues
to pass through the network attachnent process, since 3GPP specified
the PDP/ PDN Type | Pv6 as early as PDP/PDN Type | Pv4. Wen a visitor
requests PDP/ PDN Type | Pv6, the network should only return the
expected I Pv6 prefix. The UE may fail to get an IPv6 prefix if the

visited network only allocates an | Pv4 address. In this case, the
visited network will reject the request and send the cause code to
the UE.

A proper fallback scheme for PDP/PDN Type | Pv6 is desirable; however,
there is no standard way to specify this behavior. The roaning APN
profile could help to address the issue by setting the PDP/ PDN Type
to IPv4. For instance, the Android system solves the issue by
configuring the roam ng protocol to IPv4 for the APN. It guarantees
that UE will always initiate a PDP/ PDN Type IPv4 in the roam ng area.
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5

5

5

Failure Cases in the Service Requests

After the successful network attachment and | P address allocation,
applications could start to request service based on the activated
PDP/ PDN context. The service request may depend on specific IP
famly or network collaboration. |If traffic is offloaded locally
(Section 2.1.2), the visited network may not be able to accommopdate
the UE's service requests. This section describes the failures.

1. Lack of IPv6 Support in Applications

Qperators may only allow IPv6 in the M5 APN. VOLTE [I R 92] and Rich
Comuni cation Suite (RCS) [RCC.07] use the APN to offer voice service
for visitors. The IM5S roaming in RAVEL architecture [IR 65] offl oads
voi ce and video traffic in the visited network; therefore, a dual -
stack visitor can only be assigned with an IPv6 prefix but no | Pv4d
address. |If the applications can't support |IPv6, the service is
likely to fail.

Transl ati on- based net hods, for exanple, 464XLAT [ RFC6877] or Bunp-in-
the-Host (BIH) [RFC6535], may help to address the issue if there are
| Pv6 conpatibility problenms. The translation function could be
enabled in an I Pv6-only network and di sabled in a dual -stack or |Pv4
network; therefore, the IPv4 applications only get the translation in
the 1Pv6 network and they performnornally in an | Pv4 or dual -stack
net wor k.

2. 464XLAT Support

464XLAT [ RFC6877] is proposed to address the | Pv4 conpatibility issue
in an I Pv6-only connectivity environment. The customner-side

transl ator (CLAT) function on a nobile device is likely used in
conjunction with a PDP/PDN | Pv6 Type request and cooperates with a
renote NAT64 [ RFC6146] device

464XLAT may use the mechani sm defined in [ RFC7050] or [RFC7225] to
detect the presence of NAT64 devices and to learn the | Pv6 prefix
used for protocol translation [ RFC6052].

In the local breakout approach, a UE with the 464XLAT function
roami ng on an | Pv6 visited network may encounter various situations.
For exanple, the visited network may not have depl oyed DNS64

[ RFC6147] but only NAT64, or CLAT may not be able to discover the
provi der-side translator (PLAT) translation IPv6 prefix used as a
destination of the PLAT. |If the visited network doesn’t have a NAT64
and DNS64 depl oyed, 464XLAT can't perform successfully due to the
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| ack of PLAT collaboration. Even in the case of the presence of
NAT64 and DNS64, a pre-configured PLAT IPv6 prefix in the CLAT may
cause failure because it can’'t match the PLAT transl ation.

Consi dering the various network configurations, operators may turn
of f |l ocal breakout and use the home routed node to perform 464XLAT.
Al ternatively, UE may support the different roam ng profile
configuration to adopt 464XLAT in the hone network and use |Pv4-only
in the visited networks.

6. HLR/ HSS User Profile Setting

A proper user profile configuration would provide a determnistic
outconme to the PDP/PDN creation stage where dual -stack, |Pv4-only,
and | Pv6-only connectivity requests may conme from devices. The
HLR/ HSS may have to apply extra logic (not standardized by 3GPP) to
achieve this. It is also desirable that the network be able to set
up connectivity of any requested PDP/ PDN context type.

The followi ng are exanples to illustrate the settings for the
scenarios and the decision criteria to be applied when returning user
profile information fromthe HLR to the visited SGSN

user profile #1:

PDP- Cont ext ::= SEQUENCE {

pdp- Contextld Contextld,

pdp- Type PDP-Type-I|Pv4

exi - pdp Type PDP-Type-|Pv4v6

}

user profile #2:

PDP- Cont ext ::= SEQUENCE {
pdp- Contextld Contextld,
pdp- Type PDP-Type-IPv6

}

Scenario 1: Support of IPv6-Only, |Pv4-Only, and Dual - Stack Devices
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The full PDP-context paranmeters are referred to Section 17.7.1
("Mobile Service data types") of [TS29.002]. User profiles #1 and #2
share the same "Contextld". The setting of user profile #1 enables

I Pv4-only and dual -stack devices to work. User profile #2 fulfills
the request if the device asks for |Pv6-only PDP context.

user profile #1:

PDP- Cont ext ::= SEQUENCE ({
pdp- Contextld Contextld,

pdp- Type PDP-Type-1Pv4
exflbdp-Type PDP- Type- | Pv4v6

}

user profile #2:

PDP- Cont ext ::= SEQUENCE {
pdp- Contextld Contextld,
pdp- Type PDP-Type-|Pv4

}

Scenario 2: Support of Dual -Stack Devices with Pre-Rel ease 9 Visited
SGSN (vSGSN) Access

User profiles #1 and #2 share the sane "Contextld". |If a visited
SGSN is identified as early as pre-Release 9, the HLR/ HSS shoul d only
send user profile #2 to the visited SGSN.

7. Di scussi on

Several failure cases have been discussed in this docunent. It has
been illustrated that the mmjor problens happen at three stages: the
initial network attachnent, the PDP/ PDN creation, and service
requests.

In the network attachnent stage, PDP/PDN Type |Pv4v6 is the nmjor
concern to the visited pre-Release 9 SGSN. 3GPP didn’'t specify

PDP/ PDN Type |1 Pv4v6 in the earlier rel eases. That PDP/PDN Type is
supported in the newy built EPS network, but it isn't supported well
in the third-generation network. Visited SGSNs may di scard the
subscriber’s attach requests because the SGSN is unable to correctly
process PDP/ PDN Type | Pv4v6. Operators may have to adopt tenporary
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solutions unless all the interworking nodes (i.e., the SGSN) in the
vi sited network have been upgraded to support the ext-PDP-Type
feature.

In the PDP/ PDN creation stage, support of PDP/PDN Types | Pv4v6 and

I Pv6 on the visited SGSN is the major concern. |t has been observed
that single-stack IPv6 in the hone routed node is a viable approach
to deploy IPv6. It is desirable that the visited SGSN have the
ability to enable I Pv6 on the user plane by default. For support of
the PDP/ PDN Type | Pv4v6, it is suggested to set the DAF. As a

conpl enentary function, the inplenmentation of a roani ng APN
configuration is useful to accommpdate the visited network. However,
it should consider roamng architecture and the perm tted PDP/ PDN
Type to properly set the UEE Roamng APN in the hone routed node is
recomended to align with hone network profile setting. 1In the |oca
breakout case, PDP/PDN Type |IPv4 could be selected as a safe way to
initiate PDP/PDN activation.

In the service requests stage, the failure cases nostly occur in the
| ocal breakout case. The visited network may not be able to satisfy
the requested capability fromapplications or UEs. Operators may
consi der using hone routed node to avoid these problens. Severa
solutions, in either the network side or nobile device side, can al so
help to address the issue. For exanple,

0 464XLAT could help I Pv4 applications access | Pv6 visited networks.

0 Networks can deploy a AAA server to coordinate the nobile device
capability. Once the GGSN PGWNrecei ves the session creation
request, it will initiate a request to a AAA server in the hone
network via the RADI US or Dianeter protocol [TS29.061]. The
request contains subscriber and visited network information, e.g.,
PDP/ PDN Type, International Mbile Equi pment ldentity (1MEl),
Software Version (SV) and visited SGSN MVE | ocation code, etc.

The AAA server could take nobile device capability and conbine it
with the visited network information to ultimtely deternine the
type of session to be created, i.e., IPv4, 1Pv6, or |Pv4ve.

8. Security Considerations
Al t hough this docunent defines neither a new architecture nor a new

protocol, the reader is encouraged to refer to [ RFC6459] for a
generic discussion on | Pv6-related security considerations.
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