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Abstract

Appl i cation-Layer Protocol Negotiation (ALPN) |abels for Session
Traversal Wilities for NAT (STUN) usages, such as Traversal Using
Rel ays around NAT (TURN) and NAT di scovery, are defined in this
docunent to allow an application |ayer to negotiate STUN usages
within the Transport Layer Security (TLS) connection. ALPN protocol
identifiers defined in this docunent apply to both TLS and Dat agram
Transport Layer Security (DTLS).

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF conmmunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the ESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc7443.
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Copyri ght Notice

Copyright (c) 2015 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. I nt roduction

STUN can be securely transported using TLS-over-TCP (referred to as
TLS [ RFC5246]), as specified in [RFC5389], or TLS-over-UDP (referred
to as DTLS [ RFC6347]), as specified in [ RFC7350].

ALPN [ RFC7301] enables an endpoint to positively identify an
application protocol in TLS/DTLS and distinguish it fromother TLS/
DTLS protocols. Wth ALPN, the client sends the |ist of supported
application protocols as part of the TLS/DTLS CientHello nessage.
The server chooses a protocol and sends the selected protocol as part
of the TLS/ DTLS ServerHell o message. Application protoco

negoti ati on can thus be acconplished within the TLS/ DTLS handshake,
wi t hout addi ng network round-trips.

STUN protocol usages, such as TURN [ RFC5766], can be used to identify
the purpose of a flow without initiating a session

Thi s docunent proposes the followi ng ALPN | abels to identify STUN
prot ocol [RFC5389] usages.
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"stun.turn’: Label to identify the specific use of STUN over (D)TLS
for TURN (Section 4.6 of [RFC7350]).

"stun.nat-discovery': Label to identify the specific use of STUN
over (D)TLS for NAT discovery (Section 4.1 of [RFC7350]).

2. | ANA Consi derations
The following entries have been added to the "Application-Layer
Prot ocol Negotiation (ALPN) Protocol IDs" registry established by
[ RFC7301] .
The "stun.turn" |abel identifies the use of TURN usage (D) TLS
Protocol : Traversal Using Rel ays around NAT ( TURN)

Identification Sequence: 0x73 0x74 0x75 Ox6E Ox2E 0x74 0x75 0x72
Ox6E ("stun.turn")

Speci fication: This docurment (RFC 7443)

The "stun. nat-di scovery” |abel identifies the use of STUN for the
pur poses of NAT di scovery over (D) TLS

Protocol : NAT di scovery using Session Traversal Uilities for NAT
(STUN)

Identification Sequence: 0x73 0x74 0x75 Ox6E Ox2E Ox6e 0x61 0x74
0x2d 0x64 0x69 0x73 0x63 Ox6f 0x76 0x65 0x72 0x79
("stun. nat-di scovery")
Speci fication: This docurment (RFC 7443)
3. Security Considerations

The ALPN STUN protocol identifier does not introduce any specific
security considerations beyond those detailed in the TLS ALPN

Ext ensi on specification [RFC7301]. It also does not inpact the
security of TLS/DILS session establishnent or application data
exchange.
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