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1. Introduction

Thi s docunent adds a new | KEv2 [ RFC7296] authentication nethod to
support signature nmethods in a nore general way. The current
S|gnature based authentication nmethods in |KEv2 are per al gorithm
i.e., there is one for RSA digital signhatures, one for DSS digita
signatures (using SHA-1), and three for different ECDSA curves, each
tied to exactly one hash algorithm This design is cunmbersonme when
more signature algorithns, hash algorithms, and elliptic curves need
to be support ed:
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o In IKEv2, authentication using RSA digital signatures calls for
paddi ng based on RSASSA- PKCS1-v1 5, although the newer RSASSA- PSS
paddi ng met hod is now recomended. (See Section 5 of "Additiona
Al gorithns and ldentifiers for RSA Cryptography for use in PKIX
Profile" [RFC4055].)

0 Wth ECDSA and the Digital Signature Standard (DSS), there is no
way to extract the hash algorithmfromthe signature. Thus, for
each new hash function to be supported with ECDSA or DSA, new
aut henti cati on nmet hods woul d be needed. Support for new hash
functions is particularly needed for DSS, because the current
restriction to SHA-1 limts its security, meaning there is no
poi nt of using long keys with SHA-1.

o The tying of ECDSA authentication nethods to particular elliptic
curve groups requires definition of additional nmethods for each
new group. The conbination of new ECDSA groups and hash functions
wi || cause the nunber of required authentication nmethods to becone
unmanageabl e. Furthernore, the restriction of ECDSA
authentication to a specific group is inconsistent with the
approach taken wth DSS

Wth the selection of SHA-3, it night be possible that a signature
met hod can be used with either SHA-3 or SHA-2. This nmeans that a new
mechani sm for negotiating the hash algorithmfor a signature

al gorithmis needed.

Thi s docunent specifies two things:

1. A new authentication nmethod that includes enough information
i nside the Authentication payl oad data so the signature hash
al gorithm can be extracted (see Section 3).

2. A nmethod to indicate supported signature hash algorithns (see
Section 4). This allows the peer to know which hash al gorithns
are supported by the other end and use one of them (provided one
is allowed by policy). There is no requirenent to actually
negoti ate one comon hash algorithm as different hash al gorithmns
can be used in different directions if needed.

The new digital signature nmethod is flexible enough to include all
current signature nmethods (RSA, DSA, ECDSA, RSASSA-PSS, etc.) and add
new net hods (ECGDSA, El Ganal, etc.) in the future. To support this
flexibility, the signature algorithmis specified in the same way
that PKI X [ RFC5280] specifies the signature of the Digita
Certificate, by placing a sinple ASN. 1 object before the actua
signature data. This ASN. 1 object contains an O D specifying the

al gorithm and associ ated paraneters. Wen an | KEv2 inplenmentation
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supports a fixed set of signature nmethods with comonly used
paraneters, it is acceptable for the inplementation to treat the
ASN. 1 object as a binary blob that can be conpared agai nst the fixed
set of known values. |KEv2 inplenentations can also parse the ASN. 1
and extract the signature algorithm and associ ated paraneters.

2. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

3. Authentication Payl oad

Thi s docunent specifies a new "Digital Signature"” authentication

met hod. This nmethod can be used with any type of signature. As the
aut henti cation nmethods are not negotiated in | KEv2, the peer is only
allowed to use this authentication nmethod if the Notify payl oad of
type SI GNATURE_HASH ALGORI THMS has been sent and received by each
peer.

In this authentication nethod, the Authentication Data field inside
the Aut hentication payl oad does not just include the signature val ue,
as do other existing | KEv2 Authentication payl oads. Instead, the
signature value is prefixed with an ASN. 1 object indicating the

al gorithmused to generate the signature. The ASN. 1 object contains
the algorithmidentification O D, which identifies both the signature
al gorithm and the hash used when cal culating the signature. In
addition to the O D, the ASN. 1 object can contain optional paraneters
that m ght be needed for algorithnms such as RSASSA- PSS (see

Section 8.1 of [RFC3447]).

To make inplenmentations easier, the ASN. 1 object is prefixed by the
8-bit length field. This length field allows sinple inplenentations
to know the length of the ASN. 1 object without the need to parse it,
so they can use it as a binary blob to be conpared agai nst known
signature algorithm ASN. 1 objects. Thus, sinple inplenmentations may
not need to be able to parse or generate ASN. 1 objects. See
Appendi x A for commonly used ASN. 1 objects.

The ASN. 1 used here is the same ASN. 1 used in the Al gorithmdentifier
of PKIX (see Section 4.1.1.2 of [RFC5280]), encoded using

di stingui shed encoding rules (DER) [CCI TT. X690.2002]. The al gorithm
ODinside the ASN. 1 specifies the signhature algorithmand the hash
function, both of which are needed for signature verification

Currently, only the RSASSA-PSS signature al gorithmuses the optiona
paraneters. For other signature algorithns, the paraneters are
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either NULL or missing. Note that for some algorithnms there are two
possi bl e ASN. 1 encodi ngs, one with optional paranmeters included but
set to NULL and the other where the optional parameters are omtted.
These dual encodi ngs exi st because of the way those algorithns are
specified. Wen encoding the ASN. 1, inplenentations SHOULD use the
preferred format called for by the algorithmspecification. |If the
al gorithm specification says "preferredPresent”, then the paraneters
obj ect needs to be present, although it will be NULL if no paraneters
are specified. |If the algorithm specification says
"preferredAbsent”, then the entire optional paraneters object is

m ssi ng.

The Authentication payload is defined in | KEv2 as foll ows:

1 2 3
01234567890123456789012345678901
B S S i i i i T T a ik S S S S S

Next Payload |C RESERVED | Payl oad Length |
B T e R et e s o o S e R e
Auth Method | RESERVED |
B S S e i S S T A S S S S S S i S S

Aut henti cation Data

+— ! — +— +— +

N kL p e SR S T R S S S R

Figure 1: Authentication Payl oad For mat

0 Auth Method (1 octet) - Specifies the method of authentication

used.
Mechani sm Val ue
Digital Signature 14

Conputed as specified in Section 2.15 of [RFC7296] using a private
key associated with the public key sent in the Certificate payl oad
and using one of the hash algorithms sent by the other end in the
Notify payl oad of type SI GNATURE HASH ALGORI THVS. | f both ends
send and receive S| GNATURE HASH ALGORI THVS Noti fy payl oads, and
signature authentication is to be used, then the authentication
met hod specified in this Authentication payload MJST be used. The
format of the Authentication Data field is different from other
Aut henti cation methods and is specified bel ow

0 Authentication Data (variable I ength) - See Section 2.15 of

[ RFC7296]. For "Digital Signature" format, the Authentication
Data is formatted as foll ows:
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4.

1 2 3
01234567890123456789012345678901
i T o T i e S S S i S e S
ASN. 1 Length | Algorithmdentifier ASN. 1 object |
e b T S i i S S S S e e s S i T T i S S

Al gorithm dentifier ASN. 1 object continuing

+-
L.
I I
!l-— B T i T i s i i Tt TEIE B I TR S SR i S S i I T R e !l-
L Si gnature Val ue L
I+- s T o T e e i T S S S e S e T S TR S e S R I+
Figure 2: Authentication Data Format

* ASN. 1 Length (1 octet) - This field contains the length of the
ASN. 1-encoded Al gorithm dentifier object.

* Algorithmldentifier (variable length) - This field contains
the Algorithmdentifier ASN. 1 object.

* Sighature Value (variable length) - This field contains the
actual signature val ue.

There is no paddi ng between the ASN. 1 object and the signature
val ue. For hash truncation, the method specified in ANS
X9. 62: 2005 [ X9.62] MJST be used.

Hash Al gorithm Notification

The supported hash algorithns that can be used for the signature
algorithnms are indicated with a Notify payl oad of type
SI GNATURE_HASH ALGORI THVS sent inside the | KE_ SA INT exchange.

This notification also inplicitly indicates support of the new
"Digital Signature" algorithmnethod, as well as the list of hash
functions supported by the sending peer.

Both ends send their list of supported hash algorithns. Wen
calculating the digital signature, a peer MJST pick one al gorithm
sent by the other peer. Note that different algorithns can be used
in different directions. The algorithm O D indicating the sel ected
hash al gorithm (and signhature algorithm used when cal cul ating the
signature is sent inside the Authentication Data field of the

Aut hentication payload (with Auth Method of "Digital Signature" as
defi ned above).
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1 2 3
01234567890123456789012345678901
B S S e i S S T A S S S S S S i S S

Next Payload |C RESERVED | Payl oad Length |
B S S i i i i T T a ik S S S S S

Protocol ID | SPI Si ze | Notify Message Type |
B T e R et e s o o S e R e

Security Parameter |ndex (SPl) ~
B R o o S S O i i e e S S S e e ks S S

Notification Data

+— 1 —+— 1+ +— +

I
I
+
I
I
T A S S i Sl S i T oI S S S S S S S T e e

Figure 3: Notify Payl oad Fornat

The Notify payload format is defined in Section 3.10 of [ RFC7296].
When a Notify payl oad of type SI GNATURE HASH ALGORI THVS is sent, the
Protocol IDfieldis set to O, the SPI Size is set to 0, and the
Notify Message Type is set to 16431

The Notification Data field contains the |list of 16-bit hash
algorithmidentifiers fromthe Hash AlgorithmIldentifiers of IANA's
"Internet Key Exchange Version 2 (IKEv2) Paraneters" registry. There
is no paddi ng between the hash algorithmidentifiers.

5. Selecting the Public Key Al gorithm

Thi s specification does not provide a way for the peers to indicate
the public/private key pair types they have. This raises the
question of how the responder selects a public/private key pair type
that the initiator supports. This information can be found by
several nmethods.

One nethod to signal the key the initiator wants the responder to use
is toindicate that in the ID (ldentification - Responder) payl oad
of the I KE_AUTH request sent by the initiator. In this case, the
initiator indicates that it wants the responder to use a particul ar
public/private key pair by sending an I Dr payl oad that indicates that
information. In this case, the responder has different identities
configured, with each of those identities associated to a public/
private key or key type.

Anot her nethod to ascertain the key the initiator wants the responder

to use is through a Certificate Request payl oad sent by the
initiator. For exanple, the initiator could indicate in the
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Certificate Request payload that it trusts a certificate authority
certificate signed by an ECDSA key. This indication inplies that the
initiator can process ECDSA signatures, which neans that the
responder can safely use ECDSA keys when aut henticati ng.

A third nethod is for the responder to check the key type used by the
initiator and use the same key type that the initiator used. This
met hod does not work if the initiator is using shared secret or

Ext ensi bl e Aut henticati on Protocol (EAP) authentication (i.e., is not
using public keys). If the initiator is using public key

aut hentication, this nmethod is the best way for the responder to
ascertain the type of key the initiator supports.

If the initiator uses a public key type that the responder does not
support, the responder replies with a Notify nmessage with error type
AUTHENTI CATION_FAILED. If the initiator has nultiple different keys,
it my try a different key (and perhaps a different key type) unti

it finds a key that the other end accepts. The initiator can al so
use the Certificate Request payl oad sent by the responder to help
deci de which public key should be tried. |In normal cases, when the
initiator has multiple public keys, out-of-band configuration is used
to select a public key for each connection

6. Security Considerations

Tables 2 and 3 of the "Reconmendations for Key Managenent"
[ Nl ST800-57] give recommendati ons for how to sel ect suitabl e hash
functions for the signature.

This new digital signature nmethod does not tie the Elliptic Curve to
a specific hash function, which was done in the old | KEv2 ECDSA

met hods. This neans it is possible to mx different security |evels.
For exanple, it is possible to use a 512-bit Elliptic Curve with
SHA1. This neans that the security of the authentication nethod is
the security of the weakest conponent (signhature algorithm hash
algorithm or curve). This conplicates the security analysis of the
system

| KEv2 peers have a series of policy databases (see Section 4.4 of

[ RFC4301]) that define which security algorithms and net hods shoul d
be used during establishnment of security associations. To help end
users select the desired security |levels for comrunicati ons protected
by | Psec, inplenenters may wish to provide a nmechanismin the | KE
policy databases to limt the mxing of security levels or to
restrict conbinations of protocols.

Security downgrade attacks, where nore secure nethods are del eted or
nmodi fied froma payload by a man-in-the-niddle to force | ower |evels
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of security, are not a significant concern in | KEv2 Authentication
payl oads, as discussed in this RFC. This is because a nodified AUTH
payl oad will be detected when the peer conputes a signature over the
| KE messages.

One specific class of downgrade attacks requires sel ection of
catastrophically weak ciphers. In this type of attack, the man-in-
the-m ddl e attacker is able to "break"” the cryptography in real tine.
This type of downgrade attack shoul d be bl ocked by policy regarding
ci pher algorithm sel ection, as discussed above.

The hash al gorithmregistry does not include MD5 as a supported hash
algorithm as it is not considered safe enough for signature use
[ Wr05] .

The current | KEv2 protocol uses RSASSA-PKCS1-v1 5, which has known
security vulnerabilities [ KAO8] [ MEO1l] and does not allow using newer
paddi ng nmet hods such as RSASSA-PSS. The new nethod described in this
RFC al l ows the use of other paddi ng net hods.

The current |1 KEv2 protocol only allows use of normal DSA with SHA-1
whi ch neans the security of the authenticationis limted to the
security of SHA-1. This new nethod all ows using | onger keys and

| onger hashes with DSA

7. | ANA Consi der ati ons

Thi s docunent creates a new | ANA registry for | KEv2 Hash Al gorithns.
Changes and additions to this registry are by Expert Revi ew
[ RFC5226] .

The initial values of this registry are:

Hash Al gorithm Val ue
RESERVED 0
SHA1 1
SHA2- 256 2
SHA2- 384 3
SHA2- 512 4

MD5 is not included in the hash algorithmlist, as it is not
consi dered safe enough for signature hash uses.

Val ues 5-1023 are Unassigned. Values 1024-65535 are reserved for
Private Use anbng nutually consenting parties.
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This specification also adds a new val ue for

SI GNATURE_HASH ALGORI THVS (16431) to the "I KEv2 Notify Message Types
- Status Types" registry and adds a new value for Digital Signature
(14) to the "I KEv2 Authentication Method" registry.
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Appendi x A.  Commonly Used ASN. 1 bjects

This section lists commonly used ASN. 1 objects in binary form This
section is not normative, and these val ues should only be used as
exanples. |If the ASN. 1 object listed in Appendix A and the ASN. 1
obj ect specified by the algorithmdiffer, then the al gorithm

speci fication nust be used. These values are taken from "New ASN. 1
Modul es for the Public Key Infrastructure Using X 509 (PKIX)"

[ RFC5912] .

A 1. PKCS#l1l 1.5 RSA Encryption

The algorithmidentifiers here include several different ASN. 1
objects with different hash algorithms. This docunment only includes
the commonly used ones, i.e., the ones using SHA-1 or SHA-2 as the
hash function. Sone other algorithns (such as MD2 and MD5) are not
saf e enough to be used as signature hash algorithns and are onitted.
The | ANA regi stry does not have code points for these other
algorithms with RSA Encryption. Note that there are no optiona
paraneters in any of these algorithmidentifiers, but all included
here need NULL optional paranmeters present in the ASN. 1.

See "Algorithnms and Identifiers for PKIX Profile" [RFC3279] and
"Additional Algorithnms and Identifiers for RSA Cryptography for use
in the Internet X. 509 Public Key Infrastructure Certificate and
Certificate Revocation List (CRL) Profile" [RFC4055] for nore
i nformati on.

A 1.1. shalWthRSAEncryption

shalW t hRSAEncryption OBJECT IDENTIFIER ::= { iso(1l) nmenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkecs-1(1) 5}

Paraneters are required, and they nust be NULL.
Nane = shalWt hRSAEncryption, oid = 1.2.840.113549.1.1.5
Length = 15
0000: 300d 0609 2a86 4886 f70d 0101 0505 00
A . 1.2. sha256Wt hRSAEncryption
sha256W t hRSAEncrypti on OBJECT | DENTIFIER ::= { pkcs-1 11 }
Paraneters are required, and they nust be NULL.
Nanme = sha256Wt hRSAEncryption, oid = 1.2.840.113549.1.1.11

Length = 15
0000: 300d 0609 2a86 4886 f70d 0101 Ob05 00
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A.1.3. sha384Wt hRSAEncryption
sha384W t hRSAEncrypti on OBJECT I DENTIFIER ::= { pkcs-1 12 }
Paraneters are required, and they nust be NULL.
Nanme = sha384Wt hRSAEncryption, oid = 1.2.840.113549.1.1.12
Length = 15
0000: 300d 0609 2a86 4886 f70d 0101 0c05 00

A . 1.4. sha512Wt hRSAEncryption
sha512W t hRSAEncrypti on OBJECT | DENTIFIER ::= { pkcs-1 13}
Paraneters are required, and they nust be NULL.
Nane = sha512Wt hRSAEncryption, oid = 1.2.840.113549.1.1.13
Length = 15
0000: 300d 0609 2a86 4886 f70d 0101 0d05 00

A 2. DSA

Wth DSA al gorithns, optional paraneters are always onitted. Only
al gorithm conbinations for DSA that are listed in the I ANA registry
are included.

See "Algorithms and Identifiers for PKIX Profile” [RFC3279] and "PKI X
Additional Algorithns and Identifiers for DSA and ECDSA" [ RFC5758]
for nmore information.

A .2.1. dsa-with-shal

dsa-wi th-shal OBJECT IDENTIFIER ::= { iso(1) nenber-body(2) us(840)
x9-57(10040) x9al gorithm(4) 3}

Paraneters are absent.
Nane = dsa-w th-shal, oid = 1.2.840.10040.4.3

Length = 11
0000: 3009 0607 2a86 48ce 3804 03
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A 2.2. dsa-wth-sha256
dsa-w th-sha256 OBJECT IDENTIFIER ::= { joint-iso-ccitt(2)
country(16) us(840) organization(1l) gov(101) csor(3) algorithns(4)
i d-dsa-wi th-sha2(3) 2 }
Par anet ers are absent.
Name = dsa-with-sha256, oid = 2.16.840.1.101.3.4.3.2
Length = 13
0000: 300b 0609 6086 4801 6503 0403 02

A. 3. ECDSA

Wth ECDSA al gorithns, the optional paraneters are always omtted

Only al gorithm conbinations for the ECDSA listed in the I ANA registry
are included.

See "Elliptic Curve Cryptography Subject Public Key Information"
[ RFC5480], "Algorithms and ldentifiers for PKIX Profile" [RFC3279],
and "PKI X Additional Al gorithms and ldentifiers for DSA and ECDSA"
[ RFC5758] for nore information

A.3.1. ecdsa-wth-shal

ecdsa-wi t h- SHA1 OBJECT IDENTIFIER ::= { iso(1) menber-body(2) us(840)
ansi - X9- 62(10045) signatures(4) 1}

Paraneters are absent.
Name = ecdsa-with-shal, oid = 1.2.840.10045.4.1
Length = 11
0000: 3009 0607 2a86 48ce 3d04 01
A 3.2. ecdsa-w th-sha256

ecdsa-wi t h- SHA256 OBJECT I DENTIFIER ::= { iso(1l) memnber-body(2)
us(840) ansi-X9-62(10045) signatures(4) ecdsa-wi th-SHA2(3) 2 }

Par anet ers are absent.
Nane = ecdsa-with-sha256, oid = 1.2.840.10045.4.3.2

Length = 12
0000: 300a 0608 2a86 48ce 3d04 0302
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A.3.3. ecdsa-w th-sha384

ecdsa-wi t h- SHA384 OBJECT IDENTIFIER ::= { iso(1l) menber-body(2)
us(840) ansi-X9-62(10045) signatures(4) ecdsa-w th-SHA2(3) 3 }

Paraneters are absent.
Nane = ecdsa-wi th-sha384, oid = 1.2.840.10045.4.3.3
Length = 12
0000: 300a 0608 2a86 48ce 3d04 0303
A 3.4. ecdsa-w th-shabl2

ecdsa-wi t h- SHA512 OBJECT IDENTIFIER ::= { iso(1l) menber-body(2)
us(840) ansi-X9-62(10045) signatures(4) ecdsa-wi th-SHA2(3) 4 }

Par aneters are absent.

Name = ecdsa-with-sha512, oid = 1.2.840.10045.4.3.4
Length = 12
0000: 300a 0608 2a86 48ce 3d04 0304

A 4. RSASSA- PSS
Wth RSASSA-PSS, the algorithm object identifier nmust always be
i d- RSASSA- PSS, and the hash function and paddi ng paraneters are
conveyed in the paranmeters (which are not optional in this case)
See Additional RSA Algorithms and ldentifiers [ RFC4055] for nore
i nformation.

A 4.1. RSASSA-PSS with Enpty Paraneters
i d- RSASSA- PSS OBJECT | DENTI FIER ::= { pkcs-1 10 }

Paraneters are enpty, but the ASN. 1 part of the sequence nust be
present. This neans default paraneters are used.

0000 : SEQUENCE

0002 : OBJECT | DENTI FI ER RSASSA- PSS (1. 2.840.113549.1.1.10)
000d : SEQUENCE
Length = 15

0000: 300d 0609 2a86 4886 f70d 0101 0a30 00
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A 4.

2. RSASSA-PSS with Default Paraneters

i d- RSASSA- PSS OBJECT I DENTIFIER ::= { pkcs-1 10 }

January 2015

Here the paraneters are present and contain the default paraneters,
i.e., hashAlgorithm of SHA-1, maskGenAl gorithm of ngf1SHAL

saltLength of 20, and trailerField of 1.

0000 : SEQUENCE

0002 : OBJECT | DENTI FI ER RSASSA- PSS (1.2.840.113549.1.1.10)
000d : SEQUENCE

0o0of : CONTEXT 0

0011 : SEQUENCE

0013 : OBJECT | DENTIFIER id-shal (1.3.14.3.2.26)
00la : NULL

001c : CONTEXT 1

001le : SEQUENCE

0020 : OBJECT I DENTIFIER 1.2.840.113549.1.1.8
002b : SEQUENCE

002d : OBJECT | DENTIFIER id-shal (1.3.14.3.2.26)
0034 : NULL

0036 : CONTEXT 2

0038 : I NTECER 0x14 (5 bits)

003b : CONTEXT 3

003d : INTEGER 0x1 (1 bits)

Nane = RSASSA-PSS with default paraneters,
oid = 1.2.840.113549.1.1.10

Length = 64

0000: 303e 0609 2a86 4886 f70d 0101 0a30 31a0

0010: Ob30 0906 052b 0e03 02l1a 0500 all8 3016

0020: 0609 2a86 4886 f70d 0101 0830 0906 052b

0030: 0e03 02l1la 0500 a203 0201 14a3 0302 0101
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A 4.3. RSASSA-PSS with SHA-256
i d- RSASSA- PSS OBJECT I DENTIFIER ::= { pkcs-1 10 }

Here the paraneters are present and contain hashAl gorithm of SHA-256,
maskGenAl gorithm of SHA-256, saltlLength of 32, and trailerField of 1.

0000 : SEQUENCE

0002 : OBJECT | DENTI FI ER RSASSA- PSS (1. 2.840.113549.1.1.10)

000d : SEQUENCE

0oof : CONTEXT O

0011 : SEQUENCE

0013 : OBJECT | DENTI FI ER id-sha256 (2.16.840.1.101.3.4.2.1)
001e : NULL

0020 : CONTEXT 1

0022 : SEQUENCE

0024 : OBJECT | DENTI FIER 1.2.840.113549.1.1.8

oo2f : SEQUENCE

0031 : OBJECT | DENTI FI ER i d-sha256 (2.16.840.1.101.3.4.2.1)
003c : NULL

003e : CONTEXT 2

0040 : I NTEGER 0x20 (6 bits)

0043 : CONTEXT 3

0045 : INTEGER 0x1 (1 bits)

Name = RSASSA- PSS with sha-256, oid = 1.2.840.113549.1.1.10
Length = 72

0000: 3046 0609 2a86 4886 f70d 0101 0a30 39a0

0010: Of 30 0d06 0960 8648 0165 0304 0201 0500

0020: allc 30la 0609 2a86 4886 f70d 0101 0830

0030: 0d06 0960 8648 0165 0304 0201 0500 a203

0040: 0201 20a3 0302 0101

Appendi x B. | KEv2 Payl oad Exanpl e
B.1. shalWthRSAEncryption
The | KEv2 AUTH payl oad would start |ike this:

00000000: NNOO OOLL 0e0O0 0000 Of 30 0d0O6 092a 8648
00000010: 86f7 0d01 0105 0500 ....

Where the NN will be the next payload type (i.e., the value depends
on the next payl oad after this Authentication payload), the LL wll
be the length of this payload, and after the shalWthRSAEncryption
ASN. 1 bl ock (15 bytes) there will be the actual signature, which is
omtted here.
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