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1. I nt roduction

Adobe’ s Secure Real -Time Media Fl ow Protocol (RTMFP) [RFC7016] is a
gener al - purpose transport service for real-time nmedia and bul k data
in |P networks, and it is suited to client-server and peer-to-peer
(P2P) communi cation. RTMP provides a generalized franmework for
securing its comruni cati ons according to the needs of its
appl i cation.
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The Fl ash pl atform conprises the Flash runtinme (including Flash

Pl ayer) from Adobe Systens | ncorporated, comunication servers such
as Adobe Media Server, and interoperable clients and servers provi ded
by ot her parties.

Real -time streami ng network comuni cation for the Flash platform of
vi deo, audi o, and data typically uses Adobe's Real -Ti ne Messagi ng
Protocol (RTMP) [ RTMP] nessages. RTMP nessages were originally
designed to be transported over RTMP Chunk Streamin TCP [ RTMP];
however, other transports (such as the one described in this neno)
are possible.

This meno specifies the syntax and semantics for transporting RTMP
messages over RTMFP, and it extends Flash comruni cati on semantics to
i nclude direct P2P communication. This meno further specifies a
concrete Cryptography Profile for RTMFP tailored to the application
and cryptographi c needs of Flash platformclient-server and P2P
conmmuni cati ons.

These protocols and profiles were devel oped by Adobe Systens
I ncorporated and are not the product of an | ETF activity.

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in

[ RFC2119] .

"HMAC' means the Keyed-Hash Message Aut hentication Code (HVAC
al gorithm [ RFC2104] .

"HMAC- SHA256" neans HVAC using the SHA-256 Secure Hash Al gorithm
[ SHA256] [ RFC6234] .

"HMAC- SHA256( K, M " means the cal cul ati on of the HVAC SHA256 of
message M using key K

3. Conmon Syntax El enents
Definitions of types and structures in this specification use
traditional text diagrams paired with procedural descriptions using a

C-like syntax. The C-like procedural descriptions SHALL be construed
as definitive.
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Structures are packed to take only as nmany bytes as explicitly
indicated. There is no 32-bit alignnment constraint, and fields are
not padded for alignnent unless explicitly indicated or descri bed.
Text diagrans may include a bit ruler across the top; this is a
conveni ence for counting bits in individual fields and does not
necessarily inmply field alignment on a multiple of the ruler width.

Unl ess specified otherw se, reserved fields SHOULD be set to O by a
sender and MJST be ignored by a receiver

The procedural syntax of this specification defines correct and
error-free encoded inputs to a parser. The procedural syntax does
not describe a fully featured parser, including error detection and
handl i ng. | nplenmentations MJST include means to identify error

ci rcunst ances, including truncations causing el enentary or conposed
types not to fit inside containing structures, fields, or el enents.
Unl ess specified otherwi se, an error circunstance SHALL abort the
parsing and processing of an elenment and its enclosing el ements.

This menmo uses the el enentary and conposed types described in
Section 2.1 of RFC 7016. The definitions of that section are
i ncorporated by reference as though fully set forth here.

4. Cryptography Profile
RTMFP defines a general security framework but del egates specifics,
such as packet encryption ciphers and key agreenent algorithnms, to an
appl i cation-defined Cryptography Profile.

This section defines the RTM-P Cryptography Profile for Flash
pl at f orm communi cat i on.

4.1. Default Session Key

RTMFP uses a Default Session Key and associ ated default cipher
configuration during session startup handshaki ng, where session-
speci fic keys and ci phers are negoti at ed.
The default cipher is the Advanced Encryption Standard [AES] with
128-bit keys operating in C pher Block Chaining [CBC] node, as
described in Section 4.7.1. The Default Session Key is the 16 bytes
of the string "Adobe Systens 02" encoded in UTF-8 [ RFC3629]:

Hex: 41 64 6F 62 65 20 53 79 73 74 65 6D 73 20 30 32

The Default Session Key uses checksum node for packet verification
and does not use session sequence nunbers (Section 4.7.3).

Thor nbur gh I nf or mat i onal [ Page 5]



RFC 7425 Adobe RTMFP for Fl ash Conmuni cati on Decenber 2014

4.2. Diffie-Hell man G oups

I mpl enentati ons conforming to this profile MJST support Diffie-

Hel | man [ DH] nodul ar exponentiati on (MODP) group 2 (1024 bits) as
defined in [ RFC7296], and SHOULD support Diffie-Hell man MODP group 5
(1536 bits) and group 14 (2048 bits) as defined in [ RFC3526].

| mpl enent ati ons MAY support additional groups.

4.3. Certificates

This section defines the certificate format for this Cryptography
Profile, and the mapping to the abstract properties and semantics for
RTMFP endpoi nt identities.

4. 3. 1. For mat

A certificate in this profile is encoded as a sequence of zero or
more RTMFP Options and Markers (Section 2.1.3 of RFC 7016). The
first marker (if any) in the certificate separates the canoni cal
section of the certificate fromthe remainder. Sone options are
ignored if they occur outside of the canonical section (that is,
after the first marker).
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t~~~ ~~~) ~~~+ A~ ) et e et e e et
| LNTNV|...] LNTNYV] O | LVTNYNV]...] LNTVV
e Aty B I e e e i st B e S e el At S
N N N N N
| Zero or nore non-enpty | Zero or nore Options |
| Opti ons | | +------ or Markers ------- +
I |

+--- Canonical Section ---+ +---- First Mrker

(if present)

struct certificate_t

{
canoni cal Start = renai nder();
canoni cal End = renuai nder () ;
mar ker Found = fal se;

whi | e(remai nder() > 0)

{
option_t option :variabl e*8;
if(0 == option.length)
mar ker Found = true;
el se if (! marker Found)
canoni cal End = renuai nder () ;
b

canoni cal Secti onLengt h = canoni cal Start

} :variabl e*8;
4.3.2. Fingerprint

A certificate's fingerprint is the SHA-256
canoni cal section of the certificate (that

- canoni cal End;

hash [ SHA256] of the

is, the hash of the first

canoni cal SectionLength bytes of the certificate).

The certificate's fingerprint is also called the "peer ID'

4.3.3. Options

This section lists options that can appear in a certificate. The

foll owi ng option type codes are defi ned:

0x00: Host name (nust be in canonical section) (Section 4.3.3.1)
Ox0a: Accepts Ancillary Data (nust be in canonical section)
(Section 4.3.3.2)
OxOe: Extra Randomess (Section 4.3.3.3)
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0x15: Supported Epheneral Diffie-Hellman G oup (rust be in
canoni cal section) (Section 4.3.3.4)

Ox1d: Static Diffie-Hell man Public Key (nmust be in canonica
section) (Section 4.3.3.5)

An inmpl enentation MJST ignore a certificate option type that is not
under st ood.

4.3.3.1. Hostnane
This option gives an optional hostname for the endpoint. This option

MUST be ignored if is not in the canonical section. This option MJST
NOT occur nore than once in a certificate.

S ———— R /-+ +
| | ength \ 0x00 \ host nanme |
T R /[ -+ /

struct hostnanmeCert Opti onVal ue_t

uint8 t hostnane[remnai nder()];
} :remainder()*8;

4.3.3.2. Accepts Ancillary Data
This option indicates that the endpoint will accept an Endpoi nt

Di scrim nator encoding an Ancillary Data option (Section 4.4.2.2).
This option MJUST be ignored if it is not in the canonical section

- R T /-+
| I ength \ 0x0a \
S i /[ -+

4.3.3.3. Extra Randommess

This option can be used to add extra entropy or randomess to a
certificate that doesn’t have any other cryptographic pseudorandom
menbers (such as a public key). This option is typically used so
that endpoints using epheneral Diffie-Hellnman keying can have a

uni que certificate fingerprint.
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R R T /-+ +
| | ength \ 0x0e \ extra randomess |
Fom e e oo - ) T /[ -+ /

struct extraRandommessCert Opti onVal ue_t

{
ui nt _t extraRandommess[remai nder()];
} :remainder()*8;

4.3.3.4. Supported Epheneral Diffie-Hell man G oup

This option specifies a Diffie-Hellman group ID that is supported for
epheneral keying. This option MJST be ignored if it is not in the
canoni cal section. This option may occur nore than once in the
certificate; each instance indicates an additional group that is
supported for key agreenent.

- | R T | R T [ -+
| I ength \ 0x15 \ group ID \ |
o e e e e oo o mm e e e e oo mm e e e e oo / -+

struct epheneral DHG oupCert Opti onVal ue_t

vliu_t groupl D :vari abl e*8;
} :variabl e*8;

The presence of this option means that the certificate uses ephenera
Diffie-Hell man public keys only. The certificate MJUST NOT contain a
Static Diffie-Hellman public key (Section 4.3.3.5).

4.3.3.5. Static Diffie-Hellman Public Key

This option specifies a Diffie-Hellman group ID and static public key
in that group. This option MJUST be ignored if it is not in the
canoni cal section. This option MAY occur nore than once in the
certificate; however, this option SHOULD NOT occur nore than once for
each group ID. The behavior for specifying nore than one public key
per group ID is not defined.
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- R T R T /-+

| | ength \ Ox1d \ group ID \

S ) T ) T /[ -+

oo m o o o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e ao - o +
| Diffie-Hell man Public Key |
e T T /

struct staticDHPublicKeyCert OptionVal ue_t
{

viu_t groupl D :vari abl e*8;

uintn_t publicKey :renmainder()*8; // network byte order
} :remainder()*8;

The presence of this option means that the certificate uses static
Diffie-Hell man public keys only. The certificate MJST NOT contain
any Supported Epheneral Diffie-Hellman Group options

(Section 4.3.3.4).

4.3.4. Authenticity

This profile does not use a public key infrastructure, nor are there
signing keys present in certificates. Therefore, any properly
encoded certificate is considered authentic according to Section 3.2
of RFC 7016.

A certificate containing a static public key can only be used
successfully for session conmunication if the hol der of the
certificate actually holds the private key associated with the public
key. Authenticity of an identity and its peer ID (Section 4.3.2)
having a certificate containing a static public key is inplied by
successful encrypted communication with the associ ated endpoi nt
(Section 4.6).

See Section 7 for further discussion of security issues related to
identities.

4.3.5. Signing and Verifying Messages

RTMFP I nitiator Initial Keying and Responder Initial Keying nessages
have a field for the sender’s digital signature of the keying
paraneters (Sections 2.3.7 and 2.3.8 of RFC 7016). 1In this profile,
the signature field of those nessages is encoded as a sequence of
zero or nmore RTMFP Opti ons.
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e A + e A +
| L\ T\ Voo | L\ T\ (A
] ] + ] ] +
N N
R Zero or nmore Options ---------- +

struct initial KeyingSignature_t

whi | e(remai nder () > 0)
option_t option :variabl e*8;
} :remainder()*8;

If a signer has no signature options to send, it MAY encode a
signature as a UTF-8 capital "X' (hex 58) or as enmpty. A verifier
MJST interpret a malforned signature field or a signature field
consisting only of a UTF-8 capital "X' as though it was enpty.

If a verifier does not require a signhature, it SHALL consi der any
signature field (including an enpty or nmalfornmed one) to be valid. A
verifier MAY require a signature conprising one or nmore non-enpty
options that are valid according to their respective types.

This profile does not use a public key infrastructure, nor are there
signing keys present in certificates. Section 4.3.5.1.1 defines a
sinmple 1D password credential system

4.3.5.1. Options

This section lists options that can appear in an RTMFP Initial Keying
signature field. The followi ng option type code is defined:

0x1d: Sinple Password (Section 4.3.5.1.1)

Future or derived profiles nmay define additional signature field
options and senmantics; therefore, a verifier SHOULD i gnore option
types that are not understood.

4.3.5.1.1. Sinple Password

Thi s option encodes a password identifier (such as a user name, or an
application-specific or inplenentation-specific selector) and an HVAC
over the signed paraneters using the identified password as the HVAC
key. This option can occur nmore than once (for exanple, to allow

i nteroperati on between a current and a previ ous version of an

i mpl ement ati on using i nplementation-specific passwords).
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To support the versioning use case, a verifier SHOULD i gnore a Sinple
Password option encodi ng an unrecogni zed password identifier. A
verifier SHOULD treat the entire signature as invalid if any Sinple
Password option encodes a recogni zed password identifier with an

i nval i d password HVAC.

01234567/01234567/01234567/012345617

o e e e e oo o s T / -+

| | ength \ Ox1d \

S R TS [/ -+

i I S T S S i I S A SHE N SR
I I
T T T TS
I I
S T T T e
I I
TS T
| hmac SHA256 |
T T T TS
I I
S T T T e
I I
TS T
I I
T T T TS
I I
B i s T T i i o S o T Ji I
+ +
| passwor dl D |
+ /

struct sinpl ePasswor dSi gnat ur eOpti onVal ue_t

ui nt 8_t hnmacSHA256[ 32] ;
uint8 t passwordl D[ remai nder()];
} :remainder()*8;

hmacSHA256: HMAC- SHA256( K, M, where K is the password associ at ed
with passwordl D, and Mis the signed paraneters.

passwordl D: The identifier (such as a user nane) for the password
used as the HMAC key.
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4. 3.

4. 3.

4. 4.

6. dare Resolution

G are occurs when two endpoints initiate a session each to the other
concurrently.

Conpare the near end’'s certificate to the far end’s with a binary

| exi cographi c conparison, one byte at a tinme, up to the length of the
shorter certificate. At the first corresponding byte from each
certificate that is different, the certificate having the differing
byte (treated as an unsigned 8-bit integer) with the |ower value is
ordered before the other certificate. |If the certificates are not
the sane I ength and they are identical up to the length of the
shorter certificate, then the shorter certificate is ordered before
the | onger.

The near end prevails as the Initiator in case of glare if its
certificate is ordered before, or is identical to, the certificate of
the far end. Oherwi se, the near end' s certificate is ordered after
the far end's certificate, and the near end assunes the role of
Responder .

7. Session Override

A new i ncom ng session overrides an existing session only if the
certificate for the new session is identical to the certificate for
the existing session.

Endpoint Discrimnators

Thi s section describes the Endpoint Discrimnator (EPD) (Section 3.2
of RFC 7016) format and semantics for this Cryptography Profile, and
the mapping to RTM-P's abstract certificate and identity sel ection
semanti cs.
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4.4 1. For mat

An EPD in this profile is encoded as a sequence of zero or more RTMFP
Opt i ons.

e A + e A +
| LV TN Voo | LV TN Vo
] ] + ] ] +
AN AN
A Zero or nmore Options ---------- +

struct endpoi ntDi scrimnator _t
whi | e(remai nder () > 0)
option_t option :variabl e*8;
} :remainder()*8;
4.4.2. Options

This section lists options that can appear in an EPD. The foll ow ng
option type codes are defined:

0x00: Required Hostnane (Section 4.4.2.1)
OxO0a: Ancillary Data (Section 4.4.2.2)
O0x0f: Fingerprint (Section 4.4.2.3)

The use of these options for selecting certificates is described in
Section 4.4.3.

An i nmpl enentati on MJST ignore EPD option types that are not
under st ood.
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4.4.2.1. Required Hostnane

This option indicates the hostnane to match against the certificate’'s
Host nanme option (Section 4.3.3.1).

I | R T [ -+ +
| | ength \ 0x00 \ host nane |
Fom e e e e - - ) T /[ -+ /

struct host naneEPDOpt i onVal ue_t

ui nt8_t host nane[ remai nder ()] ;
} :remainder()*8;

This option MJUST NOT occur nore than once in an EPD.

4.4.2.2. Ancillary Data
In this profile, this option indicates the server Uniform Resource
Identifier (URI) [RFC3986] encoded in UTF-8 to which a client is

connecting on this session, for exanple,
"rtnfp://server. exanpl e. conl app/i nstance"

I | R T [ -+ +
| | ength \ 0x0a \ ancillary data |
Fom e e e e - - ) T /[ -+ /

struct ancill arybDat aEPDOpt i onVal ue_t

uint8 t ancillaryData[renai nder()];
} :remainder()*8;

This option MJUST NOT occur nore than once in an EPD.
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4.4.2.3. Fingerprint

This option indicates the 256-bit (32-byte) fingerprint
(Section 4.3.2) of a certificate.

01234567/01234567/01234567/01234567

- R T /-+

| | ength \ 0xOf \

S ) T /[ -+

B T S i T s i i e e SEI S
I I
e T T T T e
I I
T T T T T T T e 3
| |
S S T T e
| fingerprint |
e T T T T e
I I
T T T T T T T e 3
| |
S S T T e
I I
e T T T T e
I I
B i aT T e e o S o S S S I T et sl o ST S S S S S S

struct fingerprint EPDOptionVal ue_t

{
uint8_t fingerprint[32];
} :256;

This option MJUST NOT occur nore than once in an EPD.
4.4.3. Certificate Selection

This section describes the REQU RED net hod of deterni ning whether an
EPD selects a certificate.

An EPD MJST contain at |east one of Fingerprint, Required Hostnaneg,
or Ancillary Data options to select any certificate.

A Fingerprint EPD option selects or rejects a certificate no matter
what ot her options are present.

Wthout a Fingerprint option, a Required Hostnane EPD option, if
present, REQUI RES an identical Hostnanme option in the certificate.
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Wthout a Fingerprint option, an Ancillary Data EPD option, if
present, REQU RES that the certificate has an Accepts Ancillary Data
opti on.

if EPD contains a Fingerprint option:
if certificate.fingerprint == option.fingerprint:
certificate is selected. stop.
el se:
certificate is not selected. stop.
el se:
if EPD contains a Required Hostnane option:
if certificate contains a Hostnanme option:
if certificate.hostname != option. hostnane:
certificate is not selected. stop.
el se:
certificate is not selected. stop.
if EPD contains an Ancillary Data option:
if certificate doesn’t have an Accepts Ancillary Data option:
certificate is not selected. stop.
else if EPD does not contain a Required Hostnanme option:
certificate is not selected. stop.
certificate is selected. stop.

Figure 1: Algorithmto Test Wether an EPD Selects a Certificate
4.4.4. Canonical Endpoint Discrimn nator

In this profile, a Canonical Endpoint Discrimnator (Section 3.2 of
RFC 7016) contains only a Fingerprint option (Section 4.4.2.3) and no
other options. The option |ength and type code MJST be encoded as
1-byte VLUs, even though VLU encoding allows those fields to be
encoded in an arbitrary nunber of bytes. That is, the Canonical
Endpoi nt Di scrim nator MJST be exactly 34 bytes long, with a length
field of Ox21 encoded as one byte, a type code of OxOf encoded as one
byte, and 32 bytes of fingerprint.
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01234567/01234567/01234567/012345¢617
il s ST I S S I S T T S
| 0x21 | 0xOf |

B T S i T s i i e e SEI S
I I
T
I I
T T T T T T T e 3
| |
S S T T e
| fingerprint |
T
I I
T T T T T T T e 3
| |
S S T T e
I I
T
I I
B i aT T e e o S o S S S I T et sl o ST S S S S S S

struct canoni cal Endpoi nt Di scrim nator _t

{
uint8_t length = 0x21;
uint8 t type = OxOf;
uint8 t fingerprint[32];
} 1272

4.5. Session Keying Conponents

This section describes the fornmat of the Session Key Initiator
Conponent of the Initiator Initial Keying RTMFP chunk and the Session
Key Responder Conponent of the Responder Initial Keying RTMFP chunk
(Sections 2.3.7 and 2.3.8 of RFC 7016). The Initiator and Responder
Sessi on Keyi ng Conponents have the sane fornat.
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4.5. 1. For mat

A Session Keying Conponent in this profile is encoded as a sequence
of zero or nore RTMFP Opti ons.

e A + e A +
| LV TN Voo | LV TN Vo
] ] + ] ] +
AN AN
A Zero or nmore Options ---------- +

struct sessi onKeyi ngConponent _t
whi | e(remai nder () > 0)
option_t option :variabl e*8;
} :remainder()*8;
4.5.2. Options

This section lists options that can appear in a Session Keying
Conponent. The follow ng option type codes are defined:

0x0d: Epheneral Diffie-Hellman Public Key (Section 4.5.2.1)
Ox0e: Extra Randommess (Section 4.5.2.2)

Ox1d: Diffie-Hellman G oup Sel ect (Section 4.5.2.3)

Oxla: HVAC Negotiation (Section 4.5.2.4)

Oxle: Session Sequence Nunber Negotiation (Section 4.5.2.5)

An i nmpl enentati on MJST ignore a session keying conponent option type
that is not understood.
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4.5.2.1. Epheneral Diffie-Hellman Public Key

This option specifies a Diffie-Hellman group ID and public key in
that group. This option MJUST NOT be sent if the sender’s certificate
has a static Diffie-Hellman public key. This option MJST be sent if
the sender’s certificate does not have a static Diffie-Hellman public
key. This option MJST NOT be sent nore than once.

S ) T ) T /[ -+
| | ength \ 0x0d \ group ID \ |
e | R RS | R RS [/ -+
e I +
| Diffie-Hellman Public Key |
o m m e e e e e e e e e e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e memma—o- /

struct epheneral DHPubl i cKeyKeyi ngOpt i onVal ue_t
{

vliu_t groupl D : vari abl e*8;

uintn_t publicKey :remainder()*8; // network byte order
} :remainder()*8;

4.5.2.2. Extra Randommess

This option can be used to add extra entropy or randomess to a
keyi ng conponent, particularly when the sender uses a static public
key. \When used for that purpose, the extra randonmess SHOULD be
crypt ographi cally strong pseudorandom bytes not |ess than 16 bytes
(for cryptographically significant entropy) and not nore than 64
bytes (the length of a SHA-256 input block) in length. The extra
randommess serves as a salt when conputing the session keys
(Section 4.6).

Femmmm e e e B /[ -+ +
| | ength \ 0x0e \ extra randommess |
S R /-+ /

struct extraRandommessKeyi ngOpti onVal ue_t

{
uint _t extraRandommess[renmai nder()];
} :remainder()*8;
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4.5.2.3. Diffie-Hellman G oup Sel ect

This option is sent by the Initiator to specify which D ffie-Hellman
group to use for key agreenent. The Initiator MJST send this option
when it advertises a static Diffie-Hellman public key inits
certificate and MUST NOT send this option if it sends an epheneral
Diffie-Hellman public key. This option MJUST NOT be sent nore than

once.

S R TS R TS [/ -+
| | ength \ Ox1d \ group ID \ |
- Iy Iy [ -+

struct stati cDHG oupSel ect Keyi ngOpti onVal ue_t

viu_t groupl D :vari abl e*8;
} :variabl e*8;

4.5.2.4. HVAC Negoti ation

This option is used to negotiate sending and receiving of an HVAC
field for packet verification.

01234567

- R T R S S S el sl (T TS /-+
I \ \ | S| S| Rl \
| | ength /| Ox1la /| rsv | NO E] hmacLength / |

\ \ |DRQ \
e | R RS B T e s sl - ISR [/ -+

struct hmacNegoti ati onKeyi ngOpti onVal ue_t

{
uintn_t reserved :5; [l rsv
bool t will SendAl ways :1; /1 SND
bool t wllSendOnRequest :1; // SOR
bool t request :1; /1 REQ

viu_t  hmaclLength :variabl e*8;
} :variabl e*8;

wi || SendAl ways: |If set, the sender will send an HVAC on packets in
thi s session.

wil |l SendOnRequest: |If set, the sender will send an HVAC on packets
in this session if the other end sets the request flag in its HVAC
Negoti ati on.
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request: If set, the sender would very rmuch like the receiver to
send an HMAC on its packets. |If the other end doesn’'t send an
HVAC on its packets, the session can fail.

hmacLength: | f the sender negotiates to send an HVAC on its packets,
the HWAC field will be this many bytes long. This value MJST be
between 4 and 32 inclusive, or O if and only if w Il SendAl ways and
wi | | SendOnRequest are cl ear.

The handshake operational semantics for this option are described in
Section 4.6. 4.

4.5.2.5. Session Sequence Number Negotiation

This option is used to negotiate sending and receiving of the Session
Sequence Nunber field for packet verification.

01234567

e R [ -4+ F- - - - - -+
\ \ | S| S| RI
| | ength /| Oxle /| rsv | NI G E|
I \ IDRQ
e R [-4-+- - -+ -+

struct ssegNegoti ati onKeyi ngOpti onVal ue_t

{
uintn_t reserved :5; [l rsv
bool t will SendAl ways :1; /1 SND
bool t wllSendOnRequest :1; // SOR
bool t request :1; /1 REQ

} 18

wi || SendAl ways: |If set, the sender will send a session sequence
nunber in packets in this session.

will SendOnRequest: |If set, the sender will send a session sequence
nunmber in packets in this session if the other end sets the
request flag in its Session Sequence Number Negoti ati on.

request: If set, the sender would very much like the receiver to
send a session sequence nunber in its packets. |If the other end
doesn’t send a session sequence nunber in its packets, the session
can fail.

The handshake operational semantics for this option are described in
Section 4.6. 6.
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4.6. Session Key Conputation

Thi s section describes how to conpute the cryptographic keys and
other settings for packet encryption and verification

The Session Key Near Conponent (SKNC) neans the keying conmponent sent
by the near end of the session; that is, it is the Session Key
Initiator Conmponent at the Initiator and the Session Key Responder
Conponent at the Responder

The Session Key Far Conponent (SKFC) neans the keyi ng conponent sent
by the far end of the session; that is, it is the Session Key
Responder Conponent at the Initiator and the Session Key Initiator
Conponent at the Responder.

4.6.1. Public Key Selection

This section enunerates the public key selection nmethods for al
possi bl e conbi nations of static or epheneral public key nodes for
each endpoint according to their certificate options (Section 4.3.3).

4.6.1.1. Initiator and Responder Epheneral

The Initiator and Responder |ist one or nore Supported Epheneral
Diffie-Hellman Group options (Section 4.3.3.4) in their certificates.
The Initiator sends exactly one Epheneral Diffie-Hellnman Public Key
option (Section 4.5.2.1) in its Session Key Initiator Conponent,

whi ch sel ects one group from anong those supported by the Responder
and Initiator. Responder sends exactly one Epheneral D ffie-Hell man
Public Key option in its Session Key Responder Conponent, in the sane
group as indicated by the Initiator.

4.6.1.2. Initiator Epheneral and Responder Static

The Responder |ists one or nore Static Diffie-Hellmn Public Key
options (Section 4.3.3.5) inits certificate. The Initiator lists
one or nore Supported Epheneral Diffie-Hellnman Group options in its
certificate. The Initiator sends exactly one Epheneral Diffie-
Hel I man Public Key option in its Session Key Initiator Conponent,

whi ch sel ects one group from anong those supported by the Responder
and Initiator and the correspondi ng public key for the Responder.
Responder uses its public key fromthe indicated group, and sends
only an Extra Randommess option (Section 4.5.2.2) in its Session Key
Responder Component to salt the session keys.
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4.6.1.3. Initiator Static and Responder Epheneral

The Responder |ists one or nore Supported Epheneral Diffie-Hellman
Group options inits certificate. The Initiator |ists one or nore
Static Diffie-Hell man Public Key options in its certificate. The
Initiator sends exactly one Diffie-Hellnman Group Sel ect option
(Section 4.5.2.3) inits Session Key Initiator Conponent, which
sel ects one group from anong those supported by the Responder and
Initiator and the correspondi ng public key for the Initiator, plus an
Extra Randommess option to salt the session keys. The Responder
sends an Epheneral Diffie-Hellnan Public Key option in its Session
Key Responder Conponent in the same group as indicated by the
Initiator.

4.6.1.4. Initiator and Responder Static

The Initiator and Responder each list one or nore Static Diffie-
Hel | man Public Key options in their certificates. The Initiator
sends exactly one Diffie-Hell man Goup Select option in its Session
Key Initiator Conponent, which selects one group and correspondi ng
public keys from anmong those supported by the Responder and
Initiator, and an Extra Randommess option to salt the session keys.
The Responder sends an Extra Randommess option in its Session Key
Responder Conponent to add its own salt to the session keys.

4.6.2. Diffie-Hell man Shared Secret

To be acceptable, a Diffie-Hellman public key MJUST have all of the
foll owi ng properti es:

0 Be at least 16777216 (2"24);

0 Be at npbst the group’s prinme nodulus m nus 16777216;

0 Have at least 16 "1" bits;

0 Have at least 16 "0" bits, not including |eading zeros.

An endpoi nt MJUST NOT conplete to an S_OPEN session with a far
endpoint using a public key that is not acceptable according to these
criteria.

Once the group and correspondi ng public key of the far end is

determ ned, the far end s public key and the near end' s private key

are conbi ned according to Diffie-Hellman [DH to conmpute the Diffie-
Hel | man Shared Secret, an integer.
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In the follow ng sections, DH SECRET nmeans the Diffie-Hell man Shared
Secret encoded as a byte-aligned unsigned integer in network byte
order with no | eading zero bytes. For exanple, if the shared secret
is 4886718345, DH SECRET woul d be the five bytes

Hex: 01 23 45 67 89
4.6.3. Packet Encrypt/Decrypt Keys

Packets are encrypted using a symretric cipher, such as the Advanced
Encryption Standard [AES]. Distinct keys are used for sending and
receiving packets. Each end s sending (encrypt) key is the other
end’ s receiving (decrypt) Kkey.

The raw keys computed in this section for encryption and decryption
are transfornmed in a manner specific to the cipher with which they
are to be used. In this profile, AES-128 is the only currently
defined cipher. For this cipher, the first 128 bits (16 bytes) of
the 256-bit output of the calculation are taken to be the AES-128
key.

Set ENCRYPT_KEY

HVAC- SHA256( DH_SECRET, HMAC- SHA256( SKFC, SKNC) ) ;

Set DECRYPT_KEY = HVAC- SHA256( DH_SECRET, HVAC- SHA256( SKNC, SKFQ));
The full 256 bits of ENCRYPT_KEY and DECRYPT _KEY are used in the
computations in the foll owi ng sections.

4.6.4. Packet HVAC Send/ Recei ve Keys

Packets can be verified that they were not corrupted or nodified by
appendi ng an HVAC to the packet. Whether to use an HVAC or a sinple
checksumis deternmined during the initial keying phase using the HVAC
Negoti ati on option (Section 4.5.2.4). Distinct HVAC keys are used
for sending and receiving packets. Each end’s sending key is the
other end’s receiving key, and vice versa.

Set HVAC_SEND_KEY

HVAC_SHA256( DH_SECRET, ENCRYPT_KEY);

Set HVAC RECV_KEY = HVAC_SHA256( DH_SECRET, DECRYPT_KEY);

If an endpoint sets the willSendAlways flag in its HMAC Negotiation

option, then it MJST send an HMAC on packets it sends with this
sessi on key.
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If an endpoint’s will SendAl ways flag is clear but its

wi | | SendOnRequest flag is set, then it MJST send an HMAC on packets
it sends with this session key if and only if the other endpoint’s
request flag is set.

If a sending endpoint’s will SendAl ways and wi || SendOnRequest fl ags
are clear, then the receiving endpoi nt SHOULD reject that keying
component if the receiving endpoint is configured to require the
sendi ng endpoint to send HVAC.

If HVAC is negotiated to be used, the correspondi ng hmacLengt h MJST
be between 4 and 32 incl usive.

If HVAC is negotiated not to be used, a sinple checksumis used for
packet verification.

The Default Session Key uses the sinple checksum and does not use
HVAC.

4.6.5. Session Nonces

Sessi on nonces are per-session, cryptographically strong secret

val ues known only to the two endpoints of the session. They can be
used for application-layer cryptographic challenges (such as signing
or password verification). These nonces are a conveni ence being pre-
shared and pre-agreed-upon in a secure manner during the initia
keyi ng handshake.

Each end's near nonce is the other end' s far nonce, and vice versa.
Set NEAR_NONCE = HVAC SHA256( DH_SECRET, SKNC)
Set FAR_NONCE = HVAC SHA256( DH_SECRET, SKFO);
4.6.6. Session Sequence Nunber

Duplicate packets can be detected and rejected by using an optional
sessi on sequence nunber inside the encrypted packets. The session
sequence nunber is a nonotonically increasing unbounded integer and
does not wrap. Session sequence nunbers SHOULD start at zero and
SHOULD i ncrenent by one for each packet sent using that session key.
I mpl ement ati ons MUST handl e session sequence nunbers with no | ess
than 64 bits of range.

If an endpoint’s will SendAlways flag in its Session Sequence Number

Negoti ati on option (Section 4.5.2.5) is set, then it MJST send a
sessi on sequence nunber in packets it sends with this session key.
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If an endpoint’s will SendAl ways flag is clear but its

wi | | SendOnRequest flag is set, then it MJST send a session sequence
nunber on packets it sends with this session key if and only if the
other endpoint’s request flag is set.

If a sending endpoint’s will SendAl ways and wi || SendOnRequest fl ags
are clear, then the receiving endpoi nt SHOULD reject that keying
component if the receiving endpoint is configured to require the
sendi ng endpoint to send session sequence numbers.

The Default Session Key does not use session sequence nunbers.
4.7. Packet Encryption

This section describes the concrete syntax and operational senmantics
of RTMFP packet encryption for this Cryptography Profile.

4.7.1. G pher

This profile defines AES-128 [AES] in CBC [CBC] npde as the only
cipher. Extensions to this profile can specify and negoti ate
addi tional ciphers and nodes by defining certificate and keying
conponent options and associ ated senanti cs.

For AES-128-CBC, the initialization vector (1V) for each packet is 16
zero bytes. The IV is not included in the packet.

4.7.2. Format
The Encrypted Packet is the encryptedPacket field of an RTMFP
Mul tipl ex packet (Section 2.2.2 of RFC 7016); that is, the portion of

the Multiplex packet followi ng the scranbled session ID. The
Encrypt ed Packet has the follow ng fornmat:
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o a o + o a o + +
| CBC Block 1 | ... ] CBCBlock N | truncat edHVAC |
o e + o e + +
N N AN
| Zero or nore AES-128 chai ned | hmacLength bytes | ong

e ci pher blocks  ----------- +---  (may be zero) ---+

struct flashProfil eEncrypt edPacket _t

i f(HVAC i s being used)

hmacLengt h = negoti ated | engt h;
el se

hmacLengt h = O;

struct

{
iv[16 bytes] ={ 0 };
bl ockCount = 0;
whi | e((remai nder () > hmacLength) && (remrainder() >= 16))

uint8_t cbcBl ock[ 16];
bl ockCount ++;

}
} chai nedCi pher Bl ocks :vari abl e*16*8;
i f(HVAC i s being used)
i f(remainder() == hmaclLengt h)
uint8 t truncat edHMAC hmaclLengt h] ;
el se
packet Veri ficationFail ed();
el se if(remainder() > 0)
packet Veri ficationFail ed();
} :encryptedPacket. | engt h*8;
cbcBl ock: The next AES-128- CBC bl ock.

chai nedCi pher Bl ocks: The concatenati on of every cipher block in the
packet (over which the HVAC i s conputed).

truncatedHVAC. |If HMAC was negotiated to be used (Section 4.5.2.4),
this field is set to the first negotiated hmacLength bytes of the
HVAC of the chai nedC pher Bl ocks.

The plaintext data before encryption or after decryption has the
foll owi ng fornat
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01234567/01234567/01234567/012345617
[ ~+
SSEQ (opt.) \ |
[ ~+

+— +

F~t~t~F~t~t~F~t~t~F~t~t~F~+~+~+~+
| Checksum (opt.) |
F~t~t~F~t~t~F~t~t~F~t~t~F~t~+~+~+
+ +
| Pl ai n RTMFP Packet |
+ /
struct flashProfilePl ai nPacket _t
{
i f (session sequence nunbers being used)
vl u_t sessionSequenceNunber :variable*8; // SSEQ
i f (HVAC not bei ng used)
uint16 t checksum
packet t pl ai nRTM-PPacket :vari abl e*8;
} :chai nedG pher Bl ocks. bl ockCount *16* 8;
sessi onSequenceNunber: [|f session sequence numbers were negoti ated

to be used (Section 4.6.6), this field is present and is the VLU
sessi on sequence nunber of this packet.

checksum | f HMAC was not negotiated to be used, this field is
present and is the sinple checksum (Section 4.7.3.1) of the
remai ni ng bytes of this structure.

pl ai nRTM-PPacket: The (plain, unencrypted) RTMFP Packet
(Section 2.2.4 of RFC 7016) plus any necessary paddi ng.

When assenbling this structure and prior to cal culating the checksum
(if present), if the structure’s total length is not an integer
multiple of 16 bytes (the AES ci pher bl ock size), pad the end of

pl ai nNRTM-PPacket with as many bytes having a value of Oxff as are
needed to bring the structure’s total length to an integer nultiple
of 16 bytes. The receiver’'s RTMFP Packet parser (Section 2.2.4 of
RFC 7016) will consume this padding.

4.7.3. Verification

In RTMFP, the Cryptography Profile is responsible for packet
verification. |In this profile, packets are verified with an HVAC or
a sinple checksum depending on the configuration of the endpoints,
and optionally verified against replay or duplication using session
sequence nunbers. The sinple checksumis inside the encrypted
packet, so it becones essentially a 16-bit cryptographic checksum
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4.7.3.1. Sinple Checksum

The sinple checksumis the 16-bit ones’ conpl enent of the 16-bit
ones’ conplenent sumof all 16-bit (2 bytes in network byte order)
words to be checked. |If there are an odd nunber of bytes to be
checked, then for purposes of this checksum treat the last byte as
the lower 8 bits of a 16-bit word whose upper 8 bits are 0. This is
al so known as the "Internet Checksuni [RFC1071].

When present, the checksumis cal cul ated over all bytes of the

pl ai nt ext packet starting after the checksumfield through the end of
the plain packet. |t cannot be calculated until the plain packet is
padded, if necessary, to bring its length to an integer nultiple of
16 bytes (the AES cipher block size). The session sequence number
field, if present, and the checksumfield itself are not included in
t he checksum

On receiving a packet being verified with a checksum cal culate the
checksum over all the bytes of the plaintext packet follow ng the
checksum field and conpare the checksumto the value in the checksum
field. |If they match, the packet is verified; if they do not match,
the packet is corrupt and MJUST be discarded as though it was never
recei ved.

4.7.3.2. HVAC

VWhen present, the HVAC field is the last hnmacLength bytes of the
packet and is calculated over all of the encrypted cipher bl ocks of
the packet preceding the HVAC field. The value of the HVAC field is
the first hmacLength bytes of the HVAC- SHA256 of the checked data,
usi ng the conputed HMAC keys (Section 4.6.4) and negoti at ed
hmacLength (Section 4.5.2.4). Note each endpoi nt independently
specifies the length of the HWAC it will send via its hmaclLength
field.

When an endpoi nt has negotiated to send an HVAC, it encrypts the data
bl ocks, conputes the HVAC over the encrypted data bl ocks using its
HVAC SEND KEY, and appends the first hmacLength bytes of that hash
after the final encrypted data bl ock.

When an endpoi nt has negotiated to receive an HVAC, the endpoint
comput es the HVAC over the encrypted data bl ocks using its
HVAC_RECV_KEY and then compares the first receive hmacLength bytes of
the conputed HVAC to the HVAC field in the packet. |If they are
identical, the packet is verified; if they are not identical, the
packet is corrupt and MJUST be discarded as though it was never

recei ved.
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HVAC and sinpl e checksum verification are nutually excl usive.
4.7.3.3. Session Sequence Number

Sessi on sequence nunbers are used to detect and reject a packet that
was duplicated in the network or replayed by an attacker and to
ensure the first chained cipher block of every packet is unique, in
lieu of a full-block initialization vector. Sequence nunbers start
at zero, increase by one for each packet sent in the session, do not
wr ap, and do not repeat.

When sessi on sequence nunbers are negotiated to be used, the receiver
MJST all ow for packets to be reordered in the network by up to at

| east 32 sequence nunbers; note, however, that reordering by nore
than three packets can trigger |oss detection and retransm ssion by
negative acknow edgenent, just as with TCP, and is therefore not
likely to occur in the real Internet.

[ RFC4302], [RFC4303], and [ RFC6479] describe Anti-Replay W ndow
met hods that can be enployed to detect duplicate sequence numbers.
O her nethods are possible.

Any packet received having a session sequence nunber that was al ready
seen in that session, either directly or by being |l ess than the

| owest sequence nunber in the Anti-Replay Wndow, is a duplicate and
MJST be di scarded as though never received.

5. Fl ash Communi cati on

The Flash platformuses RTMP [ RTMP] nessages for nedia stream ng and
communi cation. This section describes howto transport RTMP nessages
over RTMFP flows and additional nessages and semantics unique to this
transport.

5.1. RTMP Messages

An RTMP nessage conprises a virtual header and a payload. The
virtual header conprises a Message Type, a Payl oad Length, a
Timestanp, and a Stream I D. The format of the payload is dependent
on the type of nessage.

An RTMP nessage is napped onto a | ower transport |ayer, such as RTMP
Chunk Stream [RTMP] or RTMFP. RTMP messages were initially designed
along with, and for transport on, RTMP Chunk Stream This design
constrains the possible values of RTMP nessage header fields. In
particul ar:
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Message Type is 8 bits wide, and is therefore constrained to
values fromO0 to 255 inclusive;

Payl oad Length is 24 bits wi de, so nessages can be at nost
16777215 bytes | ong;

Timestanp is 32 bits wide, so tinestanps range fromO to
4294967295 and wrap around;

StreamIDis 24 bits wide, and is therefore constrai ned to val ues
fromO to 16777215 incl usi ve.

RTMP Chunk Stream Protocol Control nessages (message types 1, 2, 3,
5, and 6) are not used when transporting RTMP nessages in RTMFP
flows. Messages of those types SHOULD NOT be sent and MUST be

i gnor ed.

5.1.1. Flow Metadata

Al'l messages in RTMFP are transported in flows. |In this profile, an
RTMFP fl ow for RTMP nessages carries the nmessages for exactly one
RTMP Stream ID. Miltiple flows can carry nessages for the sane
Stream I D; for exanple, the video and audi o nessages of a stream
could be sent on separate flows, allowi ng the audio to be given

hi gher transm ssion priority.

The User Metadata for flows in this profile begins with a distinct
signature to distinguish anong different kinds of flows. The User
Met adata for a flow used for RTMP nessages begins with the two-
character signature "TC'

The Stream | D is encoded in the flow s User Metadata so that it
doesn’t need to be sent with each nessage.

The sender can have a priori know edge about the kind of nmedia it
intends to send on a flow and its intended use and can give the
receiver a hint as to whether nessages should be delivered as soon as
possible or in their original queuing order. For exanple, the sender
m ght be sending real -tinme, delay-sensitive audi o nessages on a fl ow,
and hint that the receiver should take delivery of the nessages on
that flow as soon as they arrive in the network, to reduce the end-
to-end |l atency of the audio.

The receiver can choose to take delivery of nmessages on flows as soon
as they arrive in the network or in the nessages’ original queuing
order. A receiver that chooses to take delivery of nessages as soon
as they arrive in the network MUST be prepared for the nessages to
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arrive out-of-order. For exanple, a receiver may choose not to
render a newy received audi o nessage having a tinestanp earlier than
the nmost recently rendered audi o timestanp.

The sender can choose to abandon a nessage that it has queued in a
fl ow before the nessage has been delivered to the receiver. For
exanpl e, the sender may abandon a real -tinme, delay-sensitive audio
message that has not been delivered within one second, to avoid
spendi ng transm ssion resources on stale media that is no | onger
rel evant.

Note: A gap will cause a delay at the receiver of at |east one round-
trip time if the receiver is taking delivery of nessages in origina
queui ng order.

01234567/01234567/01234567/012345617

i i i i i S S e o o h ok | ~+
I I I | S| r|R| \
| 0x54 'T | 0x43 'C | rsv | 1] s] X stream D [/ |
I I I [ DI v] ] \
i T S S O S i o S [ ~+
struct RTMPMet adat a_t
{

uint8 t signature[2] == T, 'C };

uintn_t reservedl :5; /] rsv

bool t streaml DPresent :1; // SID

uintn_t reserved2 :1; /] rsv

uintn_t receivelntent :1; /1 RX

/1 0: original queuing order, 1: network arrival order
i f(stream DPresent)
viu_ t streanm D :vari abl e*8;
} :variabl e*8;

signature: Metadata signature for RTMP nessage fl ows, being the two
UTF-8 coded characters "TC"

stream DPresent: A bool ean flag indicating whether the stream D
field is present. 1In this profile, this flag MIJST be set.

receivelntent: A hint by the sender as to the best order in which to
take delivery of nessages fromthe flow. A value of zero
indicates a hint that the flow s nessages should be received in
the order they were originally queued by the sender (that is, in
ascendi ng sequence nunber order); a value of one indicates a hint
that the flow s nessages should be received in the order they
arrive in the network, even if there are sequence nunber gaps or
reordering. Network arrival order is typically hinted for Ilive,
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del ay-sensitive flows, such as for audio nmedia. To take delivery
of a nmessage as soon as it arrives in the network: receive it from
the receiving flow s RECV_BUFFER as soon as it becomes conpl ete
(Section 3.6.3.3 of RFC 7016), and renove it fromthe RECV_BUFFER
Section 3.6.3.3 of RFC 7016 describes how to take delivery of
messages in original queuing order.

stream D: If the stream DPresent flag is set, this field is present
and is the RTMP stream I D to which the nmessages in this flow
belong. In this profile, this field MJST be present.

A receiver SHOULD reject an RTMP nessage flow if its strean DPresent
flag is clear. This profile doesn’t define a stream mapping for this
case.

Derived or conposed profiles can define additional flow types and
correspondi ng netadata signatures. A receiver SHOULD reject a flow
havi ng an unrecogni zed netadata signature.

5.1.2. Message Mapping

This section describes the format of an RTMP nessage (Section 5.1) in
an RTMFP fl ow.

01234567/01234567/]01234567/012345617
+- - - - - - - -+

| messageType |

el i I e i it T e e e e i i T o S e e S e T R R
| ti mestanp |
R i T I e T S S e S TR S T e i I S e S e e e e o o
messagePayl oad |
/

+—

struct RTMPMessage_t
{

uint8 t nessageType;
uint32_t timestanp;
uint8 t nmessagePayl oad[ remai nder()];
} :fl owMessagelengt h*8;
nmessageType: The RTMP Message Type;
timestanp: The RTMP Tinmestanp, in network byte order;
messagePayl oad: The payl oad of the RTMP nessage;

payl oad | ength: The RTMP nessage payload length is inferred fromthe
| ength of the RTMFP message;
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Stream I D: The Stream ID for this message is taken fromthe netadata
of the flow on which this nmessage was received.

5.2. Flow Synchronization

RTMFP fl ows are independent and have no inter-flow ordering
guarantee. RTMP was designed for transport over a single, reliable,
strictly ordered byte stream Some RTMP message semantics take
advantage of this ordering; for exanple, a Stream EOF User Control
event nust not be processed until after all nedia nessages for the
correspondi ng stream have been received. Flow Synchronization
nmessages provide a barrier to align nmessage delivery across flows
when required by RTMP senmantics

A Fl ow Synchroni zati on nmessage is coded as a User Control event
nmessage (Type 4) having Event Type 34. Message tinestanps are
i gnored and MAY be set to O.

01234567/]01234567/]01234567/012345¢67
i S e T o
| 4 |
B T S i T s i i e e SEI S
| ti mestanp
R i T I e T S S e S TR S T e i I S e S e e e e o o
| event Type = 34 |
i T s i o S i i S R I S I S S S M
| syncl D |
B T S i T s i i e e SEI S
| count |
R i T I e T S S e S TR S T e i I S e S e e e e o o

struct flowSyncUser Contr ol MessagePayl oad_t
uintl6_ t event Type = 34;
uint32_t syncl D
uint32_t count;

} :10*8;

event Type: The RTMP User Control Message Event Type. Flow
Synchroni zati on nessages have type 34 (0x22);

synclD: The identifier for this barrier;

count: The nunber of flows being synchronized by synclD. This field
MUST be at |least 1 and SHOULD be at | east 2.
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On receipt of a Flow Synchroni zati on nmessage, a receiver SHOULD
suspend recei pt of further nessages on that flow until count Fl ow
Synchroni zati on nmessages (including this one) with the same synclD
have been received on flows in the same fl ow association tree.

Exanpl e: Consider flows F1 and F2 in the same Net Connection carrying
messages M and let Sync(syncl D, count) denote a Fl ow Synchroni zati on
nessage.

I I
F1: ML M2 M4 Sync(8,2) | Sync(13,2)..... | ™
I I
F2: MB Sync(8,2)....... | Mo Sync(13,2) | M
I I
Barrier 8 Barrier 13

Figure 2: Exanple Fl ow Synchronization Barriers

Fl ow Synchroni zati on nessages forma delivery barrier to inpart at

| east a partial message ordering across flows. |In this exanple,
message Mb comes after ML..4 and before M. .7; however, M could be
delivered before or after any of ML, M2, or M4, and M6 could cone
before or after M.

Fl ow Synchroni zation can cause a priority inversion; therefore, it
SHOULD NOT be used except when necessary to preserve RTMP ordering
semanti cs.

5.3. dient-to-Server Connection

The client connects to a server. The connection conprises one main
control flowin each direction fromclient to server and from server
to client for NetConnection nessages, and zero or nore flows in each
direction for NetStream nedi a nessages. NetStream flows nmay cone and
go naturally over time according to nedia transport needs. An
exception on a Net Connection control sending flow indicates the
closure by the other end of the NetConnection and all associated

Net St r eans.

The client MJUST NOT use the sane client certificate for nore than one
server connection; that is, a client’'s peer I D MJST NOT be reused.

5.3.1. Connecting
The client desires a connection to a server having an RTMFP URI, for
exanple, "rtnfp://server.exanple.conlapp/instance”. The client

gathers one or nore initial candi date addresses for the server naned
in the URI (for exanple, by using the Dormai n Name System ( DNS)
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[ RFC1035]). The client creates an EPD having an Ancillary Data
option (Section 4.4.2.2) encoding the URI. The client initiates an
RTMFP session to the one or nore candi date addresses using the EPD.

When the session transitions to the S OPEN state, the client opens a
new flow in that session for StreamID 0 and Receive Intent 0O
"original queuing order". This is the client’s NetConnection main
control flow. The client sends an RTMP "connect" command on the fl ow
and waits for a response or exception.

5.3.2. Server-to-Cdient Return Control Flow

The server, on accepting the client’s NetConnection control flow, and
recei ving and accepting the "connect" comuand, opens one or nore
return flows to the client having Stream I D 0 and associated to the
control flowfromthe client. Flows for Stream|ID O are the server’s
Net Connection control flows. The server sends a " result" or

" _error" transaction response for the client’s connect command.

When the client receives the first return flow fromthe server for
Stream I D O and associated to the client’s Net Connection contro
flow, the client assunes that flowis the canonical return

Net Connection control flow fromthe server, to which all new client-
to-server flows should be associ at ed.

On receipt of a "_result" transaction response on Stream|ID 0 for the
client’s connect conmmand, the connection is up

The client MAY open additional return control flows to the server on
Stream I D 0, associated to the server’s canoni cal Net Connection
control flow.

5.3.3. setPeerlnfo Command

The "setPeerlnfo" command is sent by the client to the server over
t he Net Connection control flowto informthe server of candidate
socket addresses through which the client m ght be reachable. This
list SHOULD include all directly connected interface addresses and
proxy addresses except as provided below. The Iist MAY be enpty.
The list need not include the address of the server, even if the
server is to act as an introducer for the client. The Iist SHOULD
NOT include link-1ocal or |oopback addresses.

This command is sent as a regular RTMP Net Connecti on command; t hat

is, as an RTMP Type 20 Command Message or an RTMP Type 17 Conmand

Ext ended Message on Stream | D 0. A Type 20 Command Message SHOULD be
used if the object encoding negotiated during the "connect" and
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" result" handshake is AMFO [ AMFO], and a Type 17 Command Ext ended
Message SHOULD be used if the negotiated object encoding is AMF3
[ AMF3] .

Note: A Type 20 Command Message payl oad is a sequence of AM- objects
encoded in AMFO.

Note: A Type 17 Conmmand Ext ended Message payl oad begins with a format
sel ector byte, followed by a sequence of objects in a format-specific
encoding. At the time of witing, only format 0 is defined;
therefore, the format selector byte MJST be 0. Fornmat 0 is a
sequence of AMF objects, each encoded in AMFO by default; AM-3
encodi ng for an object can be selected by prefixing it with an

"avnpl us- obj ect - marker" (0x11) as defined in [ AMFO].

To conpl ete the RTMFP Net Connecti on handshake, an RTMFP client MJST
send a setPeerinfo command to the server after receiving a successfu
response to the "connect" conmand.

(
"setPeerInfo", // AVF String, command nane
0.0, // AWMF Number, transaction ID
NULL, // AMF Null, no conmand obj ect
/1 zero or nore AMF Strings, each an address
)

Each |isted socket address includes an IPv4 or |IPv6 address in
presentation format and a UDP port nunber in decinal, separated by a
colon. Since the | Pv6 address presentation format uses col ons, |Pv6
addresses are enclosed in square brackets [ RFC3986].

(
"set Peer | nf 0",
0.0,
NULL,
"192.0.2.129: 50001",
"[2001: db8: 1:: 2] : 50002"
)

Figure 3: Exanpl e setPeerlnfo Command

A server SHOULD assune that the client is behind a Network Address
Translator (NAT) if and only if the observed far endpoint address of
the session for the flow on which this command was recei ved does not
appear in the setPeerlnfo address |ist.
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5.3.4. Set Keepalive Tiners Comand

The server can advise the client to set or change the client’s
session keepalive timer periods for its connection to the server and
for its P2P connections. The server MAY choose keepalive periods
based on static configuration, application- or deploynment-specific
circunstances, whether the client appears to be behind a NAT, or for
any ot her reason.

The Set Keepalive Tinmers command is sent by the server to the client
on Stream|ID 0 as a User Control event nessage (Type 4) having Event
Type 41. Message tinmestanps are ignored and MAY be set to O.

01234567/01234567/01234567/012345¢67
i ok ST S R TR

I 4 I

i i i T i I S i e s o o i i
| ti mestanp

R et e s i o e s i i
| event Type = 41 |

B i s T T i i o S o T Ji I
| server Keepal i vePeri odMsec |
i i i T i I S i e s o o i i
| peer Keepal i vePeri odMsec |
R et e s i o e s i i

struct set Keepal i veUser Cont r ol MessagePayl oad_t

{
uintl6_t event Type = 41;
uint32_t serverKeepalivePeri odMsec;
ui nt 32_t peer Keepal i vePeri odMsec;

} :10*8;

event Type: The RTMP User Control Message Event Type. Set Keepalive
Ti mers nmessages have type 41 (0x29);

server Keepal i vePeri odMsec: The keepalive period, in mlliseconds,
that the client is advised to set on its RTMFP session with the
server;

peer Keepal i vePeri odMsec: The keepalive period, in mlliseconds, that

the client is advised to use on its RTMFP sessions with any peer
that is not the server.
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The client MJST define mninumval ues for these keepalive periods,

bel ow which it will not set them regardless of the values in this
message. The m ni mum keepal ive timer periods SHOULD be at |east five
seconds. The client MAY define maxi mum val ues for these keepalive
peri ods, above which it will not set them

On receipt of this message fromthe server, a client SHOULD set its
RTMFP server and peer keepalive tinmer periods to the indicated val ues
subject to the client’s m ni mum and maxi num val ues. The server MAY
send this nessage nore than once, particularly if conditions that it
uses to determ ne the tiner periods change.

5.3.5. Additional Flows for Streans
The client or server opens additional flows to the other side to

carry nessages for any stream Additional flows are associated to
t he canoni cal Net Connection control flow fromthe other side.

Cient Server
------ >--C2S-Control -Flow ---------cmommmme oo o>
e SZC—ControI—FIOWL——<——|+
I S T SZC—StreamFIow—l--<--|+
I e e SZC-StréamFIovv—M-<--|+
|+——>——CZS—StreamFIoval ———————————————————————— >
I+-->--C2$—Strearr‘.rFIow—l\L ----------------------- >

Figure 4: Schematic Fl ow Association Tree for a Net Connection

5.3.5.1. To Server
Additional flows fromthe client to the server for stream nessages
are opened with the Stream I D for that stream and associated in
return to the server’s canoni cal Net Connection control flow.

The client MAY create as nany flows as desired for any Stream | D
(including Stream I D 0) at any tine.

5.3.5.2. From Server
Additional flows fromthe server to the client for stream nessages

are opened with the Stream I D for that stream and associated in
return to the client’s NetConnection control flow.
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The server MAY create as many flows as desired for any Stream |D
(including Stream 1D 0) at any tine.

5.3.5.3. Cosing Stream Fl ows

Ei ther end MAY close a sending flowthat is not for Stream|ID 0 at
any tine with no semantic neaning for the stream

At any time, either end MAY reject a receiving flow that is not one
of the other end’ s NetConnection control flows. No flow exception
codes are defined by this profile, so the receiving end SHOULD use
exception code 0 when rejecting the flow The sending end, on
notification of any exception for a streamflow, SHOULD NOT open a
new flow to take the rejected flow s place for transport of messages
for that stream |If an end rejects any flow for a stream it SHOULD
reject all the flows for that stream otherwi se Fl ow Synchronization
messages (Section 5.2) that were in flight could be discarded and
sonme flows m ght becorme or remain stuck in a suspended state.

5.3.6. dosing the Connection

The client or server can signal an orderly close of the connection by
closing its NetConnection control sending flows and all stream
sending flows. The other end, on receiving a close/conplete
notification for the canoni cal Net Connection control receiving flow,
closes its sending flows. Wen both ends observe all receiving flows
have cl osed and conpl eted, the connection has cleanly term nated.

Ei ther end can abruptly term nate the connection by rejecting the
Net Connection control receiving flows or by closing the underlying
RTMFP session. On notification of any exception on a NetConnection
control sending flow, the end seeing the exception knows the other
end has term nated abruptly, and can inmedi ately close all sending
and receiving flows for that connection.
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5.3.7. Exanple

e SFl ow 3-| (Str. D=5,
: | Assoc=CFl ow 0)

I
Fi gure 5: Exanpl e Net Connecti on Message Exchange

Cient Server
| I Hel I o (EPD: anc=URI) |
B I R T >|
|| I
| RHel o (RCert: anc) |
RTMFP | | <---mmmmmmie e oo - |
Session| | |
Hand- | |11 Keying |
shake | |--------"------"-"--------- >|
|| I
| Rl Keyi ng|
e S e |
I I
-+- | "connect" command |
(Str.ID=0)|-CFHlow0---------------- >|
|| I
| ] " _result" response|
RTMP | | <-----mmmmemmoo - SFl ow O-| (Str. | D=0,
Connect| | | Assoc=CFl ow 0)
Hand- | |"setPeerlnfo" comrand |
shake | |-CFHlow0---------------- >|
-+ I
| “createStreant comrand |
-+- |-CFlow0---------------- >|
|| I
| "_result" (str.1D=h)|
I R SFI ow O- |
|| I
| |"play" comrand [
(Str.1D=5,|-CFlow 1---------------- >|
Assoc=SFl| ow- 0) | |
| | StreanBegin User Control |
I R SFl ow 1-| (Str. | D=5,
| | Assoc=CFl ow 0)
| | (RTMP stream events) |
Streaming | |<---------------- SFl ow- 1- |
|| I
| Audi o Dat a
I R SFl ow2-| (Str. | D=5,
| | Assoc=CFl ow 0)
| | Vi deo Data
||
(.
I
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5. 4. Di rect Peer-to-Peer Streans

Clients can connect directly to other clients for P2P stream ng and
data exchange. A client MAY have multiple separate P2P Net Streans
with a peer in one RTMFP session, each a separate |ogical connection
P2P Net Streans are unidirectional, initiated by a subscriber (the
side issuing the "play" command) to a publisher. The subscribing
peer has a control flow to the publisher. The publisher has zero or
more return flows to the subscriber associated to the subscriber’s
control flow, for the stream nedia and data

5.4.1. Connecting

A client desires to subscribe directly to a stream being published in
P2P node by a publishing peer. The client |learns the peer ID of the
publ i sher and the stream nane through application-specific neans.

If the client does not already have an RTMFP session with that peer
ID, it initiates a new session, creating an EPD containing a

Fi ngerprint option (Section 4.4.2.3) for the publisher’s peer ID and
usi ng the server session’s DESTADDR as the initial candi date address
for the session to the peer. The server acts as an |ntroducer
(Section 3.5.1.6 of RFC 7016), using forward and redirect nessages to
help the client and the peer establish a session

When an S_OPEN session exists to the desired peer, the client creates
a new i ndependent flow to that peer. The flow MJST have a non-zero
Stream I D. The client sends an RTMP "play" command over the fl ow,
giving the nane of the desired streamat the publisher. This flowis
the subscriber’s control flow.

5.4. 2. Return Flows for Stream

The publisher, on accepting a new flow not indicating a return
association with any of its sending flows and having a non-zero
Stream I D, receives and processes the "play" command. |f and when
the request is acceptable to the publisher, it opens one or nore
return flows to the subscribing peer, associated to the subscriber’s
control flow and having the sane Stream I D. The publisher sends a
StreanBegi n User Control nessage, appropriate RTMP status events, and
the stream nedi a over the one or nore return flows.

The subscri ber uses the return association of the nedia flows to the

subscriber control flow to determ ne the streamto which the nedia
bel ongs.
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The publisher MAY open any nunber of nedia flows for the stream and
close themat any time. The opening and cl osing of nmedia flows has
no semantic neaning for the stream except that the opening of at

| east one flow and the reception of at |east one nedia nessage or a
StreanBegi n User Control nessage indicates that the publisher is
publishing the requested streamto the subscriber

Subscri ber Publ i sher
—————— >--Subscriber-Control -Flow----------------->-+
I
T Publ i sher- Stream Fl ow 1--<--+
: I
e Publ i sher-Stream Fl ow N-- <-- +

Figure 6: Schematic Fl ow Association Tree for a P2P Direct Connection
5.4.3. dosing the Connection

Ei ther end can close the streamby closing or rejecting the
subscriber’s control flow. The publisher SHOULD cl ose and unpublish
to the subscriber on receipt of a close/conplete of the control flow.
The subscriber SHOULD consider the streamcl osed on notification of
any exception on the control flow.

6. | ANA Consi derati ons

This meno specifies option type code values for Certificate fields
(Section 4.3.3), Endpoint Discrimnator fields (Section 4.4.2), and
Sessi on Keying Conponent fields (Section 4.5.2). It also specifies a
fl ow netadata signature (Section 5.1.1). The type code val ues and
signatures for this profile are assigned and mai ntai ned by Adobe, and
therefore require no action from | ANA

6.1. RTMFP URI Schene Registration
This meno descri bes use of an RTMFP URI schene (Section 4.4.2.2,
Section 5.3.1, Figure 5). Per this section, the "rtnfp" UR schene
has been regi stered by | ANA

The syntax and senantics of this URI scheme are described using the
Augnent ed Backus- Naur Form (ABNF) [ RFC5234] rules from RFC 3986
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URI schene name: rtnfp
Status: provisiona
URI schenme synt ax:

rtnfp-uri-scheme = "rtnfp:"
[ "rtnfp://" host [ ":" port ] path-abenpty

URI schene semantics: The first formis used in the APIs of sone
i npl ementations to indicate instantiation of an RTMFP cli ent
according to this nmeno, but wthout connecting to a server. Such
an instantiation night be used for pure peer-to-peer
comruni cati on.

The second form provides location information for the server to
whi ch to connect and optional additional information to pass to
the server. The only operation for this URI formis to connect to
a server (initial candidate address(es) for which are naned by
host and port) according to Section 5.3. The UDP port for initia
candi dat e addresses, if not specified, is 1935. |If the host is a
reg-nanme, the initial candidate address set SHOULD conprise al

I Pv4 and | Pv6 addresses to which reg-nane resolves. The semantics
of path-abempty are specific to the server. Connections are nmade
usi ng RTMFP as specified by this neno.

Encodi ng consi derations: The path-abenpty component represents
textual data consisting of characters fromthe Universal Character
Set. This conmponent SHOULD be encoded according to Section 2.5 of
RFC 3986.

Applications/protocols that use this URI schene nane: The Fl ash
runtime (including Fl ash Player) from Adobe Systens | ncorporated,
communi cation servers such as Adobe Media Server, and
interoperable clients and servers provided by other parties, using
RTMFP according to this neno.

Interoperability considerations: This scheme requires use of RTMFP
as defined by RFC 7016 in the manner described by this neno.

Security considerations: See Security Considerations (Section 7) in
this neno.

Contact: M chael Thornburgh, Adobe Systens I|ncorporated,
<mt hor nbu@dobe. conp.

Aut hor/ Change controller: M chael Thornburgh, Adobe Systens
I ncor porat ed, <nthornbu@dobe. conp.
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Ref er ences:
Thor nburgh, M, "Adobe’'s Secure Real -Time Media Fl ow Protocol ",
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Thi s nmeno.
Security Considerations
Section 4 details the cryptographic aspects of this profile.

This profile does not define or use a Public Key Infrastructure
(PKI). dients SHOULD use static Diffie-Hellman keys in their
certificates (Section 4.3.3.5). Cients MIST create a new
certificate with a distinct fingerprint for each new Net Connection
(Section 5.3). These constraints make client identities ephenera

but unable to be forged. A nman-in-the-mddle cannot successfully
interpose itself in a connection to a target client addressed by its
fingerprint/peer IDif the target client uses a static Diffie-Hellman
public key.

Servers can have |ong-lived RTMFP i nstances, so they SHOULD use
epheneral Diffie-Hellman public keys for forward secrecy. This

all ows server peer IDs to be forged; however, clients do not connect
to servers by peer ID, so this is irrel evant.

When a client connects to a server, the client will accept the
response of any endpoint claimng to be "a server". It is assumed
that an attacker that can passively observe traffic on a network
segnent can also inject its own packets with any source or
destination and any payl oad. An attacker can trick a client into
connecting to a rogue server or man-in-the-m ddle, either by
observing Initiator Hello packets fromthe client and respondi ng
earliest with a matchi ng Responder Hello or by using tricks such as
DNS spoofing or poisoning to direct a client to connect directly to
the rogue. A TCP-based transport would be vulnerable to simlar
attacks. Since there is no PKI, this profile gives no guarantee that
the client has actually connected to the desired server, versus a
rogue or man-in-the-mddle. |In circunstances where assurance is
required that the connection is directly to the desired server, the
client can use the Session Nonces (Section 4.6.5) to chall enge the
server, for exanple, over a different channel having acceptable
security properties (such as an HTTPS) to transitively establish the
server’s identity and verify that the end-to-end conmunication is
private and aut hentic.

When sessi on sequence nunbers (Section 4.7.3.3) are not used, it is
possi ble for an attacker to use traffic anal ysis techni ques and
record encrypted packets containing the start of a new flow, and
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later to replay those packets after the flow has closed, which can
|l ook to the receiver like a brand new flow. In circunstances where
this can be detrimental, session sequence numbers SHOULD be used.
Repl ay of packets for existing flows is not detrinental as the
recei ver detects and di scards duplicate fl ow sequence nunbers, and
fl ow sequence nunbers do not wap or otherw se repeat.

Packet encryption uses CBC with the same (null) initialization vector
for each packet. This can reveal to an observer whether two packets
contain identical plaintext. However, the nmaxi muml|ength RTMFP
common header and User Data or Data Acknow edgenent header, including
fl ow sequence nunber, always fit within the first 16-byte cipher

bl ock, so each initial cipher block for nost packets will already be
uni que even if tinestanps are suppressed. Sending identical messages
in a flow uses uni que fl ow sequence nunbers, so cipher blocks will be
unique in this case. Keepalive pings and retransm ssion of |ost data
can result in identical cipher blocks; however, traffic analysis can

al so reveal likely keepalives or retransm ssions, and retransni ssion
only occurs as a result of observable network loss, so this is
usually irrelevant. In circunstances where any identical cipher

bl ock is unacceptabl e, session sequence nunbers SHOULD be used as
they guarantee each initial cipher block will be unique.

Packet verification can use a 16-bit sinple checksum

(Section 4.7.3.1). The checksumis inside the encrypted packet, so
for external packet nodifications the checksumis equivalent to a
16-bit cryptographic digest. |In circunstances where this is
insufficient, HVMAC verification (Section 4.7.3.2) SHOULD be used.
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