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Abstract

Thi s docunent describes an experinmental TCP mechani smcalled TCP Fast
Qpen (TFO. TFO allows data to be carried in the SYN and SYN- ACK
packets and consuned by the receiving end during the initial
connecti on handshake, and saves up to one full round-trip time (RTT)
conmpared to the standard TCP, which requires a three-way handshake
(3WHS) to conplete before data can be exchanged. However, TFO
deviates fromthe standard TCP semantics, since the data in the SYN
could be replayed to an application in some rare circunstances.
Applications shoul d not use TFO unl ess they can tolerate this issue,
as detailed in the Applicability section.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for exam nation, experinental inplenmentation, and
eval uati on.

Thi s docunent defines an Experinmental Protocol for the Internet
community. This docunment is a product of the Internet Engi neering
Task Force (IETF). It represents the consensus of the | ETF
community. It has received public review and has been approved for
publication by the Internet Engineering Steering Goup (IESG. Not
all docurments approved by the I ESG are a candi date for any |evel of
I nternet Standard; see Section 2 of RFC 5741

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc7413
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1. Introduction

TCP Fast Open (TFO) is an experinental update to TCP that enabl es
data to be exchanged safely during TCP's connection handshake. This
docunent describes a design that enables applications to save a round
trip while avoiding severe security ramfications. At the core of
TFO is a security cookie used by the server side to authenticate a
client initiating a TFO connection. This docunment covers the details
of exchanging data during TCP's initial handshake, the protocol for
TFO cooki es, potential new security vulnerabilities and their
mtigation, and the new socket API.

TFO is nmotivated by the performance needs of today’ s Wb
applications. Current TCP only pernits data exchange after the

t hree-way handshake (3WHS) [ RFC793], which adds one RTT to network

| atency. For short Web transfers this additional RTT is a
significant portion of overall network |atency, even when HTTP

persi stent connection is wi dely used. For exanple, the Chrome
browser [Chrome] keeps TCP connections idle for up to 5 mnutes, but
35% of HITP requests are nade on new TCP connections [ RCCIR11]. For
such Web and Web-1ike applications, placing data in the SYN can yield
significant |latency inprovements. Next we describe how we resolve
the chall enges that arise upon doing so.
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1.1. Termi nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

"TFO' refers to TCP Fast Open. "Client" refers to TCP's active open
side, and "server" refers to TCP' s passive open side.

2. Data in SYN

Standard TCP already allows data to be carried in SYN packets

([ RFC793], Section 3.4) but forbids the receiver fromdelivering it
to the application until the 3WHS is conpleted. This is because
TCP's initial handshake serves to capture old or duplicate SYNs.

To enabl e applications to exchange data in a TCP handshake, TFO
renoves the constraint and allows data in SYN packets to be delivered
to the application. This change to TCP senantic raises two issues
(discussed in the foll owi ng subsections) that nake TFO unsuitable for
certain applications.

Therefore, TCP inplenmentations MJST NOT use TFO by default, but only
use TFO if requested explicitly by the application on a per-service-
port basis. Applications need to evaluate TFO applicability as
described in Section 6 before using TFO

2.1. Relaxing TCP Senmantics on Duplicated SYNs

TFO al lows data to be delivered to the application before the 3WHS is
compl eted, thus opening itself to a data integrity issue in either of
the two cases bel ow

a) the receiver host receives data in a duplicate SYN after it has
forgotten it received the original SYN (e.g., due to a reboot);

b) the duplicate is received after the connection created by the
ori gi nal SYN has been closed and the close was initiated by the
sender (so the receiver will not be protected by the TIME-WAIT 2
MSL state).

The now obsol eted T/ TCP [ RFC1644] (obsol eted by [ RFC6247]) attenpted
to address these issues. It was not successful and not depl oyed due
to various vulnerabilities as described in Section 8, "Related Wrk"
Rat her than trying to capture all dubious SYN packets to make TFO
100% conpatible with TCP semantics, we nade a design decision early
on to accept old SYN packets with data, i.e., to restrict TFO use to
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a class of applications (Section 6) that are tolerant of duplicate
SYN packets with data. W believe this is the right design trade-
of f: bal ancing conplexity w th useful ness.

2.2. SYNs with Spoofed | P Addresses

Standard TCP suffers fromthe SYN fl ood attack [ RFC4987] because SYN
packets with spoofed source | P addresses can easily fill up a
listener’s small queue, causing a service port to be bl ocked

conpl etely.

TFO goes one step further to allow server-side TCP to send up data to
the application | ayer before the 3WHS is conmpleted. This opens up
serious new vulnerabilities. Applications serving ports that have
TFO enabl ed may waste lots of CPU and nmenory resources processing the
requests and producing the responses. |f the response is much |arger
than the request, the attacker can further nount an anplified
reflection attack against victins of choice beyond the TFO server
itself.

Nunmerous mitigation techni ques agai nst regul ar SYN fl ood attacks
exi st and have been wel|l docunented [ RFC4987]. Unfortunately, none
are applicable to TFO W propose a server-supplied cookie to
mtigate these new vulnerabilities in Section 3 and eval uate the

ef fecti veness of the defense in Section 7

3. Protocol Overview
The key conponent of TFO is the Fast Open Cookie (cookie), a nessage
aut henti cation code (MAC) tag generated by the server. The client
requests a cookie in one regular TCP connection, then uses it for
future TCP connections to exchange data during the 3VWHS

Requesting a Fast Open Cooki e:

1. The client sends a SYNwith a Fast Open option with an enpty
cookie field to request a cookie.

2. The server generates a cookie and sends it through the Fast Open
option of a SYNACK packet.

3. The client caches the cookie for future TCP Fast Open connections
(see bel ow).
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form ng TCP Fast Open:

The client sends a SYN wth data and the cookie in the Fast Open
option.

The server validates the cookie:

a. If the cookie is valid, the server sends a SYN ACK
acknow edgi ng both the SYN and the data. The server then
delivers the data to the application

b. O herw se, the server drops the data and sends a SYN ACK
acknow edgi ng only the SYN sequence nunber.

If the server accepts the data in the SYN packet, it may send the
response data before the handshake finishes. The nmaxi mum anount
is governed by TCP's congestion control [RFC5681].

The client sends an ACK acknow edgi ng the SYN and the server data.
If the client’s data is not acknow edged, the client retransnits
the data in the ACK packet.

The rest of the connection proceeds |ike a normal TCP connection
The client can repeat nany Fast Open operations once it acquires a
cookie (until the cookie is expired by the server). Thus, TFOis
useful for applications that have tenporal locality on client and
server connections.
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Requesti ng Fast Open Cookie in connection 1:

TCP A (dient) TCP B (Server)
CLOSED LI STEN
#1 SYN-SENT ----- <SYN, Cooki eOpt=NIL> ---------- > SYN RCVD
#2 ESTABLI SHED <---- <SYN ACK, CookieQpt=C ---------- SYN- RCVD

(caches cookie C

Perform ng TCP Fast Open in connection 2:

TCP A (Cdient) TCP B (Server)
CLOSED LI STEN
#1 SYN-SENT ----- <SYN=x, Cooki eOpt =C, DATA A> ----> SYN RCVD
#2 ESTABLI SHED <---- <SYN=y, ACK=x+|l en( DATA_A) +1> ---- SYN-RCVD
#3 ESTABLI SHED <---- <ACK=x+|l en( DATA_A) +1, DATA B>---- SYN-RCVD
#4 ESTABLI SHED  ----- <ACK=y+1>-------mmmm e - - > ESTABLI SHED
#5 ESTABLI SHED --- <ACK=y+l en( DATA B) +1>---------- > ESTABLI SHED

4. Protocol Details
4.1. Fast Open Cookie

The Fast Open Cookie is designed to mitigate new security

vul nerabilities in order to enabl e data exchange during a handshake.
The cookie is a MAC tag generated by the server and is opaque to the
client; the client sinply caches the cooki e and passes it back on
subsequent SYN packets to open new connections. The server can
expire the cookie at any tine to enhance security.

Cheng, et al. Experi ment al [ Page 7]



RFC 7413 TCP Fast Open Decenber 2014

4.

4.

1.1. Fast Open Option

o e e o e e e e e e e e e - -
| Ki nd Lengt h |
Fo e e Fm o e e o e e e e e e e e e e e e e o e o o e e e e e e+
- Cooki e ~
o e e e o e e e bm e e e bm e e e e e e e e e e e e e b e e e e -

Ki nd 1 byte: value = 34

Length 1 byte: range 6 to 18 (bytes); limted by
remai ni ng space in the options field.
The nunber MJUST be even

Cooki e 0, or 4 to 16 bytes (Length - 2)

The Fast Open option is used to request or to send a Fast Open
Cookie. When a cookie is not present or is enpty, the option is used
by the client to request a cookie fromthe server. Wen the cookie
is present, the option is used to pass the cookie fromthe server to
the client or fromthe client back to the server (to perform a Fast

Open) .

The nini mum cookie size is 4 bytes. Al though the di agram shows a
cooki e aligned on 32-bit boundaries, alignnent is not required.
Options with invalid Length values or without the SYN flag set MJST
be ignored.

1.2. Server Cookie Handling

The server is in charge of cookie generation and authentication. The
cooki e SHOULD be a MAC tag with the follow ng properties. W use
"SHOULD" because, in some cases, the cookie may be trivially
generated as discussed in Section 7. 3.

1. The cookie authenticates the client’s (source) |IP address of the
SYN packet. The I P address nmay be an | Pv4 or |Pv6 address.

2. The cookie can only be generated by the server and cannot be
fabricated by any other parties, including the client.

3. The generation and verification are fast relative to the rest of
SYN and SYN- ACK processi ng.

4. A server may encode other information in the cookie and accept
nore than one valid cookie per client at any given tinme. But this
is server-inplenentati on dependent and transparent to the client.
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5. The cookie expires after a certain anount of time. The reason for
cookie expiration is detailed in the "Security Considerations”
section (Section 5). This can be done by either periodically
changi ng the server key used to generate cookies or including a
ti mestanp when generating the cookie.

To gradually invalidate cookies over tinme, the server can

i mpl ement key rotation to generate and verify cookies using

mul tiple keys. This approach is useful for |arge-scale servers to
retain Fast Open rolling key updates. W do not specify a
particul ar nmechani sm because the inplenentation is server

speci fic.

The server supports the cookie-generation and verification
operati ons:

- CGetCookie(lP_Address): returns a (new) cookie.

- 1sCookieValid(lP_Address, Cookie): checks if the cookie is valid,
i.e., it has not expired and the cookie authenticates the client
| P addr ess.

Exanpl e I npl enentation: a sinple inplenmentation is to use AES 128 to
encrypt the IPv4 (with padding) or |Pv6 address and truncate to 64
bits. The server can periodically update the key to expire the
cookies. AES encryption on recent processors is fast and takes only
a few hundred nanoseconds [ RCCIR11].

If only one valid cookie is allowed per IP, and the server can
regenerate the cooki e i ndependently, the best validation process is
to sinply regenerate a valid cookie and conpare it agai nst the
incom ng cookie. In that case, if the incom ng cookie fails the
check, a valid cookie is readily available to be sent to the client.

4.1.3. dient Cookie Handling

The client MJST cache cookies fromservers for |later Fast Open
connections. For a multihoned client, the cookies are dependent on
the client and server |P addresses. Hence, the client should cache
at nost one (nost recently received) cookie per client and server IP
address pair.

When cachi ng cookies, we reconmend that the client also cache the
Maxi mum Segment Size (MSS) advertised by the server. The client can
cache the MSS advertised by the server in order to deternmine the
maxi mum anount of data that the client can fit in the SYN packet in
subsequent TFO connections. Caching the server MSS is usefu

because, with Fast Open, a client sends data in the SYN packet before
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the server announces its MSS in the SYN-ACK packet. |If the client
sends nore data in the SYN packet than the server will accept, this
will likely require the client to retransmt sone or all of the data.

Hence, caching the server MSS can enhance performance

Wthout a cached server MSS, the amount of data in the SYN packet is
limted to the default MSS of 536 bytes for |Pv4d [RFC1122] and 1220
bytes for I Pv6 [ RFC2460]. Even if the client conplies with this
limt when sending the SYN, it is known that an | Pv4 receiver
advertising an MSS | ess than 536 bytes can receive a segnent |arger
than it is expecting.

If the cached MSS is larger than the typical size (1460 bytes for

| Pv4 or 1440 bytes for IPv6), then the excess data in the SYN packet
may cause problens that offset the perfornmance benefit of Fast Open.
For exanple, the unusually large SYN may trigger |IP fragnentation and
may confuse firewalls or m ddl eboxes, causing SYN retransmn ssion and
other side effects. Therefore, the client MAY limit the cached MSS
to 1460 bytes for IPv4 or 1440 for |Pv6.

4.1.3.1. dient Caching Negative Responses

The client MJUST cache negative responses fromthe server in order to
avoi d potential connection failures. Negative responses include the
server not acknow edging the data in the SYN, | CVMP error messages,
and (nost inportantly) no response (SYN-ACK) fromthe server at all
i.e., connection timeout. The last case is likely due to

i nconpati bl e m ddl eboxes or firewall blocking the connection
conpletely after processing the SYN packet with data. |[|f the client
does not react to these negative responses and continues to retry
Fast Open, the client may never be able to connect to the specific
server.

For any negative responses, the client SHOULD di sabl e Fast Open on
the specific path (the source and destination | P addresses and ports)
at least tenporarily. Since TFO is enabled on a per-service-port
basi s, but cookies are independent of service ports, the client’s
cache shoul d include rempte port nunbers, too.
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4.2. Fast Open Protocol

One predom nant requirenent of TFOis to be fully conpatible with
exi sting TCP inplenentations, on both the client and server sides.

The server keeps two variables per |istening socket (IP address and
port):

Fast OpenEnabl ed: default is off. It MJST be turned on explicitly by
the application. Wen this flag is off, the server does not
performany TFO-rel ated operations and MJST ignore all cookie
options.

Pendi ngFast OpenRequest s: tracks the nunmber of TFO connections in SYN
RCVD state. |If this variable goes over a preset systemlimt, the
server MJST disable TFO for all new connection requests unti
Pendi ngFast OpenRequests drops bel ow the systemlimt. This
variable is used for defending sonme vulnerabilities discussed in
the "Security Considerations" section (Section 5).

The server keeps a FastOpened flag per connection to mark if a
connecti on has successfully performed a TFO

4.2.1. Fast Open Cookie Request

Any client attenpting TFO MJUST first request a cookie fromthe server
with the foll ow ng steps:

1. The client sends a SYN packet with a Fast Qpen option with a
Length field of O (enpty cookie field).

2. The server responds with a SYN-ACK based on the procedures in the
"Server Cookie Handling"” section (Section 4.1.2). This SYN ACK
may contain a Fast Qpen option if the server currently supports
TFO for this listener port.

3. If the SYN-ACK has a Fast Open option with a cookie, the client
repl aces the cookie and other information as described in the
"Cient Cookie Handling" section (Section 4.1.3). Qherwise, if
the SYNNACK is first seen and not a (spurious) retransm ssion, the
client MAY renove the server information fromthe cookie cache.

If the SYNNACK is a spurious retransm ssion, the client does
nothing to the cookie cache for the reasons bel ow

The network or servers may drop the SYN or SYN- ACK packets with the
new cooki e options, which will cause SYN or SYN-ACK tineouts. W
RECOMVEND both the client and the server to retransmit SYN and SYN
ACK packets without the cookie options on tineouts. This ensures the
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connecti ons of cookie requests will go through and | owers the |atency
penalty (of dropped SYN SYN-ACK packets). The obvi ous downsi de for
maxi mum conpatibility is that any regular SYN drop will fail the
cooki e (although one can argue the delay in the data transm ssion
until after the 3WHS is justified if the SYN drop is due to network
congestion). The next section describes a heuristic to detect such
drops when the client receives the SYN-ACK

We al so RECOMVEND the client to record the set of servers that failed
to respond to cookie requests and only attenpt another cookie request
after a certain period.

4.2.2. TCP Fast Open
Once the client obtains the cookie fromthe target server, it can
perform subsequent TFO connections until the cookie is expired by the
server.

Cient: Sending SYN

To open a TFO connection, the client MJST have obtained a cookie from
the server:

1. Send a SYN packet.

a. If the SYN packet does not have enough option space for the
Fast Open option, abort TFO and fall back to the regular 3VWHS

b. O herw se, include the Fast Open option with the cookie of the
server. Include any data up to the cached server MsS or
default 536 bytes.

2. Advance to SYN- SENT state and update SND.NXT to include the data
accordingly.

To deal with network or servers droppi ng SYN packets with payl oad or
unknown options, when the SYN timer fires, the client SHOULD
retransmt a SYN packet w thout data and Fast Open opti ons.

Server: Receiving SYN and respondi ng with SYN- ACK

Upon receiving the SYN packet with Fast Open option

1. Initialize and reset a |ocal FastOpened flag. |f FastOpenEnabl ed
is false, go to step 5.

2. | f Pendi ngFast OpenRequests is over the systemlimt, go to step 5.
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3. If IsCookievalid() (in Section 4.1.2) returns false, go to step 5.

4. Buffer the data and notify the application. Set the FastOpened
flag and i ncrenment Pendi ngFast OQpenRequests.

5. Send the SYN-ACK packet. The packet MAY include a Fast Open
option. |If the FastOpened flag is set, the packet acknow edges
the SYN and data sequence. Oherw se, it acknow edges only the
SYN sequence. The server MAY include data in the SYN-ACK packet
if the response data is readily available. Sone applications may
favor del aying the SYNNACK, allowing the application to process
the request in order to produce a response, but this is left up to
the inpl ement ati on.

6. Advance to the SYNNRCVD state. |If the FastOpened flag is set, the
server MJST foll ow [ RFC5681] (based on [RFC3390]) to set the
initial congestion wi ndow for sending nore data packets.

If the SYNNACK timer fires, the server SHOULD retransnmit a SYN ACK
segment with neither data nor Fast Open options for conpatibility
reasons.

A special case is simultaneous open where the SYN receiver is a
client in SYN-SENT state. The protocol remains the same because

[ RFC793] already supports both data in the SYN and sinul t aneous open.
But the client’s socket may have data available to read before it’'s
connected. This docunment does not cover the correspondi ng API
change.

Client: Receiving SYN- ACK

The client SHOULD performthe foll owi ng steps upon receiving the SYN
ACK:

1. If the SYNN-ACK has a Fast Open option, an MSS option, or both,
updat e the correspondi ng cookie and MSS information in the cookie
cache.

2. Send an ACK packet. Set acknow edgnent nunber to RCV. NXT and
include the data after SND.UNA if data is avail able.

3. Advance to the ESTABLI SHED st at e.

Note there is no latency penalty if the server does not acknow edge
the data in the original SYN packet. The client SHOULD retransmt
any unacknow edged data in the first ACK packet in step 2. The data
exchange will start after the handshake |ike a regular TCP

connecti on.
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If the client has timed out and retransnitted only regular SYN
packets, it can heuristically detect paths that intentionally drop
SYNs with the Fast Open option or data. |If the SYN-ACK acknow edges
only the initial sequence and does not carry a Fast Qpen cookie
option, presumably it is triggered by a retransmtted (regular) SYN
and the original SYN or the correspondi ng SYN-ACK was | ost.

Server: Receiving ACK

Upon receiving an ACK acknow edgi ng the SYN sequence, the server
decrenents Pendi ngFast OpenRequests and advances to the ESTABLI SHED
state. No special handling is required further

5. Security Considerations

The Fast Open Cookie stops an attacker fromtrivially flooding
spoof ed SYN packets with data to burn server resources or to nount an
anplified reflection attack on random hosts. The server can defend
agai nst spoofed SYN floods with invalid cookies using existing

techni ques [ RFC4987]. W note that although generating bogus cookies
is cost free, the cost of validating the cookies, inherent to any

aut henti cation schene, nmay be substantial conpared to processing a
regul ar SYN packet. W describe these new vulnerabilities of TFO and
the counterneasures in detail bel ow

5.1. Resource Exhaustion Attack by SYN Flood with Valid Cookies

An attacker may still obtain cookies from sone conprom sed hosts,
then fl ood spoofed SYN packets with data and "valid" cookies (from
these hosts or other vantage points). Like regular TCP handshakes,
TFO is vulnerable to such an attack. But the potential danage can be
much nore severe. Besides causing tenmporary disruption to service
ports under attack, it may exhaust server CPU and nmenory resources.
Such an attack will show up on application server |ogs as an
application-level DoS frombotnets, triggering other defenses and
alerts.

To protect the server, it is inportant to limt the maxi num nunber of
total pending TFO connection requests, i.e., Pendi ngFast OpenRequests
(Section 4.2). Wen the limt is exceeded, the server tenporarily

di sables TFO entirely as described in "Server Cookie Handling"
(Section 4.1.2). Then, subsequent TFO requests will be downgraded to
regul ar connection requests, i.e., with the data dropped and only
SYNs acknow edged. This allows regular SYN flood defense techni ques
[ RFC4987] |ike SYN cookies to kick in and prevent further service

di srupti on.
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The main inpact of SYN floods agai nst the standard TCP stack is not
directly fromthe fl oods themsel ves costing TCP processi ng over head
or host menory, but rather fromthe spoofed SYN packets filling up
the often snall |istener’s queue.

On the other hand, TFO SYN fl oods can cause danage directly if
admtted without limt into the stack. The reset (RST) packets from
the spoofed host will fuel rather than defeat the SYN fl oods as
compared to the non-TFO case, because the attacker can flood nore
SYNs with data and incur nore cost in terns of data processing
resources. For this reason, a TFO server needs to nonitor the
connections in SYN-RCVD being reset in addition to inmposing a
reasonabl e max queue length. |nplenmentations may conbine the two,
e.g., by continuing to account for those connection requests that
have just been reset against the listener’s Pendi ngFast OpenRequests
until a timeout period has passed.

Limting the nmaxi mum nunber of pendi ng TFO connection requests does
make it easy for an attacker to overflow the queue, causing TFO to be
di sabled. We argue that causing TFO to be disabled is unlikely to be
of interest to attackers because the service will remain intact

wi thout TFO, hence, there is hardly any real danmage

5.1.1. Attacks from behind Shared Public |Ps (NATs)

An attacker behind a NAT can easily obtain valid cookies to | aunch
the above attack to hurt other clients that share the path.

[ BRI SCOE12] suggested that the server can extend cookie generation to
include the TCP timestanp -- Get Cooki e(lP_Address, Tinmestanp) -- and
inmplement it by encrypting the concatenation of the two values to
generate the cookie. The client stores both the cookie and its
correspondi ng timestanp, and it echoes both in the SYN. The server
then inpl ements |sCookieValid(lP_Address, Tinestanp, Cookie) by
encrypting the IP and tinestanp data and conparing it with the cookie
val ue.

This enables the server to issue different cookies to clients that
share the sane | P address; hence, it can selectively discard those

m sused cookies fromthe attacker. However, the attacker can sinply
repeat the attack with new cookies. The server would eventual ly need
to throttle all requests fromthe |IP address just |ike the current
approach. Mreover, this approach requires nodifying [ RFC1323]

(obsol eted by [RFC7323]) to send a non-zero Tinestanp Echo Reply in
the SYN, potentially causing firewall issues. Therefore, we believe
the benefit does not outweigh the drawbacks.
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5.2. Anplified Reflection Attack to Random Host

Li m ti ng Pendi ngFast OpenRequests with a systemlimt can be done
wi t hout Fast Open cookies and woul d protect the server fromresource

exhaustion. It would also limt how nuch danage an attacker can
cause through an anplified reflection attack fromthat server
However, it would still be vulnerable to an amplified reflection

attack froma | arge nunber of servers. An attacker can easily cause
damage by tricking many servers to respond with data packets at once
to any spoofed victimIP address of choice.

Wth the use of Fast Open cookies, the attacker would first have to
steal a valid cookie fromits target victim This likely requires
the attacker to conprom se the victimhost or network first. But, in
some cases, it may be relatively easy.

The attacker here has little interest in nmounting an attack on the
vi cti mhost that has already been conpronised. But it nmay be
motivated to disrupt the victims network. Since a stolen cookie is
only valid for a single server, it has to steal valid cookies froma
| arge number of servers and use them before they expire to cause
sufficient damage w thout triggering the defense.

One can argue that if the attacker has conpromi sed the target network
or hosts, it could performa simlar but sinpler attack by injecting
bits directly. The degree of damage will be identical, but a TFO
specific attack allows the attacker to remain anonynous and di sgui ses
the attack as from other servers

For exanple, with DHCP, an attacker can obtain cooki es when he (or
the host he has conproni sed) owns a particular |IP address by
perform ng regul ar Fast Open to servers supporting TFO and he can
collect valid cookies. Then, the attacker actively or passively

rel eases his I P address. Wen the |IP address is reassigned to

anot her host (victin) via DHCP, the attacker then floods spoofed Fast
Open requests with valid cookies to the servers. Since the cookies
are valid, these servers accept the requests and respond with a SYN
ACK pl us data packets to the victiminstead of the attacker. Thus,
the attacker is able to launch anplified reflection attacks to other
hosts that share | P addresses.

The best defense is for the server not to respond with data until the
handshake finishes. 1In this case, the risk of an anplification
reflection attack is conpletely elimnated. But the potentia

| atency saving from TFO may dimnish if the server application
produces responses earlier before the handshake conpl et es.
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6

6

6

TFO Applicability

This section is to help applications considering TFO to eval uate
TFO s benefits and drawbacks using the Wb client and server
applications as an exanpl e throughout. Applications here refer
specifically to the process that wites data into the socket -- for
exanpl e, a JavaScript process that sends data to the server. A
proposed socket APl change is provided in the Appendi x.

1. Duplicate Data in SYNs

It is possible that using TFOresults in the first data witten to a
socket to be delivered nore than once to the application on the
renote host (Section 2.1). This replay potential only applies to
data in the SYN but not subsequent data exchanges.

Enpirically, [JIDKTO7] showed the packet duplication on a Tier-1
network is rare. Since the replay only happens specifically when the
SYN data packet is duplicated and al so the duplicate arrives after
the receiver has cleared the original SYN s connection state, the
replay is thought to be unconmon in practice. Nevertheless, a client
that cannot handl e receiving the same SYN data nore than once MJST
NOT enable TFOto send data in a SYN. Simlarly, a server that
cannot accept receiving the sane SYN data nore than once MJUST NOT
enable TFO to receive data in a SYN. Further investigation is needed
to judge the probability of receiving duplicated SYN or SYN ACK
packets with data in networks that are not Tier 1.

2. Potential Perfornmance | nprovenent

TFO i s designed for | atency-conscious applications that are sensitive
to TCP' s initial connection setup delay. To benefit from TFQO, the
first application data unit (e.g., an HITP request) needs to be no
nmore than TCP's nmaxi mum segnment size (mnus options used in the SYN)
O herwi se, the renote server can only process the client’s
application data unit once the rest of it is delivered after the
initial handshake, diminishing TFO s benefit.

To the extent possible, applications SHOULD reuse the connection to
take advantage of TCP's built-in congestion control and reduce
connection setup overhead. An application that enploys too many
short-lived connections will negatively inpact network stability, as
these connections often exit before TCP' s congestion contro

al gorithmtakes effect.
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6.3. Exanple: Wb Cients and Servers
6.3.1. HITP Request Repl ay

Wiile TFO is notivated by Wb applications, the browser should not
use TFO to send requests in SYNs if those requests cannot tolerate
replays. One exanple is POST requests without application-|ayer
transaction protection (e.g., a unique identifier in the request
header) .

On the other hand, TFO is particularly useful for GET requests. GET
request replay could happen across striped TCP connections: after a
server receives an HTTP request but before the ACKs of the requests
reach the browser, the browser may time out and retry the same
request on anot her (possibly new) TCP connection. This differs from
a TFOreplay only in that the replay is initiated by the browser, not
by the TCP stack.

6.3.2. HITP over TLS (HTTPS)

For Transport Layer Security (TLS) over TCP, it is safe and useful to
include a TLS client_hello in the SYN packet to save one RIT in the

TLS handshake. There is no concern about violating idenpotency. In
particular, it can be used alone with the specul ati ve connection
above.

6.3.3. Conparison with HTTP Persistent Connections

I's TFO useful given the w de depl oynent of HTTP persistent
connections? The short answer is yes. Studies ([RCCIRL1] [AERGL1])
show that the average nunber of transactions per connection is
between 2 and 4, based on | arge-scal e neasurenents from both servers
and clients. In these studies, the servers and clients both kept
idle connections up to several mnutes, well into "human think" tine.

Keepi ng connections open and idle even |onger risks a greater
performance penalty. [HNESSK10] and [ MQXMZ11] show that the majority
of home routers and I1SPs fail to neet the 124-nminute idle timeout
mandated in [ RFC5382]. In [ MXXMZ11], 35% of nobile I1SPs silently
time out idle connections within 30 minutes. End hosts, unaware of
silent mddl ebox tineouts, suffer multi-mnute TCP tineouts upon
usi ng those | ong-idle connections.

To circunmvent this problem sone applications send frequent TCP keep-
alive probes. However, this technique drains power on nobile devices
[ MOXMZ11]. In fact, power has becone such a promi nent issue in
nmodern Long Term Evol ution (LTE) devices that nobile browsers close
HTTP connections within seconds or even imredi ately [ SOUDERS11].
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[ RCCIR11] studied the performance of the Chronme browser [ Chrone]
based on 28 days of gl obal statistics. The Chronme browser keeps idle
HTTP persistent connections for 5 to 10 m nutes. However, the
average nunber of the transactions per connection is only 3.3, and
the TCP 3WHS accounts for up to 25% of the HITP transacti on network

| atency. The authors estimated that TFO i nproves page |load tine by
10% to 40% on sel ected popul ar Wb sites.

6. 3. 4. Load Bal ancers and Server Farns

Servers behind | oad bal ancers that accept connection requests to the
same server | P address should use the sane key such that they
generate identical Fast Open cookies for a particular client IP
address. Oherwise, a client may get different cookies across
connections; its Fast Open attenpts would fall back to the regul ar
3VHS.

7. Open Areas for Experinmentation

We now outline some areas that need experinentation in the Internet
and under different network scenarios. These experinments should help
eval uate Fast Open benefits and risks and its rel ated protocols.

7.1. Performance I npact Due to M ddl eboxes and NAT

[ MAFO4] found that sone m ddl eboxes and end hosts may drop packets

wi th unknown TCP options. Studies ([LANGLEYO6] [HNRGHT11]) have
found that 6% of the probed paths on the Internet drop SYN packets
with data or with unknown TCP options. The TFO protocol deals with
this problemby falling back to the regular TCP handshake and
retransmtting the SYN wi thout data or cookie options after the
initial SYNtimeout. Mreover, the inplenentation is recomended to
negatively cache such incidents to avoid recurring timeouts. Further
study is required to evaluate the performance inpact of these drop
behavi ors.

Anot her interesting study is the loss of TFO performance benefit
behind certain Carrier-Gade NAT (CG\). Typically, hosts behind a
NAT sharing the sane I P address will get the sane cookie for the sane
server. This will not prevent TFO fromworking. But, on sonme CGN
configurations where every new TCP connection fromthe sane physical
host uses a different public I P address, TFO does not provide |atency
benefits. However, there is no performance penalty either, as
described in the "Cient: Receiving SYN-ACK" text in Section 4.2.2.
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7

7

8.

8.

2. Inpact on Congestion Contro

Al t hough TFO does not directly change TCP' s congestion control, there
are subtle cases where it could do so. Wen a SYN-ACK tinmes out,
regul ar TCP reduces the initial congestion wi ndow before sendi ng any
data [ RFC5681]. However, in TFO, the server nmay have al ready sent up
to an initial w ndow of data.

If the server serves nostly short connections, then the | osses of
SYN-ACKs are not as effective as regular TCP on reducing the
congestion wi ndow. This could result in an unstable network
condition. The connections that experience |osses may attenpt again
and add nore | oad under congestion. A potential solutionis to
tenmporarily disable Fast Open if the server observes many SYN- ACK or
data | osses during the handshake across connections. Further
experinmentation regarding the congestion control inpact will be
useful .

3. Cookie-less Fast Open

The cooki e nechanism mitigates resource exhaustion and anplification
attacks. However, cookies are not necessary if the server has
application-level protection or is imune to these attacks. For
exanple, a Wb server that only replies with a sinple HTTP redirect
response that fits in the SYN-ACK packet nmay not care about resource
exhausti on.

For such applications the server may choose to generate a trivial or
even a zero-length cookie to inprove perfornance by avoiding the
cooki e generation and verification. |f the server believes it's
under a DoS attack through ot her defense nechanisns, it can switch to
regul ar Fast Qpen for |istener sockets.

Rel at ed Work
1. T/ TCP

TCP Extensions for Transactions [ RFC1644] attenpted to bypass the
3WHS, ampng ot her things; hence, it shared the same goal but also the
sanme set of issues as TFO. It focused nost of its effort battling
old or duplicate SYNs, but paid no attention to security
vulnerabilities it introduced when bypassing the 3WHS [ PHRACK98] .

As stated earlier, we take a practical approach to focus TFO on the
security aspect, while allowi ng old, duplicate SYN packets with data
after recogni zing that 100% TCP semantics is likely infeasible. W
believe this approach strikes the right trade-off and nakes TFO nuch
sinmpler and nore appealing to TCP inplenenters and users.
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8.2. Commopn Def enses agai nst SYN Fl ood Attacks

[ RFC4987] studies the mitigation of attacks fromregul ar SYN fl oods,
i.e., SYNs without data. But fromthe statel ess SYN cookies to the
stateful SYN Cache, none can preserve data sent with SYNs safely
while still providing an effective defense.

The best defense may be sinply to disable TFO when a host is
suspected to be under a SYN flood attack, e.g., the SYN backlog is
filled. Once TFO is disabled, normal SYN flood defenses can be
applied. The "Security Considerations" section (Section 5) contains
a thorough di scussion on this topic.

8.3. Specul ative Connections by the Applications

Sone Web browsers mmintain a history of the donmains for frequently
visited Wb pages. The browsers then specul atively pre-open TCP
connections to these donmmi ns before the user initiates any requests
for them [BELSHE1l]. While this technique al so saves the handshake
| atency, it wastes server and network resources by initiating and
mai ntai ning idl e connections.

8.4. Fast Open Cookie-in-FIN

An alternate proposal is to request a TFO cookie in the FIN instead,
since FIN-drop by inconpatibl e m ddl eboxes does not affect |atency.
However, paths that block SYN cookies may be nore likely to drop a

| ater SYN packet with data, and many applications close a connection
with RST instead anyway.

Al t hough cookie-in-FIN may not inprove robustness, it would give
clients using a single connection a | atency advantage over clients
opening multiple parallel connections. |If experiments with TFO find
that it leads to increased connection-shardi ng, cookie-in-FIN may
prove to be a useful alternative

8.5. TCP Cookie Transaction ( TCPCT)

TCPCT [ RFC6013] elimnates server state during the initial handshake
and defends spoofing DoS attacks. Like TFO, TCPCT all ows SYN and
SYN- ACK packets to carry data. But the server can only send up to
MBS bytes of data during the handshake instead of the initial
congestion wi ndow, unlike TFO  Therefore, the |atency of
applications (e.g., Wb applications) may be worse than with TFO
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9.

10.

10.

| ANA Consi der ati ons

| ANA has al |l ocated one value, 34, in the "TCP Option Kind Nunbers”
registry. See Section 4.1.1. The length of this new TCP option is
vari abl e, and the Meaning as shown in the "TCP Option Kind Nunbers"
registry is set to "TCP Fast Open Cookie". Current and new

i mpl ement ati ons SHOULD use option (34). Existing inplenmentations
that are using experinental option 254 per [RFC6994] with nmagic
nunber OxF989 (16 bits) as allocated in the 1 ANA "TCP Experi ment al
Option Experiment ldentifiers (TCP ExIDs)" registry by this docunent,
SHOULD migrate to use this new option (34) by default.
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Appendi x A.  Exanpl e Socket APl Changes to Support TFO
A 1. Active Open

The active open side involves changing or replacing the connect()
call, which does not take a user data buffer argunment. W recomrend
replacing the connect() call to mninize APl changes, and, hence,
applications to reduce the depl oynent hurdle.

One solution inplemented in Linux 3.7 is introducing a new fl ag,
MBG _FASTOPEN, for sendto() or sendnsg(). MSG FASTOPEN narks the
attenpt to send data in the SYN |like a conbination of connect() and
sendto(), by performing an inplicit connect() operation. It blocks
until the handshake has completed and the data is buffered.

For a non-bl ocki ng socket, it returns the nunber of bytes buffered
and sent in the SYN packet. |If the cookie is not available |ocally,
it returns -1 with errno ElI NPROGRESS, and sends a SYNwith a TFO
cooki e request automatically. The caller needs to wite the data
agai n when the socket is connected. On errors, it returns the same
errno as connect() if the handshake fails.

An inpl enentation may prefer not to change the sendnsg() call because
TFO is a TCP-specific feature. A solution is to add a new socket
option, TCP_FASTOPEN, for TCP sockets. When the option is enabled
bef ore a connect () operation, sendnmsg() or sendto() will performa
Fast Open operation simlar to the MSG FASTOPEN fl ag descri bed above.
Thi s approach, however, requires an extra setsockopt() systemcall.

A. 2. Passive Open

The passi ve open side change is sinpler conpared to the active open
side. The application only needs to enable the reception of Fast
Open requests via a new TCP_FASTOPEN set sockopt () socket option
before listen().

The option enabl es Fast Open on the listener socket. The option

val ue specifies the Pendi ngFast OpenRequests threshold, i.e., the
maxi mum | engt h of pending SYNs with data payl oad. Once enabl ed, the
TCP i npl enentation will respond with TFO cooki es per request.

Traditionally, accept() returns only after a socket is connected.

But, for a Fast Open connection, accept() returns upon receiving a
SYNwith a valid Fast Open cookie and data, and the data is avail able
to be read through, e.g., recvieg(), read().
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