I nternet Engi neering Task Force (IETF) T. Schm dt, Ed.

Request for Comments: 7411 HAW Hanbur g
Updat es: 5568 M Waehl i sch
Cat egory: Experinment al link-lab & FU Berlin
| SSN: 2070-1721 R Koodl

I nt el

G Fairhurst

Uni versity of Aberdeen
D. Liu

Chi na Mbile

Novenber 2014

Mul ticast Listener Extensions for Mbile IPv6 (MPv6) and
Proxy Mobile I Pv6 (PM Pv6) Fast Handovers

Abst ract

Fast handover protocols for Mbile IPv6 (MPv6) and Proxy Mobile | Pv6
(PM Pv6) define nobility nmanagenment procedures that support unicast
conmuni cati on at reduced handover |atency. Fast handover base
operations do not affect mnulticast comruni cation and, hence, do not
accel erate handover managenent for native nulticast listeners. Many
mul ticast applications like |IPTV or conferencing, though, conprise
del ay-sensitive, real-tine traffic and will benefit from fast
handover conmpletion. This docunent specifies extension of the Mbile
| Pv6 Fast Handovers (FM Pv6) and the Fast Handovers for Proxy Mbile
I Pv6 (PFM Pv6) protocols to include nulticast traffic managenent in
fast handover operations. This nulticast support is provided first
at the control plane by managenent of rapid context transfer between
access routers and second at the data plane by optional fast traffic
forwarding that may include buffering. An FM Pv6 access router

i ndi cates support for multicast using an updated Proxy Router
Advertisements nessage fornat.

Thi s docunent updates RFC 5568, "Modbile | Pv6 Fast Handovers"
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Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for exam nation, experinental inplenentation, and
eval uati on.

Thi s docunent defines an Experinmental Protocol for the Internet
community. This docunment is a product of the Internet Engi neering
Task Force (IETF). It represents the consensus of the |ETF
community. It has received public review and has been approved for
publication by the Internet Engineering Steering Goup (IESG. Not
all docunents approved by the I ESG are a candidate for any |evel of
Internet Standard; see Section 2 of RFC 5741

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nmay be obtained at
http://ww.rfc-editor.org/info/rfc7411

Copyri ght Notice

Copyright (c) 2014 |ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1.

I nt roducti on

Mobil e I Pv6 [ RFC6275] defines a network-1ayer nmobility protoco
involving participation by Mbile Nodes, while Proxy Mbile |IPv6

[ RFC5213] provides a nechani smwi thout requiring nobility protoco
operations at a Mbile Node (MN). Both protocols introduce traffic
di sruptions on handovers that nay be intolerable in many real -tine
application scenarios such as gam ng or conferencing. Mobile |IPv6
Fast Handovers (FM Pv6) [RFC5568] and Fast Handovers for Proxy Mobile
| Pv6 (PFM Pv6) [ RFC5949] inprove the performance of handovers for
uni cast conmuni cation. Delays are reduced to the order of the

maxi mum of the link switching delay and the signaling delay between
Access Routers (ARs) or Mbile Access Gateways (MAGS)

[ FM Pv6- Anal ysi s] .

No dedicated treatnent of seamless IP nmulticast [RFCl1112] data
servi ce has been proposed by any of the above protocols. MPv6 only
roughly defines nulticast for Mbile Nodes using a renote
subscription approach or a honme subscription through bidirectiona
tunneling via the Home Agent (HA). Milticast forwarding services
have not been specified in [RFC5213] but are subject to separate
specifications: [RFC6224] and [ RFC7287]. It is assuned throughout
this docunment that nechani sns and protocol operations are in place to
transport multicast traffic to ARs. These operations are referred to
as 'JO N LEAVE of an AR, while the explicit techni ques to nmanage

mul ticast transmi ssion are beyond the scope of this docunent.

Mobil e multicast protocols need to support applications such as | PTV
wi t h hi gh-volume content streans and allow distribution to
potentially | arge nunbers of receivers. They should thus preserve
the multicast nature of packet distribution and approxi nate opti mal
routing [RFC5757]. It is undesirable to rely on honme tunneling for
optim zing nmulticast. Unencapsulated, native multicast transm ssion
requires establishing forwarding state, which will not be transferred
bet ween access routers by the unicast fast handover protocols. Thus,
mul ticast traffic will not experience expedited handover perfornmance,
but an MN -- or its corresponding MAGin PMPv6 -- can performrenote
subscriptions in each visited network.

Thi s docunent specifies extensions to FM Pv6 and PFM Pv6 that include
mul ticast traffic managenent for fast handover operations in the
presence of any-source or source-specific multicast. The protoco

ext ensi ons were designed under the requirenments that

o nmulticast context transfer shall be transparently included in
uni cast fast handover operations;
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0 neither unicast nobility protocols nor multicast routing shall be
nodi fied or otherw se affected; and

0 no active participation of MNs in PM Pv6 domains is defined.

The sol ution common to both underlying unicast protocols defines the
per-group or per-channel transfer of multicast contexts between ARs
or MAGs. The protocol defines correspondi ng nessage extensions
necessary for carrying (*, G or (S,G context informtion independent
of the particular handover protocol. ARs or MAGs are then enabled to
treat nulticast traffic according to fast unicast handovers and with
simlar performance. No protocol changes are introduced that prevent
a nul ticast-unaware node from performing fast handovers with

mul ti cast-aware ARs or MAGs.

The specified nechani sns apply when a Mbile Node has joined and
mai ntai ns one or several nulticast group subscriptions prior to

undergoing a fast handover. |t does not introduce any requirenments
on the multicast routing protocols in use, nor are the ARs or MAGs
assuned to be nulticast routers. It assumes network conditions,

though, that allow native nmulticast reception in both the previous
and new access network. Methods to bridge regions w thout native
mul ti cast connectivity are beyond the scope of this docunent.

Section 5.1 of this nenp updates the Proxy Router Advertisenents
(PrRt Adv) nessage format defined in Section 6.1.2 of [RFC5568] to
all ow an FM Pv6 AR to indicate support for nulticast.

1.1. Use Cases and Depl oynent Scenari os

Mul ticast extensions for fast handovers enable nmulticast services in
domai ns that operate either of the unicast fast handover protocols:
[ RFC5568] or [RFC5949]. Typically, fast handover protocols are
activated within an operator network or within a dedi cated service
installation.

Mul ticast group conmunication has a variety of dom nant use cases.
One traditional application area is infotainment w th vol um nous
mul timedi a streans delivered to a | arge nunmber of receivers (e.g.,
IPTV). Oher time-critical services, such as news itens or stock-
exchange prices, are commpnly transmtted via nulticast to support
fair and fast updates. Both of these use cases nmay be nobile, and
both largely benefit from fast handover operations. Mobile operators
may therefore enhance their operational quality or offer prenium
services by enabling fast handovers.
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Anot her traditional application area for nulticast is conversational
group comuni cation in scenarios |ike conferencing or gam ng as wel |l
as in dedicated collaborative environnments or teams. Machine-to-
machi ne conmuni cation in the energing Internet of Things is expected
to generate various additional nobile use cases (e.g., anbng cars).
H gh demands on transnission quality and rapidly noving parties may
require fast handovers.

Most of the depl oynent scenarios above are bound to a fixed
infrastructure with consuner equi pnent at the edge. Today, they are
thus likely to follow an operator-centric approach |i ke PFM Pv6.
However, Internet technol ogi es evolve for adoption in

i nfrastructurel ess scenarios, for exanple, disaster recovery, rescue,
crisis prevention, and civil safety. Mdbile end-to-end conmuni cation
in groups is needed in Public Protection and Di saster Relief (PPDR)
scenari os, where nobile nulticast conmunicati on needs to be supported
bet ween nenbers of rescue teans, police officers, fire brigade teans,
paranedi ¢ teans, and conmand control offices in order to support the
protection and health of citizens. These use cases require fast and
reliable nobile services that cannot rely on operator infrastructure.
They are thus expected to benefit fromrunning nmulticast with FM Pv6.

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Thi s docunent uses the terminology for nobility entities in
[ RFC5568], [RFC5949], [RFC6275], and [ RFC5213].

A multicast group is any group (*, G or (S,G multicast channel
listed in a Miulticast Listener Report Message.

3. Protocol Overview

This section provides an informative overview of the protocol
mechani sms wi t hout normative specifications.

The reference scenario for multicast fast handover is illustrated in
Figure 1. A Mbile Node is initially attached to the previ ous access
network (P-AN) via the Previous Access Router (PAR) or Previous

Mobi | e Access Gateway (PMAG) and noves to the new access network
(N-AN) connected via a New AR (NAR) or New MAG ( NVAG) .
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Figure 1: Reference Network for Fast Handover

3.1. Multicast Context Transfer between Access Routers

In a fast handover scenario (see Figure 1), ARs/MAGs establish a

bi ndi ng and provide the capability to exchange context

i nformati on concerning the MN. This context transfer will be
triggered by detecting the forthcom ng novenent of an MN to a new AR
and assists the MN to i medi ately resunme conmuni cati on on the new
subnet using its previous |P address. |n contrast to unicast,

mul ticast flow reception does not primarily depend on address and

bi ndi ng cache managenent but requires distribution trees to adapt so
that traffic follows the novenent of the MN. This process may be
significantly sl ower than fast handover managenent [RFC5757]. To
accel erate the handover,
including the multicast groups under subscription in the

mut ua

advant age of

context transfer. First,
groups as soon as it gains know edge of them Second, multicast
flows can be included in traffic forwarding via the tunnel that is
established fromthe PAR to the NAR by the unicast fast handover
pr ot ocol

Schmi dt,

et al.
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There are two nodes of operation in FMPv6 and in PFM Pv6. The
predi ctive node allows for AR-binding and context transfer prior to
an MN handover, while in the reactive node, these steps are executed
after detection that the MN has reattached to a NAR (NMAG). Details
of the signaling schenes differ between FM Pv6 and PFM Pv6 and are
outlined in Sections 3.2 and 3. 3.

In a predictive fast handover, the access router (i.e., PAR (PMAG in
Figure 1) | earns about the inpending novenent of the MN and

si mul t aneously about the nulticast group context as specified in
Sections 3.2 and 3.3. Thereafter, the PARw Il initiate an AR

bi ndi ng and context transfer by transmitting a Handover Initiation
(H') message to the NAR (NMAG). The H nessage is extended by

mul ticast group states carried in mobility header options, as defined
in Section 5.3. On reception of the H nessage, the NAR returns a
mul ti cast acknow edgenment in its Handover Acknow edgenent (HAck)
answer that indicates its ability to support each requested group
(see Section 5.4). The NAR (NMAG expresses its willingness to
receive multicast traffic forwarded by the PAR using standard

Mul ticast Listener Discovery (M.D) signaling for IPv6 or the Internet
G oup Managenent Protocol (1GW) for an I Pv4 compatibility case

Nodes nornally create forwarding state for each group requested.
There are several reasons why a node may decide not to forward a
specific group, e.g., the NAR coul d al ready have a native
subscription for the group(s) or capacity constraints can hi nder
decapsul ati on of additional streanms. At the previous network, there
may be policy or capacity constraints that make it undesirable to
forward the multicast traffic. The PAR can add the tunnel interface
obtai ned fromthe underlying unicast protocol to its nulticast
forwardi ng dat abase for those groups the MN wi shes to receive, so
that multicast flows can be forwarded in parallel to the unicast
traffic.

The NAR inplenments an M.D proxy [ RFC4605] providing host-side
behavi or towards the upstream PAR. The proxy will submt an M.D
report to the upstreamtunnel interface to signal the set of groups
to be forwarded. It will termnate multicast forwarding fromthe
tunnel when the group is natively received. |In parallel, the NAR
joins all groups that are not already under subscription using its
native nulticast upstreaminterface. Wile the MN has not arrived at
a dowmnstreaminterface of the NAR, nmnulticast subscriptions on behalf
of the MN are associated with a downstream | oopback interface.
Reception of the Join at the NAR enabl es downstream native multicast
forwardi ng of the subscribed group(s).

Schmi dt, et al. Experi ment al [ Page 8]



RFC 7411 Mul ticast for FM Pv6/ PFM Pv6 November 2014

In a reactive fast handover, the PAR will |earn about the novenent of
the MN after the latter has re-associated with the new access
network. Also, fromthe newlink, it will be inforned about the

mul ticast context of the MN. As group nmenbership information is
present at the new access network prior to context transfer, MD join
signaling can proceed in parallel to H/HAck exchange. Follow ng the
context transfer, multicast data can be forwarded to the new access
networ k usi ng the PAR-NAR tunnel of the fast handover protocol
Dependi ng on the specific network topology, nulticast traffic for
sonme groups may natively arrive before it is forwarded fromthe PAR

In both nodes of operation, it is the responsibility of the PAR
(PMAG) to properly apply nulticast state nanagenent when an MN | eaves
(i.e., to deternmine whether it can prune the traffic for any
unsubscri bed group). Depending on the Iink type and M.D paraneter
settings, nmethods for observing the departure of an MN need to be
applied (see [RFC5757]). While considering subscriptions of the
remai ni ng nodes and fromthe tunnel interfaces, the PAR uses nornal
mul ticast forwarding rules to determ ne whether multicast traffic can
be pruned.

This nethod allows an MN to participate in nulticast group

conmuni cati on with a handover perfornmance that is conparable to

uni cast handover. It is worth noting that tunnel nmanagenent between
access routers in all nodes is inherited fromthe correspondi ng

uni cast fast handover protocols. Tunnels thus remain active unti

uni cast handover operations have been conpleted for the M

3.2. Protocol Qperations Specific to FM Pv6

ARs that provide multicast support in FMPv6 will advertise this
general service by setting an indicator bit ("M bit) in its PrRtAdv
message, as defined in Section 5.1. Additional details about the
mul ticast service support, e.g., flavors and groups, wll be
exchanged within H/HAck dial ogs | ater at handover

An MN operating FM Pv6 will actively initiate the handover managenent
by submitting a Fast Binding Update (FBU). The M\, which is aware of
the multicast groups it wishes to maintain, will attach mobility
options containing its group states (see Section 5.3) to the FBU and
thereby inform ARs about its nulticast context. ARs will use these
mul ticast context options for inter-AR context transfer.

In predictive node, the FBU is issued on the previous link and
received by the PAR as displayed in Figure 2. The PAR will extract
the nmulticast context options and append themto its H nessage.
From the HAck nessage, the PAR will redistribute the multicast
acknow edgenent by adding the corresponding nobility options to its
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Fast Bi nding ACK (FBack) message. Fromreceiving the FBack nessage,
the MN will learn about the multicast support for each group in the
new access network. |If some groups or multicast service nodels are
not supported, it can decide to take actions to overcone a m ssing
service (e.g., by tunneling). Note that the proactive multicast
context transfer nay proceed successfully, even if the MN misses the
FBack nmessage on the previous link.

IWN PAR NAR
I I I
|------ RtSolPr------- >| |
| <----- PrRt Adv-------- | |
I I I
I I I
[--------- FBU-------- S| ---------- Ho--- oo - - >
| (Multicast MobOpt) | (Multicast MbOpt) |
I I I
| | <-------- HAck--------- |
| | (Multicast AckOpt) |
| | Join to
| | Mul ti cast
| | G oups
I I I
| <----- FBack---| - - FBack------ > |
|  (Multicast AckOpt) | (Milticast AckOpt)
I I
di sconnect opti onal
| packet —==—==—===—===—=====>

I
I
I
I
| f orwar di ng |
I
connect | |

I

I

I I
Figure 2: Predictive Milticast Handover for FM Pv6

The flow diagram for reactive node is depicted in Figure 3. After
attaching to the new access |ink and perfornmng an Unsolicited

Nei ghbor Advertisenent (UNA), the MN issues an FBU that the NAR
forwards to the PAR without processing. At this time, the MNis able
to rejoin all subscribed multicast groups without relying on AR

assi stance. Nevertheless, nulticast context options are exchanged in
the H/HAck dialog to facilitate intermedi ate forwarding of the
requested nulticast flows. The multicast traffic could arrive from
an MN subscription at the same tinme that the NAR receives the H
message. Such nulticast flows may be transparently excluded from
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forwardi ng by setting an appropriate Milticast Acknow edgenent
Option. In either case, to avoid duplication, the NAR MJST ensure
that not nmore than one flow of the sane group is forwarded to the M\

VN PAR NAR
I I I
[------ Rt Sol Pr------- >| |
| <----- PrRt Adv-------- | |
I I I
di sconnect | |
I I I
I I I
connect | |
[------- UNA- - --------- R >|
|- FBU-- oo |- )|
| (Multicast MobOpt) |<------- FBU---------- )|
I I I
Join to | |
Ml ti cast | |
G oups | |
| RNt H--ooooee >
| | (Multicast MbOpt) |
| | < HACK- - - - - -~~~ |
| |  (Multicast AckOpt) |
I I I
| | (HI/HAck if necessary)]|
I I I
| FBack, optional |
| packet forwarding ==========3>|
I I I
| <===—==—=—=—=—=——=—=—=—=—=—=—=——=——=—=—=—=—=—=—=—=—=—=—=—==== (el | ver packet S
I

I
Figure 3: Reactive Milticast Handover for FM Pv6
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3.3. Protocol Qperations Specific to PFM Pv6

In a proxy nmobile I Pv6 environnment, the MN remains agnostic of
network | ayer changes, and fast handover procedures are operated by
the access routers or MAGs to which M\Ns are connected via node-
specific point-to-point links. The handover initiation, or the re-
association, is managed by the access networks. Consequently, access
routers need to be aware of nulticast nenbership state at the Mbile
Node. There are two ways to obtain the multicast menbership of an
VN

o MAGs may performexplicit tracking (see [ RFC4605] and [ RFC6224])
or extract nmenbership status fromforwardi ng states at node-
specific |inks.

0 routers can issue a general M.D query at handovers. Both nethods
are equal ly applicable. However, a router that does not provide
explicit nenbership tracking needs to query its downstream | inks
after a handover. The M.D nenbership information then allows the
PMAG to learn the nulticast group subscriptions of the WMN

In predictive node, the PMAG wi ||l |earn about the upcom ng novenent
of the Mobile Node, including its new Access Point Identifier (New AP
ID). Wthout explicit tracking, it will inmediately subnit a genera

M.D query and receive MD reports indicating the nmulticast address
listening state of the subscribed group(s). As displayed in

Figure 4, it will initiate binding and context transfer with the NMAG
by issuing a H nessage that is augnented by rulticast contexts in
the nobility options defined in Section 5.3. NVAG will extract
mul ti cast context information and act as described in Section 3.1
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| <----establishment----- >| <----establishment------- >

PMAG NVAG
MN P- AN N- AN (PAR) ( NAR)
I I I I I
I Report | I I I
[---(MNID,-->| I I I
| New AP ID) | | | |
| | HO I ndi cati on | |
| |--(MN ID, New AP ID)-->| |
I I I I I
| | | Opt i onal : |
I I I M.D Query I
I I I I I
I I I [------ H---->
| | | | (Multicast MobOpt)
I I I I I
I I I | <---HACk----- I
| | | | (Mul ticast AckOpt)
I I I I I
| | | | Join to
| | | | Mul ti cast
| A N A
| | | | HI / HAck(opti onal )
I I I [<- - - - - -3
I I I I I
| | | optional packet
| | | forwardi ng =======>
di sconnect | | |
I I I I
connect | |

I

I

I

I

I

I

I

I

I I

| MN- AN connecti on |
I

I

I

I I I I
Figure 4: Predictive Milticast Handover for PFM Pv6

In reactive node, the NMAG will learn the attachnent of the MNto the
N- AN and establish connectivity using the PM Pv6 protocol operations.
However, it will have no know edge about nulticast state at the M\

Triggered by an MN attachment, the NVAG wi || send a general M.D query
and thereafter join the groups for which it receives nulticast
listener report messages. |In the case of a reactive handover, the
binding is initiated by the NMAG and the H /HAck nessage semantic is
inverted (see [RFC5949]). For multicast context transfer, the NMAG
attaches to its H nessage those group identifiers it requests to be
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forwarded from PMAG Using the identical syntax in its Milticast
Mobility Option headers, as defined in Section 5.4, the PMAG

acknow edges the set of requested groups in a HAck answer, indicating
the group(s) it is willing to forward. The corresponding call flow
is displayed in Figure 5.

PMAG NVAG
WN P- AN N- AN (PAR) (NAR)
| | | | |
di sconnect | | | |
I I I I I
connect | | | |
| | | | _ |
| M\- AN connecti on | AN- MAG connecti on |
| <---establishment---->|<----establishment------- >|
| (substitute for UNA & FBU) |
I I
M.D Query
I
Join to
Mul ti cast
G oups
I
| <------ HE----
| (Mul ticast MobOpt)
I I
| - - - HAck----- >|
| (Mul'ticast AckOpt)

I I

| HI / HAck(opti onal)
|<- - - - - >
o |
optional packet |
forwar di ng =======>|
I

Figure 5: Reactive Milticast Handover for PFM Pv6
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4. Protocol Details

This section provides a normative definition of the protocol
operati ons.

4.1. Protocol Qperations Specific to FM Pv6
4.1.1. C(Operations of the Mobile Node

A Mobile Node willing to manage nulticast traffic by fast handover
operations MJST transfer its M.D listener state records within fast
handover negoti ati ons.

When sensing a handover in predictive node, an MN MJUST build a
Multicast Mbility Option, as described in Section 5.3, that contains
the MLD or IGWP nulticast listener state and append it to the Fast

Bi nding Update (FBU) prior to signaling with PAR

The MN will receive the Milticast Acknow edgenent Option(s) as a part
of the Fast Bi ndi ng Acknow edge (FBack) (see Section 5.4) and |learn
about unsupported or prohibited groups at the NAR  The MN MAY take
appropriate actions such as hone tunneling to enable reception of
groups that are not available via the NAR  Beyond standard FM Pv6
signaling, no nulticast-specific operation is required by the M\ when
reattaching in the new network.

In reactive node, the MN MIUST append the identical Milticast Mbility
Option to the FBU sent after its reconnect. |In response, it wll

| earn about the Milticast Acknow edgenent Option(s) fromthe FBack
and expect corresponding nulticast data. Concurrently, it joins all
subscribed nulticast groups directly on its newy established access
I'ink.

4.1.2. (Qperations of the Previous Access Router

A PAR that supports mnulticast advertises that support by setting the
"M bit in the Proxy Router Advertisement (PrRtAdv) nessage, as
specified in Section 5.1 of this docunent. This indicator
exclusively inforns the MNs about the capability of the PAR to
process and exchange Multicast Mbility Options during fast handover
operati ons.

In predictive node, a PAR will receive the nmulticast |istener state
of an MN prior to handover fromthe Milticast Mbility Option
appended to the FBU. It forwards these records to the NAR within Hi
messages and will expect Milticast Acknow edgenent Option(s) in a
HAck, which is itself returned to the MN as an appendi x to the FBack.
In performng the nulticast context exchange, the PAR is instructed
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to include the PAR-to- NAR tunnel obtained from uni cast handover
managenment in its multicast downstreaminterfaces and awaits
reception of multicast |istener report nmessages fromthe NAR In
response to receiving nulticast subscriptions, the PAR SHOULD forward
group data acting as a regular nulticast router or proxy. However,
the PAR MAY refuse to forward sone or all of the nulticast flows
(e.g., due to administrative configurations or |oad conditions).

In reactive node, the PAR will receive the FBU augnented by the
Multicast Mbility Option fromthe new network but continues with an
i dentical multicast record exchange in the H/HAck dialog. As in the
predictive case, it configures the PAR-to-NAR tunnel for the
mul ti cast downstream It then (if capable) forwards data according
to the group nenbership indicated in the nmulticast |istener report
messages received from NAR

In both nodes, the PAR MUST interpret the first of the two events --
the departure of the MN or the reception of the Milticast

Acknowl edgenent Option(s) -- as if the MN had sent a nulticast LEAVE
message and react according to the signaling schenme deployed in the

access network (i.e., MD querying, explicit tracking).

4.1.3. Qperations of the New Access Router

A NAR t hat supports multicast advertises that support by setting the
"M bit in PrRRAdv as specified in Section 5.1 of this docunent.
Thi s indicator exclusively serves the purpose of informng M\s about
the capability of the NAR to process and exchange Miulticast Mbility
Options during fast handover operations.

In predictive node, a NAR will receive the multicast |istener state
of an expected MN fromthe Milticast Mbility Option appended to the
H message. It will extract the multicast group nenbership records
fromthe message and match the request subscription with its

mul ticast service offer. Further on, it will join the requested
groups using a downstream | oopback interface. This will lead to

sui tabl e regul ar subscriptions to a native nulticast upstream
interface without additional forwarding. Concurrently, the NAR
builds a Miulticast Acknow edgenent Option(s) (see Section 5.4)
listing the set of groups that are unsupported on the new access |ink
and returns this list within a HAck. As soon as there is an
operational bidirectional tunnel fromthe PAR to NAR the NAR joins
the groups requested by the MN, which are then forwarded by the PAR
usi ng the tunnel |ink

In reactive nbde, the NAR will |earn about the nulticast |istener

state of a new MN fromthe Milticast Mbility Option appended to each
H message after the MN has al ready perforned | ocal subscriptions of
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the multicast service. Thus, the NAR solely deternines the

i ntersection of requested and supported groups and issues a join
request for each group forwarding this on the PAR-NAR tunne
interface.

I'n both nodes, the NAR MUST send a LEAVE nessage to the tunnel when
it is no longer needed to forward a group, e.g., after arrival of
native nulticast traffic or ternmination of a group nmenbership from
the MN. Although the nmessage can be del ayed, i medi ately sending the
LEAVE nessage elimnates the need for the PAR and NAR to process
traffic that is not to be forwarded.

4.1.4. Buffering Considerations

Mul ticast packets may be | ost during handover. For exanple, in

predictive node, as illustrated by Figure 2, packets may be | ost
while the MNis -- already or still -- detached fromthe networks,
even though they are forwarded to the NAR. |In reactive node as

illustrated by Figure 3, the situation nmay be worse, since there wll
be a delay before joining the nmulticast group after the MN reattaches
to the NAR Ml ticast packets cannot be delivered during this tinme.
Buf fering the nulticast packets at the PAR can reduce multicast
packet | oss but may then increase resource consunption and delay in
packet transm ssion. |nplenmentors should bal ance the different

requi renents in the context of predom nant application demands (e.g.,
real -tine requirenents or | 0ss sensitivity).

4.2. Protocol Qperations Specific to PFM Pv6
4.2.1. Operations of the Mbile Node

A Mobile Node willing to participate in nulticast traffic will join,
mai ntain, and | eave groups as if located in the fixed Internet. It

wi Il cooperate in handover indication as specified in [ RFC5949] and

required by its access |link-layer technology. No nulticast-specific
mobility actions nor inplenmentations are required at the MNin a

PM Pv6 dormai n

4.2.2. (Operations of the Previous MAG

A MAG receiving a handover indication for one of its M\s follows the
sanme predictive fast handover node as a PMAG It MJUST issue an M.D
General Query inmediately on its corresponding link unless it
performs explicit menbership tracking on that link. After know edge
of the multicast subscriptions of the MNis acquired, the PMAG buil ds
a Multicast Mobility Option, as described in Section 5.3, that
contains the M.D and IGW nulticast |listener state. |[|f not enpty,
this Mbility Option is appended to the regular fast handover H

Schmi dt, et al. Experi ment al [ Page 17]



RFC 7411 Mul ticast for FM Pv6/ PFM Pv6 November 2014

messages. | n the case when a unicast H nessage is submitted prior
to multicast state detection, the nmulticast listener state is sent in
an additional H nessage to the NMAG

The PMAG then waits until it receives the Milticast Acknow edgenent
Option(s) with a HAck nessage (see Section 5.4) and the bidirectiona
tunnel with the NMAG is created. After the HAck nessage is received,
the PMAG adds the tunnel to its downstreaminterfaces in the
mul ti cast forwardi ng database. For those groups reported in the

Mul ticast Acknow edgenent Option(s), i.e., not supported in the new
access network, the PMAG normal |y takes appropriate actions (e.g.,
forwarding and term nation) according to the network policy. It

SHOULD start forwarding nmulticast traffic down the tunnel interface
for the groups indicated in the nulticast |listener reports received
from NMAG  However, it MAY deny forwarding some or all groups
included in the nulticast |istener reports (e.g., due to

adm nistrative configurations or |oad conditions).

After the departure of the MN and on the reception of a LEAVE
message, it is RECOMVENDED that the PMAG term nates forwarding of the
speci fied groups and updates its multicast forwardi ng database. It
correspondi ngly sends a LEAVE nessage to its upstreamlink for any
group where there are no longer any active |isteners on any
downstream | i nk.

A MAG receiving a H nessage with the Miulticast Mbility Option for a
currently attached node foll ows the reactive fast handover node as a
PVAG. It will return a Multicast Acknow edgement Option(s) (see
Section 5.4) within a HAck nmessage listing the groups for which it
does not provide forwardi ng support to the NMAG It will add the
bidirectional tunnel with NMAGto its downstreaminterfaces and wl|
start forwarding nulticast traffic for the groups listed in the

mul ticast |istener report messages fromthe NMVAG On reception of a
LEAVE nessage for a group, the PMAG term nates forwarding for the
specific group and updates its nulticast forwarding database.
According to its multicast forwarding state, it sends a LEAVE nessage
to its upstreamlink for any group where there are no | onger any
active listeners on any downstream | i nk.

In both nodes, the PMAG will interpret the departure of the MN as a
mul ti cast LEAVE nessage of the MN and react according to the
signal i ng schene depl oyed in the access network (i.e., MD querying
and explicit tracking).

Schmi dt, et al. Experi ment al [ Page 18]



RFC 7411 Mul ticast for FM Pv6/ PFM Pv6 November 2014

4.2.3. Operations of the New MAG

A MAG receiving a H nessage with a Miulticast Mbility Option for a
currently unattached node follows the sane predictive fast handover
nmode as an NVAG It will decide the nmulticast groups to be forwarded
fromthe PVMAG and build a Milticast Acknow edgenment Option (see
Section 5.4) that enumerates only unwanted groups. This Mbility
Option is appended to the regul ar fast handover HAck messages or, in
the case of a unicast HAck nmessage being submitted prior to nulticast
state acknow edgenent, sent in an additional HAck nessage to the
PVMAG. Inmediately thereafter, the NVAG SHOULD update its M.D
menbership state based on the nenbership reported in the Milticast
Mobility Option. Until the MN reattaches, the NVMAG uses its Loopback
interface for downstream and MJST NOT forward traffic to the
potential link of the MN. The NMAG SHOULD i ssue JO N nessages for
those newy selected groups to its regular nulticast upstream
interface. As soon as the bidirectional tunnel with PMAG is

establ i shed, the NVMAG additionally joins those groups on the tunnel
interface requested to be forwarded fromthe PMAG

A MAG experiencing a connection request for an MN wi thout prior
reception of a corresponding Miulticast Mbility Option is operating
in the reactive fast handover node as an NVAG  Fol | owi ng t he
reattachment, it SHOULD i mredi ately issue an MLD General Query to

| earn about multicast subscriptions of the newy arrived M\. Using
standard nulticast operations, the NMAG joins groups not currently
forwarded using its regular multicast upstreaminterface.
Concurrently, it selects groups for forwarding from PVAG and builds a
Mul ticast Mbility Option, as described in Section 5.3, that contains
the multicast listener state. |If not enpty, this Mbility Option is
appended to the regul ar fast handover H messages with the F flag set
or, in the case of unicast H nessage being submitted prior to

mul ticast state detection, sent in an additional H nessage to the
PMAG. Upon reception of the Milticast Acknow edgenment Option and
establishnent of the bidirectional tunnel, the NMAG additionally
joins the set of groups on the tunnel interface that it wishes to
receive by forwarding fromthe PMAG \When multicast flows arrive,
the NVAG forwards data to the appropriate downlink(s).

In both nodes, the NVAG MJUST send a LEAVE nessage to the tunnel when
forwarding of a group is no |onger needed, e.g., after native

mul ticast traffic arrives or group nenbership of the MN term nates.
Al t hough the nessage can be del ayed, i medi ately sending the LEAVE
message elimnates the need for PAR and NAR to process traffic that
is not to be forwarded.
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4.

5.

5.

2.4. | Pv4 Support Considerations

An MWN in a PMPv6 domain MAY use an | Pv4 address transparently for
conmuni cation, as specified in [RFC5844]. For this purpose, Local
Mobility Anchors (LMAs) can register |Pv4-Proxy-CoAs in its binding
caches, and MAGs can provide | Pv4 support in access networKks.
Correspondi ngly, nulticast menbershi p managenent will be performed by
the MN using IGW. For nultiprotocol multicast support on the
network side, IGWv3 router functions are required at both MAGs (see
Section 5.6 for conpatibility considerations with previous | GW
versions). Context transfer between MAGs can transparently proceed
in the H/HAck nessage exchanges by encapsul ating | GW mnul ticast
state records within Miulticast Mbility Options (see Sections 5.3 and
5.4 for details on nmessage formats).

The depl oynent of |Pv4 nulticast support SHOULD be honbgeneous across
a PMP donmain. This avoids multicast service breaks during
handover s.

It is worth mentioning the scenarios of a dual -stack |Pv4/1Pv6 access
network and the use of Generic Routing Encapsul ation (GRE) tunneling
as specified in [RFC5845]. Corresponding inplications and operations
are discussed in the PMP Milticast Base Depl oynent docunent (see

[ RFC6224]) .

Message Formats
1. Milticast Indicator for Proxy Router Advertisenment (PrRt Adv)

Thi s docunent updates the Proxy Router Advertisenents (PrR Adv)
message format defined in Section 6.1.2 of [RFC5568]. The update
assigns the first bit of the Reserved field to carry the "M bit, as
defined in Figure 6. An FMPv6 AR indicates support for multicast by
setting the "M bit to a value of 1.

0 1 2 3

01234567890123456789012345678901
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| Type | Code | Checksum |
B T S i T s i i e e SEI S
| Subt ype |M Reserved | Identifier |
I S i o T s S S S e s s T

| Options ...

S i it S S S S

Figure 6: Milticast Indicator Bit for Proxy Router Advertisenent
(PrRt Adv) Message
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Thi s docunment updates the Reserved field to include the "M bit. It
is specified as foll ows.

M= 1 indicates that the specifications of this docunent apply.

M= 0 indicates that the behavior during fast handover proceeds
according to [ RFC5568] .

The default value (0) of this bit indicates a non-mnulticast-capable
servi ce.

5.2. Extensions to Existing Mpbility Header Messages

The fast handover protocols use an | Pv6 header type called Mbility
Header, as defined in [RFC6275]. Mbility Headers can carry variable
Mobility Options.

The nulticast listener context of an MNis transferred in fast
handover operations from PAR/ PMAG to NAR/ NMAG wi thin a new Mil ti cast
Mobility Option and MJST be acknow edged by a correspondi ng Milticast
Acknowl edgenent Option. Depending on the specific handover scenario
and protocol in use, the corresponding option is included within the

mobility option list of H/HAck only (PFM Pv6) or of FBU FBack/HI/
HAck (FM Pv6).

5.3. New Multicast Mbility Option
This section defines the Miulticast Mbility Option. It contains the
current listener state record of the MN obtained fromthe M.D

Mul ticast Listener Report nessage and has the format displayed in
Fi gure 7.
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0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Type | Lengt h | Option-Code | Reserved |
i i i T i I S i e s o o i i

M.D or | GW Report Payl oad

B S s s i i S S R T S S S S S s st SR S S
Figure 7: Mbility Header Milticast Option

Type: 60
Length: 8-bit unsigned integer. The length of this option in 32-bit
words, not including the Type, Length, Option-Code, and Reserved
fields.
Opt i on- Code:

1: 1Gwv3 Payl oad Type

2: M.Dv2 Payl oad Type

3: 1 Gwv3 Payl oad Type from | Gwv2 Conpatibility Mde

4: M.Dv2 Payl oad Type from M.Dvl Conpatibility Mde

Reserved: MUST be set to zero by the sender and MJST be ignored by
the receiver.

M.D or | GW Report Payload: This field is conposed of the Menbership
Report message after stripping its ICVMP header. This Report Payl oad
al ways contains an integer nunber of nulticast records.

Correspondi ng nessage formats are defined for M.Dv2 in [ RFC3810] and
for 1GWv3 in [RFC3376]. This field MUST always contain the first
header line (Reserved field and No of Mast Address Records).
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Figure 8 shows the Report Payload for M.Dv2 (see Section 5.2 of

[ RFC3810] for the definition of Miulticast Address Records). Wen
| GWv3 is used, the payload format is defined according to | GWv3
Group Records (see Section 4.2 of [RFC3376] for the definition of
Group Records).

0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Reserved | No of Mcast Address Records (M|
R T e i e i i S L S s il o T SR R R S

I I
. Mul ticast Address Record (1) .
| |
B T S i T s i i e e SEI S
I I
Mul ticast Address Record (2)
| |
B T S i T s i i e e SEI S
I : I
I : I
i T s i o S i i S R I S I S S S M
| |
Mul ticast Address Record (M

T S i T o S T i S SEp S A S

Figure 8: M.Dv2 Report Payl oad
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5.4. New Milticast Acknow edgenent Option

The Mul ticast Acknow edgenment Option reports the status of the
context transfer and contains the list of state records that could
not be successfully transferred to the next access network. It has
the format displayed in Figure 9

0 1 2 3
01234567890123456789012345678901
e i S T S S T T S i S S S S

| Type | Length | Option-Code | St at us |
I S i o T s S S S e s s T

M.D or | GWP Unsupported Report Payl oad

B i T S S g i S s Tk S S N S
Figure 9: Mbility Header Milticast Acknow edgenent Option
Type: 61
Length: 8-bit unsigned integer. The length of this option in 32-bit
words, not including the Type, Length, Option-Code, and Status
fields.
Opti on- Code: O
St at us:

1. Report Payl oad type unsupported

2: Requested group service unsupported

3: Requested group service adm nistratively prohibited
M.D or | GW Unsupported Report Payload: This field is syntactically
identical to the M.D and | GW Report Payload field described in
Section 5.3 but is only composed of those Milticast Address Records
that are not supported or prohibited in the new access network. This
field MUST al ways contain the first header |ine (Reserved field and

No of Mcast Address Records) but MJUST NOT contain any Mast Address
Records if the status code equals 1.
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Note that group subscriptions to specific sources may be rejected at
the destination network; thus, the conposition of nulticast address
records may differ frominitial requests within an M.D or | GW Report
Payl oad opti on.

5.5. Length Considerations: Number of Records and Addresses

Mobi lity Header nmessages exchanged in H /HAck and FBU FBack di al ogs

i mpose length restrictions on nmulticast context records due to the
8-bit Length field. The nmaximal payl oad | ength available in FBU
FBack nmessages is 4 octets (Mbility Option header line) + 1024
octets (M.D Report Payload). For exanple, not nore than 51 Milti cast
Address Records of nminimal |ength (wthout source states) may be
exchanged in one nessage pair. In typical handover scenarios, this
nunber reduces further according to unicast context and Binding

Aut hori zation data. A larger nunber of MDD reports that exceeds the
avai | abl e payl oad size MAY be sent within multiple H/HAck or FBU
FBack nmessage pairs. |In PFM Pv6, context information can be
fragmented over several H/HAck nessages. However, a single M.Dv2
Report Payl oad MJUST NOT be fragnented. Hence, for a single Milticast
Addr ess Record, the number of source addresses (S,.) is limted to
62.

5.6. M.D and I GW Conpatibility Requirenents

Access routers (MAGs) MJST support MDv2 and | GWv3. To enable

mul ticast service for M.Dvl and | GWv2 listeners, the routers MJST
follow the interoperability rules defined in [ RFC3810] and [ RFC3376]
and appropriately set the Miulticast Address Conpatibility Mde.

When the Multicast Address Conpatibility Mdde is MDvl or |1 GWv2, a
router internally translates the subsequent M.Dvl and | GWv2 nessages
for that multicast address to their M.Dv2 and | GWv3 equival ents and
uses these nessages in the context transfer. The current state of
Conpatibility Modde is translated into the code of the Milticast
Mobility Option, as defined in Section 5.3. A NAR (NMAG receiving a
Mul ticast Mbility Option during handover will switch to the | owest

| evel of M.D and | GW Conpatibility Mode that it learned fromits
previ ous and new option values. This mnimal conpatibility agreenent
is used to allow for continued operation
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6.

8.

8.

Security Considerations

Security vulnerabilities that exceed issues discussed in the base
protocols nentioned in this docunent ([RFC5568], [RFC5949],
[ RFC3810], and [RFC3376]) are identified as foll ows.

Mul ticast context transfer at predictive handovers inplenments group
states at renote access routers and may | ead to group subscriptions
wi thout further validation of the nmulticast service requests.
Thereby, a NAR (NVMAG is requested to cooperate in potentially
conplex multicast rerouting and nay receive |large volunmes of traffic.
Malicious or inadvertent multicast context transfers may result in a
significant burden of route establishment and traffic nanagenent onto
the backbone infrastructure and the access router itself. Rapid
rerouting or traffic overload can be mtigated by a rate control at
the AR that restricts the frequency of traffic redirects and the
total nunber of subscriptions. In addition, the wireless access
network remains protected fromnulticast data injection until the
requesting MN attaches to the new | ocati on.

I ANA Consi derati ons
Thi s docunent defines two new nobility options that have been
all ocated fromthe "Mbility Options" registry at
<http://ww. i ana. org/ assi gnment s/ nobi | i ty-paranet ers>
60 Multicast Mobility Option, described in Section 5.3
61 Multicast Acknow edgenent Option, described in Section 5.4
Ref er ences
1. Normative References
[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119, March 1997,
<http://wwmv. rfc-editor.org/info/rfc2119>
[ RFC6275] Perkins, C., Johnson, D., and J. Arkko, "Mbility Support
in |Pve", RFC 6275, July 2011
<http://ww.rfc-editor.org/info/rfc6275>
[ RFC5213] «@undavelli, S., Leung, K, Devarapalli, V., Chowdhury, K
and B. Patil, "Proxy Mbile IPv6", RFC 5213, August 2008,
<http://ww. rfc-editor.org/info/rfc5213>

[ RFC5568] Koodli, R, "Mbile | Pv6 Fast Handovers", RFC 5568, July
2009, <http://www.rfc-editor.org/info/rfc5568>

Schmi dt, et al. Experi ment al [ Page 26]



RFC 7411 Mul ticast for FM Pv6/ PFM Pv6 Novenber 2014

[ RFC5949] Yokota, H., Chowdhury, K, Koodli, R, Patil, B., and F.
Xi a, "Fast Handovers for Proxy Mbile |IPv6", RFC 5949,
Sept enber 2010, <http://ww.rfc-editor.org/info/rfc5949>.

[ RFC1112] Deering, S., "Host extensions for IP nulticasting", STD 5,
RFC 1112, August 1989,
<http://wwv. rfc-editor.org/info/rfclll2>.

[ RFC4605] Fenner, B., He, H., Haberman, B., and H Sandi ck,
"Internet Group Managenent Protocol (I1GW) / Milticast
Li stener Discovery (M.D)-Based Milticast Forwarding
("1Gw/ M.D Proxying")", RFC 4605, August 2006,
<http://ww. rfc-editor.org/info/rfc4605>.

[ RFC3810] Vida, R and L. Costa, "Milticast Listener Discovery
Version 2 (M.Dv2) for IPv6", RFC 3810, June 2004,
<http://ww. rfc-editor.org/info/rfc3810>.

[ RFC3376] Cain, B., Deering, S., Kouvelas, |I., Fenner, B., and A
Thyagar aj an, "Internet G oup Managenent Protocol, Version
3", RFC 3376, Cctober 2002,
<http://ww. rfc-editor.org/info/rfc3376>.

8.2. Informative References
[ RFC5757] Schmidt, T., Waehlisch, M, and G Fairhurst, "Milticast

Mobility in Mbile IP Version 6 (MPv6): Probl em Statenent
and Brief Survey", RFC 5757, February 2010,
<http://ww. rfc-editor.org/info/rfc5757>.

[ FMCAST- M P6]

Suh, K., Kwon, D., Suh, Y., and Y. Park, "Fast Milticast
Protocol for Mbile IPv6 in the fast handovers
environments", Work in Progress, draft-suh-m pshop-fntast-
m p6- 00, February 2004.

[ FM Pv6- Anal ysi s]

[ RFC6224]

Schmidt, T. and M Waehlisch, "Predictive versus Reactive
-- Anal ysis of Handover Performance and Its Inplications
on IPv6 and Multicast Mbility", Tel ecomunication
Systens, Vol. 30, No. 1-3, pp. 123-142, Novenber 2005,
<http://dx.doi.org/10.1007/s11235-005-4321- 4>,

Schmidt, T., Waehlisch, M, and S. Krishnan, "Base

Depl oyment for Milticast Listener Support in Proxy Mbile
| Pv6 (PM Pv6) Donmins", RFC 6224, April 2011,

<http://ww. rfc-editor.org/info/rfc6224>.

Schmi dt, et al. Experi ment al [ Page 27]



RFC 7411

[ RFC7287]

[ RFC5844)]

[ RFC5845]

Mul ti cast for FM Pv6/ PFM Pv6 Novenber 2014

Schmidt, T., Gao, S., Zhang, H., and M WAehlisch, "Mbile
Mul ticast Sender Support in Proxy Mbile |Pv6 (PM Pv6)
Donmi ns", RFC 7287, June 2014,

<http://ww. rfc-editor.org/info/rfc7287>.

Waki kawa, R and S. Gundavel li, "IPv4 Support for Proxy
Mobil e | Pv6", RFC 5844, May 2010,
<http://ww.rfc-editor.org/info/rfc5844>.

Muhanna, A., Khalil, M, Qundavelli, S., and K Leung,
"Generic Routing Encapsulation (GRE) Key Option for Proxy
Mobil e | Pv6", RFC 5845, June 2010,

<http://ww. rfc-editor.org/info/rfc5845>.

Schmi dt, et al. Experi ment al [ Page 28]



RFC 7411 Mul ticast for FM Pv6/ PFM Pv6 November 2014

Appendi x A.  Considerations for Mbile Milticast Sources

Thi s docunent only specifies protocol operations for fast handovers
for nmobile listeners. In this appendix, we briefly discuss aspects
of supporting nobile multicast sources.

In a nulticast-enabl ed Proxy Mobile | Pv6 domain, multicast sender
support is likely to be enabl ed by any one of the nechanisns

described in [RFC7287]. 1In this case, multicast data packets from an
MN are transparently forwarded either to its associated LMA or to a
mul ti cast-enabl ed access network. In all cases, a nobile source can

continue to transnmit multicast packets after a handover from PMAG to
NMAG wi t hout additional managenent operations. Packets (with a
persi stent source address) will continue to flow via the LMA or the
access network into the previously established distribution system

In contrast, an MN will change its Care-of Address while perform ng
FM Pv6 handovers. Even though M\Ns are enabled to send packets via
the reverse NAR- PAR tunnel using their previous Care-of Address for a
limted time, multicast sender support in such a Mbile |Pv6 regimnme
will nmost likely follow one of the basic mechani snms described in
Section 5.1 of [RFC5757]: (1) bidirectional tunneling, (2) renote
subscription, or (3) agent-based solutions. A solution for multicast
senders that is honogeneously depl oyed throughout the nobile access
networ k can support seanl ess services during fast handovers, the
details of which are beyond the scope of this docunent.
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