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Trustwort hy Location
Abstract

The trustworthiness of location information is critically inportant
for sone | ocation-based applications, such as energency calling or
r oadsi de assi st ance.

Thi s docunent describes threats to conveying |ocation, particularly
for emergency calls, and describes techniques that inprove the
reliability and security of location information. It also provides
gui delines for assessing the trustworthiness of |ocation information.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF conmmunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the ESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc7378
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1. Introduction

Several public and commercial services need | ocation information to
operate. This includes energency services (such as fire, anbul ance,
and police) as well as comrercial services such as food delivery and
roadsi de assi stance.

For circuit-switched calls fromlandlines, as well as for Voice over
IP (Vol P) services that only support energency service calls from
stationary Devices, |ocation provided to the Public Safety Answering
Point (PSAP) is deternined froma | ookup using the calling tel ephone
number. As a result, for landlines or stationary Vol P, spoofing of
caller identification can result in the PSAP incorrectly deternining
the caller’s location. Problems relating to calling party number and
Cal l er I D assurance have been anal yzed by the Secure Tel ephone
ldentity Revisited [STIR] working group as described in "Secure

Tel ephone ldentity Probl em Statenent and Requirenents" [RFC7340]. In
addition to the work underway in STIR other nechanisns exist for
validating caller identification. For exanmple, as noted in [ EENA],
one nechani smfor validating caller identification information (as
wel |l as the existence of an energency) is for the PSAP to call the
user back, as described in [ RFC7090].

G ven the existing work on caller identification, this docunent
focuses on the additional threats that are introduced by the support
of | P-based emergency services in nomadi c and nobil e Devices, in

whi ch | ocation may be conveyed to the PSAP within the energency call.
Ideally, a call taker at a PSAP should be able to assess, in rea
time, the level of trust that can be placed on the infornmation
provided within a call. This includes autonmated | ocation conveyed
along with the call and location informati on conmuni cated by the
caller, as well as identity information relating to the caller or the

Device initiating the call. Were real-tine assessnent is not
possible, it is inportant to be able to determ ne the source of the
call in a post-incident investigation, so as to be able to enforce

accountability.

Thi s docunent defines terninology (including the nmeaning of
"trustworthy location") in Section 1.1, reviews existing work in
Section 1.2, describes threat nodels in Section 2, outlines potential
mtigation techniques in Section 3, covers trust assessnent in
Section 4, and di scusses security considerations in Section 5.

1.1. Term nol ogy
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].
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We use the definitions of "Internet Access Provider (I1AP)", "Internet
Service Provider (1SP)", and "Voice Service Provider (VSP)" found in
"Requirenments for Energency Context Resolution with Internet
Technol ogi es" [ RFC5012].

[ EENA] defines a "hoax call" as follows: "A false or malicious cal
is when a person deliberately tel ephones the energency services and
tells themthere is an energency when there is not."

The definitions of "Device", "Target", and "Location Information
Server" (LIS) are taken from"An Architecture for Location and
Location Privacy in Internet Applications" [RFC6280], Section 7.

The term "Device" denotes the physical device, such as a nobile
phone, PC, or enbedded microcontroller, whose |ocation is tracked as
a proxy for the location of a Target.

The term "Target" denotes an individual or other entity whose

| ocation is sought in the CGeopriv architecture [ RFC6280]. In many
cases, the Target will be the human user of a Device, or it may be an
obj ect such as a vehicle or shipping container to which a Device is
attached. In sone instances, the Target will be the Device itself.

The Target is the entity whose privacy the architecture described in
[ RFC6280] seeks to protect.

The term "Location Information Server" denotes an entity responsible
for providing Devices within an access network with information about
their own locations. A Location Information Server uses know edge of
the access network and its physical topology to generate and
distribute location information to Devices.

The term "l ocati on determ nation nmethod" refers to the mechani sm used
to determne the | ocation of a Target. This nmay be sonet hing

enpl oyed by a LIS or by the Target itself. It specifically does not
refer to the | ocation configuration protocol (LCP) used to deliver
location information to either the Target or the Recipient. This
termis reused from"GEOPRIV Presence Information Data Format
Location Object (PIDF-LO Usage Carification, Considerations, and
Recomendat i ons” [ RFC5491] .

The term "source"” is used to refer to the LIS, node, or Device from

whi ch a Recipient (Target or third party) obtains |ocation
i nformation.
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Additionally, the terns "l ocation-by-value" (LbyV), "location-by-
reference” (LbyR), "Location Configuration Protocol"”, "Location
Deref erence Protocol”, and "Location Uniform Resource ldentifier"

(URI) are reused from"Requirenents for a Location-by-Reference
Mechani sni' [ RFC5808] .

"Trustworthy Location" is defined as location information that can be
attributed to a trusted source, has been protected agai nst
nmodi fication in transmt, and has been assessed as trustworthy.

"Location Trust Assessnent" refers to the process by which the
reliability of location information can be assessed. This topic is
di scussed in Section 4.

"ldentity Spoofing" occurs when the attacker forges or obscures their
identity so as to prevent thenselves frombeing identified as the
source of the attack. One class of identity spoofing attack involves
the forging of call origin identification

The followi ng additional terms apply to | ocation spoofing
(Section 2.3):

Wth "Place Shifting", attackers construct a Presence Information
Data Format Location Object (PIDF-LO for a |ocation other than where

they are currently located. In sone cases, place shifting can be
limted in range (e.g., within the coverage area of a particul ar cel
tower).

"Time Shifting" occurs when the attacker uses or reuses |ocation
information that was valid in the past but is no | onger valid because
the attacker has noved.

"Location Theft" occurs when the attacker captures a Target’s

| ocation information (possibly including a signature) and presents it
as their own. Location theft can occur in a single instance or may
be continuous (e.g., where the attacker has gained control over the
victim s Device). Location theft may also be conmbined with time
shifting to present soneone else’s location information after the

ori ginal Target has noved

1.2. Energency Services Architecture
This section describes how location is utilized in the Internet

Emer gency Services Architecture, as well as the existing work on the
probl em of hoax calls.
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1.2.1. Location

The Internet architecture for emergency calling is described in
"Franmework for Emergency Calling Using Internet Miltinedia"

[ RFC6443]. Best practices for utilizing the architecture to nmake
energency calls are described in "Best Current Practice for

Communi cations Services in Support of Energency Calling" [RFC6881].

As noted in "An Architecture for Location and Location Privacy in
I nternet Applications" [RFC6280], Section 6. 3:

there are three critical steps in the placenent of an emergency
call, each involving location infornmation:

1. Determine the |ocation of the caller

2. Determine the proper Public Safety Answering Point (PSAP) for
the caller’s |ocation.

3. Send a SIP INVITE nmessage, including the caller’s location, to
t he PSAP.

The conveyance of location information within the Session Initiation
Protocol (SIP) is described in "Location Conveyance for the Session
Initiation Protocol" [RFC6442]. Conveyance of | ocation-by-val ue
(LbyV) as well as conveyance of |ocation-by-reference (LbyR) are
supported. Section 7 of [RFC6442] ("Security Considerations")

di scusses privacy, authentication, and integrity concerns relating to
conveyed | ocation. This includes discussion of transm ssion-|ayer
security for confidentiality and integrity protection of SIP, as well
as (undepl oyed) end-to-end security mechani sms for protection of

|l ocation information (e.g., SSMM). Regardless of whether

transm ssion-layer security is utilized, |location information may be
avail abl e for inspection by an intermediary that -- if it decides
that the | ocation value is unacceptable or insufficiently accurate --
may send an error indication or replace the location, as described in
[ RFC6442], Section 3. 4.
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1.

Al 't hough the infrastructure for |ocation-based routing described in

[ RFC6443] was devel oped for use in energency services, [RFC6442]
supports conveyance of |ocation within non-emergency calls as well as
enmergency calls. Section 1 of "Inplications of ’'retransm ssion-

all owed’ for SIP Location Conveyance" [RFC5606] describes the overal
architecture, as well as non-energency usage scenarios (note: the

[ LOC- CONVEY] citation in the quote below refers to the docunent |ater
publ i shed as [ RFC6442]):

The Presence Information Data Format for Location Objects (PIDFLO
[ RFC4119]) carries both location information (LI) and policy
informati on set by the Rule Maker, as is stipulated in [ RFC3693].
The policy carried along with LI allows the Rule Maker to

restrict, anong other things, the duration for which LI will be
retained by recipients and the redistribution of LI by recipients.

The Session Initiation Protocol [RFC3261] is one proposed Using
Protocol for PIDF-LO. The conveyance of PIDF-LO within SIP is
specified in [LOC-CONVEY]. The comon notivation for providing LI
in SIPis to allow location to be considered in routing the SIP
message. One exanpl e use case woul d be energency services, in
which the location will be used by dispatchers to direct the
response. Another use case night be providing | ocation to be used
by services associated with the SIP session; a |ocation associated
with a call to a taxi service, for exanple, might be used to route
to a local franchisee of a national service and also to route the
taxi to pick up the caller.

2.2. Hoax Calls

Hoax calls have been a problem for energency services dating back to
the tinme of street corner call boxes. As the European Emergency
Nunber Associ ation (EENA) has noted [ EENA]:

Fal se energency calls divert energency services away from peopl e
who may be in life-threatening situations and who need urgent
hel p. This can nean the difference between |ife and death for
someone in trouble.

EENA [ EENA] has attenpted to define term nology and describe best
current practices for dealing with fal se energency calls. Reducing
the nunber of hoax calls represents a chall enge, since emergency
services authorities in nost countries are required to answer every
call (whenever possible). Were the caller cannot be identified, the
ability to prosecute is limted
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A particularly dangerous formof hoax call is "swatting" -- a hoax
energency call that draws a response from | aw enforcenent prepared
for a violent confrontation (e.g., a fake hostage situation that
results in the dispatching of a "Special Wapons And Tactics" (SWAT)
tean). In 2008, the Federal Bureau of Investigation (FBI) issued a
warning [ Swatting] about an increase in the frequency and

sophi stication of these attacks.

Many docunented cases of "swatting" (also sonetinmes referred to as
"SWATi ng") involve not only the faking of an emergency but al so
falsification or obfuscation of identity [Swatting] [SWATing]. There
are a nunmber of techniques by which hoax callers attenpt to avoid
identification, and in general, the ability to identify the caller
appears to influence the incidence of hoax calls.

Where a Voice Service Provider allows the caller to configure its
out bound caller identification without checking it against the
authenticated identity, forging caller identification is trivial
Sinmlarly, where an attacker can gain entry to a Private Branch
Exchange (PBX), they can then subsequently use that access to |aunch
a deni al -of -service attack agai nst the PSAP or make fraudul ent
energency calls. Were energency calls have been allowed from
handsets | acking a subscriber identification nmodule (SIM card,
so-cal l ed non-service initialized (NSI) handsets, or where ownership
of the SIMcard cannot be determnined, the frequency of hoax calls has
of ten been unacceptably high [ TASMANI A] [ UK] [ SA].

However, there are few docunented cases of hoax calls that have
ari sen from conveyance of untrustworthy |ocation information within
an energency call, which is the focus of this docunent.

2. Threat Mbdel s

This section reviews existing anal yses of the security of enmergency
services, threats to geographic |ocation privacy, threats relating to
spoofing of caller identification, and threats related to

nmodi fication of location information in transit. |In addition, the
threat nodel applying to this work is descri bed.

2.1. Existing Work

"An Architecture for Location and Location Privacy in Internet

Applications" [RFC6280] describes an architecture for privacy-

preserving | ocation-based services in the Internet, focusing on
aut hori zation, security, and privacy requirements for the data
formats and protocols used by these services.
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In Section 5 of [ RFC6280] ("An Architecture for Location and Location
Privacy in Internet Applications"), nechanisns for ensuring the
security of the location distribution chain are discussed; these

i ncl ude nmechani sns for hop-by-hop confidentiality and integrity
protection as well as end-to-end assurance.

"Geopriv Requirenments" [RFC3693] focuses on the authorization,
security, and privacy requirenments of |ocation-dependent services,
i ncludi ng enmergency services. Section 8 of [RFC3693] includes

di scussi on of emergency services authentication (Section 8.3), and
issues relating to identity and anonynity (Section 8.4).

"Threat Analysis of the Geopriv Protocol" [RFC3694] describes threats
agai nst geographic | ocation privacy, including protocol threats,
threats resulting fromthe storage of geographic |ocation data, and
threats posed by the abuse of information

"Security Threats and Requirements for Emergency Call Marking and
Mappi ng" [ RFC5069] reviews security threats associated with the
mar ki ng of signaling messages and the process of mapping |ocations to
Uni versal Resource ldentifiers (URIs) that point to PSAPs. RFC 5069
descri bes attacks on the energency services system such as
attenpting to deny systemservices to all users in a given area, to
gai n fraudul ent use of services and to divert enmergency calls to
non-energency sites. In addition, it describes attacks agai nst

i ndividuals, including attenpts to prevent an individual from
receiving aid, or to gain information about an energency, as well as
attacks on energency services infrastructure el enents, such as
mappi ng di scovery and mappi ng servers.

"Secure Tel ephone ldentity Threat Mdel" [RFC7375] anal yzes threats
relating to inpersonation and obscuring of calling party nunbers,
reviewing the capabilities available to attackers, and the scenarios
in which attacks are | aunched.

2.2. Adversary Model

To provide a structured anal ysis, we distinguish between three
adversary nodel s:

Ext ernal adversary nodel: The end host, e.g., an energency caller
whose location is going to be conmunicated, is honest, and the
adversary may be | ocated between the end host and the | ocation
server or between the end host and the PSAP. None of the
energency service infrastructure elements act maliciously.
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2. 3.

Tsc

Malicious infrastructure adversary nodel: The energency call routing
el ements, such as the Location Information Server (LIS), the
Location-to-Service Translation (LoST) infrastructure (which is
used for mapping locations to PSAP addresses), or call routing
el ements, may act naliciously.

Mal i ci ous end host adversary nodel: The end host itself acts
mal i ci ously, whether the owner is aware of this or the end host is
acting under the control of a third party.

Si nce previous work describes attacks against infrastructure el enents
(e.g., location servers, call route servers, mapping servers) or the
energency services |IP network, as well as threats from attackers
attenpting to snoop location in transit, this docunent focuses on the
threats arising fromend hosts providing false |ocation information
within energency calls (the malicious end host adversary nodel).

Since the focus is on malicious hosts, we do not cover threats that
may arise fromattacks on infrastructure that hosts depend on to
obtain | ocation. For exanple, end hosts may obtain |ocation from
civilian GPS, which is vulnerable to spoofing [ GPSCounter], or from
third-party Location Service Providers (LSPs) that may be vul nerabl e
to attack or may not provide |ocation accuracy suitable for emergency
pur poses.

Al so, we do not cover threats arising frominadequate |ocation
infrastructure. For exanple, the LIS or end host could base its

| ocation determination on a stale wiremap or an inaccurate access
poi nt | ocation database, |eading to an inaccurate |ocation estinate.
Simlarly, a Voice Service Provider (VSP) (and, indirectly, a LIYS)
could utilize the wong identity (such as an | P address) for |ocation
| ookup, thereby providing the end host with nisleading | ocation

i nformati on.

Locati on Spoofing
Where location is attached to the energency call by an end host, the
end host can fabricate a PIDF-LO and convey it within an emergency

call. The follow ng represent exanples of |ocation spoofing:

Pl ace shifting: Mallory, the adversary, pretends to be at an
arbitrary | ocation.

Time shifting: Mal l ory pretends to be at a | ocation where she was
a whil e ago.

Location theft: Mallory observes or obtains Alice s |ocation and
replays it as her own.
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2.4. ldentity Spoofing

VWil e this docunment does not focus on the problens created by

determ nation of |ocation based on spoofed caller identification, the
ability to ascertain identity is inmportant, since the threat of

puni shrent reduces hoax calls. As an exanple, calls from pay phones
are subject to greater scrutiny by the call taker.

Wth calls originating on an IP network, at |east two forns of
identity are relevant, with the distinction created by the split
between the | AP and the VSP

(a) network access identity such as night be deternined via
aut hentication (e.g., using the Extensible Authentication
Prot ocol (EAP) [ RFC3748]);

(b) caller identity, such as might be determ ned from authentication
of the enmergency caller at the Vol P application |ayer

If the adversary did not authenticate itself to the VSP, then
accountability may depend on verification of the network access
identity. However, the network access identity may al so not have
been aut henticated, such as in the case where an open | EEE 802. 11
Access Point is used to initiate a hoax energency call. Al though
endpoi nt information such as the I P address or Media Access Contro
(MAC) address may have been | ogged, tying this back to the Device
owner may be chal | engi ng.

Unli ke the existing tel ephone system VolP energency calls can
provide an identity that need not necessarily be coupled to a

busi ness relationship with the 1AP, ISP, or VSP. However, due to the
time-critical nature of emergency calls, multi-layer authentication
is undesirable. Thus, in nost cases, only the Device placing the
call will be able to be identified. Furthernore, deploying
additional credentials for enmergency service purposes (such as
certificates) increases costs, introduces a significant

adm ni strative overhead, and is only useful if w dely depl oyed.

3. Mtigation Techniques

The sections that follow present three nechanisns for nitigating the
threats presented in Section 2

1. Signed | ocation-by-value (Section 3.1), which provides for
aut hentication and integrity protection of the PIDF-LO. There is
only an expired straw nman proposal for this mechani sm
[ Loc- Dependabi lity]; thus, as of the time of this witing this
mechani smis not suitable for depl oyment.
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2. Location-by-reference (Section 3.2), which enables |ocation to be
obt ai ned by the PSAP directly fromthe |ocation server, over a
confidential and integrity-protected channel, avoiding
nodi fication by the end host or an internediary. This mechani sm
is specified in [ RFC6753].

3. Proxy-added | ocation (Section 3.3), which protects agai nst
| ocation forgery by the end host. This mechanismis specified in
[ RFC6442] .

3.1. Signed Location-by-Val ue

Wth location signing, a location server signs the |ocation
informati on before it is sent to the Target. The signed |ocation
information is then sent to the Location Recipient, who verifies it.

Figure 1 shows the conmunication nodel with the Target requesting
signed location in step (a); the location server returns it in
step (b), and it is then conveyed to the Location Recipient, who
verifies it (step (c)). For SIP, the procedures described in
"Location Conveyance for the Session Initiation Protocol"” [RFC6442]
are applicable for |ocation conveyance.

S + S +
| | | Location |
| LIS | | Recipient |
!I-—+ ——————— +—!I- !I-————+ —————— +
N | - - N
I I --
Geopriv | Req. | --
Locati on | Si gned | Si gnhed -- Protocol Conveying
Configuration |Loc. | Loc. -- Location (e.g., SIP)
Pr ot ocol | (&) | (b) -- (c)
I v --
S +-+ --
| Target / | --
| End Host +
| |
S +

Figure 1: Location Signing

A straw nman proposal for location signing is provided in "Digita

Si gnature Methods for Location Dependability” [Loc-Dependability].
Not e that since [Loc-Dependability] is no | onger under devel opnent,

| ocati on signing cannot be considered deployable at the tinme of this
writing.
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In order to linmt replay attacks, that proposal calls for the
addition of a "validity" element to the PIDF-LO including a "front
sub-el ement containing the time that |ocation information was

val idated by the signer, as well as an "until" sub-el ement contai ning
the last tine that the signature can be considered valid.

One of the consequences of including an "until" elenent is that even
a stationary Target would need to periodically obtain a fresh

PI DF-LO, or incur the additional delay of querying during an
energency call.

Al t hough privacy-preserving procedures may be di sabl ed for energency
calls, by design, PIDF-LO objects linit the information available for
real-tinme attribution. As noted in [RFC5985], Section 6.6:

The LIS MUST NOT include any neans of identifying the Device in
the PIDF-LO unless it is able to verify that the identifier is
correct and inclusion of identity is expressly permitted by a Rule
Maker. Therefore, PIDF paraneters that contain identity are
either omtted or contain unlinked pseudonyns [ RFC3693]. A

uni que, unlinked presentity URI SHOULD be generated by the LIS for
the mandatory presence "entity" attribute of the PIDF docunent.

Optional paraneters such as the "contact" and "devicel D' el ements
[ RFC4479] are not used.

Al so, the Device referred to in the PIDF-LO may not necessarily be
the sane entity conveying the PID-LO to the PSAP. As noted in
[ RFC6442], Section 1:

In no way does this docunent assume that the SIP user agent client
that sends a request containing a |ocation object is necessarily
the Target. The |ocation of a Target conveyed within SIP
typically corresponds to that of a Device controlled by the
Target, for exanple, a nobile phone, but such Devices can be
separated fromtheir owners, and noreover, in sone cases, the user
agent may not know its own | ocation.

Wthout the ability to tie the Target identity to the identity
asserted in the SIP nessage, it is possible for an attacker to cut
and paste a PIDF-LO obtained by a different Device or user into a SIP
INVITE and send this to the PSAP. This cut-and-paste attack could
succeed even when a PIDF-LO is signed or when [ RFC4474] is

i mpl ement ed.
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To address | ocation-spoofing attacks, [Loc-Dependability] proposes
the addition of an "identity" element that could include a SIP URI
(enabl ing conparison against the identity asserted in the SIP
headers) or an X 509v3 certificate. |If the Target was authenticated
by the LIS, an "authenticated" attribute is added. However, because
the inclusion of an "identity" elenent could enable | ocation
tracking, a "hash" element is al so proposed that could instead
contain a hash of the content of the "identity" elenent. In
practice, such a hash would not be rmuch better for real-time

val idation than a pseudonym

Locati on signing cannot deter attacks in which valid |ocation
information is provided. For exanple, an attacker in control of
comprom sed hosts could | aunch a deni al -of -service attack on the PSAP
by initiating a | arge nunber of energency calls, each containing
valid signed location information. Since the work required to verify
the | ocation signature is considerable, this could overwhel mthe PSAP
infrastructure

However, while DDoS attacks are unlikely to be deterred by |ocation
signing, accurate location information would limt the subset of
conprom sed hosts that could be used for an attack, as only hosts
within the PSAP serving area would be useful in placing enmergency
cal | s.

Location signing is also difficult when the host obtains |ocation via
mechani sms such as GPS, unless trusted conputing approaches, wth

t anmper - proof GPS nodul es, can be applied. QOherw se, an end host can
pretend to have GPS, and the Recipient will need to rely on its
ability to assess the level of trust that should be placed in the end
host | ocation claim

Even though | ocation-signi ng mechani snms have not been standardi zed,
[ NENA-i 2], Section 4.7 includes operational recommendations relating
to | ocation signing:
Location configurati on and conveyance requi rements are descri bed
i n NENA 08-752[27], but guidance is offered here on what should be
consi dered when desi gni ng mechani snms to report |ocation
1. The location object should be digitally signed.
2. The certificate for the signer (LIS operator) should be rooted
in VESA. For this purpose, VPC and ERDB operators should issue
certificates to LIS operators.

3. The signature should include a tinestanp.
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4. \Where possible, the Location bject should be refreshed
periodically, with the signature (and thus the tinestanp) being
refreshed as a consequence.

5. Antispoofing mechani sms shoul d be applied to the Location
Reporti ng net hod.

(Note: The term "Valid Emergency Services Authority" (VESA) refers to
the root certificate authority. "VPC' stands for Vol P Positioning
Center, and "ERDB" stands for the Emergency Service Zone Routing

Dat abase. )

As not ed above, signing of location objects inplies the devel opnent
of a trust hierarchy that would enable a certificate chain provided
by the LIS operator to be verified by the PSAP. Rooting the trust

hi erarchy in the VESA can be acconplished either by having the VESA
directly sign the LIS certificates or by the creation of internediate
Certificate Authorities (CAs) certified by the VESA, which will then
issue certificates to the LIS. In terns of the workl oad i nmposed on
the VESA, the latter approach is highly preferable. However, this
rai ses the question of who would operate the intermedi ate CAs and
what the expectations woul d be.

In particular, the question arises as to the requirenents for LIS
certificate issuance, and how they would conpare to requirenents for
i ssuance of other certificates such as a Secure Socket

Layer/ Transport Layer Security (SSL/TLS) web certificate.

3.2. Location-by-Reference

Locati on-by-reference was devel oped so that end hosts can avoid
having to periodically query the location server for up-to-date

|l ocation information in a nmobile environment. Additionally, if
operators do not want to disclose |location information to the end
host wi thout charging them | ocation-by-reference provides a
reasonabl e alternative. Al so, since |ocation-by-reference enabl es
the PSAP to directly contact the location server, it avoids potentia
attacks by intermedi aries.

As noted in "A Location Dereference Protocol Using HTTP-Enabl ed
Location Delivery (HELD)" [RFC6753], a |ocation reference can be
obt ai ned via HELD [ RFC5985]. In addition, "Location Configuration
Extensi ons for Policy Managenent" [RFC7199] extends |ocation
configuration protocols such as HELD to provide hosts with a
reference to the rules that apply to a | ocation-by-reference so that
the host can view or set these rules.
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Figure 2 shows the conmunication nodel with the Target requesting a

|l ocation reference in step (a); the location server returns the
reference and, potentially, the policy in step (b), and it is then
conveyed to the Location Recipient in step (c¢). The Location
Reci pi ent needs to resolve the reference with a request in step (d).
Finally, location information is returned to the Location Reci pi ent
afterwards. For location conveyance in SIP, the procedures described
in [ RFC6442] are applicable.

R + Geopriv R +
| | Location | Location |
| LIS R >+ Reci pi ent |
| | Dereferencing | |
el +-+ Protocol (d) +----+4------ +
AN | - - N
| | --
Geopriv | Req. | LbyR + --
Locati on | LboyR | Policy -- Protocol Conveying
Configuration |(a) | (b) -- Location (e.g., SIP)
Pr ot ocol | | -- (c)
| v -
R +- + --
| Target / | --
| End Host +
I I
N +

Figure 2: Location-by-Reference

Where | ocation-by-reference is provided, the Recipient needs to
dereference the LbyR in order to obtain |location. The details for
the dereferencing operations vary with the type of reference, such as
an HTTP, HTTPS, SIP, secure SIP (SIPS), or SIP Presence URl .

For | ocation-by-reference, the |ocation server needs to nmintain one
or several URIs for each Target, timng out these URIs after a
certain amount of tinme. References need to expire to prevent the
Reci pi ent of such a Uniform Resource Locator (URL) frombeing able to
permanently track a host and to offer garbage collection
functionality for the location server

O f-path adversaries nust be prevented fromobtaining the Target’'s

| ocation. The reference contains a randoni zed conponent that
prevents third parties fromguessing it. Wen the Location Reci pient
fetches up-to-date location information fromthe |ocation server, it
can al so be assured that the location information is fresh and not
repl ayed. However, this does not address |ocation theft.
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Wth respect to the security of the dereference operation, [RFC6753],
Section 6 states:

TLS MUST be used for dereferencing |ocation URIs unless
confidentiality and integrity are provided by sone ot her
mechani sm as discussed in Section 3. Location Recipients MIST
authenticate the host identity using the donmain name included in
the location URI, using the procedure described in Section 3.1 of
[ RFC2818]. Local policy determ nes what a Locati on Recipi ent does
if authentication fails or cannot be attenpted.

The aut hori zation by possession nodel (Section 4.1) further relies
on TLS when transnitting the location URI to protect the secrecy
of the URI. Possession of such a URI inplies the same privacy
consi derations as possession of the PIDFLO docunent that the UR
ref erences.

Location URIs MJST only be disclosed to authorized Location
Reci pients. The CGEOPRIV architecture [RFC6280] designates the
Rul e Maker to authorize disclosure of the URI.

Protection of the |location URl is necessary, since the policy
attached to such a location URI permts anyone who has the URl to
vi ew t he associated location information. This aspect of security
is covered in nore detail in the specification of |ocation
conveyance protocols, such as [ RFC6442].

For authorizing access to |ocation-by-reference, two authorization
nodel s were devel oped: "Authorizati on by Possession" and
"Aut hori zation via Access Control Lists". Wth respect to
"Aut hori zati on by Possession", [RFC6753], Section 4.1 notes:

In this nodel, possession -- or know edge -- of the location URI
is used to control access to location information. A |ocation UR
m ght be constructed such that it is hard to guess (see C8 of

[ RFC5808]), and the set of entities that it is disclosed to can be
limted. The only authentication this would require by the LS is
evi dence of possession of the URI. The LS could i mediately

aut hori ze any request that indicates this URI.

Aut hori zation by possession does not require direct interaction
with a Rule Maker; it is assuned that the Rule Maker is able to
exert control over the distribution of the location URI.
Therefore, the LIS can operate with linmted policy input froma
Rul e Maker
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Limted disclosure is an inportant aspect of this authorization
model .  The location URI is a secret; therefore, ensuring that
adversaries are not able to acquire this information is paranount.
Encryption, such as might be offered by TLS [ RFC5246] or S/M ME

[ RFC5751], protects the information from eavesdroppers.

Usi ng possession as a basis for authorization nmeans that, once
granted, authorization cannot be easily revoked. Cancellation of
a location URI ensures that legitimte users are al so affected;
application of additional policy is theoretically possible but
coul d be technically infeasible. Expiration of |ocation URs
limts the usable tine for a location URI, requiring that an
attacker continue to learn new location URIs to retain access to
current |ocation information

In situations where "Authorization by Possession" is not suitable
(such as where location hiding [ RFC6444] is required), the
"Aut hori zation via Access Control Lists" nmodel may be preferred

Wthout the introduction of a hierarchy, it would be necessary for
the PSAP to obtain credentials, such as certificates or shared
symetric keys, for all the LISs in its coverage area, to enable it
to successfully dereference LbyRs. |In situations with nore than a
few LI Ss per PSAP, this would present operational chall enges.

A certificate hierarchy providing PSAPs with client certificates
chaining to the VESA could be used to enable the LIS to authenticate
and aut horize PSAPs for dereferencing. Note that unlike PIDF-LO
signing (which mitigates nodification of PIDF-LGCs), this nerely
provi des the PSAP with access to a (potentially unsigned) PlIDFLQ

al beit over a protected TLS channel

Anot her approach would be for the local LIS to upload |ocation
information to a | ocation aggregati on point who would in turn nmanage
the rel ationships with the PSAP. This would shift the managenent
burden fromthe PSAPs to the | ocation aggregati on points.

3.3. Proxy-Added Location

Instead of relying upon the end host to provide location, is possible
for a proxy that has the ability to determ ne the location of the end
point (e.g., based on the end host IP or MAC address) to retrieve and
add or override location information. This requires depl oynent of
application-layer entities by I1SPs, unlike the two other techniques.
The proxies could be used for energency or non-energency

conmmuni cations, or both.
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The use of proxy-added location is primarily applicable in scenarios
where the end host does not provide location. As noted in [RFC6442],
Section 4. 1:

A SIP internediary SHOULD NOT add | ocation to a SIP request that
al ready contains location. This will quite often lead to
confusion within LRs. However, if a SIP internediary adds

| ocation, even if |ocation was not previously present in a SIP
request, that SIP internediary is fully responsible for addressing
the concerns of any 424 (Bad Location Information) SIP response it
recei ves about this |ocation addition and MJST NOT pass on
(upstream) the 424 response. A SIP internediary that adds a

| ocati onVal ue MJST position the new | ocati onVal ue as the | ast

| ocati onVal ue within the Geol ocation header field of the SIP
request.

A SIP internediary MAY add a Geol ocation header field if one is
not present -- for exanple, when a user agent does not support the
Geol ocati on nechani sm but their outbound proxy does and knows the
Target’'s location, or any of a nunber of other use cases (see
Section 3).

As noted in [RFC6442], Section 3.3:

Thi s docunent takes a "you break it, you bought it" approach to
dealing with second | ocations placed into a SIP request by an
intermediary entity. That entity becones conpl etely responsible
for all location within that SIP request (nmore on this in
Section 4).

VWhile it is possible for the proxy to override |ocation included by
the end host, [RFC6442], Section 3.4 notes the operationa
limtations:

Overriding location informati on provided by the user requires a
depl oynent where an internediary necessarily knows better than an
end user -- after all, it could be that Alice has an on-board GPS,
and the SIP internediary only knows her nearest cell tower. \Which
is nore accurate location information? Currently, there is no way
to tell which entity is nore accurate or which is wong, for that
matter. This docunent will not specify how to indicate which

| ocation is nore accurate than another.
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The di sadvantage of this approach is the need to depl oy application-
| ayer entities, such as SIP proxies, at |APs or associated with | APs.
This requires that a standardi zed Vol P profile be depl oyed at every
end Device and at every IAP. This mght inmpose interoperability
chal | enges

Additionally, the | AP needs to take responsibility for emergency
calls, even for customers with whomthey have no direct or indirect
relati onship. To provide identity information about the emnergency
caller fromthe VSP, it would be necessary to let the | AP and the VSP
interact for authentication (see, for exanple, "Dianeter Session
Initiation Protocol (SIP) Application" [RFC4740]). This interaction
al ong the Authentication, Authorization, and Accounting
infrastructure is often based on business rel ati onshi ps between the
involved entities. An arbitrary I AP and VSP are unlikely to have a
busi ness relationship. |If the interaction between the IAP and the
VSP fails due to the lack of a business relationship, then typically
a fall-back woul d be provided where no energency caller identity
information is nade available to the PSAP and the energency cal

still has to be conpl eted

4, Locati on Trust Assessnent

The ability to assess the level of trustworthiness of conveyed

Il ocation information is inportant, since this nakes it possible to
under st and how nuch val ue shoul d be placed on | ocation information as
part of the decision-making process. As an exanple, if automated

| ocation information is understood to be highly suspect or is absent,
a call taker can put nore effort into verifying the authenticity of
the call and obtaining location infornmation fromthe caller

Location trust assessnent has val ue, regardl ess of whether the
|l ocation itself is authenticated (e.g., signed location) or is
obtained directly fromthe |ocation server (e.g., l|location-by-
ref erence) over security transport, since these nechanisns do not
provi de assurance of the validity or provenance of |ocation data.

To prevent |ocation-theft attacks, the "entity" element of the
PIDF-LOis of limted value if an unlinked pseudonymis provided in
this field. However, if the LIS authenticates the Target, then the
| i nkage between the pseudonym and the Target identity can be
recovered in a post-incident investigation
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As noted in [Loc-Dependability], if the | ocation object was signed,
the Location Recipient has additional information on which to base
their trust assessment, such as the validity of the signature, the
identity of the Target, the identity of the LIS, whether the LIS
authenticated the Target, and the identifier included in the "entity"
field.

Cal l er accountability is also an inportant aspect of trust

assessnent. Can the individual purchasing the Device or activating
service be identified, or did the call originate froma non-service
initialized (NSI) Device whose owner cannot be determined? Prior to
the call, was the caller authenticated at the network or application
layer? 1In the event of a hoax call, can audit |ogs be nade avail abl e
to an investigator, or can information relating to the owner of an
unl i nked pseudonym be provi ded, enabling investigators to unravel the
chain of events that led to the attack?

In practice, the source of the location data is inmportant for

| ocation trust assessment. For exanple, |ocation provided by a
Location Information Server (LIS) whose adninistrator has an

establi shed history of meeting energency | ocation accuracy
requirenents (e.g., United States Phase |l E-911 | ocation accuracy)
may be considered nore reliable than |l ocation information provided by
a third-party Location Service Provider (LSP) that disclains use of

| ocation information for enmergency purposes.

However, even where an LSP does not attenpt to neet the accuracy
requirenents for emergency location, it still nay be able to provide
i nformati on useful in assessing howreliable location information is
likely to be. For exanple, was |ocation deternined based on the
nearest cell tower or 802.11 Access Point (AP), or was a

triangul ation nmethod used? |f based on cell tower or AP location
data, was the information obtained froman authoritative source
(e.g., the tower or AP owner), and when was the last tinme that the

| ocation of the tower or access point was verified?

For real-time validation, information in the signaling and nedi a
packets can be cross-checked agai nst |ocation information. For
exanple, it may be possible to determne the city, state, country, or
continent associated with the I P address included within SIP Via or
Contact header fields, or the nedia source address, and conpare this
against the location information reported by the caller or conveyed
in the PIDF-LO  However, in some situations, only entities close to
the caller may be able to verify the correctness of |ocation

i nformati on.

Tschofenig, et al. I nf or mat i onal [ Page 21]



RFC 7378 Trustworthy Location Decenber 2014

Real -time validation of the tinmestanp contained within PIDFLO
objects (reflecting the time at which the location was determned) is
al so challenging. To address tine-shifting attacks, the "tinmestamp"
el ement of the PIDFLO, defined in [ RFC3863], can be exam ned and
conpar ed agai nst tinestanps included within the enclosing SIP
message, to deternine whether the |location data is sufficiently
fresh. However, the timestanp only represents an assertion by the
LIS, which may or may not be trustworthy. For exanple, the Recipient
of the signed PIDF-LO may not know whether the LIS supports time
synchroni zati on, or whether it is possible to reset the LIS clock
manual |y wi thout detection. Even if the tinestanp was valid at the
time location was determned, a tine period rmay el apse between when
the PIDF-LO was provided and when it is conveyed to the Recipient.
Periodically refreshing | ocation information to renew the tinestanp
even though the location information itself is unchanged puts
additional load on LISs. As a result, Recipients need to validate
the tinestanp in order to determine whether it is credible.

Wil e this docunent focuses on the discussion of real-tine

determ nati on of suspicious energency calls, the use of audit |ogs
may help in enforcing accountability anong energency callers. For
exanple, in the event of a hoax call, infornmation relating to the
owner of the unlinked pseudonym coul d be provided to investigators,
enabling themto unravel the chain of events that led to the attack
However, while auditability is an inportant deterrent, it is likely
to be of nmpbst benefit in situations where attacks on the energency
services systemare likely to be relatively infrequent, since the
resources required to pursue an investigation are likely to be
consi derabl e. However, although real-tine validation based on

PI DF-LO el ements is chall enging, where LIS audit |ogs are avail abl e
(such as where a | aw enforcenent agency can present a subpoena),

i nking of a pseudonymto the Device obtaining | ocation can be
acconpl i shed during an investigation.

Wiere attacks are frequent and continuous, autonmated nechani sns are
required. For exanple, it might be valuable to devel op nechanisns to
exchange audit trail information in a standardi zed format between

| SPs and PSAPs / VSPs and PSAPs or heuristics to distinguish
potentially fraudul ent enmergency calls fromreal enmergencies. Wile
a Conpletely Automated Public Turing test to tell Conputers and
Humans Apart (CAPTCHA) may be applied to suspicious calls to | ower
the risk frombot-nets, this is quite controversial for energency
services, due to the risk of delaying or rejecting valid calls.
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5

Security Considerations

Although it is inportant to ensure that |ocation information cannot
be faked, the mitigation techniques presented in this docunent are
not universally applicable. For exanple, there will be many GPS-
enabl ed Devices that will find it difficult to utilize any of the
solutions described in Section 3. It is also unlikely that users
will be willing to upload their location information for
"verification" to a nearby |ocation server |located in the access
net wor k.

Thi s docunent focuses on threats that arise from conveyance of

nm sl eading location information, rather than caller identification or
authentication and integrity protection of the nmessages in which

| ocation is conveyed. Nevertheless, these aspects are inportant. In
sonme countries, regulators may not require the authenticated identity
of the enmergency caller (e.g., energency calls placed fromPublic

Swi t ched Tel ephone Network (PSTN) pay phones or SIMIess cel

phones). Furthernore, if identities can easily be crafted (as is the
case with many Vol P of ferings today), then the val ue of emergency
caller authentication itself mght be [imted. As a result,
attackers can forge energency calls with a lower risk of being held
account abl e, whi ch may encourage hoax calls.

In order to provide authentication and integrity protection for the
Session Initiation Protocol (SIP) messages conveying | ocation,
several security approaches are available. It is possible to ensure
that nodification of the identity and location in transit can be
detected by the Location Recipient (e.g., the PSAP), using

crypt ographi ¢ nechani sns, as described in "Enhancenents for

Aut henticated ldentity Managenent in the Session Initiation Protoco
(SIP)" [RFC4474]. However, conpatibility with Session Border
Controllers (SBCs) that nodify integrity-protected headers has proven
to be an issue in practice, and as a result, a revision of [RFC4474]
is in progress [SIP-Identity]. |In the absence of an end-to-end
solution, SIP over Transport Layer Security (TLS) can be used to
provi de message authentication and integrity protection hop by hop

PSAPs remain vul nerable to distributed denial-of-service attacks,
even where the mtigation techniques described in this docunent are
utilized. Placing a |arge nunber of energency calls that appear to
come fromdifferent |ocations is an exanple of an attack that is
difficult to carry out within the | egacy systembut is easier to

i magi ne within | P-based energency services. Also, in the current
system it would be very difficult for an attacker from one country
to attack the emergency services infrastructure | ocated in another
country, but this attack is possible within |P-based energency
services
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Whi l e manual ly nmounting the attacks described in Section 2 is
non-trivial, the attacks described in this docunment can be automated.
VWil e manual ly carrying out a |l ocation theft would require that the
attacker be in proximty to the |ocation being spoofed, or to collude
with anot her end host, an attacker able to run code on an end host
can obtain its | ocation and cause an energency call to be nade.

Wil e manually carrying out a time-shifting attack woul d require that
the attacker visit the location and submt it before the location
information is considered stale, while traveling rapidly away from
that location to avoid apprehension, these linitations would not
apply to an attacker able to run code on the end host. Wile
obtaining a PIDF-LO from a spoofed | P address requires that the
attacker be on the path between the HELD requester and the LIS, if
the attacker is able to run code requesting the PIDFLO, retrieve it
fromthe LIS, and then nmake an energency call using it, this attack
becones nuch easier. To mtigate the risk of autonmated attacks,
service providers can limt the ability of untrusted code (such as
WebRTC applications witten in JavaScript) to nmake energency calls

Emer gency services have three finite resources subject to denial-of-
service attacks: the network and server infrastructure; call takers
and di spatchers; and the first responders, such as firefighters and
police officers. Protecting the network infrastructure is simlar to
protecting other high-value service providers, except that |ocation
informati on may be used to filter call setup requests, to weed out
requests that are out of area. Even for large cities, PSAPs may only
have a handful of call takers on duty. So, even if autonated
techniques are utilized to evaluate the trustworthiness of conveyed

| ocation and call takers can, by questioning the caller, elimnate
many hoax calls, PSAPs can be overwhel ned even by a small-scal e
attack. Finally, first-responder resources are scarce, particularly
during mass-casualty events.

6. Privacy Considerations

The energency calling architecture described in [ RFC6443] utilizes
the PIDF-LO format defined in [RFC4119]. As described in the

| ocation privacy architecture [ RFC6280], privacy rules that may
include policy instructions are conveyed along with the |ocation
obj ect.
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The intent of the location privacy architecture was to provide strong
privacy protections, as noted in [ RFC6280], Section 1.1

A central feature of the Geopriv architecture is that |ocation
information is always bound to privacy rules to ensure that
entities that receive location information are informed of how
they may use it. These rules can convey sinple directives ("do
not share ny location with others"), or nore robust preferences
("allow my spouse to know nmy exact location all of the tine, but
only allow ny boss to know it during work hours")... The binding
of privacy rules to location informati on can convey users’ desire
for and expectations of privacy, which in turn helps to bol ster
soci al and |l egal systens’ protection of those expectations.

However, in practice this architecture has limtations that apply

wi t hi n energency and non-energency situations. As noted in

Section 1.2.2, concerns about hoax calls have led to restrictions on
anonynmous energency calls. Caller identification (potentially
asserted in SIP via P-Asserted-ldentity and SIP Identity) may be used
during emergency calls. As a result, in many cases | ocation
information transmtted within SI P nmessages can be linked to caller
identity. For exanple, in the case of a signed LbyV, there are
privacy concerns arising fromlinking the | ocation object to
identifiers to prevent replay attacks, as described in Section 3.1

The ability to observe location information during emergency calls
may al so represent a privacy risk. As a result, [RFC6443] requires
transm ssion-layer security for SIP nessages, as well as interactions
with the | ocation server. However, even where transm ssion-|ayer
security is used, privacy rules associated with |ocation information
may not apply.

In many jurisdictions, an individual requesting energency assistance
is assuned to be granting perm ssion to the PSAP, call taker, and
first responders to obtain their location in order to accelerate
dispatch. As a result, privacy policies associated with |location are
inmplicitly waived when an energency call is initiated. |In addition,
when | ocation information is included within SIP nmessages in either
energency or non-energency uses, SIP entities receiving the SIP
nmessage are inplicitly assunmed to be authorized Location Recipients,
as noted in [ RFC5606], Section 3.2:

Consensus has energed that any SIP entity that receives a SIP
message containing LI through the operation of SIP s nornal
routing procedures or as a result of |ocation-based routing should
be considered an authorized recipient of that LI. Because of this
presunpti on, one SIP el enent nmay pass the LI to another even if
the LOit contains has <retransnission-allowed> set to "no"; this
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sees the passing of the SIP nessage as part of the delivery to
aut hori zed recipients, rather than as retransm ssion. SIP
entities are still enjoined from passing these nessages

outside the normal routing to external entities if

<retransmi ssion-allowed> is set to "no", as it is the passing to
third parties that <retransnission-allowed> is neant to control

Where LbyR is utilized rather than LbyV, it is possible to apply nore
restrictive authorization policies, limting access to internediaries
and snoopers. However, this is not possible if the "authorization by
possessi on" nodel is used.
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