I nternet Engi neering Task Force (IETF) T. Reddy

Request for Comments: 7376 R Ravi ndranath
Cat egory: I nfornmational Ci sco
| SSN. 2070-1721 M  Perunal
Eri csson

A. Yegin

Sanmsung

Sept enber 2014
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Abst r act

Thi s docunent di scusses sone of the security problens and practical
problenms with the current Session Traversal Uilities for NAT (STUN)
aut hentication for Traversal Using Relays around NAT (TURN) nessages.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Not all docunents
approved by the |ESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc7376.
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Copyri ght Notice

Copyright (c) 2014 |ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

Traversal Using Relays around NAT (TURN) [RFC5766] is a protocol that
is often used to inprove the connectivity of Peer-to-Peer (P2P)
applications (as defined in Section 2.7 of [RFC5128]). TURN allows a
connection to be established when one or both sides are incapabl e of
a direct P2P connection. The TURN server is also a building block to
support interactive, real-time comrmuni cation using audi o, video,

col l aboration, ganes, etc., between two peer web browsers using the
Web Real - Ti ne Conmuni cation (WebRTC) [ WebRTC- Overvi ew] franeworKk.

A TURN server is also used in the follow ng scenari os:

o For privacy, users of WDbRTC-based web applications may use a TURN
server to hide host candi date addresses fromthe renote peer

o0 Enterprise networks deploy firewalls that typically block UDP
traffic. Wien SIP user agents or WDbRTC endpoints are depl oyed
behind such firewalls, nedia cannot be sent over UDP across the
firewall but nust instead be sent using TCP (which causes a
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different user experience). |In such cases, a TURN server depl oyed
in the DeMlitarized Zone (DWMZ) m ght be used to traverse
firewalls.

0 The use case explained in Section 3.3.5 of [WbRTC Use- Cases]
("Sinple Video Communi cation Service, enterprise aspects") refers
to deploying a TURN server in the DMZ to audit all media sessions
frominside an Enterprise prem ses to any external peer.

0 A TURN server could al so be deployed for RTP Mbility
[ TURN- Mobi lity], etc.

0 A TURN server nmay be used for |IPv4-to-1Pv6, |Pv6-to-1Pv6, and
| Pv6-to-1Pv4 rel ayi ng [ RFC6156] .

0 Interactive Connectivity Establishnment (1CE) [ RFC5245]
connectivity checks using server reflexive candi dates coul d fai
when the endpoint is behind a NAT [ RFC3235] that perforns address-
dependent mapping as described in Section 4.1 of [RFC4787]. In
such cases, a relayed candidate allocated fromthe TURN server is
used for nedia.

Session Traversal Uilities for NAT (STUN) [ RFC5389] specifies an

aut henti cation mechanismcalled the | ong-termcredential mechani sm
Section 4 of TURN [ RFC5766] specifies that TURN servers and clients
must i npl enent this nechanisnm Section 4 of TURN [ RFC5766] al so
specifies that the TURN server nust demand that all requests fromthe
client be authenticated using this nechanismor that an equally
strong or stronger nechanismfor client authentication be used.

In the above scenarios, applications would use the |ICE protocol for
gathering candidates. An |ICE agent can use TURN to | earn server
reflexive and relayed candidates. |[If the TURN server requires that
the TURN request be authenticated, then the ICE agent will use the
| ong-termcredential nmechani smexplained in Section 10 of [RFC5389]
for authentication and nessage integrity. Section 10 of the TURN
specification [ RFC5766] explains the inportance of the long-term
credential mechanismto mitigate various attacks. dient
authentication is essential to prevent unauthorized users from
accessing the TURN server, and mi suse of credentials could inpose
significant cost on the victimTURN server

Thi s docunent focuses on listing security problens and practica

problems with current STUN authentication for TURN so that it can
serve as the basis for stronger authentication mechani sns.
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4.

An Allocate request is nore likely than a Binding request to be
identified by a server adm nistrator as needing client authentication
and integrity protection of messages exchanged. Hence, the issues

di scussed here regardi ng STUN authentication are applicable mainly in
the context of TURN nessages.

Not at i onal Conventi ons
Thi s docunent uses term nol ogy defined in [ RFC5389] and [ RFC5766] .
Scope

Thi s docunent can be used as input for designing solution(s) to
address problens with the current STUN aut hentication for TURN
messages.

Probl enms with STUN Long- Term Aut hentication for TURN

1. As described in [RFC5389], the long-termcredential mechani sm
could provide to users a long-termcredential in the formof a
traditional "log-in" usernanme and password; this credential would
not change for extended periods of tinme. The key derived from
the user credentials would be used to provide nessage integrity
for every TURN request/response. However, an attacker that is
capabl e of eavesdroppi ng on a nessage exchange between a client
and server can deternine the password by trying a number of
candi dat e passwords and checking to see if one of themis correct
by calculating the nmessage integrity using these candidate
passwords and conparing themw th the nessage integrity value in
t he MESSAGE- | NTEGRI TY attri bute.

2. When a TURN server is deployed in the DMZ and requires that
requests be authenticated using the |l ong-termcredentia
mechani sm as described in [ RFC5389], the TURN server needs to be
aware of the usernane and password to validate the nessage
integrity of the requests and to provide nessage integrity for
responses. This results in nanagenment overhead on the TURN
server. Long-termcredentials (usernane, realm and password)
need to be stored on the server side, using an MD5 hash over the
credentials, which is not considered best current practice.

[ RFC6151] discusses security vulnerabilities of MD5 and
encourages inplenmenters not to use it. It is not possible to use
STUN I ong-termcredentials in inplenmentations that are conpliant
with US FIPS 140-2 [FI PS-140-2], since MD5 isn't an approved

al gorithm
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3. The long-termcredential mechani smdiscussed in [ RFC5389]
specifies that the TURN client must include a usernane value in
the USERNAME STUN attribute. An adversary snooping the TURN
messages between the TURN client and server can identify the
users involved in the call, resulting in privacy |eakage. |If
TURN usernanes are |inked to real usernanes, then privacy | eakage
will result, but in certain scenarios TURN usernanes need not be
linked to any real usernanes given to users, as the usernanes are
just provisioned on a per-conpany basis.

4. STUN authentication relies on HVAC- SHA1 [ RFC2104]. There is no
mechani smfor hash agility in the protocol itself, although
Section 16.3 of [RFC5389] does discuss a plan for migrating to a
more secure algorithmin case HVAC-SHAL is found to be
compr om sed

5. A nman-in-the niddl e attacker posing as a TURN server chall enges
the client to authenticate, |earns the USERNAME of the client,
and |l ater snoops the traffic fromthe client, thereby identifying
user activity; this results in privacy |eakage.

6. Hosting nmultiple realns on a single | P address is chall enging
with TURN. Wien a TURN server needs to send the REALM attribute
in response to an unauthenticated request, it has no usefu
information for determining which realmit should send in the
response, except the source transport address of the TURN
request. Note that this is a problemw th nulti-tenant scenarios
only; this may not be a probl emwhen the TURN server is |ocated
in enterprise premses

7. In WbRTC, the JavaScript code needs to know the usernane and
password to use in the WBC RTCPeer Connection APl to access the
TURN server. This exposes user credentials to the JavaScri pt
code, which could be malicious; the malicious JavaScript code
could then misuse or leak the credentials. |f the credentials
happen to be used for accessing services other than TURN, then
the security inplications are much | arger

5. Security Considerations
Thi s docunent |ists problens with current STUN aut hentication for

TURN so that it can serve as the basis for stronger authentication
mechani sns.
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