I nternet Engi neering Task Force (IETF) B. Trammel
Request for Comments: 7373 ETH Zurich
Cat egory: Standards Track Sept enber 2014
| SSN: 2070-1721

Textual Representation of IP Flow Information Export (1PFIX)
Abstract Data Types

Abst ract

Thi s docunent defines UTF-8 representations for IP Flow I nformation
Export (1PFIX) abstract data types (ADTs) to support interoperable
usage of the IPFIX Information Elements with protocols based on
textual encodi ngs.

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc7373

Copyri ght Notice

Copyright (c) 2014 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

Trammel | St andards Track [ Page 1]



RFC 7373 I PFI X Text Types

Tabl e of Contents

Sept enber 2014

1. Introduction 2
2. Term nol ogy . 3
3. ldentifying Infornatlon EIenents 3
4. Data Type Encodi ngs . 3
4.1. octetArray . . C e e e e 4
4.2. unsignheds8, unS|gned16 unsigned32, and unsi gned64 . 4
4.3. signed8, signedl6, signed32, and signed64 . 5
4.4, float32 and float64 . e 6
4.5. bool ean . 7
4.6. nacAddress 7
4.7. string . . . 7
4.8. The dateTinme ADTs . 8
4.9. ipv4Address . 8
4.10. ipv6Address . . . . . . . . Lo 9
4.11. basicList, subTenpl atelist, and subTenpl ateMul tiLi st 9
5. Security Considerations . e e e e e 9
6. References . 10
6.1. Normative References 10
6.2. Informative References 11
Appendi x A,  Exanpl e 13
Acknowl edgrents . 14

Aut hor’ s Addr ess

1. I nt roducti on

The IP Flow I nformati on Export (IPFIX) Information Mddel [RFC7012]
provi des a set of abstract data types (ADTs) for the | ANA "I PFI X

Information El enents” registry [IANA-1PFI X], which contains a rich
set of Information Elenents for description of information about
network entities and network traffic data, and abstract data types
for these Information Elements. The | PFI X Protocol Specification
[ RFC7011], in turn, defines a big-endian binary encoding for these
abstract data types suitable for use with the |IPFI X protocol

However, present and future operations and managenent protocols and
applications may use textual encodings, and generic fram ng and
structure, as in JSON [ RFC7159] or XM.. A definition of canonica
textual encodings for the | PFI X abstract data types would allow this
set of Information Elenents to be used for such applications and for
these applications to interoperate with I PFI X applications at the
Informati on El enent definition |evel

Note that tenplating or other mechani sms used for data description
for such applications and protocols are application specific and,
therefore, out of scope for this docunent: only Infornation El enent
identification and val ue representation are defined here.
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In nost cases where a textual representation will be used, an
explicit tradeoff is made for human readability or manipulability
over compactness; this assunption is used in defining standard
representations of |PFI X ADTs.

2. Term nol ogy

Capitalized terns defined in the | PFI X Protocol Specification

[ RFC7011] and the I PFI X Informati on Mbdel [RFC7012] are used in this
docunent as defined in those docunents. The key words "MJST", "MJST
NOT", "REQUI RED', "SHALL", "SHALL NOT", "SHOULD', "SHOULD NOT",

" RECOMMVENDED', "MAY", and "OPTIONAL" in this docunent are to be
interpreted as described in [RFC2119]. |In addition, this docunent
defines the following terninology for its own use:

Encl osi ng Cont ext
A textual representation of Information El ement values is applied
to use the IPFI X Information Mbdel w thin some existing textua
format (e.g., XML [WBC-XM.] and JSON [ RFC7159]). This outer
format is referred to as the Enclosing Context within this
docunent. Encl osing Contexts define escaping and quoting rules
for represented val ues.

3. ldentifying Information El ements

The "I PFI X Information El ements” registry [I ANA-I1PFI X] defines a set
of Information El ements nunbered by Information El enment identifiers
and naned for human readability. These Information El enent
identifiers are neant for use with the I PFI X protocol and have little
meani ng when applying the "I PFI X I nformation El ements" registry to
textual representations.

I nstead, applications using textual representations of I|nformation
El ements use Information El enent nanes to identify them see
Appendi x A for exanples illustrating this principle.

4. Data Type Encodi ngs

Each subsection of this section defines a textual encoding for the
abstract data types defined in [RFC7012]. This section uses ABNF,
including the Core Rules in Appendi x B of [RFC5234], to describe the
format of textual representations of |PFIX abstract data types.

If future documents update [RFC7012] to add new abstract data types
to the IPFIX Informati on Model, and those abstract data types are
general ly useful, this docunent will also need to be updated in order
to define textual encodings for those abstract data types.
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4.1. octetArray

If the Encl osing Context defines a representation for binary objects,
that representati on SHOULD be used.

O herwi se, since the goal of textual representation of Information

El ements is human readability over conpactness, the val ues of
Informati on El enents of the octetArray data type are represented as a
string of pairs of hexadecimal digits, one pair per byte, in the
order the bytes would appear on the wire were the octetArray encoded
directly in IPFI X per [ RFC7011]. Whitespace may occur between any
pair of digits to assist in hunan readability of the string but is
not necessary. |In ABNF:

hex-octet = 2HEXDI G
octetarray = hex-octet *([WSP] hex-octet)
4.2. unsigned8, unsignedl6, unsigned32, and unsi gned64

If the Encl osing Context defines a representation for unsigned
i ntegers, that representati on SHOULD be used.

In the special case where the unsigned Information El erent has
identifier semantics and refers to a set of codepoints either in an
external registry, in a sub-registry, or directly in the description
of the Information El enent, then the nanme or short description for
that codepoint as a string MAY be used to inprove readability.

O herwi se, the values of Information El ements of an unsigned integer
type may be represented as either unprefixed base-10 (decinal)
strings, base-16 (hexadecimal) strings prefixed by "0x", or base-2
(binary) strings prefixed by "0b". In ABNF:

unsigned = 1*DIA T / "Ox" 1*HEXDIG/ "Ob" 1*BIT

Leadi ng zeroes are allowed in any representati on and do not signify
base-8 (octal) representation. Binary representation is intended for
use with Information Elenments with flag semantics, but it can be used
in any case.

The encoded val ue MJST be in range for the correspondi ng abstract
data type or Information Element. Values that are out of range are
interpreted as clipped to the inplicit range for the Information

El ement as defined by the abstract data type or to the explicit range
of the Information Elenent if defined. M ninmm and maxi mum val ues
for abstract data types are shown in Table 1 bel ow.
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S S T dom e mmemeeeemeaeeaaas +
| type | mninmm | maxi mum |
R S R T +
| unsigned8 | 0 | 255
| unsignedl6 | 0| 65535
| unsigned32 | 0| 4294967295
| unsigned64 | 0 | 18446744073709551615
Fomm e oo - B o e e e e e e oo +

Tabl e 1: Ranges for Unsigned Abstract Data Types (in Decinal)
4.3. signed8, signedl6, signed32, and signed64

If the Encl osing Context defines a representation for signed
i ntegers, that representati on SHOULD be used.

O herwi se, the values of Information El enments of signed integer types

are represented as optionally prefixed base-10 (decinmal) strings. In
ABNF:
sign = "+" [ "-"

signed = [sign] 1*DIGAT

If the signis omtted, it is assuned to be positive. Leading zeroes
are all owed and do not signify base-8 (octal) encoding. The
representation "-0" is explicitly allowed and is equal to zero.

The encoded val ue MJUST be in range for the correspondi ng abstract
data type or Information Element. Values that are out of range are
to be interpreted as clipped to the inplicit range for the

I nformati on El enent as defined by the abstract data type or to the
explicit range of the Information Elenment if defined. M ninum and
maxi mum val ues for abstract data types are shown in Table 2 bel ow

S o e o oo o e o oo +
| type | m ni mum | maxi mum |
o e - o e e e e e e e oo o e e e e e e e oo +
| signed8 | -128 | +127 |
| signedl6 | - 32768 | +32767 |
| signed32 | -2147483648 | +2147483647 |
| signed64 | -9223372036854775808 | +9223372036854775807

S oo oo +

Tabl e 2: Ranges for Signed Abstract Data Types (in Decinal)
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4.4. float32 and fl oat 64

If the Encl osing Context defines a representation for floating-point
nunbers, that representati on SHOULD be used.

O herwi se, the values of Infornation Elements of float32 or float64
types are represented as optionally sign-prefixed, optionally base-10
exponent - suf fi xed, floating-point deci mal nunbers, as in

[l EEE. 754. 2008] . The special strings "NaN', "+inf", and "-inf"
represent "not a nunber", "positive infinity", and "negative
infinity", respectively.

I n ABNF:

sign ="+" [ "-

exponent = "e" [sign] 1*3DIAT
right-decimal = "." 1*DIG T
mantissa = 1*DIG T [ri ght-deci mal ]
num = [sign] manti ssa [exponent]
naninf = "NaN' / (sign "inf")
float = num/ nani nf

The expressed value is ( mantissa * 10 ~ exponent ). |If the signis
omtted, it is assuned to be positive. |If the exponent is onmitted,

it is assuned to be zero. Leading zeroes may appear in the mantissa
and/ or the exponent. Values MJST be within range for single- or
doubl e- preci sion nunbers as defined in [| EEE 754.2008]; finite val ues
outside the appropriate range are to be interpreted as cl anped to be
within the range. Note that no nore than three digits are required
or allowed for exponents in this encoding due to these ranges.

Note that since this representation is neant for human readability,
witers MAY sacrifice precision to use a nore human-readabl e
representation of a given value, at the expense of the ability to
recover the exact bit pattern at the reader. Therefore, decoders
MUST NOT assune that the represented val ues are exactly conparable
for equality.
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4.5. Dbool ean

If the Encl osing Context defines a representation for bool ean val ues,
that representati on SHOULD be used.

O herwi se, a true boolean value is represented by the literal string

"true" and a fal se boolean value by the literal string "false". In
ABNF:

bool ean-true = "true"

bool ean-fal se = "fal se"

bool ean = bool ean-true / bool ean-fal se
4.6. nmacAddress

Medi a Access Control (MAC) addresses are represented as | EEE 802
MAC- 48 addresses, hexadeci nal bytes with the npost significant byte
first, separated by colons. In ABNF:

hex-octet = 2HEXD G

macaddress = hex-octet 5( ":" hex-octet )

4.7. string

As Information El enents of the string type are sinply Unicode strings
(encoded as UTF-8 when appearing in Data Sets in | PFI X Messages

[ RFC7011]), they are represented directly, using the Unicode encoding
rul es and quoting and escaping rul es of the Encl osing Context.

If the Encl osing Context cannot natively represent Unicode
characters, the escaping facility provided by the Encl osi ng Cont ext
MUST be used for nonrepresentable characters. Additionally, strings
contai ning characters reserved in the Enclosing Context (e.g.,
control characters, markup characters, and quotes) MJST be escaped or
quot ed according to the rules of the Encl osing Context.

It is presunmed that the Enclosing Context has sufficient restrictions
on the use of Unicode to prevent the unsafe use of nonprinting and
control characters. As there is no accepted solution for the
processi ng and safe display of mixed-direction strings, m xed-
direction strings should be avoi ded using this encoding. Note also
that since this docunment presents no additional requirenents for the
nornal i zati on of Unicode strings, care nmust be taken when conparing
strings using this encoding; direct byte-pattern conparisons are not
sufficient for determ ning whether two strings are equivalent. See
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[ RFC6885] and [PRECI'S] for nore on possible unexpected results and
related risks in conparing Unicode strings.

4.8. The dateTi me ADTs

Ti mestanp abstract data types are represented generally as in

[ RFC3339] ,

zone of fsets are,

dat eTi neSeconds,

with two inportant differences.
ti mestanps are expressed in ternms of UTC, so textual
of these Information Elenents are explicitly in UTC as wel|.
therefore,
there are four tinmestanp abstract data types,
preci sion that they can express.
expressed in milliseconds in dateTimeMI|iseconds,

all | PFIX
representations
Ti me
required or supported. Second,
separated by the
seconds are omitted in

First,

not

Fracti onal

and so on.

In ABNF, taken from[RFC3339] and nodified as foll ows:

date-full year =4DIGA T

dat e- nont h =2DIAT ; 01-12

dat e- nday =2DIGAT ; 01-28, 01-29, 01-30, 01-31

ti me- hour =2DIAT ; 00-23

time-mnute =2DIA T ; 00-59

time-second =2DIGA T ; 00-58, 00-59, 00-60

time-nsec ="."3DdT

time-usec ="."eDdAT

ti me-nsec ="."9DAdT

full -date = date-fullyear "-" date-nonth "-" date-nday

i nteger-tine = tinme-hour ":" time-mnute ":" time-second

dat et i neseconds = full-date "T" integer-tine
datetinemlliseconds = full-date "T" integer-tinme "." tine-nsec
dat etinmem croseconds = full-date "T" integer-tinme "." tine-usec
dat eti nenanoseconds = full-date "T" integer-tinme "." tine-nsec

4.9. ipv4Address

I P version 4 addresses are represented in dotted-quad fornat,
as it would be in a Uniform Resource

significant byte first,

nost

Identifier [RFC3986]; the ABNF for an |Pv4 address is taken from
[ RFC3986] and reproduced bel ow.
dec- oct et =DAT ; 0-9
/| %31-39 DG T ; 10-99
[ "1" 2DIAT ; 100-199
[ "2" 9%30-34 DIAT ; 200- 249
[ "25" 9%30- 35 ; 250- 255
i pvdaddress = dec-octet 3( "." dec-octet )

Tr amrel |
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4.

4.

10. i pv6Address

I P version 6 addresses are represented as in Section 2.2 of

[ RFC4291], as updated by Section 4 of [RFC5952]. The ABNF for an

| Pv6 address is taken from [ RFC3986] and reproduced bel ow, using the
i pvdaddress production fromthe previous section

| s32 = ( hle ":" hl6 ) / ipv4daddress
; least significant 32 bits of address
h16 = 1*4HEXDI G

16 bits of address represented in hexadeci nal
zeroes to be suppressed as in RFC 5952

i pv6address = 6( hleé ":" ) 1s32
/ "::" 5( hi1e ":" ) 1s32
| hi6 ] "::" 4( hl6 ":" ) |s32
| hi6 ":" hi6 ] "::" 3( hl6 ":" ) 1s32
/[ *2( h16 ":" ) h16 ] "::" 2( h1l6 ":" ) 1s32
/[ *3( h16 ":" ) hie ] "::" hie ":" | s32
/ [ *4( hl16 ":" ) hl6 ] "::" | s32
/[ *5( h16 ":" ) hl6 ] "::" h16
/[ *6( h16 ":" ) hl6 ] "::"

11. basiclList, subTenpl atelist, and subTenpl ateMil ti Li st

These abstract data types, defined for |IPFIX Structured Data

[ RFC6313], do not represent actual data types; they are instead
desi gned to provide a nechani sm by which conplex structure can be
represented in I PFI X below the tenplate level. It is assuned that
protocol s using textual Information El enent representation will
provide their own structure. Therefore, Information El ements of
these data types MJST NOT be used in textual representations.

Security Considerations
The security considerations for the | PFI X protocol [RFC7011] apply.

I mpl enent ati ons of decoders of Information El ement val ues using these
representations nmust take care to correctly handle invalid input, but
the encodi ngs presented here are not special in that respect.

The encoding specified in this docunent, and representations that nay
be built upon it, are specifically not intended for the storage of
data. However, since storage of data in the format in which it is
exchanged is a very conmon practice, and the ubiquity of tools for

i ndexi ng and searching text significantly increases the ease of
searching and the risk of privacy-sensitive data being accidentally

i ndexed or searched, the privacy considerations in Section 11.8 of
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[ RFC7011] are especially inportant to observe when storing data using
the encoding specified in this docunment that was derived fromthe
measur enent of network traffic.

When using representations based on this encoding to transmt or
store network traffic data, consider onmitting especially privacy-
sensitive values by not representing the colums or keys containing
those val ues, as in bl ack-marker anonymi zation as di scussed in
Section 4 of [RFC6235]. Oher anonynization techniques described in
[ RFC6235] may al so be useful in these situations.

The encodings for all abstract data types other than 'string are
defined in such a way as to be representable in the US-ASClI
character set and, therefore, should be unproblematic for al

Encl osi ng Contexts. However, the 'string’ abstract data type may be
vul nerable to problens with ill-formed UTF-8 strings as discussed in
Section 6.1.6 of [RFC7011]; see [UTF8-EXPLA T] for background
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Exanpl e

In this section, we exam ne an | PFl X Tenpl ate and a Data Record
defined by that Tenpl ate and show how that Data Record woul d be
represented in JSON according to the specification in this docunent.
Note that this is specifically NOT a recomendation for a particul ar
representation but nmerely an illustration of the encodings in this

docunent; the quoting and formatting in the exanple are JSON

speci f

Figure 1 shows a Tenplate in Infornmation El enent Specifier (|ESpec)
as defined in Section 10.1 of [RFC7013]; a correspondi ng JSON
representing a record defined by this tenplate in the text

f or mat
obj ect
f or mat

Tr amrel |

ic.

specified in this docunent is shown in Figure 2

flowStart M | 1i seconds(152) <dat eTi nreM | | i seconds>[ 8]
fl owendM | | i seconds(153) <dat eTi reM | | i seconds>[ 8]
oct et Del t aCount (1) <unsi gned64>[ 4]

packet Del t aCount ( 2) <unsi gned64>[ 4]

sour cel Pv6Addr ess(27) <i pv6Addr ess>[ 16] { key}
destinati onl Pv6Addr ess(28) <i pv6Addr ess>[ 16] { key}
sourceTransport Port (7) <unsi gned16>[ 2] { key}
destinationTransportPort (11)<unsi gned16>[ 2] { key}
protocol I dentifier(4)<unsi gned8>[ 1] {key}

tcpCont rol Bit s(6)<unsi gned16>[ 2]

f | owEndReason( 136) <unsi gned8>[ 1]

Figure 1: Sanple Flow Tenplate in | ESpec For mat

{
"flowStartM ||l iseconds”: "2012-11-05T18:31:01. 135",
"flowEndM I | i seconds": "2012-11-05T18:31:02. 880",
"octetDel taCount": 195383,
"packet Del taCount": 88,
"sourcel Pv6Address": "2001:db8:c:1337::2",
"desti nationl Pv6Address": "2001:db8:c:1337::3",
"sourceTransportPort": 80,
"destinationTransportPort": 32991,
"protocol ldentifier": "tcp",
"tcpControl Bits": 19,
"fl owendReason": 3

}

Figure 2: JSON Object Containing Sanple Fl ow
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